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LIMITED WARRANTY

Limited Warranty Statement: SMC Networks, Inc. (“*SMC”) warrants its products to be free
from defects in workmanship and materials, under normal use and service, for the
applicable warranty term. All SMC products carry a standard 90-day limited warranty from
the date of purchase from SMC or its Authorized Reseller. SMC may, at its own discretion,
repair or replace any product not operating as warranted with a similar or functionally
equivalent product, during the applicable warranty term. SMC will endeavor to repair or
replace any product returned under warranty within 30 days of receipt of the product. The
standard limited warranty can be upgraded to a Limited Lifetime* warranty by registering
new products within 30 days of purchase from SMC or its Authorized Reseller. Registration
can be accomplished via the enclosed product registration card or online via the SMC
website. Failure to register will not affect the standard limited warranty. The Limited
Lifetime warranty covers a product during the Life of that Product, which is defined as the
period of time during which the product is an “Active” SMC product. A product is
considered to be “Active” while it is listed on the current SMC price list. As new
technologies emerge, older technologies become obsolete and SMC will, at its discretion,
replace an older product in its product line with one that incorporates these newer
technologies. At that point, the obsolete product is discontinued and is no longer an
“Active” SMC product. A list of discontinued products with their respective dates of
discontinuance can be found at:
http://www.smc.com/index.cfm?action=customer_service_warranty.

All products that are replaced become the property of SMC. Replacement products may
be either new or reconditioned. Any replaced or repaired product carries either a 30-day
limited warranty or the remainder of the initial warranty, whichever is longer. SMC is not
responsible for any custom software or firmware, configuration information, or memory
data of Customer contained in, stored on, or integrated with any products returned to SMC
pursuant to any warranty. Products returned to SMC should have any customer-installed
accessory or add-on components, such as expansion modules, removed prior to returning
the product for replacement. SMC is not responsible for these items if they are returned
with the product. Customers must contact SMC for a Return Material Authorization number
prior to returning any product to SMC. Proof of purchase may be required. Any product
returned to SMC without a valid Return Material Authorization (RMA) number clearly

2



marked on the outside of the package will be returned to customer at customer’s expense.
For warranty claims within North America, please call our toll-free customer support
number at (800) 762-4968. Customers are responsible for all shipping charges from their
facility to SMC. SMC is responsible for return shipping charges from SMC to customer.

WARRANTIES EXCLUSIVE: IF AN SMC PRODUCT DOES NOT OPERATE AS
WARRANTED ABOVE, CUSTOMER’S SOLE REMEDY SHALL BE REPAIR OR
REPLACEMENT OF THE PRODUCT IN QUESTION, AT SMC’S OPTION. THE
FOREGOING WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF
ALL OTHER WARRANTIES OR CONDITIONS, EXPRESS OR IMPLIED, EITHER IN
FACT OR BY OPERATION OF LAW, STATUTORY OR OTHERWISE, INCLUDING
WARRANTIES OR CONDITIONS OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. SMC NEITHER ASSUMES NOR AUTHORIZES ANY OTHER
PERSON TO ASSUME FOR IT ANY OTHER LIABILITY IN CONNECTION WITH THE
SALE, INSTALLATION, MAINTENANCE OR USE OF ITS PRODUCTS. SMC SHALL
NOT BE LIABLE UNDER THIS WARRANTY IF ITS TESTING AND EXAMINATION
DISCLOSE THE ALLEGED DEFECT IN THE PRODUCT DOES NOT EXIST OR WAS
CAUSED BY

CUSTOMER'S OR ANY THIRD PERSON'S MISUSE, NEGLECT, IMPROPER
INSTALLATION OR TESTING, UNAUTHORIZED ATTEMPTS TO REPAIR, OR ANY
OTHER CAUSE BEYOND THE RANGE OF THE INTENDED USE, OR BY ACCIDENT,
FIRE, LIGHTNING, OR OTHER HAZARD.

LIMITATION OF LIABILITY: IN NO EVENT, WHETHER BASED IN CONTRACT OR TORT
(INCLUDING NEGLIGENCE), SHALL SMC BE LIABLE FOR INCIDENTAL,
CONSEQUENTIAL, INDIRECT, SPECIAL, OR PUNITIVE DAMAGES OF ANY KIND, OR
FOR LOSS OF REVENUE, LOSS OF BUSINESS, OR OTHER FINANCIAL LOSS
ARISING OUT OF OR IN CONNECTION WITH THE SALE, INSTALLATION,
MAINTENANCE, USE, PERFORMANCE, FAILURE, OR INTERRUPTION OF ITS
PRODUCTS, EVEN IF SMC OR ITS AUTHORIZED RESELLER HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. SOME STATES DO NOT ALLOW THE
EXCLUSION OF IMPLIED WARRANTIES OR THE LIMITATION OF INCIDENTAL OR
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CONSEQUENTIAL DAMAGES FOR CONSUMER PRODUCTS, SO THE ABOVE
LIMITATIONS AND EXCLUSIONS MAY NOT APPLY TO YOU. THIS WARRANTY GIVES
YOU SPECIFIC LEGAL

RIGHTS, WHICH MAY VARY FROM STATE TO STATE. NOTHING IN THIS WARRANTY
SHALL BE TAKEN TO AFFECT YOUR STATUTORY RIGHTS.

* SMC will provide warranty service for one year following discontinuance from the active
SMC price list. Under the limited lifetime warranty, internal and external power supplies,
fans, and cables are covered by a standard one-year warranty from date of purchase.

SMC Networks, Inc.
20 Mason
Irvine, CA 92618



COMPLIANCES

FCC - Class A

This equipment has been tested and found to comply with the limits for a Class A digital

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide

reasonable protection against harmful interference in a residential installation. This

equipment generates, uses and can radiate radio frequency energy and, if not installed

and used in accordance with instructions, may cause harmful interference to radio

communications. However, there is no guarantee that the interference will not occur in a

particular installation. If this equipment does cause harmful interference to radio or

television reception, which can be determined by turning the equipment off and on, the

user is encouraged to try to correct the interference by one or more of the following

measures:

e Reorient the receiving antenna

e Increase the separation between the equipment and receiver

e Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected

e Consult the dealer or an experienced radio/TV technician for help

EC Conformance Declaration - Class A
SMC contact for these products in Europe is:

SMC Networks Europe,

Edificio Conata I,

Calle Fructu6s Gelabert 6-8, 20, 4a,

08970 - Sant Joan Despi,

Barcelona, Spain.
This information technology equipment complies with the requirements of the Council
Directive 89/336/EEC on the Approximation of the laws of the Member States relating to
Electromagnetic Compatibility and 73/23/EEC for electrical equipment used within
certain
voltage limits and the Amendment Directive 93/68/EEC. For the evaluation of the
compliance with these Directives, the following standards were applied:
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RFI Emission:

Limit class A according to EN 55022:1998, IEC 60601-1-2 (EMC,medical)
Limit class A for harmonic current emission according toEN 61000-3-2/1995
Limitation of voltage fluctuation and flicker in low-voltage supply system
according to EN 61000-3-3/1995

Immunity:

LVD:

Product family standard according to EN 55024:1998
Electrostatic Discharge according to EN 61000-4-2:1995
(Contact Discharge: £4 kV, Air Discharge: +8 kV)
Radio-frequency electromagnetic field according to EN 61000-4-3:1996
(80 - 1000 MHz with 1 kHz AM 80% Modulation: 3 V/m)
Electrical fast transient/burst according to EN 61000-4-4:1995 (AC/DC
power supply: £1 kV, Data/Signal lines: £0.5 kV)
Surge immunity test according to EN 61000-4-5:1995
(AC/DC Line to Line: +1 kV, AC/DC Line to Earth: +2 kV)
Immunity to conducted disturbances, Induced by radio-frequency fields:
EN 61000-4-6:1996 (0.15 - 80 MHz with

1 kHz AM 80% Modulation: 3 V/m)
Power frequency magnetic field immunity test according to
EN 61000-4-8:1993 (1 A/m at frequency 50 Hz)
Voltage dips, short interruptions and voltage variations immunity test
according to EN 61000-4-11:1994 (>95% Reduction @10 ms, 30%
Reduction @500 ms, >95% Reduction @5000 ms)

EN 60950-1:2001



Please read the following safety information carefully
before installing the device:

WARNING: Installation and removal of the unit must be carried out by
gualified personnel only.
e This guide is intended for use by network administrators who are
responsible for setting up and installing network equipment;
consequently it assumes a basic working knowledge of LANs (Local Area
Networks).
e The unit must be connected to an earthed (grounded) outlet to comply with
international safety standards.
e Do not connect the unit to an A.C. outlet (power supply) without an
earth (ground) connection.
e The appliance coupler (the connector to the unit and not the wall plug)
must have a configuration for mating with an EN 60320/IEC 320
appliance inlet.
e The socket outlet must be near to the unit and easily accessible. You can only
remove power from the unit by disconnecting the power cord from the outlet.
e This unit operates under SELV (Safety Extra Low Voltage) conditions
according to IEC 60950. The conditions are only maintained if the
equipment to which it is connected also operates under SELV
conditions.



Veuillez lire a fond I'information de la sécurité suivante avant d’installer le Device:
AVERTISSEMENT: L.installation et la dépose de ce groupe doivent étre

confiés a un personnel qualifié.

Ne branchez pas votre appareil sur une prise secteur (alimentation

électrique) lorsqu’il n'y a pas de connexion de mise a la terre (mise a la
masse).

Vous devez raccorder ce groupe a une sortie mise a la terre (mise a la masse)
afin de respecter les normes internationales de sécurité.

Le coupleur d.appareil (le connecteur du groupe et non pas la prise

murale) doit respecter une configuration qui permet un branchement sur une
entrée d.appareil EN 60320/IEC 320.

La prise secteur doit se trouver a proximité de l.appareil et son acces doit étre
facile. Vous ne pouvez mettre l.appareil hors circuit qu.en

débranchant son cordon électrique au niveau de cette prise.

L.appareil fonctionne a une tension extrémement basse de sécurité qui

est conforme a la norme IEC 60950. Ces conditions ne sont maintenues que si
l.équipement auquel il est raccordé fonctionne dans les mémes conditions.

Bitte unbedingt vor dem Einbauen des RPU die

folgenden Sicherheitsanweisungen durchlesen:

WARNUNG: Die Installation und der Ausbau des Geréts darf nur durch
Fachpersonal erfolgen.

Diese Anleitung ist fr die Benutzung durch Netzwerkadministratoren

vorgesehen, die fr die Installation und das einstellen von

Netzwerkkomponenten verantwortlich sind; sie setzt Erfahrung bei der Arbeit mit

LANSs (Local Area Networks) voraus.

Das Gerat sollte nicht an eine ungeerdete Wechselstromsteckdose

angeschlossen werden.



e Das Gerat mul? an eine geerdete Steckdose angeschlossen werden,
welche die internationalen Sicherheitsnormen erfillt.

o Der Geréatestecker (der Anschlul’3 an das Gerét, nicht der
Wandsteckdosenstecker) mul3 einen gemafd EN 60320/IEC 320
konfigurierten Gerateeingang haben.

e Die Netzsteckdose muf3 in der Nahe des Gerats und leicht zuganglich
sein. Die Stromversorgung des Geréts kann nur durch Herausziehen des
Geratenetzkabels aus der Netzsteckdose unterbrochen werden.

e Der Betrieb dieses Gerats erfolgt unter den SELV-Bedingungen
(Sicherheitskleinstspannung) gemaf IEC 60950. Diese Bedingungen sind
nur gegeben, wenn auch die an das Gerét angeschlossenen Geréte unter
SELV-Bedingungen betrieben werden

Stromkabel. Dies muss von dem Land, in dem es
benutzt wird geprift werden:

Dieser Stromstecker mufd die SEV/ASE
1011Bestimmungen ein- halten.

Schweiz

Das Netzkabel muf3 vom Typ
HO3VVF3GO0.75 (Mindestan-

forderung) sein und die Aufschrift <HAR>
oder <BASEC> tragen

Der Netzstecker muR3 die Norm CEE 7/7
erfullen (.SCHUKO.).
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Warnings and Cautionary Messages

Warning: This product does not contain any serviceable user parts.

Warning: Installation and removal of the unit must be carried out by qualified personnel
only.

Warning: When connecting this device to a power outlet, connect the field ground lead
on the tri-pole power plug to a valid earth ground line to prevent electrical
hazards.

Caution: Wear an anti-static wrist strap or take other suitable measures to prevent
electrostatic discharge when handling this equipment.

Caution: Do not plug a phone jack connector in the RJ-45 port. This may damage this
device. Les raccordeurs ne sont pas utilisé pour le systéme téléphonique!

Caution: Use only twisted-pair cables with RJ-45 connectors that conform to FCC
standards.

Warnings (in German)

Achtung: Dieses Produkt enthalt keine Teile, die eine Wartung vom Benutzer
bendtigen.
Achtung: Installation und Deinstallation des Gerates missen von qualifiziertem
Servicepersonal durchgefuhrt werden.
Achtung: Wenn das Gerat an eine Steckdose angeschlossen wird, muf3 der
Masseanschluf3
n Netzstecker mit Schutzerde verbunden werden, um elektrische
Gefahren zu vermeiden.
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Environmental Statement

The manufacturer of this product endeavours to sustain an environmentally-friendly
policy throughout the entire production process. This is achieved though the following

means:

¢ Adherence to national legislation and regulations on environmental production
standards.

e Conservation of operational resources.

o Waste reduction and safe disposal of all harmful un-recyclable by-products.

e Recycling of all reusable waste content.

e Design of products to maximize recyclables at the end of the product.s life span.

e Continual monitoring of safety standards.

End of Product Life Span
This product is manufactured in such a way as to allow for the recovery and disposal of
all included electrical components once the product has reached the end of its life.

Manufacturing Materials
There are no hazardous nor ozone-depleting materials in this product.

Documentation
All printed documentation for this product uses biodegradable paper that originates from
sustained and managed forests. The inks used in the printing process are non-toxic.

Purpose

This guide details the hardware features of the product, including Its physical and
performance-related characteristics, and how to install the product.
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Audience

The guide is intended for use by network administrators who are responsible for
installing and setting up network equipment; consequently, it assumes a basic working
knowledge of LANs (Local Area Networks).

Diese Anleitung ist fur die Benutzung durch Netzwerkadministratoren vorgesehen, die

fur die Installation und das einstellen von Netzwerkkomponenten verantwortlich sind;
sie setzt Erfahrung bei der Arbeit mit LANs (Local Area Networks) voraus.
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Chapter 1 Administrator

Administration

“System” is the managing of settings such as the privileges of packets that pass
through the SMC BR21VPN and monitoring controls. The System Administrators
can manage, monitor, and configure SMC BR21VPN settings. But all
configurations are “read-only” for all users other than the System Administrator;
those users are not able to change any setting of the SMC BR21VPN.
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Define the required fields of Administrator

Administrator Name:

B The username of Administrators and Sub Administrator for the SMC
BR21VPN. The admin user name cannot be removed; and the sub-admin
user can be removed or configure.

@The default Account: admin; Password: smcadmin

Privilege:

B The privileges of Administrators (Admin or Sub Admin). The username of
the main Administrator is Administrator with reading / writing privilege.
Administrator also can change the system setting, log system status, and to
increase or delete sub-administrator. Sub-Admin may be created by the
Admin by clicking New Sub Admin. Sub Admin have only read and
monitor privilege and cannot change any system setting value.

Configure:

B Click Modify to change the “Sub-Administrator’'s” password or click
Remove to delete a “Sub Administrator.”

17



Admin
Adding a new Sub Administrator

STEP 1. In the Admin WebUI, click the New Sub Admin button to create a
new Sub Administrator.

STEP 2 . In the Add New Sub Administrator WebUI (Figure 1-1) and enter the
following setting:
B Sub Admin Name: sub_admin
B Password: 12345
B Confirm Password: 12345

STEP 3. Click OK to add the user or click Cancel to cancel it.

Add Mewe Sub Admin

Sub Admin name =ub_admin (Max. 16 characters) |
Pazzweord ||eswee (Maz. 16 characters) |
Confirm Passward I ----- (Max. 16 characters) |

Figurel-1 Add New Sub Admin
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Modify the Administrator’s Password

STEP 1. Inthe Admin WebUI, locate the Administrator name you want to edit,
and click on Modify in the Configure field.

STEP 2 . The Modify Administrator Password WebUI will appear. Enter the
following information:
B Password: admin
B New Password: 52364
B Confirm Password: 52364 (Figurel-2)

STEP 3. Click OK to confirm password change.

mMaodify Admin Pa

!Admin Mame admin

!Password I ----- [Max. 16 characters)
iNew Pagsword  ||eeses (Max. 16 characters)
gCu:-nfirm Pagzword ||eeses (Max. 16 characters)

(0K [ Cancel |

Figurel-2 Modify Admin Password
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Add Remote Management IPs

STEP 1. Add the following setting in Permitted IPs of Administration:
(Figurel-3)
B Name: Enter master
IP Address: Enter 163.173.56.11
Netmask: Enter 255.255.255.255
Service: Select Ping and HTTP
Click OK
Complete add new permitted IPs (Figurel-4)

Add Mew Permitted IPs

Maime Imaster (Maz. 20 characters)
IP &ddress |1 E3.173.56.11

Metmaszk I255.255.255.255

Service W ping ¥ HTTP

Figurel-3 Setting Permitted IPs WebUI

Mame P Address f Metmask Fing HTTF Configure

master 163.173.56.11 / 255 255 255 255 | | % | (Medify | (Remove)

{ New Entry |

Figurel-4 Complete Add New Permitted IPs

@ To make Permitted IPs be effective, it must cancel the Ping and WebUI selection

in the WebUI of SMC BR21VPN that Administrator enter. (LAN, WAN, or DMZ Interface)
Before canceling the WebUI selection of Interface, must set up the Permitted IPs first,
otherwise, it would cause the situation of cannot enter WebUI by appointed Interface.
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Logout

STEP 1. Click Logout in System to protect the system while Administrator are
away. (Figurel-5)

Microgoft Internet Explorer

RLiH

Figurel-5 Confirm Logout WebUI

STEP 2 . Click OK and the logout message will appear in WebUI. (Figurel-6)

Multi-Homing Gateway Web Server Information

Your current connection has expired, you have now been logged out.

If you want to login, please restart your browser.

Figurel-6 Logout WebUI Message
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Software Update

STEP 1. Select Software Update in System, and follow the steps below:

B To obtain the version number from Version Number and obtain the
latest version from Internet. And save the latest version in the
hardware of the PC, which manage the SMC BR21VPN

B Click Browse and choose the latest software version file.

B Click OK and the system will update automatically. (Figurel-7)

Software Update
Werzion Mumber ; v 211.02
Software Update | FinewareigMcismc_sh EIE.. |

[ e SMC_SMCBER21 YRR _021102.0mg )

[ 0K ]I Cancel |

Figurel-7 Software Update

@It takes 3 minutes to update software. The system will reboot after update. During

the updating time, please don't turn off the PC or leave the WebUI. It may cause some
unexpected mistakes. (Strong suggests updating the software from LAN to avoid
unexpected mistakes.)
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Chapter 2 Configure

Configure
The Configure is according to the basic setting of the SMC BR21VPN. In this

chapter the definition is Setting, Date/Time, Multiple Subnet, Route Table, DHCP,
Dynamic DNS, Hosts Table, and Language settings.
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Define the required fields of Settings

SMC BR21VPN Configuration:

B The Administrator can import or export the system settings. Click OK to
import the file into the SMC BR21VPN or click Cancel to cancel importing.
You also can revive to default value here.

Email Settings:

B Select Enable E-mail Alert Notification under E-mail Settings. This
function will enable the SMC BR21VPN to send e-mail alerts to the System
Administrator when the network is being attacked by hackers or when
emergency conditions occur. (It can be set from Settings-Hacker Alert in
System to detect Hacker Attacks)

Web Management (WAN Interface):
B The System Manager can change the port number used by HTTP port
anytime. (Remote WebUIl management)

@After HTTP port has changed, if the administrator want to enter WebUI from WAN,

will have to change the port number of browser. (For example:
http://61.62.108.172:8080)

MTU Setting:
B |t provides the Administrator to modify the networking package length
anytime. Its default value is 1500 Bytes.

Link Speed / Duplex Mode:

B By this function can set the transmission speed and mode of WAN Port
when connecting other device.
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Administration Packet Logging:

B After enable this function; the SMC BR21VPN will record packet which
source IP or destination address is SMC BR21VPN. And record in Traffic
Log for System Manager to inquire about.

Define the required fields of Time Settings

Synchronize Time/Date:

B Synchronizing the SMC BR21VPN with the System Clock. The
administrator can configure the SMC BR21VPN's date and time by either
syncing to an Internet Network Time Server (NTP) or by syncing to your
computer’s clock.

GMT:
B International Standard Time (Greenwich Mean Time)

Define the required fields of Multiple Subnet

Forwarding Mode:
B To display the mode that Multiple Subnet use. (NAT mode or Routing Mode)

WAN Interface Address:
B The IP address that Multiple Subnet corresponds to WAN.

LAN Interface Address/Subnet Netmask:
B The Multiple Subnet range

25



NAT Mode:

It allows Internal Network to set multiple subnet address and connect with
the Internet through different WAN IP Addresses. For example : The lease
line of a company applies several real IP Addresses 168.85.88.0/24, and the
company is divided into R&D department, service, sales department,
procurement department, accounting department, the company can
distinguish each department by different subnet for the purpose of
managing conveniently. The settings are as the following :

1. R&D department subnet:192.168.1.1/24(LAN) <-> 168.85.88.253(WAN)
2. Service department subnet : 192.168.2.1/24(LAN) <>
168.85.88.252(WAN)
3. Sales department subnet : 192.168.3.1/24(LAN) <>
168.85.88.251(WAN)
4. Procurement department subnet
192.168.4.1/24(LAN) <-> 168.85.88.250(WAN)
5. Accounting department subnet
192.168.5.1/24(LAN) € 168.85.88.249(WAN)

The first department (R&D department) had set while setting interface IP; the
other four ones have to be added in Multiple Subnet. After completing the
settings, each department uses the different WAN IP Address to connect to the
Internet. The settings of each department are as following:

Service Sales Procurement Accounting

IP

Address

192.168.2.2~254(192.168.3.2~254(192.168.4.2~254/192.168.5.2~254

Subnet |255.255.255.0 |255.255.255.0 |255.255.255.0 |255.255.255.0

Netmask

Gateway [192.168.2.1 192.168.3.1 192.168.4.1 192.168.5.1

Routing Mode:

It is the same as NAT mode approximately but does not have to correspond
to the real WAN IP address, which let internal PC to access to Internet by its

own IP. (External user also can use the IP to connect with the Internet)
26




Define the required fields of DHCP

Subnet:
B The domain name of LAN

NetMask:
B The LAN Netmask

Gateway:
B The default Gateway IP address of LAN

Broadcast IP:
B The Broadcast IP of LAN

Define the required fields of DDNS

Domain Name:
B The domain name that provided by DDNS

WAN IP Address:
B The WAN IP Address, which the domain name corresponds to.

Define the required fields of Host Table

Domain Name:
B [t can be set by System Manager. To let the internal user to access to the
information that provided by the host by this domain name

Virtual IP Address:

B The virtual IP address respective to Host Table. It must be LAN or DMZ IP
address.
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Setting
System Settings- Exporting

STEP 1 . In System Setting WebU], click on Download button next to
Export System Settings to Client.

STEP 2 . When the File Download pop-up window appears, choose the
destination place where to save the exported file and click on Save.
The setting value of SMC BR21VPN will copy to the appointed site
instantly. (Figure2-1)

Multi-Hom

=4 File Download

- B
e x|
“Y'ou have chosen to download a file from this location.

Mail-Securty.conf from £1.218.43.28

What would you like ta do with this file? . ]
ers, ex Multi-Homing Gateway )
™ Open this file from its curent location

& Save this file to disk

tters, ex sender@mydomain.com )

¥ Always sk before opeting this tipe of file
ters, ex: mailmydomain.com

tters | e userh@mydomain.com )

tters | &x user 2@mydomain.com 1

0K I Cancel Maore Info |
HTTP Part Jgo { Range: 1 - B5535 )
MTLI Setting

MTU |'1 500 Brytes ( Rancge: 40-1500)

Figure2-1 Select the Destination Place to Save the Exported File
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System Settings- Importing

STEP 1. In System Setting WebUI, click on the Browse button next to Import
System Settings from Client. When the Choose File pop-up window
appears, select the file to which contains the saved SMC BR21VPN
Settings, then click OK. (Figure2-2)

STEP 2 . Click OK to import the file into the SMC BR21VPN (Figure2-3)

multi-Horming ¢ onfiguration
Expart Svstem Sefting to Cliert | Nnwninad =
Choose file 21

|e#] Multi-Homing.conf

iin.
Com |
i .C

i .C

File name: | j Open I -
Files of type: |0 Files (%] | Cahcel |

MTLI Setting

MTLI [iza0 Bytes { Range: 40 - 1500 )

Figure 2-2 Enter the File Name and Destination of the Imported File

Microsoft Internet Explorer N ﬂ
L 2 IF wou click "Ok", software will upload. Please wait For 1 minute, Don't power off or leave this page during system is
& updated.
o] 4 I Canicel |

Figure 2-3 Upload the Setting File WebUI
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Restoring Factory Default Settings

STEP 1 . Select Reset Factory Settings in SMC BR21VPN Configuration
WebUI

STEP 2 . Click OK at the bottom-right of the page to restore the factory settings.
(Figure2-4)
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|Imp|:|rt System Setting from Client | ..
i [ e Multti_Homing.conf )

i [T Resst System to Factory Setting

em Mame Setting

Device Mame Mutti-Homing Gatews ( pax. 30 characters, ex Mutti-Homing Gateweay )

| E-rmail Setting

[~ Enahle E-mail Alert Maotification
Sender Address (Reguired by some [5Ps) | [ Max. B0 characters, ex sender@mydomain.com )
SMTP Server | [ M. 80 characters, ex mail mydomain.com )
E-mail Address 1 | [ Max. B0 characters, ex uzer!@mydamain. com )
E-mail Address 2 I [ Mz, B0 characters, ex user2@mydomain,com )

Mail Test | Mail Test |

! AN [nterface)
HTTP Port IBU [ Range: 1 - 65535 )
MTL Setting

MTU [i500 Btes { Range: 40 - 1500 )

Link Speed i Duplex Mode Setting
WAL IAuh:u Mode vl
A2 IAuh:u Mode vI

Dynamic Routing (RIPy2)

snable [ Lan T oweant [ owanz [ omz

Touting information update timer ISEI Seconds [ Ranoe: 5 - 93999 )
Routing information timeout l1 g0 Seconds [ Range: 5 - 99999 )

SIP protocol pass-through

¥ Enabie =P protocol pass-through

Administration Facket Logging

¥ Enable Administration Packst Logging

term Rehoot

Tehaoat the Multi-Homing Gateway Device I Reboot ’]

£ ok i cancel |

Figure2-4 Reset Factory Settings
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Enabling E-mail Alert Notification
STEP 1. Select Enable E-mail Alert Notification under E-Mail Settings.
STEP 2 . Device Name: Enter the Device Name or use the default value.

STEP 3. Sender Address: Enter the Sender Address. (Required by some
ISPs.)

STEP 4 . SMTP Server IP: Enter SMTP server’s IP address.

STEP 5 . E-Mail Address 1: Enter the e-mail address of the first user to be
notified.

STEP 6 . E-Mail Address 2: Enter the e-mail address of the second user to be
notified. (Optional)

STEP 7 . Click OK on the bottom-right of the screen to enable E-mail Alert
Notification. (Figure2-5)

E-mail Setting

¥ Enable E-mail Alert Notification
Device Name ulti-Homing Gaewss ( oy pulti-Homing Gateway )
Sender Address sender@mydemaingor | oy senden@mydomain.corr
SMTP Server W { ex: mail.mydomain com )
E-mail Address 1 m { ex: ugerl@mydomain.com
E-mail Address 2 m { ex: user2@mydomain com
Mail Test Mail Test

Figure2-5 Enable E-mail Alert Notification

@Click on Mail Test to test if E-mail Address 1 and E-mail Address 2 can receive the

Alert Notification correctly.
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Reboot SMC BR21VPN

STEP 1 . Reboot SMC BR21VPN : Click Reboot button next to Reboot SMC
BR21VPN Appliance.

STEP 2 . A confirmation pop-up page will appear.

STEP 3. Follow the confirmation pop-up page; click OK to restart SMC
BR21VPN. (Figure2-6)

Dynamic Routing (RIPy2)

Enable I Lan [ oweann [ oweanz [ omz
Routing information updste timer |3IJ Seconds [ Range: 5 - 99993 )

—

Routing infarmation timeout Microsoft Internet :?'{j il ds [ Range: 5 -99993 )

SIP protocol pass-thraoudgh

:;:) Aye you sare to Eehoot ?

¥ Enable SiP protocal pass-th

Administration Packet Logo

RLiH

¥ Enable Administration Packe

System Rehoot

Reboot the Multi-Homing Gatevway Device iﬂ;ﬂhll[!

Figure2-6 Reboot SMC BR21VPN
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Date / Time

Date/Time Settings

STEP 1. Select Enable synchronize with an Internet time Server (Figure2-7)
STEP 2 . Click the down arrow to select the offset time from GMT.

STEP 3. Enter the Server IP / Name with which you want to synchronize.

STEP 4 . Set the interval time to synchronize with outside servers.

Synchronize systerm clock

¥ Synchronize system clock with an Internet time server

Set offzet |+8 "I hours from GMT - Assist

¥ Enable davylight saving time setting
From |1 =left =] 10 [1 =4t =
Server P f Mame |14'3-1':'9-1 A0 Assizt

Update system clock every |5| minutes [ Range: 1 - 99999, 0 system clock updates st boot up )

Synchronize system clock with this cliert [ SYne |

[ OK ]I Cancel |

Figure2-7 System Time Setting

@Click on the Sync button and then the SMC BR21VPN'’s date and time will be

synchronized to the Administrator’'s PC

@The value of Set Offset From GMT and Server IP / Name can be looking for from

Assist.
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Multiple Subnet

Connect to the Internet through Multiple Subnet NAT or Routing Mode by the IP
address that set by the LAN user’s network card

Preparation

SMC BR21VPN WAN1 (10.10.10.1) connect to the ISP Router (10.10.10.2) and
the subnet that provided by ISP is 162.172.50.0/24
To connect to Internet, WAN2 IP (211.22.22.22) connects with ATUR.
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Adding Multiple Subnet

Add the following settings in Multiple Subnet of System function:

Click on New Entry

Alias IP of LAN Interface : Enter 162.172.50.1

Netmask : Enter 255.255.255.0

WANL1: Enter Interface IP 10.10.10.1, and choose Routing in
Forwarding Mode

WANZ2 : Enter Interface IP 211.22.22.22, and choose NAT in
Forwarding Mode

Click OK

Complete Adding Multiple Subnet (Figure2-8)

Add Mew

Iriterface

multiple Subnet IP

& Lay O Dmz

Aliaz P of Interface |1B2.1 72504

Metmask

|255.255.D.D|

Witk Interface P Forwarding Mode
AN [poos Agsist C naT  ® Routing
A2 I211.22.22.22 Aszsist & wat O Routing

_ _ I 0K |l cancel |
Figure 2-8 Add Multiple Subnet WebUI
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@ WAN1 and WAN2 Interface can use Assist to enter the data.

@After setting, there will be two subnet in LAN: 192.168.1.0/24 (default LAN subnet)
and 162.172.50.0/24. So if LAN IP is:

'192.168.1.xx, it must use NAT Mode to access to the Internet. (In Policy it only can
setup to access to Internet by WANZ2. If by WAN1 Routing mode, then it cannot access
to Internet by its virtual IP)

'162.172.50.xx, it uses Routing mode through WAN1 (The Internet Server can see your
IP 162.172.50.xx directly). And uses NAT mode through WAN2 (The Internet Server
can see your IP as WANZ2 IP)(Figure2-9)

ADSL/Cable Router . Router
. 4
Downstream Bandwidth ' 512 Kbps ¢ 1P - 10.10.10.2
Upstream Bandwidth : 512 Kbps %
WAN2IP : 211.22.22.22

Downstream Bandwidth = 1500 Kbps
Upstream Bandwidth : 512 Kbps
Multi-Homing WANI1IP : 10.10.10.1

Gateway

Management IP :
192.168.1.1

Multiple Subnet

LAN
e f 5 ! Permit WAN 1 © Routing Mode
Permit WAN 2 { NAT Mode Pormit WAN 2 : NAT Mode

Client User Client User
192.168.1. 144 162.172.50.100

Figure 2-9 Multiple Subnet Network

B The SMC BR21VPN's Interface Status:
WAN1 IP : 10.10.10.1
WANZ2 IP : 211.22.22.22
LAN Port IP : 192.168.1.1
LAN Port Multiple Subnet : 162.172.50.1
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Route Table

To connect two different subnet router with the SMC BR21VPN and
makes them to connect to Internet through SMC BR21VPN

Preparation
Company A: WAN1 (61.11.11.11) connects with ATUR to Internet
WANZ2 (211.22.22.22) connects with ATUR to Internet
LAN subnet: 192.168.1.1/24
The Routerl which connect with LAN (10.10.10.1, support RIPv2)
its LAN subnet is 192.168.10.1/24
Company B: Router2 (10.10.10.2, support RIPv2), its LAN subnet is
192.168.20.1/24
Company A ‘s Routerl (10.10.10.1) connect directly with Company B ‘s Router2
(10.10.10.2).
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Route Table

STEP 1 . Enter the following settings in Route Table in System function:
B [Destination IP]) : Enter 192.168.10.1

B [Netmask] : Enter 255.255.255.0 -
B [Gateway] : Enter 192.168.1.252
B [Interface] : Select LAN
B Click OK (Figure 2-10)

Add Mew Static Route

Destinatio P [iez1g8100

Netmask [psszss 2550

Gateway [iaz1ger02s2]

Interface e

I 0K || cancel |

Figure2-10 Add New Static Routel

STEP 2 . Enter the following settings in Route Table in System function:
B [Destination IP]) : Enter 192.168.20.1

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

[
[
[
B Click OK (Figure 2-11)

Add Mew Static Route

Destination IP [tszig8201
Metmazk W
Gateway W
Interface [Lan =]

I 0K I Cancel |

Figure2-11 Add New Static Route2
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STEP 3 . Enter the following setting in Route Table in System function:
B [Destination IP] : Enter 10.10.10.0

[ Netmask] : Enter 255.255.255.0
[ Gateway] : Enter 192.168.1.252
[ Interface] : Select LAN

[ |
[ |
[ |
B Click OK (Figure 2-12)

Add Kew Static Route

Destination P f1o.10.40.0]
Netmask [255 255 255.0
Gateway [192.168.1.252
Interface fLan =]

I oKk ]I cancel |

Figure2-12 Add New Static Route3
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STEP 4 . Adding successful. At this time the computer of 192.168.10.1/24,
192.168.20.1/24 and 192.168.1.1/24 can connect with each other and
connect to Internet by NAT (Figure 2-13)

ADSL/Cable Router .

Downstream Bandwidth : 1500 Kbps

Upstream Bandwidth : 512 Kbps
WAN2IP : 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth © 512 Kbps
Upstream Bandwidth : 512 Kbps
WANILIP @ 61.11.11.11

Multi-Homing
Gateway

Management LP :
192.168.1.1

Router2
IP : 10.10.10.2

Switch g,

NAT Mode ~

" \
& \
\s Routerl \
e : w\;.
192.1 68_],252 IP - 10.10.10.1 E ]
PC ! 192.168.20.100

PC : 192.168.10.100

PC : 192.168.1.100

Figure 2-13 Route Table Setting
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DHCP

STEP 1 . Select DHCP in System and enter the following settings:

Domain Name : Enter the Domain Name
DNS Server 1: Enter the distributed IP address of DNS Serverl.
DNS Server 2: Enter the distributed IP address of DNS Server2.
WINS Server 1. Enter the distributed IP address of WINS Serverl.
WINS Server 2: Enter the distributed IP address of WINS Server2.
LAN Interface:
€ Client IP Address Range 1: Enter the starting and the ending
IP address dynamically assigning to DHCP clients. The default
value is 192.168.1.2 to 192.168.1.254 (it must be in the same
subnet)
€ Client IP Address Range 2: Enter the starting and the ending
IP address dynamically assigning to DHCP clients. But it must
in the same subnet as Client IP Address Range 1 and the
range cannot be repeated.
DMZ Interface: the same as LAN Interface. (DMZ works only if to
enable DMZ Interface)
Leased Time: Enter the leased time for Dynamic IP. The default time is
24 hours.
Click OK and DHCP setting is completed. (Figure2-14)
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Dynamic IP Addre

Subnet 192.168.1.0 Metmask 25525525510
Gateway 1921681 .1 Broadcast 1921651255

¥ Enable DHCP Support

Domain Mame I [ Max. 40 characters, ex: dhop.domain_name )

[T Automatically Get DNS

DME Server 1 |192.1 E5.1.1
DN Server 2 I

WINS Server 1 I
WINS Server 2 |

LAN Irterface :

Client IP Range 1 |1 9216812 Ta |1 92.168.1.254
Cliert IP Range 2 I To I

DMZ Interface :

Cliert IP Range 1 |1 9216832 Ta |1 92.168.3.254
Cliert IP Range 2 I Ta I

Lease Time |24 hours ( Range: 0 - 99993 )

| ok | cancel |

Figure 2-14 DHCP WebUI

@When selecting Automatically Get DNS, the DNS Server will lock it as LAN
Interface IP. (Using Occasion: When the system Administrator starts Authentication, the
users’ first DNS Server must be the same as LAN Interface IP in order to enter
Authentication WebUI)
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DDNS
Dynamic DNS Settings

STEP 1. Select Dynamic DNS in System function (Figure2-15). Click New
Entry button

B Service providers : Select service providers.

B Automatically fill in the WAN 1/2 IP : Check to automatically fill
in the WAN 1/2 IP. -

User Name : Enter the registered user name.

Password : Enter the password

Domain name : Enter Your host domain name

Click OK to add Dynamic DNS. (Figure2-16)

Add New Dynaric DNS

Service Provider : ADSLDNS (wwrw.adsldns.org) [ Taiwam ] ~ Sign up
WAN IP: Lo ~ Automatically [WANI =
User Name : [enest@test com.tar
Password : |"""
Domain Name: Jrest . [adslns.onz =]
OK Cancel
Figure2-15 DDNS WebUI
i Domain Name WAN IP Configure
=] test.adsldns.org 61.11.11.11 Modify | Remove |

New Entry
Figure 2-16 Complete DDNS Setting
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Chart % 5¢) [=] &
Meaning Update Incorrect |Connecting| Unknown error
successfully |username or| to server
password

@If System Administrator had not registered a DDNS account, click on Sign up then
can enter the website of the provider.

@If you do not select Automatically fill in the WAN IP and then you can enter a
specific IP in WAN IP. Let DDNS to correspond to that specific IP address.
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Host Table
STEP 1. Select Host Table in Settings function and click on New Entry

B Domain Name: The domain name of the server

B Virtual IP Address: The virtual IP address respective to Host
Table

B Click OK to add Host Table. (Figure2-17)

Add Mew Host Table Entry

Hast Mame ey fleServer com | Max. 80 characters, ex vy my_domain.com ) |

Virtual P Address 19216581 .2| (ex: 192168100.102 ) |

Ok ]I Cancel |

Figure2-17 Add New Host Table

@To use Host Table, the user PC's first DNS Server must be the same as the LAN
Port or DMZ Port IP of SMC BR21VPN. That is, the default gateway.
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Language

Select the Language version (English Version/ Traditional Chinese Version or
Simplified Chinese Version) and click OK. (Figure2-18)

Language Setfting

G English Yersion
" Traditional Chinese Yersion

L Simplified Chinese YVersion

Figure2-18 Language Setting WebUI
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Chapter 3 Interface

Interface

In this section, the Administrator can set up the IP addresses for the office
network. The Administrator may configure the IP addresses of the LAN
network, the WAN 1/2 network, and the DMZ network. The Netmask and
gateway IP addresses are also configured in this section.
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Define the required fields of Interface

LAN:
B Using the LAN Interface, the Administrator can set up the LAN network of

SMC BR21VPN.

Ping:
B Select this function to allow the LAN users to ping the Interface IP Address.

HTTP:

Select to enable the user to enter the WebUI of SMC BR21VPN from
Interface IP.

WAN:

The System Administrator can set up the WAN network of SMC BR21VPN.

Balance Mode:

Auto: The SMC BR21VPN will adjust the WAN 1/2 utility rate automatically
according to the downstream/upstream of WAN. (For users who are using
various download bandwidth)

Round-Robin: The SMC BR21VPN distributes the WAN 1/2 download
bandwidth 1:1, in other words, it selects the agent by order. (For users who
are using same download bandwidths)

By Traffic: The SMC BR21VPN distributes the WAN 1/2 download
bandwidth by accumulative traffic.

By Session: The SMC BR21VPN distributes the WAN 1/2 download
bandwidth by saturated connections.

By Packet: The SMC BR21VPN distributes the WAN 1/2 download
bandwidth by accumulated packets and saturated connection.
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Connect Mode:

B Display the current connection mode:
€ PPPoE (ADSL user)
4 Dynamic IP Address (Cable Modem User)
€ Static IP Address

Saturated Connections:
B Set the number for saturation whenever session numbers reach it, the SMC
BR21VPN switches to the next agent on the list.

Priority:
B Set priority of WAN for Internet Access.

Connection Test:
B To test if the WAN network can connect to Internet or not. The testing ways
are as following:
€ ICMP : To test if the connection is successful or not by the Ping IP you
set.
€ DNS : To test if the connection is successful or not by checking Domain
Name.

Upstream/Downstream Bandwidth:
B The System Administrator can set up the correct Bandwidth of WAN
network Interface here.

Auto Disconnect:

B The PPPoE connection will automatically disconnect after a length of idle
time (no activities). Enter the amount of idle time before disconnection in the
field. Enter “0” if you do not want the PPPoOE connection to disconnect at all.
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DMZ:

B The Administrator uses the DMZ Interface to set up the DMZ network.

® The DMZ includes:
€ NAT Mode : In this mode, the DMZ is an independent virtual subnet.

This virtual subnet can be set by the Administrator but cannot be the

same as LAN Interface.
€ Transparent Mode: In this mode, the DMZ and WAN Interface are in

the same subnet.
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We set up four Interface Address examples in this chapter:

Mode)

No. Suitable Example Page
Situation

Ex1 [LAN Modify LAN Interface Settings 41

Ex2 [WAN Setting WAN Interface Address 42

Ex3 DMZ Setting DMZ Interface Address (NAT Mode) 50

Ex4 DMZ Setting DMZ Interface Address (Transparent 51
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LAN
Modify LAN Interface Settings

STEP 1. Select LAN in Interface and enter the following setting:
B Enter the new IP Address and Netmask
B Select Ping and HTTP
B Click OK (Figure3-1)

LAN Interface
P &ddress 1oz 168200 1]
Metmask I255.255.255.U
MAC Address |I:ID:1 20edf 1119
Erahle System Managemert W Ping ¥ HTTRP

I Ok | [ Cancel |

Figure3-1 Setting LAN Interface WebUI

@ The default LAN IP Address is 192.168.1.1. After the Administrator setting the

new LAN IP Address on the computer , he/she have to restart the System to make the
new IP address effective. (when the computer obtain IP by DHCP)

@ Do not cancel WebUI selection before not setting Permitted IPs yet. It will cause
the Administrator cannot be allowed to enter the SMC BR21VPN’s WebUI from LAN.

53



WAN
Setting WAN Interface Address

STEP 1. Select WAN in Interface and click Modify in WANL1 Interface.

@The setting of WAN2 Interface is almost the same as WANL. The difference is that

WANZ2 has a selection of Disable. The System Administrator can close WAN2 Interface
by this selection. (Figure3-2)

WAN2 Interface __ -]

Service : |ICMP ' Indicator Site IP : | Assist
Figure3-2 Disable WAN2 Interface
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STEP 2 . Setting the Connection Service (ICMP or DNS way) :
B ICMP : Enter an Alive Indicator Site IP (can select from Assist)
(Figure3-3)
B DNS : Enter DNS Server IP Address and Domain Name (can
select from Assist) (Figure3-4)
B Setting time of seconds between sending alive packet.

WANT Interface

Service |ICMP vl Alive Indicator Site 1P IBB.1 3475238 Assist
Wit |3| seconds between the sending of each alive packet. [ Range: 0 - 99 0: do not check )

Figure3-3 ICMP Connection

WANT Interface
Service m DRE Server IP Address W Assist

Domain name: : IW Assist (Max. 55 charscters)
it |5_ zeconds between the sending of each alive packet. [ Range: 0 - 99, 00 do not check )

Figure 3-4 DNS Service

@ Connection test is used for SMC BR21VPN to detect if the WAN can connect or

not. So the Alive Indicator Site IP, DNS Server IP Address, or Domain Name must
be able to use permanently. Or it will cause judgmental mistakes of the device.
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STEP 3. Select the Connecting way:
B PPPoE (ADSL User) (Figure3-5):
1. Select PPPoE
2. Enter User Name as an account
3. Enter Password as the password
4. Select Dynamic or Fixed in IP Address provided by ISP. If you
select Fixed, please enter IP Address, Netmask, and Default
Gateway.
5. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth. (According to the flow that user apply)
6. Select Ping and HTTP
7. Click OK (Figure3-6)
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fAn1 Interface

Service |DNS VI DS Server IP Address : I24.30.1 997 A=zist
Damain name |Www.smc.com Assist (Max, 55 characters)

Wait |5 zeconds between the sending of each alive packet. [ Range: 0 - 99, 0 do naot check )

& PPPCE (ADSL User)
) Dynamic IP Address (Cable Modem User)
' Static IP Address

Current Status Disconnected [ Connect |
P Address 0000 | Discannect |
Uzer Mame =mc (Maix. BO characters)
Pazsword '“| (Max. B0 characters)
IP Addrezs obtained from ISP via: % Dynamic

" Fixed

P &ddress |
Metmask I
Default Gateveay I

Max. Dowenstream Bandwidth I1 0ooon Kbps ( Ranoe: 1 - 25600
Mgz, Upstream Bandwidth |1 oooo Kbps ( Range: 1 - 25600 )
Auto Dizconnect if idle fanU minutes { Range: 1 - 999939 0 means always connected )

Enable System Management [ Fing [~ HrTP

[ oKk ] cancel ]

Figure3-5 PPPoE Connection

Balance Mode : |Aut0 |

YWAN No. Connect Mode IP Address

Saturated
Connections

1 PPPOE 61.228.184.87 Td [z v wodity | | [1=]
2 (Disable) [0 = wmodity | | [0]

Figure3-6 Complete PPPoE Connection Setting

Ping | HTTP | Configure | Priority

@ If the connection is PPPOE, you can choose Service-On-Demand for WAN

Interface to connect automatically when disconnect; or to set up Auto Disconnect if
idle (not recommend)
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B Dynamic IP Address (Cable Modem User) (Figure3-7):
1. Select Dynamic IP Address (Cable Modem User)
2. Click Renew in the right side of IP Address and then can obtain
IP automatically.
3. If the MAC Address is required for ISP then click on Clone MAC
Address to obtain MAC IP automatically.
4. Hostname: Enter the hostname provided by ISP.
5. Domain Name: Enter the domain name provided by ISP.
6. User Name and Password are the IP distribution method
according to Authentication way of DHCP+ protocol (like ISP in
China)
7. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)
8. Select Ping and HTTP
9. Click OK (Figure3-8)
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Service : |DNS 'i

Domain rsme

" PPPOE {ADSL User)

DRSS Server IP Address

« Dynamic IP Address (Cable Modem User)
" Static IP Address

P &ddress
MAC Address
Hostname

Datnain Matme

Max. Downstream Bandwicth

hax. Upstream Bandwyicth

Enable System Management

onooo

|24 301997 Assist
Iwww.smc.com Azsist (Maw. 55 charactars)

Wit |5 seconds between the sending of each alive packet. ( Range: 0-99, 0; do not check )

I (Max, 20 characters)
I Mz 80 characters)
User Mame (Reguired by DHZP+ pru:docol)l— (Mae. 127 characters)
Pazsword (Required by DHCP+ protocol) l— [Mace, 127 characters)

|1 nooa Kbps (Range: 1 - 25600 )
|1 nooa Kbps ( Range: 1 - 25600 )

[ Ping

| Renew | | Release |

[ HrTP

Figure3-7 Dynamic IP Address Connection

Balance Mode : |Aut0 |

IOk | { Cancel |

WAN No. | ConnectMode | IP Address [ Saturated | o | yrrp | Configure | Priority
Connections

1 DynamicIP | 233615687 | | -] 7 | /| meaity] | [T]

2 (Disable) o= Moaify | | [0=]

Figure3-8 Complete Dynamic IP Connection Setting
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B Static IP Address (Figure3-9)
1. Select Static IP Address
2. Enter IP Address, Netmask, and Default Gateway that
provided by ISP
3. Enter DNS Serverl and DNS Server2

@In WAN2, the connecting of Static IP Address does not need to set DNS Server

4. Enter Max. Downstream Bandwidth and Max. Upstream
Bandwidth (According to the flow that user apply)

5. Select Ping and HTTP

6. Click OK (Figure3-10)

Service | IDNS VI DS Server IP Address : |24.3IJ.1 997 Aasist
Domain name IWWW.SmC.CDm Assist (Max. 55 characters)
At l5 zeconds between the sending of each alive packet. [ Range: 0-93, 0 do not check )

™ PPPOE (ADSL User)
D) Dymamic IP Address (Cable Modem Lser)
¥ Static IP Address

F Address |211 222222

detmask |255.255.255.D

AT Address IEID:12:EIE:4F:1 F:F7

Jefault Gatewway |21 12222154

vax. Downztream Bandwidth |1 uululr} Khps ( Range; 1 - 25600 )

viax, Upstream Bancwicdth |1DI:IEII:I Khps ( Range 1 - 256007

“nable System Management ¥ Ping ¥ HTTR

[ OK [ Cancel |

Figure3-9 Static IP Address Connection
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Balance haode : IAUTU "I

Saturated

WWAR Mo, Connect Mode |P Address Ping HTTP Configure Friority

Connections

1 | Static IP mznznn | [ | fa | f | (Mesin) | [ =]

Figure3-10 Complete Static IP Address Connection Setting

@When selecting Ping and WebUI on WAN network Interface, users will be able to

ping the SMC BR21VPN and enter the WebUIl WAN network. It may influence network
security. The suggestion is to Cancel Ping and WebUI after all the settings have
finished. And if the System Administrator needs to enter Ul from WAN, he/she can use
Permitted IPs to enter.
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DMZ

Setting DMZ Interface Address (NAT Mode)

STEP 1 . Click DMZ Interface
STEP 2 . Select NAT Mode in DMZ Interface
B Select NAT in DMZ Interface
B Enter IP Address and Netmask
STEP 3. Select Ping and HTTP
STEP 4 . Click OK (Figure3-11)

IP &ddress |1 72192047

Metmeask |ss.255.00

MAC Address II:ID:1 Z0edt11.1a

Enakle System Management v Ping ¥ HTTP

[ oKk || cancel |

Figure3-11 Setting DMZ Interface Address (NAT Mode) WebUI
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Setting DMZ Interface Address (Transparent Mode)

STEP 1. Select DMZ Interface
STEP 2 . Select Transparent Mode in DMZ Interface
B Select DMZ_Transparent in DMZ Interface
STEP 1 . Select Ping and HTTP
STEP 2 . Click OK (Figure3-12)

DhZ_TRANSPARENT -

IP Acdress |F.l 0.00
Metmask II] 0.0.0

WAL Address 00:12:0ec 411 f:1a

Enable System Management ¥ Ping ¥ HTTP

£ 0K ) [ Cancel |

Figure 3-12 Setting DMZ Interface Address (Transparent Mode) WebUI

@ In WAN, the connecting way must be Static IP Address and can choose
Transparent Mode in DMZ.
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Chapter 4 Address

Address

The SMC BR21VPN allows the Administrator to set Interface addresses of the
LAN network, LAN network group, WAN network, WAN network group, DMZ and
DMZ group.

An IP address in the Address Table can be an address of a computer or a sub
network. The Administrator can assign an easily recognized name to an IP
address. Based on the network it belongs to, an IP address can be an LAN IP
address, WAN IP address or DMZ IP address. If the Administrator needs to
create a control policy for packets of different IP addresses, he can first add a
new group in the LAN Group or the WAN Group and assign those IP addresses
into the newly created group. Using group addresses can greatly simplify the
process of building control policies.

@With easily recognized names of IP addresses and names of address groups
shown in the address table, the Administrator can use these names as the source
address or destination address of control policies. The address table should be setup
before creating control policies, so that the Administrator can pick the names of correct

IP addresses from the address table when setting up control policies.
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Define the required fields of Address

Name:
B The System Administrator set up a name as IP Address that is easily
recognized.

IP Address:

B [t can be a PC’s IP Address or several IP Address of Subnet. Different
network area can be: Internal IP Address, External IP Address, and DMZ IP
Address.

Netmask:

B When correspond to a specific IP, it should be set as: 255.255.255.255.

B When correspond to several IP of a specific Domain. Take 192.168.100.1 (C
Class subnet) as an example, it should be set as: 255.255.255.0.

MAC Address:

B Correspond a specific PC's MAC Address to its IP; it can prevent users
changing IP and accessing to the net service through policy without
authorizing.

Get Static IP address from DHCP Server:

B When enable this function and then the IP obtain from DHCP Server
automatically under LAN or DMZ will be distributed to the IP that correspond
to the MAC Address.
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We set up two Address examples in this chapter:

No |[Suitable Example Page
Situation
Ex1 |LAN Under DHCP circumstances, assign the specific IP| 55
to static users and restrict them to access FTP net
service only through policy.
Ex2 |LAN Group |Set up a policy that only allows partial users to 58
WAN connect with specific IP (External Specific IP)
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Example

Under DHCP situation, assign the specific IP to static users and
restrict them to access FTP net service only through policy

STEP 1. Select LAN in Address and enter the following settings:
B Click New Entry button (Figure4-1)
B Name: Enter Rayearth
B |P Address: Enter 192.168.3.2
B Netmask: Enter 255.255.255.255
B MAC Address : Enter the user's MAC Address
(00:B0:18:25:F5:89)
Select Get static IP address from DHCP Server

B Click OK (Figure4-2)

Add Mew Address

Name Rayearth (Max. 16 characters)

Paddress  |[1@216aaz

Netmazk 255,255 255 255 ( 255.255.255 255 means the specified PC )

[ 255255 255 0 means class C subnet )
MAC Address I 00601625 F5: 69 [ Clone MAC Address |

i Se’[ static IP address from DHCP Server.

( ok | | cancel ]
Figure 4-1 Setting LAN Address Book WebUI

Mlame IF I Metmask MAC Address Caonfigure
Inside_Any 00000000 (in use |
Rayearth 192 168,3 21255 255 255 255 0B 8:25:F5:50 ((Modify ) (Remove)
| New Entry |

Figure4-2 Complete the Setting of LAN
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STEP 2 . Adding the following setting in Outgoing Policy: (Figure4-3)

Comment : I Mz 32 characters)
Modify Policy

Source Address Im

Destination Address | outside_any = |

Service |FTP ;I

Schedule |None LI

Authertication User INone LI

Tunnel INone LI

Action, VAN Port |PERMIT &L =]

Traffic Log I~ Enable

Statistics ™ Enable

Content Blocking [~ Enable

IM ¢ P2P Blacking [rione > |

(el |N0ne ;I

t2 . Bandwvidth Per Source [P Dovvnstream |U Khpz Upstream IU Khbps (0 means unlimited )
fla 3. Concurrent Sessions Per IP |D { Range: 1 - 93983, : means unlimited )
A, Concurrent Sessions IU_ [ Rangs: 1 - 99993, 0 means unlimited )

[0k 1| cancel |

Figure 4-3 Add a Policy of Restricting the Specific IP to Access to Internet

STEP 3 . Complete assigning the specific IP to static users in Outgoing Policy
and restrict them to access FTP net service only through policy:

(Figure4-4)
Source | Destination | Service | Action Qption Configure Move
Rayearth Outside_Any FTP E/ | | | | | | | Modify | Remnve| To IE

New Entry

Figure 4-4 Complete the Policy of Restricting the Specific IP to Access to Internet
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@ When the System Administrator setting the Address Book, he/she can choose

the way of clicking on 'Clone MAC Address 5 make the SMC BR21VPN to fill out the
user's MAC Address automatically.

@ In LAN of Address function, the SMC BR21VPN will default an Inside Any

address represents the whole LAN network automatically. Others like WAN, DMZ also
have the Outside Any and DMZ Any default address setting to represent the whole
subnet.

@The setting mode of WAN and DMZ of Address are the same as LAN; the only
difference is WAN cannot set up MAC Address.
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Setup a policy that only allows partial users to connect with specific
IP (External Specific IP)

STEP 1 . Setting several LAN network Address. (Figure4-5)

Mame IF ! Hetmask MAC Address Configure
Inside_Any 00000000 In Use
Rayearth 192.168.3.2/255.255.255.255 00:B0:15:25:F5:59 [ !! Use l
jash 192168.1.3/255.255.255 255 M
calin 192168 1 4/255 255 255 255 In Use
f New Entry |

Figure4-5 Setting Several LAN Network Address
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STEP 2 . Enter the following settings in LAN Group of Address:
B Click New Entry (Figure 4-6)
B Enter the Name of the group
B Select the users in the Available Address column and click Add
B Click OK (Figure 4-7)

todify Address Group

arme: |Tes‘fteam Mz, 16 characters)

=--- Available address ---= =--- Selected address ---»
h Rayearth

josh

calin

““ Remove

[ 0K |i cancel |

Figure4-6 Add New LAN Address Group

Mermbear Configure

‘ Testteam Rayearth, jozh, colin

| New Entry |
Figure4-7 Complete Adding LAN Address Group

@ The setting mode of WAN Group and DMZ Group of Address are the same as
LAN Group.
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STEP 3 . Enter the following settings in WAN of Address function:
B Click New Entry (Figure4-8)
B Enter the following data (Name, IP Address, Netmask)
B Click OK (Figure4-9)

Mame yvahoo (Ma. 16 characters)

IP Address |2D2.1 2372

Metmask 255255 255 255 ( 255.255.255 255 means the specified PC Y
[ 255255255 0 means class C subnet )

[ oK | [ Cancel]

Figure4-8 Add New WAN Address

Mame IP [ Metmask Caonfigure

Outsicls_Sny 00000000 (In use |

yahoo 2021 237 21/255 255 255 255 (Modify ) (Remove)

{ New Entry |

Figure4-9 Complete the Setting of WAN Address
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STEP 4 . To exercise STEP1~3 in Policy (Figre4-10, 4-11)

Commerit : I (Max. 32 characters)

modify Policy

Source Address Im

Deztination Address Iyahoo :I

Service IFTP j

Schedule INnne :I

Authentication User INnne j

Tunnel INnne j

Action, WaAN Port |PERMIT 2LL =]

Tratfic Log ™ Enable

Statistics ™ Enable

Contert Blocking I Enable

IM / P2P Blocking |mone > |

Qs INnne j

WA Y. Bandvvicth Per Source IP Diovwnstream IU Kbps Upstream lU Kbps (0 means unlimited )
M4, Concurrent Sessions Per [P ID ( Range: 1 - 99999, 0: means unlimited )
MAX. Concurrent Sessions |D ( Range: 1 - 93999, 0: means unlimited )

I oK |l cancel |

Figure4-10 To Exercise Address Setting in Policy

Source Destination i ] Action Configure

Tesitean yahoo e | @ [ []] (Mouiry ) (Bemove)  Pause ) o[t 2]

| New Entry |

Figure4-11 Complete the Policy Setting

@ The Address function really take effect only if use with Policy.

73



Chapter 5 Service

Service

TCP and UDP protocols support varieties of services, and each service consists
of a TCP Port or UDP port number, such as TELNET (23), SMTP (21), SMTP
(25), POP3 (110), etc. The SMC BR21VPN includes two services: Pre-defined
Service and Custom Service.

The common-use services like TCP and UDP are defined in the Pre-defined
Service and cannot be modified or removed. In the custom menu, users can
define other TCP port and UDP port numbers that are not in the pre-defined
menu according to their needs. When defining custom services, the client port
ranges from 1024 to 65535 and the server port ranges from 0 to 65535

In this chapter, network services are defined and new network services can be
added. There are three sub menus under Service which are: Pre-defined,
Custom, and Group. The Administrator can simply follow the instructions below
to define the protocols and port numbers for network communication
applications. Users then can connect to servers and other computers through
these available network services.

A
@
How to use Service?

The Administrator can add new service group names in the Group option under
Service menu, and assign desired services into that new group. Using service
group the Administrator can simplify the processes of setting up control policies.
For example, there are 10 different computers that want to access 5 different
services on a server, such as HTTP, FTP, SMTP, POP3, and TELNET. Without
the help of service groups, the Administrator needs to set up 50 (10x5) control
policies, but by applying all 5 services to a single group name in the Service field,
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it takes only one control policy to achieve the same effect as the 50 control
policies.
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Define the required fields of Service

Pre-defined WebUI's Chart and lllustration:

Chart‘ llustration

51| Any Service

TCP Service, For example : FTP, FINGER, HTTP, HTTPS ,
IMAP, SMTP, POP3, ANY, AOL, BGP, GOPHER, Inter
Eiid | Locator, IRC, L2TP, LDAP, NetMeeting, NNTP, PPTP, Real
Media, RLOGIN, SSH, TCP ANY, TELNET, VDO Live, WAIS,
WINFRAME, X-WINDOWS, ...etc.

SYSLOG, TALK, TFTP, UDP-ANY, UUCP,...etc.

P ) UDP Service, For example: IKE, DNS, NTP, IRC, RIP, SNMP,
ICHP|

ICMP Service, Foe example : PING, TRACEROUTE...etc.

New Service Name:
B The System Manager can name the custom service.

Protocol:
B The protocol type to be used in connection for device, such as TCP and
UDP mode

Client Port:
B The port number of network card of clients. (The range is 1024~65535,

suggest to use the default range)

Server Port:
B The port number of custom service
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We set up two Service examples in this chapter:

No |Suitable Example Page
Situation

Ex1 |Custom Allow external user to communicate with internal| 65
user by VolIP through policy. (VolP Port: TCP
1720, TCP 15325-15333, UDP 15325-15333)

Ex2 |Group Setting service group and restrict the specific 69
users only can access to service resource that
provided by this group through policy. (Group:

HTTP, POP3, SMTP, DNS)
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Custom

Allow external user to communicate with internal user by VoIP
through policy. (VolP Port: TCP 1720, TCP 15328-15333, UDP
15328-15333)

STEP 1. Set LAN and LAN Group in Address function as follows: (Figure5-1,

5-2)
Mame |PJ Metmask MAC Address Configure

Inside_Any 0.0.0.000,0.0.0 (In use )
voip_01 192 168 1 21255 255 255 255 M M
voip_02 182 168 1 .3/255 255 255 255 M m
voip_03 192 168 1 4/255 255 255 255 M m
voip_04 192 168 1.5/255 255 255 255 M m

i New Entry |

Figure5-1 Setting LAN Address Book WebUI

Member Configure
“0ip_group woip_01, waip_ 02, voip_03... E‘w
i New Entry |

Figure5-2 Setting LAN Group Address Book WebUI
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STEP 2 . Enter the following setting in Custom of Service function:

B Click New Entry (Figure5-3)

B Service Name: Enter the preset name VoIP

B Protocol#1 select TCP, need not to change the Client Port, and
set the Server Port as: 1720:1720

B Protocol#2 select TCP, need not to change the Client Port, and
set the Server Port as: 15328:15333

B Protocol#3 select UDP, need not to change the Client Port, and
set the Server Port as: 15328:15333

B Click OK (Figure5-4)

16 characters)

ClientPort ( Range: 0 Sener Port ( Range: 0- 65535 )

1 @ocp Cup C others [z [essas o .frrzn
2 @& 1cp O Uop © Cther[6 [ioza . [ossas [razzs - [15333

3 © o1ce & Upp © Gther 17 jo - |pssas frsas . f1s333

4 C e C UDP & Other [0 o o [o o

5 Corce O ouoe © otherft [ e
& € TP DR & Other |0 [o o [o o

7 Coree O P F ooterft [ p N
8 C e © Uop & Gther [0 jo o [o o

I 0K ] cancel |

Figure5-3 Add User Define Service

Semice name Pratocal Client Port Server Port [ Configure
voip TCP 1024:65535 17201720 | (Modify | (Remove)
[ New Entry |

Figure5-4 Complete the Setting of User Define Service of VoIP
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@Under general circumstances, the range of port number of client is 1024-65535.
Change the client range in Custom of is not suggested.

@If the port numbers that enter in the two spaces are different port number, then
enable the port number under the range between the two different port numbers (for
example: 15328:15333). And if the port number that enter in the two space are the same
port number, then enable the port number as one (for example: 1720:1720).
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STEP 3 . Compare Service to Virtual Server. (Figure5-5)

wirtual Server Real P B1.11.01.11 |

Semnice VAR Port Semver Virtual IP Canfigure

19216512
Vaip From-ServiceCustam) 1 331 231 i
19216815

{ New Entry |

Figure5-5 Compare Service to Virtual Server

STEP 4 . Compare Virtual Server to Incoming Policy. (Figure5-6)

Saurce Destination Semice | Action Option Caonfigure | hove
| Outside_Any Virtual Server 108114 11.11) wop | @ | || (Madity ) (Remove) (_Pause | To[1 =]
| New Entry |

Figure5-6 Complete the Policy for External VolIP to Connect with Internal VolP

STEP 5. In Outgoing Policy, complete the setting of internal users using VolP
to connect with external network VolP: (Figure5-7)

Source Destination Service Action | Option Configure Move
wngun | osscosry | o | @ | | | ||| | | () Genew) Base) | vl =]
| New Entry |

Figure5-7 Complete the Policy for Internal VoIP to Connect with External VolP

@ Service must cooperate with Policy and Virtual Server that the function can take
effect
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Group

Setting service group and restrict the specific users only can access
to service resource that provided by this group through policy (Group:
HTTP, POP3, SMTP, DNS)

STEP 1 . Enter the following setting in Group of Service:
B Click New Entry (Figure 5-8)
B Name: Enter Main_Service
B Select HTTP, POP3, SMTP, DNS in Available Service and click
Add
B Click OK (Figure 5-9)

Add Service Group

1 |
Mame: | |mai|_service | (M. 16 characters)

= --- Available service ---= . = --- Selected service ---=
A
AFPoverTCP
Aol
BGP

FINGER m

FTP

IKE
AR
InterLocator

IR e

{ oKk | | Cancel |

Figure5-8 Add Service Group
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Group name Senice Caonfigure

mail_service DMS HTTPS POPS...

| New Entry |

Figure5-9 Complete the setting of Adding Service Group

@If you want to remove the service you choose from Selected Service, choose the
service you want to delete and click Remove.
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STEP 2 . In LAN Group of Address function, Setting an Address Group that
can include the service of access to Internet. (Figure5-10)

Mame Memhber Configure

Wi _grougp woip_01, woip_02, voip_03... | I! Use I
FAEGP calin, kenny, jeffrey...
{ New Entry |

Figure5-10 Setting Address Book Group

STEP 3 . Compare Service Group to Outgoing Policy. (Figure5-11)

Source Destination | Action Qption Configure e

| L[| (oeodiy) (Remove) CPause) | o[ =]

FAEGP Outsice ooy miail_setvice

Figure5-11 Setting Policy
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Chapter 6 Schedule

Schedule

In this chapter, the SMC BR21VPN provides the Administrator to configure a
schedule for policy to take effect and allow the policies to be used at those
designated times. And then the Administrator can set the start time and stop time
or VPN connection in Policy or VPN. By using the Schedule function, the
Administrator can save a lot of management time and make the network system
most effective.

1
&
How to use the Schedule?

The system Administrator can use schedule to set up the device to carry out the
connection of Policy or VPN during several different time division automatically.
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Example

To configure the valid time periods for LAN users to access to
Internet in a day

STEP 1 . Enter the following in Schedule:
B Click New Entry (Figure6-1)
B Enter Schedule Name
B Set up the working time of Schedule for each day
B Click OK (Figure6-2)

Modify Schedule
Schedule Mame wearking_time (Maz. 16 characters)
i Period

Start Time Stop Time

Manday [oazn | [1830 =]

Tuesday [oaz0 | [1830 =]

Wednesday [az0 | [1830 =]

Thursday [oaz0 | [1830 =]

Friclary | Disable | | Disable +|

Saturday | Disable | |Disable |

Sunday IDisabIell |DisabIeL|

Figure6-1 Setting Schedule WebUI

Mame Configure

weorking_time | M

( New Entry |
Figure6-2 Complete the Setting of Schedule
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STEP 2 . Compare Schedule with Outgoing Policy (Figure6-3)

Source Destination Service Action Optian Caonfigure e
[voiepmy | Otsierry | av | @ @] | | | || | (Meaw)@eweve)(Pause) | vol =I
i New Entry |

Figure6-3 Complete the Setting of Comparing Schedule with Policy

@ The Schedule must compare with Policy .
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Chapter 7 QOS

QoS

By configuring the QoS, you can control the OutBound and InBound
Upstream/Downstream Bandwidth. The administrator can configure the
bandwidth according to the WAN bandwidth.

Downstream Bandwidth @ To configure the Guaranteed Bandwidth and
Maximum Bandwidth.

Upstream Bandwidth : To configure the Guaranteed Bandwidth and Maximum
Bandwidth.

QoS Priority : To configure the priority of distributing Upstream/Downstream and
unused bandwidth.

The SMC BR21VPN configures the bandwidth by different QoS, and selects the
suitable QoS through Policy to control and efficiently distribute bandwidth. The
SMC BR21VPN also makes it convenient for the administrator to make the
Bandwidth to reach the best utility. (Figure7-1, 7-2)

512.0 K

384.0 K F-ierdrdod Koo

256.0 K T

(Bits per Second)

128.0 K + e et bt e

9:48 9:58 10:08 10:18 10:28 10:38 10148
Minute

Figure7-1 the Flow Before Using QoS
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512.0 K
Maximum
i pect F j Y Bandwidth
. 340K
o
; /T
g 60K it Vo
K] ; \ l Guarateed
- ARG R e Bl (O MRS SRS Ll SO SRR % SO SR UL B e
~ 128.0 K
0.0 K . . . . . i
9:48 9:58 10:08 10:18 10:28 10:38 10:48

(Minute)

Figure7-2 the Flow After Using QoS (Max. Bandwidth: 400Kbps, Guaranteed Bandwidth: 200Kbps)
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Define the required fields of QoS

WAN:
B Display WAN1 and WAN2

Downstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth
according to the bandwidth range you apply from ISP

Upstream Bandwidth:
B To configure the Guaranteed Bandwidth and Maximum Bandwidth
according to the bandwidth range you apply from ISP

Priority:
B To configure the priority of distributing Upstream/Downstream and unused
bandwidth.

Guaranteed Bandwidth:
B The basic bandwidth of Qo0S. The connection that uses the IPSec Autokey
of VPN or Policy will preserve the basic bandwidth.

Maximum Bandwidth:

B The maximum bandwidth of QoS. The connection that uses the IPSec
Autokey of VPN or Policy, which bandwidth will not exceed the amount you
set.
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We set up two QoS examples in this chapter:

downstream and upstream bandwidth.

No |[Suitable Example Page
Situation
Ex1 |QoS Setting a policy that can restrict the user’s 79
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Example

Setting a policy that can restrict the user’s downstream and upstream
bandwidth

STEP 1 . Enter the following settings in Qo0S:
B Click New Entry (Figure7-3)

Marme WA 10 trea width | lUpstream Bandwidth | Priority | Configure

% Bandwyidth = 200 Khps G Banchwicth = 200 Kbps
1
b Bandwvicth = 400 Khps 1 Branchwicith = 400 Khps &
policy_ 205 Middle
3 Bandwyicth = 300 Khps G Banchwicth = 24 Khps
2
W Bandwvidth = 400 Kbps M Banchwictt = B4 khps

Mame | bolicy_@i05 {Mecx; 16 characters)
stream Bandwidth Unstream Bandwidth
GBendwicth= 200 Kbps (Range: 1 - 10000 GBendwicth= 200 Kkps (Renge: 1 - 10000 )
! MBandwicth = [s00 Kops ( Range: 200 - 10000 ) MBandwicth = 400 Kbps ( Range: 200- 10000 )
[Micle =]
GBandwidth =300 Kbps ( Range: 1 - 10000 ) GBandwidth= 24 Kbps ( Range 1 - 10000 )
: MBandwicth = [400 | Khps ¢ Range: 300 - 10000 ) MBancwicth = 54 Kbps (Range: 24 -10000)

Figure7-3 QoS WebUI Setting

Mame WA ) 0t am Bandwidth Linstream Bandwidth Priarity Configure

G Bandwyidth = 200 Kbps G Bandwyicth = 200 Kbps

1 =
M Bandwvicth = 400 Khps I Banchavicth = 400 Kbps

policy 205 Micidle

G Bandwvicth = 300 Kbps G Bandwricth = 24 Khps

2
M Bandywvicth = 400 Khps I Bandwicth = 64 Khps

i New Entry |

Figure7-4 Complete the QoS Setting
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STEP 2 . Use the QoS that set by STEP1 in Outgoing Policy. (Figure7-5, 7-6)

Statistics I Enatle

Cortent Blocking ™ Enable

I { P2P Blocking |Mone =]

Cos |policy_aos - |

M X, Bandwidth Per Source P Dovvnstresm I':' Khbps Upstream IU Khps ( 0: means unlimited )

Figure7-5 Setting the QoS in Policy

Source Destination Semice | Action Option Configure M owe
rosepry | ouscesy | v | @ Q] | | || |8 (edy) Gemow) awse) | 1ol ]
( New Entry |

Figure7-6 Complete Policy Setting

@When the administrator are setting QoS, the bandwidth range that can be set is the
value that system administrator set in the WAN of Interface. So when the System
Administrator sets the downstream and upstream bandwidth in WAN of Interface,
he/she must set up precisely.
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Chapter 8 Authentication

Authentication

By configuring the Authentication, you can control the user’s connection
authority. The user has to pass the authentication to access to Internet.

The SMC BR21VPN configures the authentication of LAN’s user by setting
account and password to identify the privilege.
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Define the required fields of Authentication

Authentication Management
B Provide the Administrator the port number and valid time to setup SMC
BR21VPN authentication. (Have to setup the Authentication first)

*

*

Authentication Port: The internal user have to pass the authentication
to access to the Internet when enable SMC BR21VPN.

Re-Login if Idle: When the internal user access to Internet, can setup
the idle time after passing authentication. If idle time exceeds the time
you setup, the authentication will be invalid. The default value is 30
minutes.

URL to redirect when authentication succeed: The user who had
passes Authentication have to connect to the specific website. (It will
connect to the website directly which the user want to login) The default
value is blank.

Messages to display when user login: It will display the login
message in the authentication WebUI. (Support HTML) The default
value is blank (display no message in authentication WebUI)

® Add the following setting in this function: (Figure8-1)

Authentication Management

A thentication Part IE‘Q [ Range: 1 - 63535, Deny multi-login if the auth user has
login 3

Re-Login if Idie I3U Minutes ( Rancge: 1 - 1000

Re-Login after user login successfully IU Hours [ Range: O - 24, 0: means unlimited 1

Hadl iDeny multi-login if the auth user has login

URL to redirect when authertication succeed IWWW AMmc.com (Max. B0 characters)

Messages to display when user login

I 0K |f Cancel |

Figure8-1 Authentication Setting WebUI
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® When the user connect to external network by Authentication, the
following page will be displayed: (Figure8-2)

met Ex =l x|
HEED REE RO BEEFWw IAD HEE ‘
CEE -2 - D0 d Qs mEmsE Gee 3B Sul-H0 8
D) €] hitp #w.yohoo.com =] onzE ‘:é%‘a* ”|@ =
User Login

User Authentication

User Name =

Password W

OK
You must pass the authentication first access to the Intemnet!

e [T | msimss

Figure8-2 Authentication Login WebUI
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® [t will connect to the appointed website after passing Authentication:
(Figure8-3)

JEX(E) REE AT #HOREW IAD HADm

=lBlx]
= - = — ‘ "'.
[Q+=- O HN@D[Pmdmmme @2 0- €& AEUSHS
| D) [&] ittt s com

Tl B |[wmen % 6|08 RA|D

[T T e s

Figure8-3 Connecting to the Appointed Website After Authentication

@ If the user ask for authentication positively, can enter the LAN IP by the

Authentication port number. And then the Authentication WebUI will be displayed.
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Auth-User Name:
B The user account for Authentication you want to set.

Password:
B The password when setting up Authentication.

Confirm Password:
B Enter the password that correspond to Password
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We set up four Authentication examples in this chapter:

No |[Suitable Example Page
Situation

Ex1 |Auth User Setting specific users to connect with external | 87
Auth Group |network only before passing the authentication
of policy.

( Adopt the built-in Auth User and Auth Group
Function )
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Example

Setting specific users to connect with external network only before
passing the authentication of policy.
( Adopt the built-in Auth User and Auth Group Function )

STEP 1. Setup several Auth User in Authentication. (Figire8-4)

Authentication Llser Mame Canfigure
ey (Modiy | (Remove)
| New Entry |

Figure8-4 Setting Several Auth Users WebUI

@ To use Authentication, the DNS Server of the user’s network card must be the
same as the LAN Interface Address of SMC BR21VPN.
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STEP 2 . Add Auth User Group Setting in Authentication function and enter
the following settings:
B Click New Entry
Name: Enter laboratory
Select the Auth User you want and Add to Selected Auth User
Click OK
Complete the setting of Auth User Group (Figure8-5)

Mesw Authentication Group

Matme: FAEGP [(Max. 16 characters)

= ---Available Authentication Uszer ---= =--- Selected Authentication User---=
colin

jetfrey

kewin

[Radiuz User)

Figure8-5 Setting Auth Group WebUI
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STEP 3. Add a policy in Outgoing Policy and input the Address and
Authentication of STEP 2 (Figure8-6, 8-7)

Comment I (Max. 32 characters)

Maodify Paolicy

Source Address Im

Destination Address |Outside_any =]

Service IAN‘r‘ LI

Scheclule | Mane ;I

Authentication User |Fagcr =]

Tunne| INnne ;I

Action, VWM Part |PERMIT AL =]

Traffic Log ™ Emable

Statistics [ Enable

Cortert Blocking ™ Enable

IM { P2P Blacking {rone |

QoS INnne ll

hAx. Bandwicth Per Source P Dowvnstream I':' Kbps Upstream IU Khbps ( 0; means unlimited J
MAX. Concurrent Sesszions Per [P IEI— [ Range: 1 - 99999, 0 means unlimited )
MAX. Concurrert Sessions IU— { Range: 1 - 99999, 0: means unlimited )

Figure8-6 Auth-User Policy Setting

Source iz ; -} Action Option Configure Move
poidepry | ousdopey | ave | @ | @] | | | | | (esi) Bemeve) (Pause) | 0|1 =]
{ New Entry |

Figure8-7 Complete the Policy Setting of Auth-User
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STEP 4 . When user is going to access to Internet through browser, the
authentication Ul will appear in Browser. After entering the correct
user name and password, click OK to access to Internet. (Figure8-8)

STEP 5 . If the user does not need to access to Internet anymore and is going to
logout, he/she can click LOGOUT Auth-User to logout the system. Or
enter the Logout Authentication WebUI (http:// LAN Interface:
Authentication port number/ logout.html) to logout (Figure8-9)

User Login
User Authentication
User Name |
Password |
OK
Figure8-8 Access to Internet through Authentication WebUI
R LOGOUT Authentication-Tser - Microsoft Internet Explorer o ] S

Please click on this button to logout
LOGOUT Authentication-Tser

or enter this url http:/1192.168.179.1:82/logout.html
to logout of your currently authenticated session.

Figure8-9 Logout Auth-User WebUI
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Chapter 9 Content Blocking

Content Filtering

Content Filtering includes "URL , , " Script ; , "P2P ,, "IM ; , " Download | .
[URL Blocking]): The administrator can set up to “Allow” or “Restrict” entering
the specific website by complete domain name, key words, and met character
(~and ).

[ Script Blocking]): The access authority of Popup, ActiveX, Java, Cookies

[P2P Blocking): The authority of sending files by eDonkey, eMule, Bit Torrent

[IM Blocking]): To restrict the authority of receiving video, file and message
from MSN Messenger, Yahoo Messenger, ICQ, QQ.

[ Download Blocking ) : To restrict the authority of download specific
sub-name file, audio, and some common video by http protocol directly.
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Define the required fields of Content Blocking

URL String:
B The domain name that restricts to enter or only allow entering.

Popup Blocking:
B Prevent the pop-up WebUI appearing

ActiveX Blocking:
B Prevent ActiveX packets

Java Blocking:
B Prevent Java packets

Cookies Blocking:
B Prevent Cookies packets

eDonkey Blocking:
B Prevent users to deliver files by eDonkey and eMule

BitTorrent Blocking:
B Prevent users to deliver files by BitTorrent

WinMX:
B Prevent users to deliver files by WinMX

IM Blocking:
B Prevent users to login MSN Messenger, Yahoo Messenger, ICQ, QQ, and
Skype

Audio and Video Types:
B Prevent users to transfer sounds and video file by http
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Sub-name file Blocking:
B Prevent users to deliver specific sub-name file by http

All Type:

B Prevent users to send the Audio, Video types, and sub-name file...etc. by
http protocol.
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We set up five Content Blocking examples in this chapter:

http or ftp protocol directly.

No |[Suitable Example Page
Situation
Ex1 |URL Blocking [Restrict the Internal Users only can access to| 95
some specific Website
Ex2 |Script Restrict the Internal Users to access to Script| 98
Blocking file of Website.
Ex3 |P2P Blocking |Restrict the Internal Users to access to the 100
file on Internet by P2P.
Ex4 |IM Blocking Restrict the Internal Users to send message, | 102
files, video and audio by Instant Messaging.
Ex5 |Download Restrict the Internal Users to access to video,| 104
Blocking audio, and some specific sub-name file from
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URL

Restrict the Internal Users only can access to some specific Website

[JURL Blocking:
Symbol: ~ means open up; * means metacharacter

Restrict not to enter specific website: Enter the " complete domain
name ; or " key word ;of the website you want to restrict in URL String.
For example: www.kcg.gov.tw or gov.

Only open specific website to enter:

1. Add the website you want to open up in URL String. While
adding, you must enter the symbol “~” in front of the " complete
domain name | or "key word ; that represents to open these
website to enter”. For example: ~www.kcg.gov.tw or ~gov.

2. After setting up the website you want to open up, enter an order
to “forbid all” in the last URL String; means only enter > in
URL String.

@Warning! The order to forbid all must be placed at last forever. If you want to open

a new website, you must delete the order of forbidding all and then enter the new

domain name. At last, re-enter the “forbid all” order again.
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STEP 1 . Enter the following in URL of Content Filtering function:

Click New Entry

URL String: Enter ~yahoo, and click OK

Click New Entry

URL String: Enter ~google, and click OK

Click New Entry

URL String: Enter s, and click OK
Complete setting a URL Blocking policy (Figure9-1)

IIRL String

~wahoo

Configure

~google

{ New Entry |

Figure9-1 Content Filtering Table
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STEP 2 . Add a Outgoing Policy and use in Content Blocking function:

(Figure9-2)
Madify Palicy
Source Address Im
Destination Address | outside_any =]
Service IANY ;I
Schedule I Mone :I
Authertication User INnne ﬂ
Tunnel INnne ;I
Action, WK Port |PERMIT ALL =]
Traffic Log ™ Enable
Statistics ™ Enabls
Cortent Blocking [V Enable
In / P2P Blacking |Mone ]
Gos INnne ;I
MAX. Bandwicth Per Source P Dovwnstream IU_ Kbps Upstream IU_ Khps (0 means unlimited
WM&, Concurrent Sessions Per [P ID— [ Range: 1 - 99999, 0: means unlimited )
A, Concurrent Sessions |D { Range: 1 - 99999, 0 means unlimited 3

Flyuiley-£ UKL DIUULKIINIY FUIILY OcLunly

STEP 3 . Complete the policy of permitting the internal users only can access to
some specific website in Outgoing Policy function: (Figure9-3)

Source Destination Service | Action Option Configure Move
Iside_ony | Outside_any AR ® | ||| ® | (Modity ) (Remove) _Pause Ta|1 =]
{ New Entry |

Figure9-3 Complete Policy Settings

@Aﬁerwards the users only can browse the website that include “yahoo” and
“google” in domain name by the above policy.
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SCRIPT

Restrict the Internal Users to access to Script file of Website

STEP 1. Select the following data in Script of Content Blocking function:

Select Popup Blocking

Select ActiveX Blocking

Select Java Blocking

Select Cookies Blocking

Click OK

Complete the setting of Script Blocking (Figure9-4)

Script Blocking

v Popup Blocking

¥ Java Elocking

¥ nctivex Blocking

¥ ‘Cookie Blocking

| ok | Cancel |

Figure9-4 Script Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:

(Figure9-5)
Modify Policy
Source Address Im
Destination Address | outside_any =]
Service IANY ;I
Schedule I Mone ;I
Authentication User INnne LI
Tunnel INnne j
Action, WaN Part [PERMIT &L x|
Traffic Log I~ Enable
Statistics ™ Enabls
Contert Blocking ¥ éEnabIe
IM ¢ P2P Blocking {rane x|
QoS |Nnne ;I
MaX. Bandwicth Per Source [P Dowwristream IU_ Hbps Upstream IU_ Kbps (0 means unlimited |
MAX. Concurrent Seszsions Per P IU— { Range: 1 -99999, 0: means unlimited )
M. Concurrent Seszsions IU— { Range: 1 -99399, 0: means unlimted )

I 0K || cancel |

Figure9-5 New Policy of Script Blocking Setting

STEP 3 . Complete the policy of restricting the internal users to access to Script
file of Website in Outgoing Policy: (Figure9-6)

Source Destination Service Configure Move
oy | Ouscesry | v | @ | | | | |©) | | (Modty)@emovs)(Pause) | 1ol ]
| New Entry |

Figure9-6 Complete Script Blocking Policy Setting
@The users may not use the specific function (like JAVA, cookie...etc.) to browse the

website through this policy. It can forbid the user browsing stock exchange
website...etc.
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Download

Restrict the Internal Users to access to video, audio, and some
specific sub-name file from http or ftp protocol directly

STEP 1 . Enter the following settings in Download of Content Blocking
function:
B Select All Types Blocking
B Click OK
B Complete the setting of Download Blocking. (Figure9-13)

Download Blocking
¥ &ll Types Blocking
[” Audio and Video Types Blocking

Extension Blocking

[T exe [ .zip [T .rar
[~ .iso " .hin I arpm
[~ .doc I = .ppt
[T .pdf M tyz I gz

I~ .hat = .dil ™ .hta
I~ .scr I~ wh? = awps
[~ .pif

OK Cancel
Figure9-13 Download Blocking WebUI
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STEP 2 . Add a new Outgoing Policy and use in Content Blocking function:
(Figure9-14)

W odify Policy

Source Address Im

Destination Address | Outsise_sny |

Service AN j

Schedule Mone j

Authertication User Tone ;I

Tunnel INone ;I

Action, Wah Port |PERMT 8Ll =]

Traffic Log [T Enable

Statistics I™ Enable

Cantent Blocking ™ éEnahIe

IM # P2P Blacking Mone ¥ |

s Tone ;I

. Bandhvicth Per Source IP Dowvnistream IU_ Khps Upstream IU_ Khps ( 0 means unlimited 1
MAR. Concurrent Sessions Per IP ID— [ Range: 1 - 99333, 0 means unlimited )
. Concurrent Sessions IU { Range: 1 - 99993, 0 means unfimited )

I OK I Cancel |
Figure9-14 Add New Download Blocking Policy Setting

STEP 3 . Complete the Outgoing Policy of restricting the internal users to
access to video, audio, and some specific sub-name file by http
protocol directly: (Figure9-15)

Source Destination Service Action Option hiove
oy | odsdopry | v | @ | | | | |©] | | (o) onow)iasa) | ro['
| New Entry |

Figure9-15 Complete Download Blocking Policy Setting
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P2P /IM

Limit internal user access internet resources by P2P software.
Stepl. InIM/P2P Blocking = Setting, add the following settings :

B Click New Entry. (Fig. 10-5)

B Enter the Name of P2P_Blocking.

B Select eDonkey, Bit Torrent, WinMX, Foxy, KuGoo,
Appleduice, AudioGalaxy, DirectConnect, iMesh and
MUTE.

B Click OK.

B Complete the settings (Fig. 10-6)

Add IMJP2P Blocking

Mame |P2F‘_Elloc:king (M. 16 characters)

Instant Messaging

™ misn Mezzenger [T wahoo Meszenger I o Messenger
O Q5 Messenger |_ Skype Meszenger

Peer-to-Peer Application

¥ Edonkey ¥ Bit Torrert ¥ i

v Foxy V¥ KuGoo i Appleduice
I AudioGalaxy ¥ DirectCornect M iMesh

W mute

QK Cancel

Fig. 10-5P2P blocking setting

I FP2F Sighature Definitions

Last updsted on : 0601431 21:14:25 (Update signature definitions every one hour)

Current version ; 1.0.0 (Signsture defintions updated st 060701 0000007
Update signature definitions immediately (Use TCP port: 80 and UDP port: 53) | Update NOW |

It ¥ P2P Blocking
Total entry - 2
kame 2P | Configure
IM_Blocking MEM Yahoo TG, -— InUse |
P2P_Blocking -—- Edonkey Bit Torrent Winhdx. . Modify | Remove
—
Mew Entry

Fig. 10-6 Complete the P2P blocking setting
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Step2. In Policy = Outgoing, add one policy applied to P2P blocking
setting. (Fig. 10-7)

Comment : I [Max. 32 characters)

Modify Folicy

Source Address Im

Destination Address | outsie_any =]

Service |.-E'-~N“rr ;l

Schedule I Mone ;I

Authentication Lser INu:une ;l

Turnel INu:une LI

&ction, WA Part [PERMT ALL =]

Traffic Log ™ Enable

Statistics ™ Ensble

Content Blocking ™ Enable

IM i P2P Blocking [ M_blocking =

Gas INu:une LI

2. Banowvidth Per Zource P Dovvvristresm |E| Kbps Upstream |'j Kbps (0 means unlimited )
MAX, Concurrent Sessions Per [P |D [ Range: 1 - 99999, 0: means unlimited )
MoK, Concurrent Sessions |'j [ Range: 1 - 93999, 0: means unlimied )

Fig. 10-7 Set the policy applied to P2P blocking

Step3. In Policy = Outgoing , complete the policy setting of limit internal
user to access internet resources by P2P software : (Fig. 10-8)

Source Destination Service | Action Option Configure tove
roiie vy | Otswe sy | A | @ ) (o) (Romove) (Pause) | o[ =]
{ New Entry |

Fig. 10-8 Complete the Policy setting of P2P blocking
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@Use P2P will seriously occupy network bandwidth and it can change its service port. So the MIS engineer

not only set the service port in Service, but also need to set IM / P2P Blocking = P2P Blocking.
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Chapter 10 Virtual Server

Virtual Server

The real IP address provided from ISP is always not enough for all the users
when the system manager applies the network connection from ISP. Generally
speaking, in order to allocate enough IP addresses for all computers, an
enterprise assigns each computer a private IP address, and converts it into a
real IP address through SMC BR21VPN’s NAT (Network Address Translation)
function. If a server that provides service to WAN network is located in LAN
networks, external users cannot directly connect to the server by using the
server’s private IP address.

The SMC BR21VPN's Virtual Server function can solve this problem. A Virtual
Server has set the real IP address of the SMC BR21VPN’s WAN network
interface to be the Virtual Server IP. Through the Virtual Server function, the
SMC BR21VPN translates the Virtual Server’s IP address into the private IP
address in the LAN network.

Virtual Server owns another feature know as one-to-many mapping. This is
when one real server IP address on the WAN interface can be mapped into four
LAN network servers provide the same service private IP addresses. This option
is useful for Load Balancing, which causes the Virtual Server to distribute data
packets to each private IP addresses (which are the real servers) by session.
Therefore, it can reduce the loading of a single server and lower the crash risk.
And can improve the work efficiency.
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In this chapter, we will have detailed introduction and instruction of Mapped IP
and Server 1/2/3/4:

Mapped IP: Because the Intranet is transferring the private IP by NAT Mode
(Network Address Translation). And if the server is in LAN, its IP Address is
belonging to Private IP Address. Then the external users cannot connect to its
private IP Address directly. The user must connect to the SMC BR21VPN’'s WAN
subnet’s Real IP and then map Real IP to Private IP of LAN by the SMC
BR21VPN. It is a one-to-one mapping. That is, to map all the service of one
WAN Real IP Address to one LAN Private IP Address.

Server 1/2/3/4: Its function resembles Mapped IP’s. But the Virtual Server maps

one to many. That is, to map a Real IP Address to 1~4 LAN Private IP Address
and provide the service item in Service.
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Define the required fields of Virtual Server

WAN IP :
B WAN IP Address (Real IP Address)

Map to Virtual IP :
B Map the WAN Real IP Address into the LAN Private IP Address

Virtual Server Real IP :
B The WAN IP address which mapped by the Virtual Server.

Service name (Port Number) :
B The service name that provided by the Virtual Server.

External Service Port :

B The WAN Service Port that provided by the virtual server. If the service you
choose only have one port and then you can change the port number here.
(If change the port number to 8080 and then when the external users going
to browse the Website; he/she must change the port number first to enter
the Website.)

Server Virtual IP :
B The virtual IP which mapped by the Virtual Server.
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We set up four Virtual

Server examples in this chapter:

same services, to provide service through
policy by Virtual Server. (Take HTTP, POP3,
SMTP, and DNS Group for example)

No. |[Suitable Example Page
Situation

Ex1 |[Mapped IP  |Make a single server that provides several 110
services such as FTP, Web, and Mail, to
provide service by policy.

Ex2 |Virtual Server|Make several servers that provide a single 113
service, to provide service through policy by
Virtual Server. (Take Web service for example)

Ex3 |Virtual Server|The external user use VoIP to connect with 116
VolIP of LAN. (VoIP Port: TCP 1720, TCP
15328-15333, UDP 15328-15333)

Ex4 |Virtual Server|Make several servers that provide several 120

Preparation

Apply for two ADSL that have static IP
(WANL1 static IP is 61.11.11.10~ 61.11.11.14)
(WANZ2 static IP is 211.22.22.18~ 211.22.22.30)
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Example

Make a single server that provides several services such as FTP,
Web, and Mall, to provide service by policy

STEP 1. Setting a server that provide several services in LAN, and set up the
network card’s IP as 192.168.1.100. DNS is External DNS Server.
STEP 2 . Enter the following setting in LAN of Address function: (Figure10-1)

Add Mew Address
:Name Imail_server (M. 16 characters)
IP Address  ([192.168.1 100|
Metmask I255-255-255-255 [ 255.2585 255 255 means the specified PC
[ 295.235.255.0 means class C subnet )
MAC Address || I Clone MAC Address |
™ et static IP address from DHCP Server.

FigurelO-1 Mapped IP Settings of Server in Address

STEP 3 . Enter the following data in Mapped IP of Virtual Server function:
B Click New Entry

WAN IP: Enter 61.11.11.12 (click Assist for assistance)

Map to Virtual IP: Enter 192.168.1.100

Click OK

Complete the setting of adding new mapped IP (Figurel0-2)

Add Bew Mapped P
VWIAN 1P 51111112 [zl *| pssist

Map To Yirtual IP I1 92163.1.100

= Ok if cancel |

Figurel0-2 Mapped IP Setting WebUI
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STEP 4 . Group the services (DNS, FTP, HTTP, POP3, SMTP...) that provided
and used by server in Service function. And add a new service group
for server to send mails at the same time. (Figure10-3)

Group name Configure
mail_service DMS HTTPS POPS...
Main_service DRSS FTRHTTR...

| New Entry |

Figurel0-3 Service Setting

STEP 5. Add a policy that includes settings of STEP3, 4 in Incoming Policy.
(Figurel0-4)

‘ oistepry | WetbE 010D sk | @ | (Modfy) (Remose) Passe)

Figurel0-4 Complete the Incoming Policy

STEP 6 . Add a policy that includes STEP2, 4 in Outgoing Policy. It makes the
server to send e-mail to external mail server by mail service.
(Figurel0-5)

Ousite Ay | Mapped B H.4112) ‘ il senice ‘ & ‘ ‘ ‘ ‘ ‘ ‘ MMM ‘

Figurel0-5 Complete the Outgoing Policy
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STEP 7 . Complete the setting of providing several services by mapped
(Figurel0-6)

Remote Client User

ADSL/Cable Router
Downstrcam Bandwidth : 512 Kbhps
Upstream Bandwidth © 512 Kbps
WAN2IP - 211.22.22.22

ADSL/Cable Router
Downstream Bandwidth © 1500 Khps
Upstream Bandwidth * 512 Kbps

WANLIP : 6L1L.11.11

Multi-Homing
Gateway

Management IP :
192.168.1.1

Server © 192.168.1.100

Support FTP, Web, and Mall Services

Figurel0-6 A Single Server that Provides Several Services by Mapped IP

@ Strong suggests not to choose ANY when setting Mapped IP and choosing
service. Otherwise the Mapped IP will be exposed to Internet easily and may be
attacked by Hacker.
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Make several servers that provide a single service, to provide service
through policy by Virtual Server (Take Web service for example)

STEP 1 . Setting several servers that provide Web service in LAN network,

which IP Address is 192.168.1.101, 192.168.1.102, 192.168.1.103,
and 192.168.1.104
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STEP 2 . Enter the following data in Server 1 of Virtual Server function:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Server 1
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for
assistance)
B Click OK (Figurel0-7)

Add Mew Mirtual Server [P

Yirtual Server Real IP ||51 RERERE [zt | sssist |

| oK || cancel |

Figurel0-7 Virtual Server Real IP Setting

Click New Entry

Service: Select HTTP (80)

External Service Port: Change to 8080
Load Balance Serverl: Enter 192.168.1.101
Load Balance Server2: Enter 192.168.1.102
Load Balance Server3: Enter 192.168.1.103
Load Balance Server4: Enter 192.168.1.104
Click OK

B Complete the setting of Virtual Server (Figure10-8)

Wirtual Server Configuration
YWirtual Server Real IP 61.11.11.11
Service I HTTP (20) X
External Service Port ISDSD [ Range: 0-E5535)
Load Balance Server Server YWirtual IP
1 f192.168.1 101
2 [192.168.1 102
3 f192.188.1 103
4 f192.165.1 104

{ 0K ]| cancel |

Figurel0-8 Virtual Server Configuration WebUI
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STEP 3 . Add a new policy in Incoming Policy, which includes the virtual server,
set by STEP2. (Figurel10-9)

Source Diestination Senice Action Cption Conflgure Mioye
Outside_sny | VitualServer161.119101) | Hreeosoy | @ | | | | | | (Medity) (Remove) [Pause] | 101 ]
| New Entry |

Figurel0-9 Complete Virtual Server Policy Setting

@In this example, the external users must change its port number to 8080 before
entering the Website that set by the Web server.

STEP 4 . Complete the setting of providing a single service by virtual server.
(Figurel10-10)

Remote Client User

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth * 512 Kbps

WANI 1P © 61.11.1L.11

ADSL/Cable Router
Downstream Bandwidth : 512 Kbps
Upstream Bandwidth - 512 Kbps &
WAN2 IP : 211.22,22.22

Mail-Homing
Gateway

Management IP :

192.168.1.1 LAN
NAT Mode
5
Web Server - 192,168.1.101 Web Server - 192.168.1.102 Web Server - 192.168.1.103 Web Server - 192.168.1.104

Figurel0-10 Several Servers Provide a Single Service by Virtual Server
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The external user use VoIP to connect with VoIP of LAN (VoIP Port:
TCP 1720, TCP 15328-15333, UDP 15328-15333)

STEP 1. Set up VoIP in LAN network, and its IP is 192.168.1.100

STEP 2 . Enter the following setting in LAN of Address function: (Figure10-11)

MHame _ IPf Metmask _ MAC Address Configure

Inside_&ny 0.0.0.00.000 | In Use |

“oip 1921681 1001255 255 255 255 M M

Figurel0-11 Setting LAN Address WebUI

STEP 3. Add new VoIP service group in Custom of Service function.
(Figurel0-12)

Service name Frotocal Client Port Server Port Configure
1 - .
vaip | TCP ‘ 1024 65535 | 172011720 | MM
[ New Entry |

Figurel0-12 Add Custom Service
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STEP 4 . Enter the following setting in Serverl of Virtual Server function:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
m Virtual Server Real IP: Enter 61.11.11.12 (click Assist for
assistance) (Use WAN)
B Click OK (Figure10-13)

Add Mew Yirual Server [P

Yirtual Server Real IP ||E1 114112 frisrt = assist |

[ 0K | [ Cancel |

Figurel0-13 Virtual Server Real IP Setting WebUI
Click New Entry
Service: Select (Custom Service) VolP_Service
External Service Port: From-Service (Custom)
Load Balance Serverl: Enter 192.168.1.100
Click OK

B Complete the setting of Virtual Server (Figure10-14)

Wirtual Server Configuration

Wirtual Server Real IP 61.11.11.11

Service I(Cus‘fom Servicevoip ;I

External Service Port |Fr0m-Ser\-'ice[Cu31c|mj { Range: 0-B5535)

Loadd Balance Server Server Vitual IP

1 fiezieaton |
2 ]
3 [(E——)
‘ I

[ ok |l cancel |
Figurel0-14 Virtual Server Configuration WebUI

@When the custom service only has one port number, then the external network port
of Virtual Server is changeable; On the contrary, if the custom service has more than
one port network number, then the external network port of Virtual Server cannot be
changed.
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP4: (Figure10-15)

Source Destination Semvice | Action Qption Configure Mave
Outside. Any happed IR(E1 1111 12) vio | @ ||| ]| | (Medify | (Remove) _Pause ) | o [1=]
{ New Entry |

Figurel0-15 Complete the Policy includes Virtual Server Setting

STEP 6 . Enter the following setting of the internal users using VoIP to connect
with external network VoIP in Outgoing Policy: (Figure10-16)

Source Destination Sermvice Action Option Configure Mioye
( New Entry |

Figurel0-16 Complete the Policy Setting of VolP Connection
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STEP 7 . Complete the setting of the external/internal user using specific

service to communicate with each other by Virtual Server.
(Figurel0-17)

Remete User

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth | 512 Kbps

WANILIP - 61.11,11.11

ADSL/Cable Router
Downstream Bandwidth © 512 Kbps
Upstream Bandwidth © 512 Kbps
WAN2IP : 211.22,22,22

Multi-Homing
Gateway

Management 1P :
192.168.1.1

N
VoIP : 192.163.1.100

Figurel0-17 Complete the Setting of the External/Internal User using specific service to

communicate with each other by Virtual Server
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Make several servers that provide several same services, to
provide service through policy by Virtual Server. (Take HTTP,
POP3, SMTP, and DNS Group for example)

STEP 1 . Setting several servers that provide several services in LAN network.
Its network card’s IP is 192.168.1.101, 192.168.1.102, 192.168.1.103,
192.168.1.104 and the DNS setting is External DNS server.

STEP 2 . Enter the following in LAN and LAN Group of Address function:
(Figurel10-18, 10-19)

Mame IP f Metmask hAC Ad ] configure
Inside_any 0.0.0.0/0.0.0.0 In Use
Yaip 192 1651 1 00/255 255 255 255 [ In Use |

service_ 01 192 168 1 101 £255 255 255 255 (Modify ) (Remove)
service_ 02 192 168 1 1024255 255 255 255 (Modify ) (Remove)
service_03 192 1681 103/255 255 255 255 M m
service_04 192 1681 100/255 255 255 255 M M

Mame | Member Canfigure

TErVICE_group

zervice_01, zervice_02, zervice_03... ﬁw

| New Entry |

Figurel0-19 Group Setting of Virtual Server in Address
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STEP 3. Group the service of server in Custom of Service. Add a Service
Group for server to send e-mail at the same time. (Figure10-20)

Group narme Service Configure

mail_service DNS HTTPS POP3. M m

Main_service DNS FTP HTTP .. M m

{ New Entry |

Figurel0-20 Add New Service Group
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STEP 4 . Enter the following data in Serverl of Virtual Server:
B Click the button next to Virtual Server Real IP (“click here to
configure”) in Serverl
B Virtual Server Real IP: Enter 211.22.22.23 (click Assist for
assistance)
B Click OK (Figure10-21)

Add kew Yitual Server P

Wirtual Server Resl IP [211.2222.23 fiianz =] sis:

I 0K || cancel )

Figurel0-21 Virtual Server Real IP Setting

Click New Entry

Service: Select (Group Service) Main_Service
External Service Port: From-Service (Group)
Enter the server IP in Load Balance Server

Click OK

Complete the setting of Virtual Server (Figure10-22)

Virual Server Configuration

Wirtual Server Real IP 211222223
Service [izroup Service hiain =
External Service Port From-Service(Group) [ Range: 0-65535 )
Load Balance Server Server Wirtual IP
1 f1e2.168.1.101
2 fr92.188.1 102
3 [192.168.1.103
4 [192.168.1.104

[ 0K ]I cancel |

FlgurelO-2Z Virtual sServer Configuration webul
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STEP 5. Add a new Incoming Policy, which includes the virtual server that set
by STEP 3: (Figurel0-23)

Source Destination Semice Action Dption Configure Mowe
Outsive_Any |  Vitusl Server 2211.222223) | Main_service | @ | | || (Modify ) (Remove) (Pause) | wo[1 =]
I New Entry |

Figurel0-23 Complete Incoming Policy Setting

STEP 6 . Add a new policy that includes the settings of STEP2, 3 in Outgoing
Policy. It makes server can send e-mail to external mail server by malil
service. (Figure10-24)

Source Destination Senice Action Optian Configure hove
Service_group Outside_Any | mail_service | . | | | | | | | M M m | Ta IE
{ New Entry |

Figurel0-24 Complete Outgoing Policy Setting
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STEP 7 . Complete the setting of providing several services by Virtual Server.
(Figurel0-25)

&

Remote Client User

ADSL/Cable Router

Downstream Bandwidth © 512 Kbhps
Upstream Bandwidth : 512 Kbps

WAN2IP :211.22.2222 %

ADSL/Cable Router
Downstream Bandwidth : 1500 Khps
Upstream Bandwidth ° 512 Kbps

WANI1IP 61111111

Multi-Homing
Gateway

P

Management IP :

192.168.1.1
LAN
NAT Meode
Server : 192.168.1.101 Server ¢ 192,168.1.102 Server ! lsz.lﬁa.l.m Server * 192.168.1.104

Support HTTP, POP3, SMTP, and DNS Service

Figurel0-25 Complete the Setting of Providing Several Services by Several Virtual Server
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Chapter 11 VPN

VPN

The SMC BR21VPN adopts VPN to set up safe and private network service. And
combine the remote Authentication system in order to integrate the remote
network and PC of the enterprise. Also provide the enterprise and remote users
a safe encryption way to have best efficiency and encryption when delivering
data. Therefore, it can save lots of problem for manager.

[IPSec Autokey]: The system manager can create a VPN connection using
Autokey IKE. Autokey IKE (Internet Key Exchange) provides a standard method
to negotiate keys between two security gateways. Also set up IPSec Lifetime
and Preshared Key of the SMC BR21VPN.

[PPTP Server): The System Manager can set up VPN-PPTP Server
functions in this chapter.

[PPTP Client): The System Manager can set up VPN-PPTP Client functions
in this chapter

\
-
How to use VPN?

To set up a Virtual Private Network (VPN), you need to configure an Access
Policy include IPSec Autokey, PPTP Server, or PPTP Client settings of Tunnel to
make a VPN connection.
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Define the required fields of VPN:

RSA:
B A public-key cryptosystem for encryption and authentication.

Preshared Key:
B The IKE VPN must be defined with a Preshared Key. The Key may be up to
128 bytes long.

ISAKMP (Internet Security Association Key Management Protocol):

B An extensible protocol-encoding scheme that complies to the Internet Key
Exchange (IKE) framework for establishment of Security Associations
(SAs).

Main Mode:

B This is another first phase of the Oakley protocol in establishing a security
association, but instead of using three packets like in aggressive mode, it
uses six packets.

Aggressive mode:
B This is the first phase of the Oakley protocol in establishing a security
association using three data packets.

AH (Authentication Header):
B One of the IPSec standards that allows for data integrity of data packets.

ESP (Encapsulating Security Payload):

B One of the IPSec standards that provides for the confidentiality of data
packets.
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DES (Data Encryption Standard):
B The Data Encryption Standard developed by IBM in 1977 is a 64-bit block
encryption block cipher using a 56-bit key.

Triple-DES (3DES):
B The DES function performed three times with either two or three
cryptographic keys.

AES (Advanced Encryption Standard):

B An encryption algorithm yet to be decided that will be used to replace the
aging DES encryption algorithm and that the NIST hopes will last for the
next 20 to 30 years.

NULL Algorithm:

B [tis a fast and convenient connecting mode to make sure its privacy and
authentication without encryption. NULL Algorithm doesn’t provide any other
safety services but a way to substitute ESP Encryption

SHA-1 (Secure Hash Algorithm-1):
B A message-digest hash algorithm that takes a message less than 264 bits
and produces a 160-bit digest.

MD5:
B MD5 is a common message digests algorithm that produces a 128-bit
message digest from an arbitrary length input, developed by Ron Rivest.

GRE/IPSec:
B The device Select GRE/IPSec (Generic Routing Encapsulation) packet seal
technology.
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Define the required fields of IPSec Function

B To display the VPN connection status via icon -

Chart - L W 2

Meaning Not be applied |Disconnect|Connecting

Name:
B The VPN name to identify the IPSec Autokey definition. The name must be
the only one and cannot be repeated.

Gateway IP:
B The WAN interface IP address of the remote Gateway.

IPSec Algorithm:
B To display the Algorithm way.

Configure:
B Click Modify to change the argument of IPSec; click Remove to remote the
setting. (Figurell-1)

[i] Name | WAN | GatewayIP IPSec Algorithm Configure

New Entry

Figurell-1 IPSec Autokey WebUI
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Define the required fields of PPTP Server Function

PPTP Server:
B To select Enable or Disable

Client IP Range:
B Setting the IP addresses range for PPTP Client connection

B To display the VPN connection status via icon -

Chart -- LW [
Meaning Not be applied |Disconnect|Connecting

User Name:
B Display the PPTP Client user’s name when connecting to PPTP Server.

Client IP:
B Display the PPTP Client’s IP address when connecting to PPTP Server.

Uptime:
B Display the connection time between PPTP Server and Client.

Configure:
B Click Modify to modify the PPTP Server Settings or click Remove to
remove the setting (Figurel1-2)

FPTP Setver [ Disakle 1

Cliert IF Range : 192.61.100.1-254| Hlﬂi )

User Mame [ Client IP [ Uptirme [ Configure

 New Entry |

Figurell-2 PPTP Server WebUI
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Define the required fields of PPTP Client Function

B To display the VPN connection status via icon -

Chart -- 2, ]

Meaning Not be applied |Disconnect/Connecting

User Name:
B Displays the PPTP Client user’'s name when connecting to PPTP Server.

Server IP or Domain Name:
B Display the PPTP Server IP addresses or Domain Name when connecting
to PPTP Server.

Encryption:
B Display PPTP Client and PPTP Server transmission, whether opens the
encryption authentication mechanism.

Uptime:
m  Displays the connection time between PPTP Server and Client.

Configure:
B Click Modify to change the argument of PPTP Client; click Remove to
remote the setting. (Figure11-3)

PPTP Client :
| i | User Name Server IP or Domain Name Encryption | Uptime | Configure

New Entry
Figurell-3 PPTP Client WebUI
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Define the required fields of Tunnel Function

B To display the VPN connection status via icon -

Chart -- e, o]
Meaning Not be applied |Disconnect|Connecting

Name:
B The VPN name to identify the VPN tunnel definition. The name must be the
only one and cannot be repeated.

Source Subnet:
B Displays the Source Subnet.

Destination Subnet:
B Displays the Destination Subnet.

IPSec / PPTP:
B Displays the Virtual Private Network’s(IPSec Autokey, PPTP Server, PPTP
Client) settings of Tunnel function.

Configure:
m  Click Modify to change the argument of VPN Tunnel; click Remove to
remote the setting.(Figure11-4)

IPSec/

i Name Source Subnet |Destination Subnet PPTP

Configure

New Entry
Figurell-4 VPN Tunnel Web Ul
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We set up two VPN examples in this chapter:

No. [Suitable Example Page
Situation

Ex1|IPSec Autokey |Setting IPSec VPN connection between two SMC| 133
BR21VPN

Ex2|PPTP Setting PPTP VPN connection between two SMC| 146
BR21VPN
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Example

Setting IPSec VPN connection between two SMC BR21VPN
Preparation

Company A WAN IP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two SMC BR21VPN as work platform. Suppose Company A
192.168.10.100 create a VPN connection with Company B 192.168.20.100 for
downloading the sharing file.

The Default Gateway of Company A is the LAN IP of the SMC BR21VPN
192.168.10.1. Follow the steps below:

STEP 1 . Enter the default IP of Gateway of Company A's SMC BR21VPN,
192.168.10.1 and select IPSec Autokey in VPN. Click New Entry.
(Figurell-5)

| i | Name WAN Gateway IP IPSec Algorithm Configure

New Entry

Figurell-5 IPSec Autokey WebUI
STEP 2 . In the list of IPSec Autokey, fill in Name with VPN_A. (Figure11-6)

STEP 3. Select Remote Gateway-Fixed IP or Domain Name In To
Destination list and enter the IP Address.
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STEP 4 , Select Preshare in Authentication Method and enter the Preshared
Key (max: 100 bits)

STEP 5. Select ISAKMP Algorithm in Encapsulation list. Choose the
Algorithm when setup connection. Please select ENC Algorithm
(3DES/DES/AES), AUTH Algorithm (MD5/SHA1), and Group (GROUP1,
2,5). Both sides have to choose the same group. Here we select 3DES for
ENC Algorithm, MD5 for AUTH Algorithm, and GROUP1 for group.
(Figurel1-9)

Mecessary [tem

Matme P (M. 12 characters)
WAN interface @ a1 O a2
To Remote
= o
Remll-':;t:edG?F‘tE::[a)zmain hame Elize e 2 IR IR
" Remcte Gatewsay or Client -- Dynamic IP
Authertication Method |Preshiars |
Preshared Key 123436789 (M. 103 characters)
Encapsulation
ISAKMP Algorithm
EMC Algorithm joes =]
AUTH Algorithim IMos =]
Group |erRouP 1 =]

Figurell-9 IPSec Encapsulation Setting
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STEP 6 . You can choose Data Encryption + Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL
AUTH Algorithm: MD5/SHA 1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to
make sure the encapsulation way for data transmission (Figure11-10)

PSec Algaorithim

% Data Encryption + &uthentication
ENC Algorithm fpes =]
AUTH Algorithm |Mos =]

O Authertication Only
Figurell-10 IPSec Algorithm Setting

STEP 7 . After selecting GROUPL1 in Perfect Forward Secrecy, enter 3600
seconds in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and
selecting Main mode in Mode. (Figure11-11)

Optional ltem

Pertect Forward Secrecy m

IS&KMP Litetime W Seconds ( Range: 1200 - 35400 )
IPSec Lifetime ,W Seconds [ Range: 1200 - 86400
Mocle | % Main made Agoressive mods

Figurell-11 IPSec Perfect Forward Secrecy Setting

STEP 8 . Complete the IPSec Autokey setting. (Figurell-12)

Mame Gatewsay [P IPSec Algorithim Configure
YRN_A AR 211 22 7239 DES /MD5 (Modify ] (Remove)
| New Entry |

Figurell-12 Complete Company A IPSec Autokey Setting
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STEP 9 . Enter the following setting in Tunnel of VPN function: (Figure11-13)
Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.85.0 /
255.255.255.0.

IPSec / PPTP Setting: Select VPN_A.

Select Show remote Network Neighborhood.

B Click OK. (Figurell-14)

Madify IPsec_VPR_Tunnel Tunnel

Mame IPzec_wPr_Tunnel
From Local & Loy O DMT
From Local Subnet [ azk |'1 92165101 ;|255.255.255.D
To Remate
& To Retmdte Subnet 1 Mask ||1 92.165.55.1 {|255.255.255.0
" Remote Client
IPSec i PPTR Sefting |wPn_a =]
Keep alive [P I
¥ Shaw remate Metwork Meighbaorhood

Figurell-13 New Entry Tunnel Setting

i Marme Lacal Subnet Remate Subnet |PSec!PFTP Caonfigure
u 1 | -
B | jpsec VPN Tu . 152 168101 | 152 168 851 L owena Mm |
{ New Entry |

Figurell-14 Complete New Entry Tunnel Setting
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STEP 10 . Enter the following setting in Outgoing Policy:(Figurel1-15)
B Authentication User: Select All_NET.
B Schedule: Select Schedule_1.
B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figurell-16)

Modify Policy

Source Address lm

Destination Address [ outside_tny =]

Service |mai|_service LI

Schedule [Schedule 1+ ]

Suthentication User [aLL_nET =]

Turre! IIPsec_VPN_Tunnel j

Action, VWA Part [PERMIT ALL =]

Traffic Log I~ Enable

Statistics ™ Enshle

Content Blocking [T Enable

I # P2P Blocking [ Hane x|

WA, Bandwicth Per Source P Do ristresm IU_ Khps Upstream IU_ Khps ¢ 0: means unlimited )
&, Concurrent Sessions Per IP IU— { Range: 1 - 99993, 0 means unlimited )
fA. Concurrent Sessions IU ( Range: 1 - 89899, 0: means unlimited )

I OK |l cancel |

Figurell-15 Setting the VPN Tunnel Outgoing Policy

Source Destination Service Action Cption Configure

viove
Inside_&ny Outsice_Any mail_service m | @ | \%. | | | | | {‘3 | Mmm | To IE

| New Entry |

Figurell-16 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 11 . Enter the following setting in Incoming Policy: (Figure11-17)
B Schedule: Select Schedule_1.
B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figure11-18)

Modify Policy

Source &ddress W

Destinstion Address Ilnside_.&ny ﬂ

Service |.='-“.N‘rr j

Schedule | Schecuie_1 |

Tunnel IIPSEC_VPN_TunneI ;I

Action [rErMT 7]

Traffic Log [~ Enable

Statistics ™ Enable

QoS |W -|

WAk, Bandwidlth Per Source IP Daowvnstream IU— Kbps Upstream IU_ Khps ( 0 means unlimited )
MAX. Concurrent Sessions Per IP IU— { Range; 1 - 93933, 0. means unlimited |
MAX. Concurrent Sessions |U ( Range: 1 - 99999, 0 means unfimited )
MAT ™ Enable

{ ok 1l cancel |

Figurell-17 Setting the VPN Tunnel Incoming Policy

Source Destination Action Qption Configure howe

T R —— A Y )

| New Entry |

Figurell-18 Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the SMC BR21VPN
192.168.20.1. Follow the steps below:

STEP 1.Enter the following setting in Multiple Subnet of System Configure
function: (Figure11-19)

WAR Interface IP f Forwarding Mode | Interface | Alias IP of Interface f Metmask Configure
WAN 2 211.22.22.22 i NAT LA&N 192168851 12552552550 | ((Mndify) (Remoue)
{ New Entry |

Figurell-19 Multiple Subnet Setting

STEP 2.Enter the default IP of Gateway of Company B’'s SMC BR21VPN,
192.168.20.1 and select IPSec Autokey in VPN. Click New Entry.

(Figurel1-20)

[i] Name WAN Gateway IP IPSec Algorithm Configure

New Entry

Figurell-20 IPSec Autokey Web Ul

STEP 3.In the list of IPSec Autokey, fill in Name with VPN_B.
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STEP 4.Select Remote Gateway-Fixed IP or Domain Name In To Destination

list and enter the IP Address

STEP 5.Select Preshare in Authentication Method and enter the Preshared

Key (max: 100 bits) (Figurell-23)

STEP 6.Select ISAKMP Algorithm in Encapsulation list. Choose the Algorithm
when setup connection. Please select ENC Algorithm (3DES/DES/AES),
AUTH Algorithm (MD5/SHA1), and Group (GROUP1, 2,5). Both sides have
to choose the same group. Here we select 3DES for ENC Algorithm, MD5
for AUTH Algorithm, and GROUP1 for group. (Figurell-24)

Mecessary lterm

Matmne

I “PM_B (Max. 12 characters)

WA irterface

& wyan g O ey 2

To Remate

¥ Remate Gatewvay --
Fized IP ar Domain Mame

51.11.11.11 (M=, 99 characters)

" Remate Gateweay or Client -- Dynamic [P

Avthertication Method

|Preshare ;l

Preshared Key 123456759 [Ma. 103 characters)
Encapsulstion
IZAKMP Algorithm
ENC Algorithm joes =]
ALTH Algorithm fmos =]
Group |oroUP 1 =]

IPSec Algarithm

Figurell-24 IPSec Encapsulation Setting
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STEP 7.You can choose Data Encryption + Authentication or Authentication
Only to communicate in IPSec Algorithm list:
ENC Algorithm: 3DES/DES/AES/NULL

AUTH Algorithm: MD5/SHA1
Here we select 3DES for ENC Algorithm and MD5 for AUTH Algorithm to

make sure the encapsulation way for data transmission. (Figurel1-25)

IPSec Algorithm

{* Data Encryption + Authentication
ENC Algorithim foEs =]
AUTH Algarithim jmos |

7 authertication Only

Figurell-25 IPSec Algorithm Setting

STEP 8.After selecting GROUPL1 in Perfect Forward Secrecy, enter 3600
seconds in ISAKMP Lifetime, enter 28800 seconds in IPSec Lifetime, and
selecting Main mode in Mode. (Figurell-26)

Optional ltem

Perfect Forward Secrecy |NO-F‘FS 'I

IS AHMP Lifetime |350EI Seconds [ Ranoe: 1200 - 56400 )
IPSec Lifetime |288DD Seconds [ Range: 1200 - 86400 )
Mode % tain mode Aggressive made

Figurell-26 IPSec Perfect Forward Secrecy Setting

STEP 9.Complete the IPSec Autokey setting. (Figurel1l1-27)

i Marme Gateway IP IPSec Algorithm Configure
‘ -- EN_B WM ‘ 61111111 DES /MDS | (Modify | (Remove)

| New Entry |
Figurell-27 Complete Company B IPSec Autokey Setting
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STEP 10.Enter the following setting in Tunnel of VPN function: (Figure1l1-28)
B Enter a specific Tunnel Name.
From Source: Select LAN
From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.
To Destination Subnet / Mask: Enter 192.168.10.0 /
255.255.255.0.
IPSec / PPTP Setting: Select VPN_B.
Select Show remote Network Neighborhood.
B Click OK. (Figurel1-29)

Mew Entry Tunnel

Mame |\-"PN_Tunnel [Max. 16 characters)
From Local & am O Dz
From Local Subnet § Mask |1 92168851 ;|255.255.255.EI
To Remate
¥ To Remate Subnet / Mazk ||1 82168101 f|255.255 2550
" Remote Client
IPSec / PPTP Sefting [vPu_B x|
Keep alive [P |
¥ Shaw remate Metwork Meighborhood

iﬂii { Gancel |

Figurell-28 New Entry Tunnel Setting

Marme [ Local Subnet | Remote Subnet | IPSec/FPTF

Figurell-29 Complete New Entry Tunnel Setting
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STEP 11.Enter the following setting in Outgoing Policy: (Figure11-30)
B Authentication User: Select All_NET.

B Schedule: Select Schedule_1.
B QoS: Select QoS_1.
B Tunnel: Select VPN_Tunnel.
B Click OK.(Figure11-31)
hodify Folicy
Source Address Im
Destination Address | outside_any =]
Service IANY ;I
Schedule | Schedule 1 =]
Authentication User |aLL meT =]
Tunnel I WP _Tunnel ;I
Action, Wish Port |PERMT 2L =]
Traffic Log I Enable
Statistics ™ Enable
Cortert Blocking I Ensble
M § P2P Blocking | None |
QoS faos 1 |
kA, Bandwvicth Per Source 1P Ciovwnstream Iﬂi Khbpz Upstream I':'_ Khpz { 0 means unlimited
mAX. Concurrent Sessions Per [P IIII_ [ Range: 1 - 93933, 00 means unlimited
A, Concurrent Sessions IU— [ Range: 1 - 99999, 0: means unlimited )

Figurell-30 Setting the VPN Tunnel Outgoing Policy

Destination Service | Action

mside_tny | Outside_sny | any | WM D &

Source Qptian

{ New Entry |
Figurell-31 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 12.Enter the following setting in Incoming Policy: (Figurel11-32)
B Schedule: Select Schedule_1.
B QoS: Select QoS 1.
B Tunnel: Select IPSec_VPN_Tunnel.
B Click OK.(Figure11-33)

Modify Folicy

Source Address IW

Destination Address IInside_Any LI

Service IANY LI

Schedule |Schedue 1 |

Tunnel I YPM_Tunnel ;I

Action [rErMT =]

Traffic Log I Enable

Statiztics I Enable

Cos [ Gos_1 -]

A, Bandwicth Per Source IP Dovwenstream IU— Kbps Upstream IU— Kbps (0 mesns unlimited 1
2. Concurrent Sessions Per [P I':'— { Range: 1 - 99333, 0 means unlimited )
2. Concurrert Sessions IU— { Range 1 - 99999, 0 means unlimited )
MAT I Enable

[ oK || Cancel |

Figurell-32 Setting the VPN Tunnel Incoming Policy

Source Destinatian Sendce | Action Qptian Configure fdine
Qutsice_Any Insicle_Any(Routing) v (W © | |8 (Modify | (Remove) (_Pause | o1 =]
{ New Entry |

Figurell-33 Complete the VPN Tunnel Incoming Policy Setting
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STEP 13.Complete IPSec VPN Connection. (Figure11-34)

ADSL/Cable Router
Downstream Bandwidth : 1500 Kbps
Upstream Bandwidth : 512 Kbps
WANIP : 61.11.11.11

ADSL/Cable Router ’

Downstream Bandwidth * 512 Kbps 5
Upstream Bandwidth : 512 Kbps %

WAN IP @ 211.22.22.22 .
'

L]

recsscsscsasaal

Multi-Homing 4
Gateway

Multi-Homing
Gateway

Management 1P © Management IP :

192.168.20.1 192.168.10.1
LAN
LAN
NAT Mode NAT Mode
Multiple Subnet
NAT Mode
Client User Client User Client User
192.168.20.100 192.168.85.100 192.168.10.100

Figure 11-34 IPSec VPN Connection Deployment
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Setting PPTP VPN connection between two SMC BR21VPN

Preparation

Company A WANIP: 61.11.11.11
LAN IP: 192.168.10.X

Company B WAN IP: 211.22.22.22
LAN IP: 192.168.20.X

This example takes two SMC BR21VPN as flattop. Suppose Company B

192.168.20.100 is going to have VPN connection with Company A
192.168.10.100 and download the resource.
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The Default Gateway of Company A is the LAN IP of the SMC BR21VPN
192.168.10.1. Follow the steps below:

STEP 1.Enter PPTP Server of VPN function in the SMC BR21VPN of Company
A. Select Modify and enable PPTP Server:
B Select Encryption.
B Client IP Range: Enter 192.44.75.1-254.
B [dle Time: Enter 0. (Figurel1-35)

Modify PPTP Server Setting

" Dizable PPTP

% Enakle PPTP

v Encryption

Cliert IP Range : I1 9261.1001 )

DS Server 1 I

DS Server 2

|
WINS Server 1 I
|

WINS Server 2

¥ Allowe PPTP client to connect to the Internet.

Avto-Disconnect if idle |':' minutes [ Range: 0 - 999933 0: means always connected )

Echo-Request  Retry |4 times  Timeout |3':' Second [ Retry: 0 -9, 0 means disable; Timeout: 1 - 60

[ 0K ]I cancel |

Figurell-35 Enable PPTP VPN Server Settings

@ Idle Time: the setting time that the VPN Connection will auto-disconnect under

unused situation. (Unit: minute)
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STEP 2.Add the following settings in PPTP Server of VPN function in the SMC
BR21VPN of Company A:
B Select New Entry. (Figure11-36)
User Name: Enter PPTP_Connection.
Password: Enter 123456789.
Client IP assigned by: Select IP Range.

[
[
[
B Click OK. (Figurel1-37)

Add MNew PPTP Server

User Mame : ICDIiI'I (Max. 16 characters)

Paszwoard I-"-'l (Max. 19 characters)

Cliert IP az=signed by

P Range

" Fixed P

I mManual Disconnect

[ oK |l cancel |

Figure 11-36 PPTP VPN Server Setting

PRTP Server [ Enable, Encryption: O 7

Cliert IP Range : 192,61 100.1 -254M

ser Mame Client IF ptime Canfigure

PPTP_Connection | oooo | | (Mogity | (Remove) |

{ New Entry |

Figure 11-37 Complete PPTP VPN Server Setting

160



STEP 3.Enter the following setting in Tunnel of VPN function: (Figure11-38)

B Enter a specific Tunnel Name.

From Source: Select LAN

From Source Subnet / Mask: Enter 192.168.10.0 / 255.255.255.0.
To Destination: Select To Destination Subnet / Mask.

To Destination Subnet / Mask: Enter 192.168.20.0 /
255.255.255.0.

IPSec / PPTP Setting: Select PPTP_Server PPTP_Connection.
Select Show remote Network Neighborhood.

B Click OK. (Figurel1-39)

Modify IFsec_VPMN_Tunnel Tunnel

Matne |PPTP_VPN_TunneI (Max. 16 characters)
From Local & an O DMz
From Locsl Subnet Jf hazk [1a2.168.10 {[255.255.255.0
To Remate
% To Remote Subnet £ Mask “1 921620 {|255.255.255.0
" Remote Cliert
IPSec { PPTP Setting |PPTP_Server_PPTP_Connection = |
Keep alive [P : I

V¥ Showe remote Metwork Meighborhood

[ OK 1| cancel |

Figurell-38 New Entry Tunnel Setting

Mame Local Subnet Remote Subnet IPSec i PPTP Configure
i PPTP_%PM_Tun.. ‘ 192.168.10.1 ‘ 192.168.20.1 ‘ PPTR_Ser... ‘
‘ { New Entry |

Figurell-39 Complete New Entry Tunnel Setting
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STEP 4.Enter the following setting in Outgoing Policy: (Figure11-40)

B Authentication User: Select All_NET.
B Schedule: Select Schedule 1.

B QoS: Select QoS _1.

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel1-41)

Modify Folicy

Source Address W

Destination Address | Outside_sry |

Service IANY LI

Schedule |Schedue 1 |

Authertication Liser faLL_MET »|

Tunnel | PPTP_wPN_Tunnel = |

Actian, WAN Port frERMT ALL %]

Traffic Log [ Enable

Statistics ™ Enshle

Cortent Blocking ™ Enable

IM / P2P Blocking frore  w]

QoS f@os_1 |

Pt Bandwidth Per Source IP Dorvenstream |':' Khbps Upstream IU Kbps [ 0 means unlimited )
MAX. Concurrent Seszions Per [P lIII { Range: 1 - 99999, 0: means unlimited
A, Concurrent Sessions l':'_ [ Range: 1 - 99999, 0 means unlimited )

[ Ok I Cancel |

Figurell1-40 Setting the VPN Tunnel Outgoing Policy

Source Cestination Semvice | Action Qptian Configure Move

mside_tny | Outside_sny | any | WM D &

{ New Entry |

Figurell-41 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 5.Enter the following setting in Incoming Policy: (Figurel1-42)

B Schedule: Select Schedule 1.

B QoS: Select QoS _1.

B Tunnel: Select PPTP_VPN_Tunnel.
B Click OK.(Figurel1-43)

M odify Policy

Source Address IW

Destination Address IInside_Any LI

Service IANY LI

Schedule |Schedue 1 |

Tunnel PETE SPR Tunne! i

Action [rErRMT =]

Traftic Log ™ Enable

Statistics ™ Enakle

QoS f @os_1 |

A, Bandwicth Per Source IP Dovwenstream |':' Kbps Upstream |':' Kbps [ 0 mesns unlimited )
MAX, Concurrent Seszions Per [P IIII { Range: 1 -993399, 0: means unlimited
hAK. Concurrent Sessions I':' { Range: 1 - 99333, 0 means unlimited )
MAT ™ Enable

[ oK || Cancel |

Figurell-42 Setting the VPN Tunnel Incoming Policy

Source Destinatian Sendce | Action Qptian Configure

Outsice_&ny Insicle_any(Routing) s | YN | | | =3 | (Modify | (Remove) (_Pause | Ta

{ New Entry |

Figurell-43 Complete the VPN Tunnel Incoming Policy Setting
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The Default Gateway of Company B is the LAN IP of the SMC BR21VPN
192.168.20.1. Follow the steps below:

STEP 1.Add the following settings in PPTP Client of VPN function in the SMC
BR21VPN of Company B:

B Click New Entry Button. (Figurel11-44)

User Name: Enter PPTP_Connection.
Password: Enter123456789.

Server IP or Domain Name: Enter 61.11.11.11.
Select Encryption.

Click OK. (Figurel11-45)

Add Mew PPTF Client

Uzer hlame : IF‘PTP_CDnnec*tinn (Max. 16 characters)

Pazsword ¢ I --------- (Max. 19 characters)

Server IP ar Domain Mame : 51.11.11.11 (Max. 33 characters) é-i&"éEncrypﬁon
WIAN interface : ongan 1 O gy 2

[ MNAT(Connect to Windowes PPTP Server)

™ Manual Connect

[ oK ][ Cancel |

Figure 11-44 PPTP VPN Client Setting

LIser Mame Server IP ar Domain Mame | Encryption | Uptime | Configure

. PPTP_Connection - E1.11.11.11 | ON | ik | M_M

Figure 11-45 Complete PPTP VPN Client Setting
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STEP 2.Enter the following setting in Tunnel of VPN function: (Figurel1-46)
B Enter a specific Tunnel Name.

B From Source: Select LAN

B From Source Subnet / Mask: Enter 192.168.20.0 / 255.255.255.0.

B To Destination: Select To Destination Subnet / Mask.

B To Destination Subnet / Mask: Enter 192.168.10.0 /
255.255.255.0.

B |PSec/PPTP Setting: Select PPTP_Client PPTP_Connection.

B Select Show remote Network Neighborhood.

B Click OK. (Figurel1-47)

Mew Entry Tunnel
Hame |PPTP_clisrt_PPTP (Maxx. 16 characters)
From Local *Lan O DMz
From Local Subnet § Mask |1 92.168.200.1 ;|255.255.255.D
To Remate
% To Remote Subnet 1 Mask ||1 52168101 ¢|255.255 2550
" Remate Client
IPSec /FPTP Setting | PRTP_Cliert_PPTP_Connection(51.11.11.11) |
Keep alive IP I
I Show remate Netwark Meighbarhood

i oKk | (cancel |

Figurell-46 New Entry Tunnel Setting

Mame Local Subnet | Remaote Subnet | IPSec fPPTR

PPTP_Cliert_... ‘ 19216582001 ‘ 192165.1041 ‘ PPTP_Cli... ‘

‘ | New Entry |

Figurell-47 Complete New Entry Tunnel Setting
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B Authentication User: Select All_NET.
B Schedule: Select Schedule_1.

B QoS: Select QoS_1.

B Tunnel: Select PPTP_VPN_Tunnel.

B Click OK.(Figure11-49)

STEP 3.Enter the following setting in Outgoing Policy: (Figurel11-48)

Add New Policy

Source Address | side_ny ~|
Destination Address |Cutside_&ny = |
Service |arry =l
Action, WAN Port [PERMIT AL 7]
Traffic Log [~ Enable
Statistics " Enable
Content Blocking " Enable
Authentication User Al NET =
Schedule Ischadule_lj
Tunnel [PPTP VPN Turmel =
MAX. Concurrent Sessions jo {0:means unlimited)
QoS [Qos 1 -]
OK Cancel
Figurell-48 Setting the VPN Tunnel Outgoing Policy
Source | Destination | Service | Action Option Configure Move
Inside_Any | Outside_Any ANY m | | | Af‘—'lelgl Modify | Remnve| To IE
New Entry

Figurell-49 Complete the VPN Tunnel Outgoing Policy Setting
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STEP 4.Enter the following setting in Incoming Policy: (Figure11-50)
B Schedule: Select Schedule_1.
B QoS: Select QoS 1.
B Tunnel: Select PPTP_Client_PPTP.
B Click OK.(Figure11-51)

Add Mews Palicy

Source Address Im

Destingtion Address | outsice_sny |

Service IANY ;I

Schecduls Schedule 1

Authentication User INnne LI

Tunnel |PPTP_Client_PPTP |

Action, WAN Port |rERMT &L ]

Tratfic Log I Enable

Stetistics ™ Enable

Cortert Blocking ™ Enable

IM J P2P Blocking | Mene =]

Qo5 |@os_1 =

& Bandwidth Per Source P Dowwnistream IU— Kbps Upstream IU_ Khps [ 0 means unlimited )
MAX. Concurrent Sessions Per [P IU_ { Range: 1 - 99999, 0; means unfimited )
Max. Concurrent Sessions IU— ( Range: 1 - 99999, 0: means unlimited )

[ oK |l cancel |
Figurell-50 Setting the VPN Tunnel Incoming Policy

Source Jestination : 2| Action Configure Move

Inside_Any Outside_Any ANY LB N @| | | | & Mwm o]t =]

Figurell-51 Complete the VPN Tunnel Incoming Policy Setting
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STEP 5.Complete PPTP VPN Connection. (Figurel11-52)

PPTP VPN

ADSL/Cable Router
Downstream Bandwidth * 1500 Kbps
Upstream Bandwidth : 512 Khps
WANIP : 6L1LILI1

ADSL/Cable Router ’

Downstream Bandwidth : 512 Kbps !
Upstream Bandwidth : 512 Kbps %
WANIP : 211.22.22.22

Multi-Homing
Gateway

Multi-Homing
Gateway

Management IP :
192.168.20.1

Management IP :
192.168.10.1
LAN

NAT Mode

Client User Client User
192.168.20.100 192.168.10.100

Figure 11-52 PPTP VPN Connection Deployment
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Chapter 12 Policy

Policy
Every packet has to be detected if it corresponds with Policy or not when it
passes the SMC BR21VPN. When the conditions correspond with certain policy,
it will pass the SMC BR21VPN by the setting of Policy without being detected by
other policy. But if the packet cannot correspond with any Policy, the packet will
be intercepted.

The parameter of the policy includes Source Address, Destination Address,
Service, Action, WAN Port, Traffic Log, Statistics, Content Blocking, Anti-Virus,
Authentication User, Schedule, Alarm Threshold, Trunk, Max. Concurrent
Sessions, and QoS. Control policies decide whether packets from different
network objects, network services, and applications are able to pass through the
SMC BR21VPN.

@
How to use Policy?

The device uses policies to filter packets. The policy settings are: source
address, destination address, services, permission, packet log, packet statistics,
and flow alarm. Based on its source addresses, a packet can be categorized
into:

(1) Outgoing: The source IP is in LAN network; the destination is in WAN
network. The system manager can set all the policy rules of Outgoing
packets in this function

(2) Incoming: The source IP is in WAN network; the destination is in LAN
network. (For example: Mapped IP, Virtual Server) The system manager
can set all the policy rules of Incoming packets in this function

(3) WAN to DMZ: The source IP is in WAN network; the destination is in
DMZ network. (For example: Mapped IP, Virtual Server) The system
manager can set all the policy rules of WAN to DMZ packets in this
function
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(4) LAN to DMZ: The source IP is in LAN network; the destination is in DMZ
network. The system manager can set all the policy rules of LAN to DMZ
packets in this function

(5) DMZ to LAN: The source IP is in DMZ network; the destination is in LAN
network. The system manager can set all the policy rules of DMZ to LAN
packets in this function

(6) DMZ to WAN: The source IP is in DMZ network; the destination is in
WAN network. The system manager can set all the policy rules of DMZ
to WAN packets in this function

@AII the packets that go through SMC BR21VPN must pass the policy permission
(except VPN). Therefore, the LAN, WAN, and DMZ network have to set the applicable

policy when establish network connection.
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Define the required fields of Policy

Source and Destination:
B Source IP and Destination IP is according to the SMC BR21VPN'’s point of

view. The active side is the source; passive side is destination.

Service:

B [tis the service item that controlled by Policy. The user can choose default
value or the custom services that the system manager set in Service

function.

Action, WAN Port:
B Control actions to permit or reject packets that delivered between LAN

network and WAN network when pass through SMC BR21VPN (See the
chart and illustration below)

Chart Name [llustration
v Permit all WAN network | Allow the packets that correspond with
] Interface policy to be transferred by WAN1/2 Port
- . Allow the packets that correspond with
1 Permit WAN1 ,
policy to be transferred by WAN1 Port
- Allow the packets that correspond with
% Permit WAN2 , P P
policy to be transferred by WAN2 Port
e Reject the packets that correspond with
X DENY )
policy to be transferred by WAN Port
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Option:

B To display if every function of Policy is enabled or not. If the function is
enabled and then the chart of the function will appear (See the chart and
illustration below)

Chart Name lllustration
< Traffic Log Enable traffic log
il Statistics Enable traffic statistics
/* |Authentication User| Enable Authentication User
Enable the policy to automatically execute the
&%) Schedule 'e the policy To y
function in a certain time
(=} Content Blocking | Enable Content Blocking
¥4 QoS Enable QoS

Traffic Log:
B Record all the packets that go through policy.

Statistics:
B Chart of the traffic that go through policy

Content Blocking:
B To restrict the packets that passes through the policy

Authentication-User:
B The user have to pass the authentication to connect by Policy

Schedule:
B Setting the policy to automatically execute the function in a certain time
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MAX. Concurrent Sessions:
B Set the concurrent sessions that permitted by policy. And if the sessions
exceed the setting value, the surplus connection cannot be set successfully.

QoS:
B Setting the Guarantee Bandwidth and Maximum Bandwidth of the Policy
(the bandwidth is shared by the users who correspond to the Policy)

Move:

B Every packet that passes the SMC BR21VPN is detected from the front
policy to the last one. So it can modify the priority of the policy from the
selection.
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We set up six Policy examples in this chapter:

No. |Suitable Example Page
Situation

Ex1 Outgoing |[Set up the policy that can monitor the internal 163
users. (Take Logging, Statistics, Alarm Threshold
for example)

Ex2 Outgoing |Forbid the users to access to specific network. 166
(Take specific WAN IP and Content Blocking for
example)

Ex3 Outgoing [Only allow the users who pass Authenticationto | 171
access to Internet in particular time.

Ex4 Incoming |The external user control the internal PC through | 173
remote control software (Take pcAnywhere for
example)

Ex5 | WAN to DMZ |Under DMZ NAT Mode, set a FTP Server and 175
restrict the download bandwidth from external
and MAX. Concurrent Sessions.

Ex6 | WAN to DMZ |Set a Mail Server to allow the internal and 177

DMZ to WAN [external users to receive and send e-mail under
LAN to DMZ |DMZ Transparent Mode
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Example

Set up the policy that can monitor the internal users. (Take Logging,
Statistics, and Alarm Threshold for example)

STEP 1 . Enter the following setting in Outgoing Policy:
B Click New Entry

Select Logging

Select Statistics

Click OK (Figurel2-1)

Maodify Falicy

Source Address Ilnside_.ﬂ\n\,f vi

Destination Address | outside_any |

Service IANY LI

Scheduls I More LI

Autherticstion Uszer INone ;I

Turinel |None LI

Action, WAN Port PERMIT ALL =]

Traffic Log ¥ Enable

Statistics ¥ Enable

Corttert Blocking ™ Enable

IM / P2P Blocking | riene |

QoS |None ;I

Ma. Bandwicth Per Source P | Downstream |0 Kbps Upstream IU Kbps (0 means unlimited )
MaX. Concurrert Sessions Per IP ID_ { Range: 1 - 99993, 0. means unlimited )
MAX. Concurrent Sessions IU_ [ Range: 1 - 99399, 0: means unlimited )

Figurel2-1 Setting the different Policies
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Outgoing Policy: (Figurel2-2)

| Destination |
Outsice_4ny |

| New Entry |

Configure

Figurel2-2 Complete Policy Setting

all the packets of the SMC BR21VPN. (Figurel2-3)

STEP 2 . Complete the setting of Logging, Statistics, and Alarm Threshold in

STEP 3 . Obtain the information in Traffic of Log function if you want to monitor

Time Source Destination Protocol Port Disposition
Jul 320:05:46 | 192.168.179.30 | 140.127.177.17 TCP 1338 => 33407 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 33407 =» 1338 %
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 TGP 33407 =» 1338 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 33407 => 1338 %
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1341 =» 54945 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 54945 => 1341 %
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 54945 => 1341 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 54945 => 1341 %
Jul 320:05:46 | 192.168.179.30 | 140.127.177.17 1341 => 54945 7
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1338 => 33407 %
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1338 => 33407 7
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1341 => 54945 %
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1338 => 33407 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 33407 => 1338 %
Jul 320:05:46 | 192.168.179.30 | 140.127177.17 1341 => 54945 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 TGP 54945 => 1341 %
Jul 320:05:46 | 192.168.179.30 | 140.127.177.17 1338 => 33407 7
Jul 320:05:46 | 140.127.177.17 | 192.168.179.30 TGP 33407 =» 1338 %
Clear Logs Download Logs

Figurel2-3 Traffic Log Monitor WebUI
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STEP 4 . To display the traffic record that through Policy to access to Internet in
Policy Statistics of Statistics function. (Figure12-4)

3 O

Service : ANY
Action : PERMIT

Inside_Any to Qutside_Any

Beal-time: Down 3_4 MBitsfsec TUp 63.0 EBits/sec

Downstream
2.4 M
Max:2. 1M
. dlamT
=
=
=1
(5]
L
o
L 1.2 M Aug il 3N
i
o
Ll
B
3
0.6 M
l:)-OM:-:i=:::i:=:::5::5i15::i::5:
19:41 19:51 2001 2011 20:21 2053 2041
CHinutes
Traffic stream M Maximum strean W Average stream
Upstream
43.5 K
Max 237 3K
L 3ZEK T
=
=
(=
(5]
[}
o
L #MLT K Avg 22 .0k
2
[l
B
@
0.9 K T
0%t SN i Dol I I I I U N N DU N
19:41 19:51 2001 2011 20521 2053 2041
CHMinutel
Traffic stream W Maximum strean W Average stream

Figurel2-4 Statistics WebUI
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Forbid the users to access to specific network. (Take specific WAN IP
and Content Blocking for example)

STEP 1. Enter the following setting in URL Blocking, Script Blocking, P2P
Blocking, IM Blocking, and Download Blocking in Content
Blocking function: (Figurel2-5, 12-6, 12-7, 12-8, 12-9)

LIREL String Configure

Figurel2-5 URL Blocking Setting

Script Blocking
¥ Popup Blocking _E___Au:’cive}-{ Blocking
¥ Java Blocking ¥ ECanie Blocking

Figurel2-6 Script Blocking Setting

modif [ § P2F Blocking

Maitme |Iru1_hlucking (M. 16 characters)

Inztant Messaging

[ msn ™ “ahoo I et

Peer-to-Peer Application

¥ Edankey ¥ Bit Torrert V¥ winmy
il Foy M KuGoa i Appleuice
i AudioGalaxy ¥ DirectConnect : :

Figurel2-7 P2P / IM Blocking Setting

178



Figurel2-8 IM Blocking Setting

Download Blocking

™ an Types Blocking
[T Audio and Yidea Types Blocking

Extension Blocking

M exe [ Zip I rar
™ jso ™ kin O rpm
T doc ™ e O ot
™ pat I toz [
I st o I hts
™ ser ™ whe || RS
r Jif W msi ™ com
r reg O mp3 i~ mpeg
C Bigals! W wma I rmvh
¥ rm [T avi [ sweme
C Sgp ™ mav P_':__.asf
r ampd ™ amy : :.ram

Figurel2-9 Download Blocking Setting

@1. URL Blocking can restrict the Internal Users only can access to some specific

Website.

2. Script Blocking can restrict the Internal Users to access to Script file of Website.
(Java, Cookies...etc.)

3. P2P Blocking can restrict the Internal Users to access to the file on Internet by
P2P. (eDonkey, BT)

4. IM Blocking can restrict the Internal Users to send message, files, audio, and
video by instant messaging. (Ex: MSN Messenger, Yahoo Messenger, QQ, ICQ

and Skype)
5. Download Blocking can restrict the Internal Users to access to video, audio, and
some specific sub-name file by http protocol directly.
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STEP 2 . Enter as following in WAN and WAN Group of Address function:
(Figure12-10, 12-11)

Marme

IF ! Metmask

Outsicde_Any

0.0.0.0/0.000 (In Use |

Romate_server]

B1.219.38 39/255 255 255 255 M m

Romote_server2

2021 237 21255 255 255 255 M M

Figurel2-10 Setting the WAN IP that going to block

Marme Member Canfigure
Romote_Group Romote_server!, Romote_server2 W
f New Entry |

Figurel2-11 WAN Address Group

@The Administrator can group the custom address in Address. It is more convenient

when setting policy rule.
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STEP 3 . Enter the following setting in Outgoing Policy:
B Click New Entry

Destination Address: Select Romote_Group that set by
STEP 2. (Blocking by IP)

Action, WAN Port: Select Deny

Click OK (Figurel2-12)

modifi Palicy

Source Address

I In=side_Any b I

Destination Address

IRDthe_GrDup ;I

Service IANY LI
Schedule I Mone LI
Avuthentication User INDne ;I

Tunnel INu:une j
Action, War Part foEry sl |
Traffic Log ™ Erakile

Statistics ™ Enable

Contert Blocking ™ Enable

IM i P2P Blocking frore |

Q0% INu:une j

MAX . Bandwicth Per Source P

Dovwenstream IU Khps Upstream I':' Kbhps [ 0 means unlimited )

Max. Concurrent Sessions Per IP

IU [ Range; 1 - 99993, 0: means unlimited )

MAX. Concurrent Sessions

IU [ Range: 1 -99393, 0: means unlimited

Figurel2-12 Setting Blocking Policy
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STEP 4 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Select Content Blocking & IM/ P2P Blocking
B Click OK (Figure12-13)

Add Mew Palicy

Source Address Im

Destination &ddress |outside_sny =]

Service IANY ;I

Schedule INune ;I

Authentication Liser INune ﬂ

Tunnel INune ;I

Aiction, WAN Port |PERMIT 2L =]

Traftic Log I~ Enable

Statistics I Enable

Contert Blocking W Enasble

I # P2P Blocking

QoS

A, Bandwidth Per Source P | Dowenstream IU_ Khps Upstream IU— Khps [ 0: means unlimited )
M2, Concurrent Sessions Per IP IU— { Range: 1 - 99993, 0 means unlimited )
M&X. Concurrent Sessions IU— { Range: 1 - 99999, 0: means unlimited

[ 0K | Cancel |

Figurel2-13 Setting Content Blocking Policy

STEP 5 . Complete the setting of forbidding the users to access to specific
network. (Figurel2-14)

Source Destination Service | Action Optian Configure Move

Inside_Any Romaote_Group ANY . m W m To IE

Inside_Any Outside_Any AN . @ g M m m To IE

{ New Entry |

Figurel2-14 Complete Policy Setting

@Deny in Policy can block the packets that correspond to the policy rule. The

System Administrator can put the policy rule in the front to prevent the user connecting
with specific IP.
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Only allow the users who pass Authentication to access to Internet in
particular time

STEP 1 . Enter the following in Schedule function: (Figurel2-15)

Marme Configure

working_time ‘ M m

{ New Entry |

Figurel2-15 Add New Schedule

STEP 2 . Enter the following in Auth User and Auth User Group in
Authentication function: (Figurel12-16)

MHarme Member Radius FOP3 Canfigure

ALL _MET colin, jeffrey, kevin . . . M_M M_

| New Entry |

Figurel2-16 Setting Auth User Group

@The Administrator can use group function the Authentication and Service. It is

more convenient when setting policy.
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STEP 3 . Enter the following setting in Outgoing Policy:
B Click New Entry
B Authentication User: Select laboratory
B Schedule: Select WorkingTime
B Click OK (Figurel2-17)

Modify Policy

Source Address

I Inside_any - I

Destination Address

I Romote_Group j

Service IANY ;I
Schedule IWDrking_timeLI
Authentication User faLL_HET >

Tunnel INu:une ;l

Action, WA Port

fPERMT AL =]

Traffic Log ™ Enable

Statistics I Enable

Cortent Blocking I Enable

IM # P2P Blacking | More |

Gos INDne ;I

Max. Bancwicth Per Source [P Dovynatream |':' Khps Upstream |':' Kbps ( 0: means unlimited 1
MAX, Concurrent Sessions Per IP IIII [ Fange: 1 - 99939, 00 meanz unlimited )

I':' [ Fange: 1 - 93939, 0: means unlimited )

MAX, Concurrent Sessions

{ 0K |l cancel |

Figurel2-17 Setting a Policy of Authentication and Schedule

STEP 4 . Complete the policy rule of only allows the users who pass
authentication to access to Internet in particular time. (Figure12-18)

Source Destination Semice | Action Optian Configure e
noe iy | monctecrp | v | @ @ @] | | | | | (Mediy) (Bomove) (Pause) | o' =] |
i New Entry |

Figurel2-18 Complete Policy Setting
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The external user control the internal PC through remote control
software (Take pcAnywhere for example)

STEP 1 . Set up a Internal PC controlled by external user, and Internal PC’s IP
Address is 192.168.1.2

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server
function: (Figure12-19)

Yirtual Server Real P 61111111 |

VAR Port Sermer Virual IP Configure
PC-Arywehere

(5615652 £631-5632 19216881 2 | @;ﬁy

[ New Entry |

Figurel2-19 Setting Virtual Server
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STEP 3 . Enter the following in Incoming Policy:
B Click New Entry
B Destination Address: Select Virtual Serverl (61.11.11.12)
B Service: Select PC-Anywhere (5631-5632)
B Click OK (Figure12-20)

Add Mew Policy

Source Address W

Destination Address | wirtual Server 1061.11.1111) x|

Service | PC-niywhere(5631 -5632) x|

Schedule | Mane j

Turnnel INone ;I

Action |PERMT |

Tratfic Log [~ Enable

Statistics I Enable

s INone ;I

hA. Bandwicth Per Source P Dovwnstream IU— Khps Upstream IU— Khbps (O means unlimited )
Max. Concurrent Sessions Per P IU_ { Range: 1 -99993, 0: means unlimited 3
WA, Concurrent Sessions |U ( Range: 1 - 99999, 0 means unfimited )
MAT ™ Enable

I 0K || cancel |

Figurel2-20 Setting the External User Control the Internal PC Policy

STEP 4 . Complete the policy for the external user to control the internal PC
through remote control software. (Figure12-21)

Source Destination Action Cption Configure Move
Outsicie_Any | Vitual Server 1811101413 | PC-Anywhererseat-sesz) | @ | | | | | (Modify ) (Remove) (Pause | 1o[1 x]
{ New Entry |

Figurel2-21 Complete Policy Setting
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Set a FTP Server under DMZ NAT Mode and restrict the download
bandwidth from external and MAX. Concurrent Sessions.

STEP 1. Set a FTP Server under DMZ, which IP is 192.168.3.2 (The DMZ
Interface Address is192.168.3.1/24)

STEP 2 . Enter the following setting in Virtual Serverl of Virtual Server
function: (Figurel2-22)
virtual Server Resl e 61111112 I

WA Port Senrer Virual |P Configure

Figurel2-22 Setting up Virtual Server Corresponds to FTP Server

FTP (21] M 19216832

@When using the function of Incoming or WAN to DMZ in Policy, strong suggests

that cannot select ANY in Service. It may being attacked by Hacker easily.

STEP 3 . Enter the following in QoS: (Figurel2-23)

Add Mew QoS

Mame | |FTF_Qwos (Mzx. 16 characters)

Downstream Bandwidth Lipstream Bandwidth oS Priority

G Bandwvidth = I1DD Khbps [ Range: 1 - 9288 ) G Bandwvidth = ISDD Khbps [ Range: 1 - 9288 )

M Bandwvicth = ISDEI Khps [ Range: 1 -40000 7% M. Bandwvicth = |512 Khps { Range: 1 -40000 %

G Bandwvidth = |512 Khbps [ Range: 1 -9188 ) G Bandwvidth = |512 Kbps [ Range: 1 - 9464 )

M Bandwvicth = |512 Khps [ Range: 1 -40000 7 M. Bandwvicth = |512 Khps [ Range: 1 -40000 %

IMiddIe VI

Figurel2-23 QoS Setting
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STEP 4 . Enter the following in WAN to DMZ Policy:
B Click New Entry
Destination Address: Select Virtual Serverl (61.11.11.12)
Service: Select FTP (21)
QoS: Select FTP_QoS
MAX. Concurrent Sessions: Enter 100
Click OK (Figurel2-24)

Add Mews Palicy

Source Address Im

Destination Address | Wirtual Server 3061.11.11.12) x|

Service |FTR(21) 7

Scheduls I Mone ;I

Tunnel INDHB ;I

Action |PERMT =]

Traffic Log I Enable

Statistics ™ Enabls

Qns

WA Y. Banclvicth Per Source [P Diovenstream |D Khps Upstream |U Kbps (0 means unlimited )
M. Concurrent Sessions Per IP IF ( Range: 1 - 99993, 0 means unlimited 1
MAX. Concurrent Sessions IU_ { Range: 1 - 99999, 0: means unlimited )
MAT ™ Enabls

Figurel2-24 Add New Policy

STEP 5. Complete the policy of restricting the external users to access to
internal network server (which may occupy the resource of network)
(Figurel2-25)

Source Destination Service | Action | Configure Move
Outside_Any Virtual Server 3(51.11.1112) & | =) (_Modify ) (Remove) (_Pause ] a1 =]
| New Entry |

Figurel2-25 Complete the Policy Setting
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Set a Mail Server to allow the internal and external users to receive
and send e-mail under DMZ Transparent Mode

STEP 1 . Set a Mail Server in DMZ and set its network card’s IP Address as
61.11.11.12. The DNS setting is external DNS Server.

STEP 2 . Add the following setting in DMZ of Address function: (Figure12-26)

Add Hew Address

Mame |mai|_server Mz, 16 characters)

P Address  [[61.11.11.12]

Metmask |255.255-255-255 [ 255255 255 255 means the specified PC )
[ 255.255.255.0 means class C subnet )

| Clone MAC Address |

I et static IP address from DHCP Server.

MAC Address

Figurel2-26 the Mail Server’s IP Address Corresponds to Name Setting in Address Book of Mail

Server

STEP 3 . Add the following setting in Group of Service function: (Figure12-27)

Zroup name Configure

mail_service | DM HTTPS POPS...

| New Entry |

Figurel2-27 Setting up a Service Group that has POP3, SMTP, and DNS
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STEP 4 . Enter the following setting in WAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figure12-28)

Madify Policy

Source Address

I Outsice_ Ay - I
I mail_server LI

Destination Address

Service mail_service
Schedule I Mone LI
Tunnel INu:une LI
Action |PERMIT =]
Traffic Log I Enahle

Statistics I Enshle

G0 INu:une LI

hax. Bandwidth Per Source [P

Dovenstream I':' Khps Upstream I':' Khps { 00 means unlimited )

MAX. Concurrent Sessions Per IP

|':' [ Range; 1 - 99993, 0: means unlimited 1

hax. Concurrent Sessions

|':' [ Range; 1 - 93993, 0; means unlimited 1

MAT ™ Enable

I oK I cancel |

Figurel2-28 Setting a Policy to access Mail Service by WAN to DMZ

STEP 5. Complete the policy to access mail service by WAN to DMZ.
(Figurel2-29)
Destination

Source Action

Option Mave

Configure

Outzice _Any mail_server mail_service

{ New Entry |
Figurel2-29 Complete the Policy to access Mail Service by WAN to DMZ
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STEP 6 . Add the following setting in LAN to DMZ Policy:
B Click New Entry
B Destination Address: Select Mail_Server
B Service: Select E-mall
B Click OK (Figure12-30)

Add Mew Policy

Source Address Im

Destination Address Imail_server ;I

Service Imail_service ;I

Schedule | Mone j

Action [PERMT |

Traffic Log [~ Enable

Statistics I Enable

b2, Concurrent Seszions Per P I':'_ [ Range: 1 - 99999, 0: means unlimited )
kA, Concurrent Sessions I':' { Range: 1 - 99999, 0: means unlimited 1
MAT ™ Enakle

I 0K I cancel |

Figurel2-30 Setting a Policy to access Mail Service by LAN to DMZ

STEP 7 . Complete the policy to access mail service by LAN to DMZ
(Figurel2-31)

Source Destination Action Option Configure Miove
Inside_Any mail_server | mail_service | . | | | | | m M m | To E
i New Entry |

Figurel2-31 Complete the Policy to access Mail Service by LAN to DMZ
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STEP 8.

Add the following setting in DMZ to WAN Policy:
B Click New Entry

B Source Address: Select Mail_Server

B Service: Select E-mail

B Click OK (Figurel2-32)

Add Mewe Policy

Source Address | mail_server = I

Destination Address |outside_ary |
Service e
Schedule I Mone j
Authertication User INnne LI

Tunnel INnne LI
Action, WK Port [PERMT L =]
Tratfic Log ™ Enable

Statistics ™ Enakle

Corternt Blocking ™ Enakle

IM / P2P Blacking | Mane |

Q0% INnne j

Max. Banchvidth Per Source P | Downstream IU Khps Upstream I':| Kbps { 0: means unfimited 3

h& X, Concurrent Seszions Per IP IIII [ Range: 1 - 99939, 0 means unlimited

Max. Concurrent Sessions |':| ( Range: 1 - 39339, 0: means unlimited )

STEP 9.

[ oK |l cancel |

Figurel2-32 Setting the Policy of Mail Service by DMZ to WAN

Complete the policy access to mail service by DMZ to WAN.
(Figurel2-33)

Source Diestination Service Configure Move
mail_server Outzide Ay . | | | | | | w M m To IE
| New Entry |

Figurel2-33 Complete the Policy access to Mail Service by DMZ to WAN
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Chapter 13 Alert Setting

Alert Setting
When the SMC BR21VPN had detected attacks from hackers and the internal

PC sending large DDoS attacks. The Internal Alert and External Alert will start
on blocking these packets to maintain the whole network.

In this chapter, we will have the detailed illustration about Internal Alert and
External Alert:
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Define the required fields of Hacker Alert

Detect SYN Attack:
B Select this option to detect TCP SYN attacks that hackers send to server
computers continuously to block or cut down all the connections of the
servers. These attacks will cause valid users cannot connect to the servers.
€ [SYN Flood Threshold(Total) Pkts/Sec] : The system Administrator
can enter the maximum number of SYN packets per second that is
allowed to enter the network/SMC BR21VPN. If the value exceeds the
setting one, and then the device will determine it as an attack.

€ [SYN Flood Threshold(Per Source IP) Pkts/Sec] : The system
Administrator can enter the maximum number of SYN packets per
second from attacking source IP Address that is allowed to enter the
network/SMC BR21VPN. And if value exceeds the setting one, and
then the device will determine it as an attack.

€ [SYNFlood Threshold Blocking Time(Per Source IP) Seconds] :
When the SMC BR21VPN determines as being attacked, it will block
the attacking source IP address in the blocking time you set. After
blocking for certain seconds, the device will start to calculate the max
number of SYN packets from attacking source IP Address. And if the
max number still exceed the define value, it will block the attacking IP
Address continuously.

Detect ICMP Attack:

B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the SMC BR21VPN via broadcasting, your network is
experiencing an ICMP flood attack.
€ [ICMP Flood Threshold( Total) Pkts/Sec] : The System

Administrator can enter the maximum number of ICMP packets per
second that is allow to enter the network/SMC BR21VPN. If the value
exceeds the setting one, and then the device will determine it as an
attack.
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[ICMP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of ICMP packets per
second from attacking source IP Address that is allow to enter the
network / SMC BR21VPN. If the value exceeds the setting one, and
then the device will determine it as an attack.

[ICMP Flood Threshold Blocking Time(Per Source
IP)Seconds ):When the SMC BR21VPN determines as being attacked,
it will block the attacking source IP address in the blocking time you set.
After blocking for certain seconds, the device will start to calculate the
max number of ICMP packets from attacking source IP Address. And if
the max number still exceed the define value, it will block the attacking
IP Address continuously.

Detect UDP Attack:

B When Hackers continuously send PING packets to all the machines of the
LAN networks or to the SMC BR21VPN via broadcasting, your network is
experiencing an UDP attack.

¢

[UDP Flood Threshold(Total)Pkts/Sec] : The System Administrator
can enter the maximum number of UDP packets per second that is
allow to enter the network/SMC BR21VPN. If the value exceeds the
setting one, and then the device will determine it as an attack.

[UDP Flood Threshold(Per Source IP)Pkts/Sec] : The System
Administrator can enter the maximum number of UDP packets per
second from attacking source IP Address that is allow to enter the
network/SMC BR21VPN. If the value exceeds the setting one, and then
the device will determine it as an attack.

[UDP Flood Threshold Blocking Time ( Per Source IP) Seconds] :
When SMC BR21VPN determines as being attacked, it will block the
attacking source IP in the blocking time you set. After blocking for
certain seconds, the device will start to calculate the max number of
UPD packets from attacking source IP. If the max number still exceed
the define value, it will block the attacking IP Address continuously.
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Detect Ping of Death Attack:

B Select this option to detect the attacks of tremendous trash data in PING
packets that hackers send to cause System malfunction. This attack can
cause network speed to slow down, or even make it necessary to restart the
computer to get a normal operation.

Detect IP Spoofing Attack:

B Select this option to detect spoof attacks. Hackers disguise themselves as
trusted users of the network in Spoof attacks. They use a fake identity to
try to pass through the SMC BR21VPN System and invade the network.

Detect Port Scan Attack:

B Select this option to detect the port scans hackers use to continuously scan
networks on the Internet to detect computers and vulnerable ports that are
opened by those computers.

Detect Tear Drop Attack:

B Select this option to detect tear drop attacks. These are packets that are
segmented to small packets with negative length. Some Systems treat the
negative value as a very large number, and copy enormous data into the
System to cause System damage, such as a shut down or a restart.

Filter IP Route Option:

B Each IP packet can carry an optional field that specifies the replying address
that can be different from the source address specified in packet’'s header.
Hackers can use this address field on disguised packets to invade LAN
networks and send LAN networks’ data back to them.
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Detect Land Attack:

B Some Systems may shut down when receiving packets with the same
source and destination addresses, the same source port and destination
port, and when SYN on the TCP header is marked. Enable this function to
detect such abnormal packets.

@After System Manager enable External Alert, if the SMC BR21VPN has detected

any abnormal situation, the alarm message will appear in External Alarm in Attack
Alarm. And if the system manager starts the E-mail Alert Notification in Settings, the

device will send e-mail to alarm the system manager automatically.
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Internet Alert

SMC BR21VPN Alarm and to prevent the computer which being
attacked to send DDoS packets to LAN network

STEP 1. Select Anomaly Flow IP in Setting and enter the following settings:

Enter The threshold sessions of infected Blaster (per Source
IP) (the default value is 30 Sessions/Sec)

Select Enable Blaster Blocking and enter the Blocking Time
(the default time is 60 seconds)

Select Enable E-Mail Alert Notification

Select Enable NetBIOS Alert Notification

IP Address of Administrator: Enter 192.168.1.10

Click OK

Internal Alert Setting is completed. (Figurel16-1)

Wirus-infected IP Setting

The threshold seszions of virus-infected (per source IP) iz |1 oo Sessionz fSec [ Range: 1 - 9993
¥ Enable Yirus-infected IP Blocking Blocking Time IEDD seconds [ Range: 1-999)

v Enable E-Mail Alert Motification

[ Enable MetBIOS Alert Motification IP &Address of Administrator l

Figurel6-1 Internal Alert Settings

198



@Aﬁer complete the Internal Alert Settings, if the device had detected the internal
computer sending large DDoS attack packets and then the alarm message will appear
in the Internal Alarm in Attack Alarm or send NetBIOS Alert notification to the infected
PC Administrator’s PC (Figurel6-2, 16-3, 16-4)

If the Administrator starts the E-Mail Alert Notification in Setting, the SMC
BR21VPN will send e-mail to Administrator automatically. (Figure16-5)

LAN 192.168.1.2 2004-11-15 12:03:41

Figurel6-2 Internal Alert Record

Figurel6-3 NetBIOS Alert Notification to the Infected PC
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Messenger Service

Me=sage foom Mult-HomingGateway 1o Fayearth on 050622000 10:085:52 AN
Waming!!

IF Adduess: 15216512

NeAtBIOE Namne: JACK

MAC Addvess: 0000 B 7:95:E5

has unusal,

it might be affected by Blaster Wins.

Flease ask welated depadvrent for asastance

Figurel6-4 NetBIOS Alert Notification to Administrator’'s PC
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# [score: 0] Anti-Spar

| Flle Edit  Mew Toos Message  Help |

Qe G 8 b a7
Reply Feply &l Forward Print Delate Prewious
From: Foak
Date: Thursday, September 16, 2004 3:32 AM
To: bestlab@e
subject:  Multi-Homing Craawsy Vins Alaom!
=]

Time: Wed Sep 15 19:3251 2004
The follawnng machitie may have been mbected by vimzes

Interface mource [P
LAY 192.168.1.2

s

Figurel6-5 E-mail Virus Alert
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Chapter 14 Attack Alarm

Attack Alarm

SMC BR21VPN has two alarm forms: Internal Alarm, and External Alarm.

Internal Alarm: When the SMC BR21VPN had detected the internal PC sending
large DDoS attacks and then the Internal Alarm will start on blocking these
packets to maintain the whole network.

External Alarm: When SMC BR21VPN detects attacks from hackers, it writes
attacking data in the External Alarm file and sends an e-mail alert to the
Administrator to take emergency steps.

i
-
How to use Attack Alarm

The Administrator can be notified the unusal affair in Intranet from Attack Alarms.
And the Administrator can backup the Internal Alarm, and External Alarm and
then delete the records to maintain the network status.
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We set up two Alarm examples in the chapter:

No. Suitable Example Page
Situation

Ex1 Internal To record the DDoS attack alarm from internal | 192
Alarm PC

Ex 2 External To record the attack alarm about Hacker 193
Alarm attacks the SMC BR21VPN and Intranet
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Internal Alarm
To record the DDoS attack alarm from internal PC
STEP 1. Select Internal Alarm in Attack Alarm when the device detects DDoS

attacks, and then can know which computer is being affected.
(Figurel7-1)

Interface Virus infected IP Alarm Time
DMZ 192.168.1.2 201-11-16 17:45:56

Figurel7-1 Internal Alarm WebUI
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External Alarm

To record the attack alarm about Hacker attacks the SMC BR21VPN
and Intranet

STEP 1. Select the following settings in External Alert in Alert Setting function:
(Figurel7-2)

DS § Anti-Attack Setting

¥ sasser Block E__I_E_EMSEIIaster Block
V¥ Code Red Black ¥ Himda Block
¥ Detect SN Attack SN Flood Threshald (Total) 200 Pit=iSec ( Rangs: 0-9999)
51 Flood Threshold (Per Source 1P (50 Pktsfsec [ Range: 0 -9999)
=M Flood Threshold Blocking Time (Per Source [Py |60 Seconds [ Range: 0 - 9999
¥ Detect ICHP Flood ICKP Flaod Threshald (Tatal) {1000 PktsiSec ( Rangs; 0- 9999 )
ICKP Flaod Threshald (Per Source I [300 Pkt=iSec [ Range 0- 9983
ICMP Flood Threshaold Blocking Time (Per Source [P |60 Seconds [ Range: O -
9993
¥ Detect UDP Flood 1UDP Flood Threshold (Total) h 0o Phtz/Sec ( Range: 0 - 9999 )
LICP Flood Threshold (Per Source IF) [300 PitsiSec | Range: 0- 9999 )
IUDP Flood Threshold Blocking Time (Per Source 1P {50 Seconds [ Range: 0 - 9939
¥ Detect Fing of Desth Attack ¥ Detect Tear Drop Aftack
¥ Detect P Spoofing Attack ¥ Fitter IF Route Crption
¥ Detect Port Scan Attack [¥ Detect Land Attack

I 0K )i Cancel }

Figurel7-2 External Alert Setting WebUI
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STEP 2 . When Hacker attacks the SMC BR21VPN and

Intranet,

select

External Alarm in Attack Alarm function to have detailed records
about the hacker attacks. (Figurel7-3)

IJu.ld 114603 vl

Time

Event

Jul4
11:46:03

The system has detected the attack of TCP port scan, suspected to be
172.19.50.130

Jul4d
11:45:46

The system has detected the attack of TCP port scan, suspected to be
172.19.50.130

Jul4d
11:45:32

The system has detected the attack of TCP port scan, suspected to be
172.19.50.120

Jul4
11:45:27

The system has detected the attack of TCP port scan , suspected to be
172.19.50.120

Jul 4
11:45:24

The system has detected the attack of TCP port scan , suspected to be
172.19.50.120

Jul4
11:45:06

The system has detected the attack of TCP port scan, suspected to be
172.19.50.100

Jul4
11:46:02

The system has detected the attack of TCP port scan, suspected to be
172.19.50.100

Jul4d
11:44:69

The system has detected the attack of TCP port scan, suspected to be
172.19.50.66

Jul4d
11:44:48

The system has detected the attack of TCP port scan, suspected to be
172.19.50.66

Jul4d
11:44:45

The system has detected the attack of TCP port scan, suspected to be
172.19.50.66

Jul 4
11:44:34

The system has detected the attack of TCP port scan , suspected to be
172.19.580.19

Jul4
11:44:28

The system has detected the attack of TCP port scan, suspected to be
172.19.50.19

Jul4
11:44:25

The system has detected the attack of TCP port scan, suspected to be
172.19.50.19

Jul4d
11:41:68

The system has detected the attack of TCP port scan, suspected to be
172.19.50.12

Jul4d
11:39:50

The system has detected the attack of TCP port scan, suspected to be
172.19.50.12

Jul4d
11:37:21

The system has detected the attack of TCP port scan, suspected to be
172.19.50.12

Jul 4
11:37:16

The system has detected the attack of TCP port scan , suspected to be
172.19.580.12

Jul4
11:37:16

The system has detected the attack of TCP port scan, suspected to be
172.19.50.12

Clear Alarm Download Alarms

Figurel7-3 External Alarm WebUI
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Chapter 15 LOG

LOG

Log records all connections that pass through the SMC BR21VPN’s control
policies. The information is classified as Traffic Log, Event Log, and Connection
Log.

Traffic Log’s parameters are setup when setting up policies. Traffic logs record
the details of packets such as the start and stop time of connection, the duration
of connection, the source address, the destination address and services
requested, for each control policy.

Event Log record the contents of System Configurations changes made by the
Administrator such as the time of change, settings that change, the IP address
used to log in...etc.

Connection Log records all of the connections of SMC BR21VPN. When the
connection occurs some problem, the Administrator can trace back the problem
from the information.

i
-
How to use the Log

The Administrator can use the log data to monitor and manage the device
and the networks. The Administrator can view the logged data to evaluate
and troubleshoot the network, such as pinpointing the source of traffic
congestions.
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We set up four LOG examples in the chapter:

No. Suitable Example Page
Situation

Ex1 [Traffic Log [To detect the information and Protocol port that | 197
users use to access to Internet or Intranet by
SMC BR21VPN.

Ex2 |Event Log To record the detailed management events (such| 202
as Interface and event description of SMC
BR21VPN) of the Administrator

Ex3 |Connection |[To detect event description of WAN Connection | 205
Log

Ex 4 Log Backup |To save or receive the records that sent by the 208
SMC BR21VPN
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Traffic Log

To detect the information and Protocol port that users use to access
to Internet or Intranet by SMC BR21VPN

STEP 1 . Add new policy in DMZ to WAN of Policy and select Enable Logging:
(Figurel18-1)

Modify Policy

Source Address |Im

Destination Address |outside_any |

Service |.&NY ;I

Schedule | Mone LI

Avthertication User |None ;I

Tunriel INDne LI

Action, WAN Port |PERMIT 2LL =]

Traftic Log ird éEnabIe

Statistics | ™ Enshle

Cortert Blocking I Ensble

I § P2P Blocking | Hone =]

QoS |None ;l

M A, Bandwicth Per Source IP Diovvnstream |'3 Khps Upstream I':' Kbps [0 means unlimited )
MAK. Concurrent Sessions Per P IU— { Fange: 1 - 999949, 0; means unlimited )
MAX. Concurrent Sessions IU— { Range: 1 - 33933, O: means unlimited )

[ oK ]I cancel |

Figurel8-1 Logging Policy Setting

STEP 2 . Complete the Logging Setting in DMZ to WAN Policy: (Figruel8-2)

Source Destination Service Action Qption

DMWZE_Any Outside_Any

| New Entry |

Figurel8-2 Complete the Logging Setting of DMZ to WAN
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policy. (Figurel8-3)

STEP 3. Click Traffic Log. It will show up the packets records that pass this

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 %
Jul 4 12:02:58 192.168.179.30 192.168.179.1 1548 => 80 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TGP 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 TGP 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 TGP 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TGP 1546 => 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 6P 1546 => 80 7
Clear Logs Download Logs

Figurel8-3 Traffic Log WebUI
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STEP 4 . Click on a specific IP of Source IP or Destination IP in Figurel8-3, it
will prompt out a WebUI about Protocol and Port of the IP.
(Figurel18-4)

=10l |
Refish |[ramly =] [Rl4 20813 5] Mext | |
Time Source Destination Protocol Port Disposition
Jul412:04:15 192.168.179.30 192.168.179.1 TCP 1550 > 80 7
Jul4 12:02:59 192.168.179.30 192.168.179.1 1549 > 80 7
Jul4 12:02:58 182.168.179.30 192.168.179.1 1548 > 80 %
Jul4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul4 12:02:55 162.168.179.30 61.213.147.14 TCP 1546 > 80 7
Jul4 12:02:55 162.168.179.30 61.213.147.14 1546 > 80 7
Jul4 12:02:55 162.168.179.30 61.213.147.14 1546 > 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TCP 1546 > 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul4 12:02:55 192.168.179.30 61.213.147.14 1546 > 80 7
Jul4 12:02:55 182.168.179.30 61.213.147.14 TCP 1546 > 80 7
Jul4 12:02:55 192.168.179.30 203.84.196.97 1547 > 80 7
Jul 4 12:02:55 192.168.179.30 203.84.196.97 1647 > 80 7
Jul 4 12:02:55 192.168.179.30 168.95.192.1 [IcH?] TYPE=3 7
Jul4 12:02:55 192.168.179.30 203.84.196.97 1544 > 80 7
Jul4 12:02:55 192.168.179.30 203.84.196.97 TCP 1544 > 80 7
Jul4 12:02:55 192.168.179.30 203.84.196.97 TCP 1543 » 80 7

Ll

Figurel8-4 The WebUI of detecting the Traffic Log by IP Address
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be saved instantly. (Figure18-5)

STEP 5. Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will

IJqul 12:02:59 vl Ner
Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.178.1 1549 =» 80 %
- P T e A amn s T—— T

2120258 ST -
Jul 4 12:02:55 T 46 Y
Jul4 12:02:55 7 “'ou have chozen to download a file fram this location. 80 E/
Jul 4 12:02:55 4 traffic: log from 192.168.133.1 80 E/
Jul 4 12:02:55 46 Y%
Jul 4 12:02:55 what would pou ke to do with this file? 46 E/
Jul 4 12:02:55 1 € Open this file from its current location 80 E/
Jul 4 12:02:55 P % Save this file o disk 80 E/
Jul412:02:55 | ° 80 Y%
Jul 4 12:02:55 IV Always ask before opering this type of file 46 E/
Jul 4 12:02:55 46 %
Jul 4 12:02:55 46 7
Jul 4 12:02:55 46

Jul 4 12:02:55 oK I Cancel | tore Info | 46 5
Jul 4 12:02:55 BT.ZT3Ta7. 14 T92.T68. T79.30 BU=>"T546 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 15646 =» 80 %
Jul 4 12:02:55 192.168.179.30 61.213.147.14 din 1546 => 80 Y

Clear Logs Download Logs

Figurel8-5 Download Traffic Log Records WebUI
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STEP 6 . Click Clear Logs and click OK on the confirm WebUI; the records will

be deleted from the SMC BR21VPN instantly. (Figure18-6)

Time Source Destination Protocol Port Disposition
Jul 4 12:02:59 192.168.179.30 192.168.179.1 1549 => 80 E/
Jul 4 12:02:58 192.168.179.30 192.168.179.1 TeP 1548 => 80 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 1546 => 80 E/
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 =» 1546 E/
Jul 4 12:02:55 (e LR i osoft Internet Explorer: 1546 => 80 7
Jul 4 12:02:55 192.168.179 ] ' TCF 1546 => 80 E/
Jul 4 12:02:55 192.168.179 ‘\i:) Do you really want to clean 7 1546 => 80 7
Jul 4 12:02:55 61.213.147. 80 => 1546 E/
Jul 4 12:02:55 61.213.147. b arice) | 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 T92.168.T{ 9.3U TCP 80 => 1546 %
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 61.213.147.14 192.168.179.30 TCP 80 =» 1546 E/
Jul 4 12:02:55 61.213.147.14 192.168.179.30 80 => 1546 7
Jul 4 12:02:55 192.168.179.30 61.213.147.14 TCF 1546 => 80 E/
Jul 4 12:02:55 192.168.179.30 61.213.147.14 6P 1546 => 80 7
Clear Logs Download Logs

Figurel8-6 Clearing Traffic Log Records WebUI
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Event Log

To record the detailed management events (such as Interface and
event description of SMC BR21VPN) of the Administrator

STEP 1. Click Event log of LOG. The management event records of the

administrator will show up (Figurel8-7)

IJuld 12:05:11 vl

MWext

Time

Event

Jul 4 12:05:11

admin WAN1 is disconnected

Jul 4 12:01:36

admin WAN2 is connected

Jul412:01:13

admin Modify [WAN2 Interface] from 192.168.179.30

Jul 4 12:00:50

admin Modify [Policy](Qutgoing,Inside_Any=>0utside_Any ANY,permit1)
from 192.168.179.30

Jul4 11:59:13

admin Modify [WAN1 Interface] from 192.168.179.30

Jul 411:58:26

(null) Modify [WAN1 Interface] from 192.168.179.30

Jul 4 11:50:33

{null) YWAN1 is connected

Jul 411:50:16

(null) Modify [WAN1 Interface] from 192.168.179.30

Juld4 11:48:22

{null) Remove [Mapped IP] (External IP ;: 172.19.0.2 Internal IP :
192.168.179.2) from 192.168.179.30

Jul 4 11:39:09

user admin [Login success] from 192.168.179.30

Jul4 11:36:07

{null) Modify [Mapped IP] (External IP : 172.19.0.2 Internal IP : 192.168.179.2)
from 172.19.50.12

Jul411:356:35

(null) Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from
172.19.50.12

Jul411:356:16

{null) Remove [Virtual Server 1] from 172.19.50.12

Jul4 11:34:58

(null) Add [Virtual Server 1] from 172.19.560.12

Jul4 11:34:09

user admin [Login success] from 172.19.50.12

Jul 4 11:32:56

{null) YWAN1 is disconnected

Jul411:32:19

(null) Modify [WAN1 Interface] from 192.168.179.30

Jul 411:30:15

(null) WAN1 is connected

Clear Logs Download Logs

Figurel8-7 Event Log WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-8)

IJuld 120511 vl
MNext

Time Event
Juld412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify DWANZ2 Interface] from 192.168.179.30

Jul 4 12:00:50 admin Modify [Policy]{(Outgoing,lnside_Any=>0utside_Any ANY permit1)

xq

Jul411:59:13 _ _

Juld411:58:26 ‘rou have chosen to download a file from this location.

Juld 11:50:33 event log from 192.168.133.1

Jul411:50:16

Juld 11:48:22 ‘what would.yo.u like to. da with this mPT? IP :
" Open this fils from itz curent location

Jul 4 11:39:09 % Save this file to disk

Jul411:36:07 > 192.168.179.2)
¥ Always ask before opening this type of file

Jul411:35:35 12.168.179.2) from

Jul411:35:16

Jul 4 11:34:58 oK I Cancel Mare Info

Jul 411:34:09

Jul411:32:56  |(null) WAN1 is disconnected
Jul411:32:19  |(null) Modify [WAN1 Interface] from 192.168.179.30
Jul411:30:15  |(null) WAN1 is connected

Clear Logs Download Logs

Figurel8-8 Download Event Log Records WebUI
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STEP 3. Click Clear Logs and click OK on the confirm WebUI; the records will

be deleted from the SMC BR21VPN. (Figurel8-9)

|Ju14 12:05:11 vl
et
Time Event

Juld412:05:11 |admin WAN1 is disconnected
Jul412:01:36 |admin WAN2 is connected
Jul412:01:13  |admin Modify DWANZ2 Interface] from 192.168.179.30

— admin Modify [Policy]{(Outgoing,lnside_Any=>0utside_Any ANY permit1)
IS from 192.168.179.30
Juld4 11:59:13  |admin Modify WAN1 Interface] from 192.168.179.30
Jul411:58:26  |(null) Modify [WAN1 Interface] from 192.168.179.30
Jul411:50:33  |(null) WAN1 is connected
Juld11:50:16  |(null) Modify [ s Exp x|P-30

1o, (null) Remove 3.0.2 Internal IP :
Juld 11:48:22 192.1 631792] { ? Are you sure you wank bo remaove 7
Jul411:39:09  |user admin [L 30

T {null) Modify [| [ ok | conce | 0.2 Internal IP : 192.168.179.2)
Jul 4 11:36:07 from 172.19 5(

10 (null) Add [Mapped IP] (External IP : 172.19.0.2 Internal IP : 12.168.179.2) from
Jul 4 11:35:35 172.19.50.12
Jul411:35:16  |(null) Remove [Virtual Server 1] from 172.19.50.12
Jul411:34:58  |{null) Add [Virtual Server 1] from 172.19.50.12
Juld411:34:09 |user admin [Login success] from 172.19.50.12
Jul411:32:56  |(null) WAN1 is disconnected
Jul4 11:32:198  |(null) Modify [WAN1 Interface] from 192.168.179.30
Jul411:30:15  |(null) WAN1 is connected

Clear Logs

Download Logs

Figurel8-9 Clearing Event Log Records WebUI
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Connection Log

To Detect Event Description of WAN Connection

STEP 1. Click Connection in LOG. It can show up WAN Connection records of
the SMC BR21VPN. (Figure18-10)

IJul3 154114 =
Mext

Time Connection Log
Jul319:41:14 |Warning: couldn't open ppp database Ivarirunipppd.tdb
Jul319:41:14 |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14  |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14 |Couldn'tincrease MRU to 1500
Jul319:41:16 |local IP address 10.64.64.64
Jul319:41:16 |remote IP address 10.114.136.19
Jul319:41:16 |linkname : wan1 interface : ppp0
Jul319:41:20 |Sending PADI
Jul319:41:20 |HOST_UNIQ successful match
Jul319:41:21 |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857
Jul319:41:21 |pads
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

Clear Logs Download Logs

Figurel8-10 Connection records WebUI
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STEP 2 . Click on Download Logs and select Save in File Download WebUI.
And then choose the place to save in PC and click OK; the records will
be saved instantly. (Figure18-11)

IJul319:-'11:1-'1 vl
Next
Time Connection Log
Jul319:41:14  [Warning: couldn't open ppp database fvarfrunipppd.tdb
Jul319:41:14  |pppd 2.4.1 started by root, uid 0
Jul319:41:14 | EEREEIET] i le
Jul319:41:14 fou have chosen to download & file from this location. se
Jul 319:41:14 local? log from 172.19.1.254
Jul 319:41:14
Jul 319:41:14 . ey
‘what would pou like to do with thiz file?
Jul 319:41:14 ~ = : :
Open this file from its curent location
Jul 3 19:41:16 (% Save this fils to disk
Jul 319:41:16
Jul 3 19:41:16 ¥ Always ask before opering this tupe of file
Jul 319:41:20
Jul 319:41:20
Jul 319:41:21
Jul 3 19:41:21 (6]3 I Cancel | More Info I
Jul 319:41:21
Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

Clear Logs Download Logs

Figurel8-11 Download Connection Log Records WebUI
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STEP 3. Click Clear Logs and click OK on the confirm WebUI, the records will
be deleted from the SMC BR21VPN instantly. (Figure18-12)

IJul3 154114 7]
et

Time Connection Log
Jul319:41:14  [Warning: couldn't open ppp database fvarfrunipppd.tdb
Jul319:41:14  |pppd 2.4.1 started by root, uid 0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |Couldn't allocate PPP unit -1073449922 as it is already in use
Jul319:41:14 |Using interface ppp0
Jul319:41:14  |tdb_store failed: Invalid tdb context
Jul319:41:14 |PPPoE : Couldn'tincrease MTU to 1500
Jul319:41:14  |Couldn’t in i ]
Jul319:41:16 |local IP ad¢
Jul319:41:16 remote IP g @ Are you sure you want bo remove 7
Jul319:41:16 |linkname :

Jul 319:41:20 |Sending P/ ok | concel |
Jul319:41:20 |HOST_UNIgrsuccessmrratcrn
Jul319:41:21  |HOST_UNIQ successful match
Jul319:41:21 |Got connection: 857

Jul319:41:21 |pads

Jul319:41:21 |Connecting PPPoE socket: 00:90:1a:40:09:87 0857 eth1 0x53798
Jul319:41:21  |using channel 3

Clear Logs Download Logs

Figurel8-12 Clearing Connection Log Records WebUI
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Log Backup
To save or receive the records that sent by the SMC BR21VPN

STEP 1. Enter Setting in System, select Enable E-mail Alert Notification
function and set up the settings. (Figruel8-13)

E-mail Setting

¥ Enable E-mail Alert Motification
Sender Address (Required by some IZPs) Im [ Max. 60 characters, ex sender@mydomsain.com
SMTP Server sender@mydomain.c [ Wax. 50 characters, ex mallmydomain.com |
E-mail Address 1 =ender@mydomain.c [ hax. 60 characters, ex user! @mydomain.com
E-mail Address 2 Im [ Max. B0 characters, ex: user2@mydomain.com )
Mail Test | Mail Test |

Figurel8-13 E-mail Setting WebUI

STEP 2 . Enter Log Backup in Log, select Enable Log Mail Support and click
OK (Figurel8-14)

Log Mail Configuration

Send logs when Log database is full (300Kbytes)

From SMTP Server senderi@mydomain.com
To E-mail Address 1 sender@mydomain.com
E-mail Address 2 user2Emydomain.com

Figurel8-14 Log Mail Configuration WebUI

@ After Enable Log Mail Support, every time when LOG is up to 300Kbytes and it

will accumulate the log records instantly. And the device will e-mail to the Administrator
and clear logs automatically.
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STEP 3. Enter Log Backup in Log, enter the following settings in Syslog
Settings:

Select Enable Syslog Messages

Enter the IP in Syslog Host IP Address that can receive Syslog

Enter the receive port in Syslog Host Port

Click OK

Complete the setting (Figure18-15)

Svslog Setting

¥ Enable Syslog Mezsages

Syslog Host IP Address |1 921681 .61 [ ex 192168161 )

Syzlog Host Port |51 4 [ Range: 0 - 65535, ex: 5140

I 0K ]| cancel |

Figurel8-15 Syslog Messages Setting WebUI
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Chapter 16 Accounting Report

Accounting Report

Administrator can use this Accounting Report to inquire the LAN IP users and
WAN IP users, and to gather the statistics of Downstream/Upstream, First
packet/Last packet/Duration and the Service of all the user’s IP that passes
the SMC BR21VPN.
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Define the required fields of Accounting Report
Accounting Report Setting:
B By accounting report function can record the sending information about

Intranet and the external PC via SMC BR21VPN.

Accounting Report can be divided into two parts: Outbound Accounting
Report and Inbound Accounting Report

Outbound Accounting Report

LAN
User
External Mail Security Gateway
server <&
DMZ
User

It is the statistics of the downstream and upstream of the LAN, WAN and all
kinds of communication network services

Source IP :

B The IP address used by LAN users who use SMC BR21VPN

Destination IP :

B The IP address used by WAN service server which uses SMC BR21VPN.

Service :

B The communication service which listed in the menu when LAN users use
SMC BR21VPN to connect to WAN service server.
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Inbound Accounting Report

LAN
Server
External Mail Security Gateway
User
DMZ
Server

It is the statistics of downstream / upstream for all kinds of communication
services; the Inbound Accounting report will be shown when WAN user uses
SMC BR21VPN to connect to LAN Service Server.

Source IP :

B The IP address used by WAN users who use SMC BR21VPN
Destination IP :

B The IP address used by LAN service server who use SMC BR21VPN
Service :

B The communication service which listed in the menu when WAN users use
SMC BR21VPN to connect to LAN Service server.
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Outbound

STEP 1 . Enter Outbound in Accounting Report and select Top Users to
inquire the statistics of Send / Receive packets, Downstream /
Upstream, First packet/Last packet/Duration and the service from
the LAN or DMZ user’s IP that pass the SMC BR21VPN. (Figurel9-1)

TOP: Select the data you want to view, it presents 10 results in
one page.

Pull-down menu selection

Source IP : The IP address used by LAN users who use SMC
BR21VPN to connect to WAN service server.

Downstream : The percentage of downstream and the value of
each WAN service server which uses SMC BR21VPN to LAN
user.

Upstream : The percentage of upstream and the value of each
LAN user who uses SMC BR21VPN to WAN service server.

First Packet : When the first packet is sent to WAN service server
from LAN user, the sent time will be recorded by the SMC
BR21VPN.

Last Packet : When the last packet sent from WAN service server
is received by the LAN user, the sent time will be recorded by the
SMC BR21VPN.

Duration : The period of time which starts from the first packet to
the last packet to be recorded.

Total Traffic : The SMC BR21VPN will record the sum of packet
sent/receive time and show the percentage of each LAN user’s
upstream/downstream to WAN service server.

B Reset Counter : Click Reset Counter button to refresh Accounting

Report.
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Top: |1 -1

Starting Time : Wed Jan 1 00:03:52 2003

No. | [Source IP x| + | Downstream - | Upstream ~ | First Packet ~ | Last Packet = | Duration ~ | Action
1 192.168.100.2 114.9 KBI 100.0% |4.6 MB|1I]I].I]% 01/01 00:08:19 01/01 00:08:23 00:00:04 Remuve|
Total Traffic 114.9 KB 4.6 MB Reporting time Fri Sep 2 09:13:21 2005

Figurel9-1 Outbound Source IP Statistics Report
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STEP 2 . Enter Outbound in Accounting Report and select Top Sites to
inquire  the statistics website of Send/Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the SMC BR21VPN.
(Figurel19-2)

B TOP : Select the data you want to view, it presents 10 results in
one page.

Pull-down menu selection

B Destination IP : The IP address used by WAN service server
which uses SMC BR21VPN.

B Downstream : The percentage of downstream and the value of
each WAN service server which uses SMC BR21VPN to LAN
user.

B Upstream : The percentage of upstream and the value of each
LAN user who uses SMC BR21VPN to WAN service server.

B First Packet : When the first packet is sent from WAN service
server to LAN users, the sent time will be recorded by the SMC
BR21VPN.

B Last Packet : When the last packet from LAN user is sent to WAN
service server, the sent time will be recorded by the SMC
BR21VPN.

B Duration : The period of time which starts from the first packet to
the last packet to be recorded.

B Total Traffic : The SMC BR21VPN will record the sum of time and
show the percentage of each WAN service server’s
upstream/downstream to LAN user.

B Reset Counter : Click Reset Counter button to refresh Accounting
Report.

227



Top: 1 =10 vl

Starting Time : Wed Jan 1 00:03:52 2003

No. | [Destination IP ~| + | Downstream - | Upstream ~ | First Packet - | Last Packet ~ | Duration ~ | Action
1 168.95.4.16 169.6 KB | 54.5% |6.5 MB [99.2% | 01/0100:08:47 | 01:0100:12:12 00:03:25 | Remove
2 67.159.5.204 98.1 KB | 315% [3.1KB | 0.0% | 01/0100:18:39 | 01.0100:18:45 00:00:06 | Remove
3 211.20.178.245 10.9KB | 3.5% |220KB| 0.3% | 01/0100:08:55 | 01:0100:13:31 00:04:36 | Remove
4 207.46.6.80 79KB | 25% |5.2KB|0.4% | 01/0100:12:03 | 01/0100:29:31 00:17:28 | Remove
5 81.71.37.93 37KB | 1.2% |1.7KB|00% | 010100:08:19 | 01/0100:28:03 00:19:44 | Remove
6 207.68.178.61 35KB | 1.4% |2.8KB | 0.0% | 01/0100:12:10 | 01/0100:12:10 00:00:00 | Remove
7 211.78.161.178 33KB | 1.0% |565.0B|0.0% | 01/0100:12:16 | 01/0100:12:16 00:00:00 | Remove
8 65.54.183.192 27KB | 0.9% |1.3KB |0.0% | 01/0100:12:04 | 01/0100:12:04 00:00:00 | Remove
9 203.73.24.185 1.8KB | 06% |553.0B(0.0% | 01/0100:12:19 | 01/0100:12:19 00:00:00 | Remove
10 211.72.252 .63 1.5KB | 05% |534.0B(0.0% | 01/0100:12:20 | 01/0100:12:20 00:00:00 | Remove
Total Traffic 311.8 KB 6.6 MB Reporting time Fri Sep 2 09:32:31 2005

Reset Counter

Figurel9-2 Outbound Destination IP Statistics Report
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STEP 3. Enter Outbound in Accounting Report and select Top Services to
inquire the statistics website of Send / Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the SMC BR21VPN.
(Figurel19-3)

TOP : Select the data you want to view. It presents 10 results in
one page.

E : According to the downstream / upstream report of the

selected TOP numbering to draw the Protocol Distribution chart.
(Figure19-4)

Pull-down menu selection

Service : The report of Communication Service when LAN users
use the SMC BR21VPN to connect to WAN service server.

Downstream : The percentage of downstream and the value of
each WAN service server who uses SMC BR21VPN to connect to
LAN user.

Upstream : The percentage of upstream and the value of each
LAN user who uses SMC BR21VPN to WAN service server.

First Packet : When the first packet is sent to the WAN Service
Server, the sent time will be recorded by the SMC BR21VPN.

Last Packet : When the last packet is sent from the WAN Service
Server, the sent time will be recorded by the SMC BR21VPN.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The SMC BR21VPN will record the sum of time and
show the percentage of each Communication Service's
upstream/downstream to WAN service server.

Reset Counter : Click the Reset Counter button to refresh the
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Accounting Report.
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Top: Il - 10 'I

& Starting Time : Wed Jan 1 00:03:52 2003
No. | |Service ~| +|Downstream . | Upstream - | First Packet - | Last Packet - | Duration - | Action
1 | SMTP [25] 150.0 KB| 47.0%| 6.5 MB| 99.0%| 0101 00:08:47 | 01/01 00:11:19 00:02:32 | Remove
2 | HTTP [BO] 123.7 KB| 30.6%|35.7 KB| 0.5%| 01/0100:08:22 | 01/01 00:18:31 00:10:09 | Remove
3 | POP3 [110] 215KB|  6.7%| 2.2 KB| 0.0%| 01/0100:11:24 | 0101 00:12:15 00:00:51 Remove
4 | MSN [1863] 97KB| 3.0% 7.O0KB| 0.1% 01/0100:12:02 | 01:0100:38:31 00:26:29 | Remove
5 | UNKNOW [4446] 4.4 KB 1.4%| 2.1 KB| 0.0%| 01/0100:08:19 | 01/0100:35:45 00:27:26 | Remove
6 | HTTPS [443] 27KB| 0.8%| 1.4 KB| 0.0%| 01/0100:08:21 | 01:0100:12:04 00:03:43 | Remove
7 | UNKNOW [1368] 1.2KB| 0.4%| 1.2 KB| 0.0%| 01/0100:08:25 | 01/0100:36:38 00:28:13 | Remove
8 | UNKNOW [4652] 1.2KB| 0.4%| 1.7 KB| 0.0%| 01/0100:08:25 | 01/0100:36:13 00:27:48 | Remove
9 | UNKNOW [63756] 5490 B|  0.2%| 963.0 B| 0.0%| 01/0100:08:25 | 01:0100:36:38 00:28:13 | Remove
10 | UNKNOW [22453] 500.0 B| 0.2%| 682.0 B| 0.0%| 01/0100:08:25 | 01:0100:36:39 00:28:14 | Remove
Total Traffic 3191 KB 8.6 MB Reporting time Fri Sep 2 09:42:01 2005

Reset Counter

Figurel9-3 Outbound Services Statistics Report

Service Distribution

28

Downstream

SMTP [25] 150.0 KBytes (46.9%)|7—""
HTTP [80] 123.7 KBytes (38.7%0)|7

ﬂ POP3 [110] 21.5 KBytes (6.7%)|°
MSN [1863] 10.1 KBytes {3.2%)|
UNKNOW [4446] 4.4 KBytes (1.4%)])|
HTTPS [443] 2.7 KBytes (0.8%)|
UNKNOW [4652] 1.6 KBytes {0.5%)|
UNKNOW [1368] 1.2 KBytes {0.4%)|

ﬂ UNKNOW [63756] 549.0 Bytes (0.2%)|
UNKNOW [22453] 500.0 Bytes (0.2%)|
OTHER 3.8 KBytes (1.1%)|

No. Upstream
SMTP [25] 8.5 MBytes (99.0%)|————————
HTTP [80] 35.7 KBytes (0.5%)|

MSN [1863] 7.7 KBytes (0.1%)|
POP3 [110] 2.2 KBytes (0.0%)|
UNKNOW [4446] 2.1 KBytes (0.0%)|
UNKNOW [4652] 2.1 KBytes (0.0%)|
UNKNOW [3198] 1.6 KBytes {0.0%)|
HTTPS [443] 1.4 KBytes {0.0%0)|

ﬂ UMNKNOW [1368] 1.2 KBytes {0.0%)|
UNKNOW [63756] 963.0 Bytes (0.0%)|
OTHER 15.7 KBytes (0.2%)|

Figurel9-4 According to the downstream / upstream report of the selected TOP numbering to draw

the Protocol Distribution chart

& e @ - -
Press to return to Accounting Report window.
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Inbound

STEP 1 . Enter Inbound in Accounting Report and select Top Users to inquire
the statistics website of Send / Receive packets, Downstream /
Upstream, First packet/Last packet / Duration and the service from
the WAN user to pass the SMC BR21VPN. (Figure19-5)

TOP : Select the data you want to view. It presents 10 pages in
one page.

Select from the Pull-down menu

Source IP : The IP address used by WAN users who use SMC
BR21VPN.

Downstream : The percentage of Downstream and the value of
each WAN user who uses SMC BR21VPN to LAN service server.
Upstream : The percentage of Upstream and the value of each
LAN service server who uses SMC BR21VPN to WAN users.
First Packet : When the first packet is sent from WAN users to
LAN service server, the sent time will be recorded by the SMC
BR21VPN.

Last Packet : When the last packet is sent from LAN service
server to WAN users, the sent time will be recorded by the SMC
BR21VPN.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The SMC BR21VPN will record the sum of time and
show the percentage of each WAN user’s upstream / downstream
to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: |1-5v[

Starting Time ;: Wed Jan 100:04:10 2003

MNo. |S<>wrfE P -]~ | Upstream Downstream ~ | First Packet ~ | Last Packet ~ | Duration ~ | Action
1 172.19.1.106 4.6 KB | 85.5% | 620.0 B 52.0% 01/01 03:34:46 01/01 03:34:46 00:00:00 Remove
2 172.19.50.25 448.0B | 8.1% | 420.0 B 26.6% 01/01 03:59:20 01/01 03:59:1 00:00:01 Remove
3 172.19.50.35 128.0B| 2.3% | 1200 B 7.6% 01/01 04:00:04 0101 04:00:04 00:00:00 Remove
4 172.19.50.30 128.0B| 2.3% | 1200 B T.6% 01/01 03:59:52 0101 03:59:53 00:00:01 Remove
5 172.1950.159 | 9608 | 1.7% | 96.0 B 6.1% 01/01 03:59:30 01/01 03:59:31 00:00:01 Remove

Total Traffic 54 KB 15 KB Reporting time Mon Sep 5 14:24:13 2005

Figurel9-5 Inbound Top Users Statistics Report
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Enter Inbound in Accounting Report and select Top Sites to inquire the
statistics website of Send / Receive packets, Downstream / Upstream, First
packet/Last packet / Duration and the service from the WAN user to pass the
SMC BR21VPN. (Figurel9-6)

TOP : Select the data you want to view. It presents 10 pages in
one page.

Pull-down menu selection

Destination IP : The IP address used by WAN users who uses
SMC BR21VPN.

Downstream : The percentage of Downstream and the value of
each WAN user who uses SMC BR21VPN to LAN service server.
Upstream : The percentage of Upstream and the value of each
LAN service server who uses SMC BR21VPN to WAN users.
First Packet : When the first packet is sent from WAN users to
LAN service server, the sent time will be recorded by the SMC
BR21VPN.

Last Packet : When the last packet is sent from LAN service
server to WAN users, the sent time will be recorded by the SMC
BR21VPN.

Duration : The period of time starts from the first packet to the last
packet to be recorded.

Total Traffic : The SMC BR21VPN will record the sum of time and
show the percentage of each WAN user’s upstream / downstream
to LAN service server.

Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: [-10 =

Starting Time : Wed Jan 100:04:10 2003

No.| [Destination F —| ~ | Downstream - | Upstream ~ | First Packet ~ | Last Packet ~ | Duration ~ | Action
1 192.168.1.2 1.6 MB 3M.7% |213.9 KB |22.0% | 01/0100:15:42 01,01 03:45:02 03:29:20 Remove
2 192.168.1.3 956.6 KB | 18.3% | 29.2 KB | 3.0% | 01/0101:14:07 0101 04:05:15 02:51:08 Remove
3 192.168.1.4 535.4 KB | 10.2% [255.0 KB [26.3% | 01/0103:24:08 | 01/0103:33:07 00:08:59 | Remove
4 192.168.1.5 4788 KB | 9.1% 38.2KB | 3.9% | 01/0100:15:40 01,01 03:45:16 03:29:36 Remove
3 192.168.1.20 3136 KB | 6.0% 104 KB | 1.1% | 01/0101:12:42 01,01 04:04:38 02:51:56 Remove
6 192.168.1.21 3107 KB | 59% 96.3 KB | 9.9% | 01/0102:34:33 01,01 02:38:24 00:03:51 Remove
7 192.168.1.28 | 2707 KB | 52% | 659 KB |68% | 010101:27:54 | 010101:31:58 00:04:04 | Remove
8 192.168.1.126 M2ZHKB| 2.1% 99 KB | 1.0% | 01/0102:35:01 01,01 02:46:25 00:11:24 Remove
9 192.168.1.220 90.5 KB 1.7% 94 KB | 1.0% | 01/0101:13:07 01,01 01:13:56 00:00:49 Remove
10 192.168.1.236 82.4 KB 16% 29KB | 0.3% | 01/0102:35:06 01,01 02:43:15 00:08:09 Remove

Total Traffic 5.1 MB 9713 KB Reporting tima Mon Sep 5 14:29:12 2005

Figurel9-6 Inbound Destination IP Statistics Report
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STEP 2 . Enter Inbound in Accounting Report and select Top Services to
inquire  the statistics website of Send/Receive packets,
Downstream/Upstream, First packet/Last packet/Duration and the
service from the WAN Server to pass the SMC BR21VPN.
(Figurel9-7)

B TOP : Select the data you want to view. It presents 10 results in
one page.

u ? : According to the downstream / upstream report of the
selected TOP numbering to draw the Protocol Distribution chart.
(Figure19-8)

Pull-down menu selection

B Service : The report of Communication Service when WAN users
use the SMC BR21VPN to connect to LAN service server.

B Downstream : The percentage of downstream and the value of
each WAN user who uses SMC BR21VPN to LAN service server.

B Upstream : The percentage of upstream and the value of each
LAN service server who uses SMC BR21VPN to WAN user.

B First Packet : When the first packet is sent to the LAN Service
Server, the sent time will be recorded by the SMC BR21VPN.

B |Last Packet : When the last packet is sent from the LAN Service
Server, the sent time will be recorded by the SMC BR21VPN.

B Duration : The period of time starts from the first packet to the last

packet to be recorded.

B Total Traffic : The SMC BR21VPN will record the sum of time and
show the percentage of each Communication Service’s upstream
/ downstream to LAN service server.

B Reset Counter : Click the Reset Counter button to refresh the
Accounting Report.
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Top: |1-3 vl

& Starting Time : Wed Jan 1 00:04:10 2003
No. |Sar\ncf j + | Upstream . | Downstream - | First Packet -~ | Last Packet + | Duration + | Action
1 | HTTP [80] 904.4 KB| 59.2%| 84.6 KB 86.1%| 01/0103:34:46 01/01 04:06:19 00:31:33 Remove
2 | FTP_DATA [20] 622.5 KB| 40.7%| 12.5 KB 12.8%| 0101 04:39:31 01/01 04:42:23 00:02:52 Remove
3 | FTP [21] 1.7 KB| 0.1%| 1.1 KB 1.1%| 01/0104:39:30 01/01 04:39:30 00:00:00 Remove
Total Traffic 15 MB 98.2 KB Reporting i me Mon Sep & 15:11:23 2008
Reset Counter
Figurel9-7 Inbound Services Statistics Report
Service Distribution
@
No. Downstream
HTTP [80] 904.4 KBytes (59.0%)|——————=
FTP-DATA [20] 6225 KBytes (40.6%)|——
3 |FTP[21] 5.3 KBytes {0.3%)|
OTHER 0.0 Bytes (0.0%)|
No. Upstream
HTTP [80] 84.6 KBytes {83.8%)|———————
FTP-DATA [20] 125 KBytes {(12.4%)[™

FTP [21]

3.8 KBytes (3.8%)[

OTHER

0.0 Bytes (0.0%)|

Figurel9-8 According to the downstream / upstream report of the selected TOP numbering to draw

the Protocol Distribution chart
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Chapter 17 Statistics

Statistics

WAN Statistics: The statistics of Downstream / Upstream packets and
Downstream/Upstream traffic record that pass WAN Interface

Policy Statistics: The statistics of Downstream / Upstream packets and
Downstream/Upstream traffic record that pass Policy

In this chapter, the Administrator can inquire the SMC BR21VPN for statistics of
packets and data that passes across the SMC BR21VPN. The statistics provides
the Administrator with information about network traffics and network loads.
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Define the required fields of Statistics:

Statistics Chart:
B Y-Coordinate : Network Traffic (Kbytes/Sec )
B X-Coordinate : Time ( Hour/Minute)

Source IP, Destination IP, Service, and Action:
B These fields record the original data of Policy. From the information above,
the Administrator can know which Policy is the Policy Statistics belonged to.

Time:
B To detect the statistics by minutes, hours, days, months, or years.

Bits/sec, Bytes/sec, Utilization, Total:

B The unit that used by Y-Coordinate, which the Administrator can change the

unit of the Statistics Chart here.
€ Utilization : The percentage of the traffic of the Max. Bandwidth that

System Manager set in Interface function.
€ Total: To consider the accumulative total traffic during a unit time as
Y-Coordinate
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WAN Statistics

STEP 1 . Enter WAN in Statistics function, it will display all the statistics of
Downstream/Upstream packets and Downstream/Upstream record
that pass WAN Interface. (Figure20-1)

| Tirme
VAN 1 Minute Hour Dav Week Morth Year |
AN 2 Minute Hour Day Viesk Morth Yesr i
AlVWAN Interface Minute Hour Day Wesk Marth Year |

Figure20-1 WAN Statistics function

B Time: To detect the statistics by minutes, hours, days, months, or
years.

@WAN Statistics is the additional function of WAN Interface. When enable WAN

Interface, it will enable WAN Statistics too.

STEP 2. In the Statistics window, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics figure every minute; click Hour to check the Statistics figure
every hour; click Day to check the Statistics figure every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3. Statistics Chart (Figure20-2)

B Y-Coordinate :

B X-Coordinate :

Real-time: Down 4_9 MBits/sec

WAN1 Downstream

Network Traffic ( Kbytes/Sec)
Time (Hour/Minute )

Tp 88_.9 EBits sec

10.0 M
_ (EARPPRRRN R (O IO OO O 0 N E O O0 OESOOR OO NCOO F  O0 O RE 00 5 E RE 90 O T e O i
=2
&
8 (P o IO OO =YL O 0TSO OO 0 R GO YR O 0 1
@
=
- 2.5 M HMax:z.1M
Frog il L350
Qa0
19:44 19:54 20104 zai1d 20124 2034 20144
CHMinutel

WANL stream

YWAN1 Upstream

B Maximum stream

N Average stream

1.0 M
= .8 M
5
54
= o.5 M r
s
- .z M
Hax :0 . 037H
ao M AVE 10 J0Zan
19:44 19:54 20 104 2o:1a 2029 20 :34 20 a4
CMinute
wAaMNL =tream Bl Maximum stream m Average stream
WAN1 Receive Packets
242 .7
Max :207 .0
§ 152 .0 T T
=4
&
. A 131 .0
T o1z1.3 =4 fes
@
=
=
=
< S0.7
0.0
19:=44 19 :54 20 104 2o1g 2029 20 :34 20 1dd
CMinute>
WANL packets M Maximum packets M Average packets
WAN1 Transmit Packets
140 .0
Max 119 .0
= 105.0 o +
5
54
. L3t FE L0
T Fo.o - 4 fE
=
i
=
=
< FD.0
[epee)
19 244 19 :54 20:04 2014 20:24 20:34 2044
CHinutel

WANL packets

B Macimum packets
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Figure20-2 To Detect WAN Statistics
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Policy Statistics

STEP 1. If you had select Statistics in Policy, it will start to record the chart of
that policy in Policy Statistics. (Figure20-3)

Source | Destination | Service | Action | Time

Inside._Any Outsice_Any | AR . | Mirute
DM Z_Ary Outzice Any | AR . | Minute

Wieek Month Year
Week Month “Year

Hour
Hour

Z |

Figure20-3 Policy Statistics Function

@If you are going to use Policy Statistics function, the System Manager has to

enable the Statistics in Policy first.

STEP 2. In the Statistics WebUI, find the network you want to check and click
Minute on the right side, and then you will be able to check the
Statistics chart every minute; click Hour to check the Statistics chart
every hour; click Day to check the Statistics chart every day; click
Week to check the Statistics figure every week; click Month to check
the Statistics figure every month; click Year to check the Statistics
figure every year.
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STEP 3 . Statistics Chart (Figure20-4)

B Y-Coordinate : Network Traffic ( Kbytes/Sec )
B X-Coordinate : Time ( Hour/Minute/Day )

Service : ANY
Action : PERMIT

Inside_Any to Qutside_Any

Real-time:- Down 3_4 WBitsfsec Up 63.0 EBits/sec

Downstream
2.4 N
Ma 2 1M
£3 1.8M T
=1
=
[=3
(5]
Li
ol
] 1.2 01 =g Avgil.3M
o
i
e
E
0.6 M
a0 H H ¢ - H H H i | H 5 H & H i
1941 19:51 O 2011 20:21 20:3 20541
CMinutel
Traffic stream W Maximum strean W fverage shream
Upstream
43.9 K
Ma 137 .5k
- JjZ.a K T
=
=
Q
o
L
L2}
o 2.7 K T R AWZ 220k
L
)
5
:
10.9 K T
P el S (G B B L DR B I B L S Bl B
19:41 19:51 atH 2011 2021 20031 2041
CHinute)
Traffic stream M Maximum strean W Average stream

Figure20-4 To Detect Policy Statistics
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Chapter 18 Status

Status

The users can know the connection status in Status. For example: LAN IP, WAN
IP, Subnet Netmask, Default Gateway, DNS Server Connection, and its IP...etc.

Interface: Display all of the current Interface status of the SMC BR21VPN
Authentication: The Authentication information of SMC BR21VPN
ARP Table: Record all the ARP that connect to the SMC BR21VPN

DHCP Clients: Display the table of DHCP clients that are connected to the
SMC BR21VPN.
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Interface

STEP 1 . Enter Interface in Status function; it will list the setting for each
Interface: (Figure21-1)

B PPPoE Con. Time: The last time of the SMC BR21VPN to be
enabled

B MAC Address: The MAC Address of the Interface

B |P Address/ Netmask: The IP Address and its Netmask of the
Interface

B Rx Pkts, Err. Pkts: To display the received packets and error
packets of the Interface

B Tx Pkts, Err. Pkts: To display the sending packets and error
packets of the Interface

B Ping, WebUI: To display whether the users can Ping to the SMC
BR21VPN from the Interface or not; or enter its WebUI

B Forwarding Mode: The connection mode of the Interface

Connection Status: To display the connection status of WAN

B DnS/ UpS Kbps: To display the Maximum
DownStream/UpStream Bandwidth of that WAN (set from
Interface)

B DnStream Alloca.: The distribution percentage of DownStream
according to WAN traffic

B UpStream Alloca.: The distribution percentage of UpStream
according to WAN traffic

B Default Gateway: To display the Gateway of WAN

DNS1: The DNS1 Server Address provided by ISP

B DNS2: The DNS2 Server Address provided by ISP
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Forwarding Mode NAT Static IP Static IP Transparent
WAN Connection - @ s}
Max. Downstream / Upstream S 512 /512 Kbps 50000 / 50000 Kbps
Downstream Alloca. - 0% 100%
Upstream Alloca. 41% 98%

PPPoE Con. Time

00:e0:98:00:00:09

00:e0:98:00:00:0a

00:e0:98:00:00:0b

00:e0:98:00:00:0c

MAC Address
IP Address 192.168.159.1 61.11.11.12 211.22.22.22 0.0.0.0
Hetmask 255.2595.2595.0 255.255.255.0 255.255.255.0 0.0.0.0
Default Gateway 61.11.11.254 211.22.22.254
DHS1 168.95.1.1 168.95.1.1
DNS2 0.0.0.0 0.0.0.0
Rz Plas, Error Pkts 98471, 0 0,0 2408, 0 0,0
Tx Pkts, Error Pkis 12173, 0 13068, 0 15066, 0 15112, 0
Ping A 7 VA v
HTTP Y 7 Z Z

Figure21-1 Interface Status
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Authentication

STEP 1. Enter Authentication in Status function, it will display the record of

login status: (Figure21-2)
B |P Address: The authentication user IP
B Auth-User Name: The account of the auth-user to login
B Login Time: The login time of the user (Year/Month/Day

Hour/Minute/Second)

IP Address Authentication-User Name Login Time
192.168.179.30 josh 200311 0:18:10

Figrue21-2 Authentication Status WebUI
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ARP Table

STEP 1. Enter ARP Table in Status function; it will display a table about IP
Address, MAC Address, and the Interface information which is
connecting to the SMC BR21VPN: (Figure21-3)

B NetBIOS Name: The identified name of the network

B |P Address: The IP Address of the network

B MAC Address: The identified number of the network card
B Interface: The Interface of the computer

ARti-LRP virus zoftweare | Downlogd | Commert

TotalmaCs 1
Static . ' IP Addrecs MAC Addrese Interface | Caonfigure
[ 192.168.179.2 00C:EE 801 EG Lap : (Remove |
{ New Entry | (0K | Cancel |

Figure21-3 ARP Table WebUI
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DHCP Clients

STEP 1. In DHCP Clients of Status function, it will display the table of DHCP

Clients that are connected to the SMC BR21VPN: (Figure21-4)

B |P Address: The dynamic IP that provided by DHCP Server

B MAC Address: The IP that corresponds to the dynamic IP
B |eased Time: The valid time of the dynamic IP (Start/End)
(Year/Month/Day/Hour/Minute/Second)

IP Address MAC Address Lpasedlime
Start End
192.168.179.2 00:0¢:76:b7:97:7¢ 2003/1/1 0:9:49 2003/1/2 0:9:49
192.168.179.4 56:49.54:41:4¢ bd 2003111 0:454 2003/1/2 0:4:54

Figure21-4 DHCP Clients WebUI
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