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Chapter 1: Introduction

Product Overview

Thank you for choosing FWR-714U Wireless N Router.

FWR-714U 300Mbps Wireless N Router is an all-in-one router, ideal for home and SOHO
users to share broadband Internet connection over the wired and wireless network. With
the speed of up to 300Mbps, it can provide users with extraordinary smooth internet

surfing, internet phone calling and on-line gaming.

The multi-functional USB port supports SAMBA server and DLNA (Digital Living Network
Alliance), which makes file sharing and HD streaming become easier. Each user can enjoy
easy printing after plugging in a USB printer into this wireless router. Additionally, this

FWR-714U can keep downloading HTTP, FTP and BT files to the USB disk even when your

PC is turned off.

Moreover, you can quickly setup the security at a simple push of the WPS (WiFi Protected
Setup) button on the fashionable designed router, preventing your device from potential

internet attacks.

Front Panel
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Power LED: The Power LED lights up when the Router is powered on. When the Router
goes through its self-diagnostic mode during every boot-up, the LED flashes. When the
diagnostic is complete, the LED is continuously lit.

WLAN LED: The Wireless LED lights up when the wireless feature is enabled. It flashes when

the Router sends or receives data over the wireless network.

WPS (Wi-Fi Protected Setup) LED: If you have client devices (such as wireless adapters)
that support Wi-Fi Protected Setup, then you can use the Wi-Fi Protected Setup button to
automatically configure wireless security for your wireless network. To use Wi-Fi Protected

Setup, refer to the section of Wi-Fi Protected Setup.

USB LED: The USB LED lights up when a storage device or a USB printer has connected to

the USB port.
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Internet LED: The Internet LED lights up when there is a connection made through the

Internet port. It flashes to indicate network activity over the Internet port.

LED (1~4): These LEDs are corresponding with the LAN ports on the rear panel. The LED is
continuously lit when the Router is connected to a device through that port. It flashes to

indicate network activity over that port.

LED Status Indication
On Power is on
POWER
Off Power is off
The wireless function is enabled
On
WLAN Off The wireless function is disabled
Blinking Sending or receiving data over wireless network
On A wireless device has been successfully connected to the network by WPS
function
WPS Off WPS function is disabled
Blinking A wireless device is connecting to the network by WPS function. This process

will last in the first 2 minutes

On A storage device or printer has connected into the USB port
UsB Off No storage device or printer is plugged into the USB port
Blinking Data is transmitting
On Internet port is connected
Internet Off Internet port is unconnected
Blinking Data is transmitting
On LAN port is connected
LAN
Off LAN port is unconnected
(Port 1-4)
Blinking Data is transmitting
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Rear Panel

oL JL IL IL JF TSfRe

b tt

ON/OFF PWR LAN1-4 Internet USB WPS  RST

ON/OFF: The power on/off button.
PWR: The Power port connects to the included power adapter.

LAN (1-4): Using Ethernet cables, these Ethernet ports (4, 3, 2, 1) connect the Router to

computers and other Ethernet network devices on your wired network.

Internet: Using an Ethernet cable (also called a network or Internet cable), the Internet port
connects the Router to your Internet connection, which is typically a cable or Digital

Subscriber Line (DSL) modem.

Chapter 1: Introductio



300Mbps Wireless N NAS Rout

www.phicomm.com
USB: Plug a storage device or a USB printer into this port.
WPS: Press the button and the WPS LED in front panel flashing, WPS function is enabled.

RST: Long press and hold the button for 8 seconds, the Router will restore to its factory
default settings.
Main Features

«  Wireless N speed up to 300Mbps, further wireless coverage, more stable performance
«  MIMO technology greatly increases the wireless range, sensitivity and stability

« File sharing, USB printing and High -definition video streaming via Multi-functional

USB port
«  Supports SAMBA and DLNA, stream videos, photos and music to your HDTV
«  Supports offline download, 24 hours downloading even PC is turned off

e Supports IP Bandwidth Control, helps you to control the reasonable allocation of

bandwidth to achieve optimum utilization, ensuring reliable Internet connection
«  Quick wireless security setup by simply pressing the WPS button
« WDS wireless bridge provides seamless bridging to expand your wireless network

e Built-in firewall featured with IP, MAC, URL filtering and ARP attack prevention to

protect your PC

Chapter 1: Introductio
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Chapter 2: Installation

Physical Connection

Power Adapter (( (

Intéf%et
Note:
« Actual product may be different as the picture, but the installation will be the same.

« Please use the included power adapter. Use of a different power adapter could cause

damage and void the warranty for this product.
« Please ensure the Power, WLAN, LAN and Internet lights are ON when the installation

finished successfully.
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Configure the Computer’s IP Address

After connecting your PC to the router, please configure your PC's IP address.

For Windows XP/2000

1) Click Start > Control Panel.

Internet ’_} My Documents
Inkernet Explarer -

; b My Recent Documents
E-mail

Outlack E '
utlook Express ﬂ My Pictures

-» -
Y Klay :J My Music

g‘ My Computer

=
g My Metwork Places

MNotepad

LEg OB

= HyperTerminal

E.— Contral Panel

Adobe Acrobat 8

fessional Set Program Access and
Professiona Defaults

= | Printers and Faxes
ey Shortout ko SecureCRT |
&= |

a0 3

[ :i P | persnap-DX 5 9) Help and Suppart

p Search

all Programs D 7= Run...

2) Select and double click Network Connections.

Chapter 2: Installation



PHICOMM

ﬂ/ww.phicomm.com

B Control Panel

File Edit Wiew Favorites Tools

Help

eBack - IO L@ pSearch [E:‘ Folders v

300Mbps Wireless N NAS

Address E} Control Panel

E"‘ Control Panel kS

E} Switch to Categary Wiew

See Also

‘ ‘Windows Lipdate
@) Help and Support

¢ =

Accessibility  Add Hardware

Options

ILS_{y
Fants

Folder Options

Add or
Remay..,

Game

Controllers

L <

MNebwark Setup MVIDIA niiew
wizard Desktop M...

e 3

Regional and  Scanners and
Language ... Cameras

& 8

Taskbar and  User dccounts
Start Menu

Scheduled
Tasks

&

Windows
Firewall

Administrative
Todls

Internet
Options

Eﬁv

Phone and  Power Options

Modemm ...

v 9

Security
Center

Wireless
Metwark Set,.

Aukamatic
Updates

P =

Kevboard

Sounds and
Audio Devices

Date and Time

9‘%:

Maouse

Display

Realtek HD
Sound Eff...

F 9

Speech System

Prinkers and
Faxes

3) Right click Local Area Connection and then select Properties.

" Network Connections

File Edit View Favorites Tools

Advanced  Help

eBack - I'\D L@ pSearch [{2‘ Folders v

Address % Metwork Connections

|
Network Tasks

Create a new

conneckion

Q Sek up a home or small
office netwark

@ Change Windows
Firewall settings

ﬁ Disable this network
device

% Repair this connection

Iﬂ Renarne this connection

& Wiew status of this
conneckion

Change settings of this
conneckion

Other Places

E’ Control Panel

& My Hetwork Flaces
My Documents

a [y Computer

Details

Local Area Connection b

4) Select Internet Protocol (TCP/IP) and click Properties.

LAN or High-Speed Internet

Disable
Status
Repair

Bridge Connections

Create Shorkcuk
Delete
Rename

Prope
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cal Area Connection Properties

General | Advanced |

Connect using:
‘ BB Realtek PCls FE Family Contraller ‘

Thig connection uges the following kems

S AEGIS Pratocal [IEEE B02.1%] +3.7.5.0 »~

T RTLE185 Masgs Production Protocol Program

i | nternet Protocol [TCRAP) 4
-

< | &

Uninztall

Description

Transmission Contral Pratocol/internet Pratocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Show icon in notification area when connected
Motify me when this connection hag limited or no connectivity

QK ] [ Cancel
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5) Select Obtain an IP address automatically and Obtain DNS server address

automatically. Then click OK.

For Windows Vista/7

Internet Protocol (TCP/IP) Properties

General | Altemate Configuration|

YYou can get P settings assigned automatically if wour network, supports
thiz capability. Otherwise, you need to ask vour network. administrator for
the appropriate |F settings.

(%) Obtain an IP address automatically
() Use the fallowing IP address:

(%) Obtain DNS server address automatically

[refault gateway:

() Use the following DNS server addresses:

]
]

Prefered DS server:

Alternate DMNS server:

L Ok J[ Cancel ]

1) Click Start>Control Panel.

\I:i’ Getting Started
9 Windows Media Center product

Documents
Calculator

Pictures
Sticky Motes

Music
Snipping Tool
] Games
(@) Paint
) Computer

Rermnote Desktop Connection

@lll Magnifier

l(‘ Solitaire

éj Windows Fax and Scan

» Al Programs

Control Panel *

Default Programs

Help and Support

Search programs and files
prog

o

Devices and Prir
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2) Click Network and Internet.

3 » Control Panel » |Search Control Panet

Adjust your computer's settings View by: Category

il  System and Security
. Review your computer's status
Back up your computer

Find and fix problems
Change the theme

 Network and Internget
ﬁi View network status and s Change desktop background

“&2, Choose homegroup and { Network and Internet Adjust screen resolution
Check network status and change
{ Hardware and Sour| settings, set preferences forsharing | Clock, Language, and Region

User Accounts and Family Safety
B Add or remove user accounts
@ Set up parental contrels for any user

Appearance and Personalization

§ &

e " View devices and printers files and computers, configure Change keyboards or other input methods
Add a device Internet display and connection, and Change display language
more.
- Programs Ease of Access
h Uninstall a program | Let Windows suggest settings

Optimize visual display

3) Click Network and Sharing Center.

[ o= |

{o¥lesi| & » Control Panel » Network and Intemet » = Search Control Panel

Control Panel Home e
A
System and Security -*-m View network status and tas| etwork computers and devices

Metwork and Sharing Center
Check network status, change
HomeGroup network settings and set preferences
Choose homegroup and sh for sharing files and printers,

Add a wireless device to the|
* Network and Internet

Hardware and Sound

Programs
Internet Options
Change your homepage

User Accounts and Family
Safety

Appearance and
Personalization

Manage browser add-ons | Delete browsing history and cookies

Clock, Language, and Region

Ease of Access
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4) Go to Change Adapter Settings (win7)/Manage Network Connections (Vista).

K5 Jel it » ContralPanel » Netwarkand Internet » Netwark and Sharing Center = Search Control Panel o

Control Panel Home . . B . . @
View your basic network information and set up connections
Change adagter;settlngs &*" ,E 0 See full map
Ch s} h
rirAR PRODUCT-PC Network Internet
(This computer)
View your active networks Connect or disconnect
Network Access type: Internet
Public network Connections: I Local Area Connection
Change your networking settings
ﬁ. Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
"5. Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
“ Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
@ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
Seealso
HomeGroup
Internet Options
Windows Firewall

Organize v Disable this network device Diagnose this connection Rename this connection View status of this connection » g‘,

"~ | Local Area Connection ‘
&g Network
27 RealtekPClerf @ Distble

Status

Diagnose
@' Bridge Connections

Create Shortcut
Delete

@' Rename
) Properties r
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6) Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

- = ™y
[ Local Area Connection Properties u

Networking

Connect using:
‘ ¥ Reattek PCle FE Family Controller |

This connection uses the following tems:

T8 Client for Microsoft Networks

381 (305 Packet Scheduler

.Q File and Printer Sharing for Microsoft Networles

i |ntemet Protocol Version & (TCP/IPvE)

P8 Intemiet Pratocol Version 4 (TCP/1Pwd)

i Link-Layer Topology Discovery Mapper 1/0 Driver
i Link-Layer Topology Discovery Responder

RRREEE

Description

Transmission Control Protocol /Intemet Protocal. The defautt
wide area network protocol that provides communication
across diverse interconnected networks.

[ ok || cancel |

7) Select Obtain an IP address automatically and Obtain DNS server address

automatically. Then click OK.

" ™y
Internet Protocel Version 4 (TCP/IPvd) Properties m

General | Alternate Configuration

You can get IP settings assigned automatically if your netwark supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
() Use the following IP address:
IP address:

Subniet mask:

Default gateway:

(@ Obtain DNS server address automatically
() Use the following DNS server addresses:

Preferred DRI server:

Alternate DMS server:

Validate settings upon exit
[ ,\‘J [ cancel |
| Loy
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Setup Wizard

After successful installation, you can go ahead with connecting to the internet, the

operations are as follow:

1) Open your web browser, in the address bar, type in 192.168.0.1

¥indows Internet Ezplorer

&) 192.165.0. 1| v|[>][x]

2) You are prompt to enter the Username/Password (preset as admin/admin) which you can

found on the label at the bottom of your router, and then click Login.

_PHICOMM ___ ~ow

Username: [admin |

Password: |sssss |

] Remember my password

[ Login | | Cancel |

3) After successful login, you can see the web management page of the router comes up,

please go to Setup Wizard on the left side menu, Click Next.

Setup Wizard

This Setup YWizard can help you configure the basic network parameters to access the Internet,
To continue, click "Mext". Otherwise, click "Exit".

Chapter 2: Installation
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4) Please choose your WAN connection type, there are five options available: Static IP,

DHCP, PPPoE, L2TP and PPTP.

Setup Wizard

WAN Connection Type: | DHCR  »
DHCP Mode Static 1
Haost Marne | PFFoE
TR
FPTF
Back | | Mlet | | Cancel |

a. Select Static IP if your ISP gives you the Static IP Address, Subnet Mask, Default
Gateway and DNS Server Address, type in those information and then click Next.

Setup Wizard

RFunning Status
WAN Connection Type: | |Static I V|
Static IP
IP Address L0 100 ]
Subnet Wask |:| I:I |:| I:I
Default Gateway |:| I:I |:| I:I
Frirnary ONES Server l:l I:l l:l l:l
Secondary DNS Server |:| I:I |:| I:I (Optional)

| Back | | Next\rﬂ | Cancel|

b. Select DHCP if your ISP does not gives you any IP numbers to use. This option is
commonly used for cable modem services. Router will obtain IP address information

automatically. In this case, no need to input anything but click Next.

Chapter 2: Installation
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Setup Wizard

» Running Status

WAN Connection Type: | |DHCF' hd
DHCP Mode

Host Marne | |

Back | | et | Cancel |

Chapter 2: Installation
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c. PPPoE is typically used for DSL services. Select PPPoE and type in the Username and

Password provided by your ISP, and then click Next.

Setup Wizard

WAN Connection Type:

| |[PPPeE v

PPFoE Mode

Username

Password

Werify Password

Back | | Next’&f,)l Cancel |

d. Select L2TP if your ISP provides L2TP connection, and then click Next.

Setup Wizard

WAN Connection Type: | ’m

L2TP MODE

Username | |
Password | |
Server IP Address/Damain MName l:l I:l l:l I:I

Back | | Iesxt | | Cancel |

Setup Wizard

WAN Connection Type: | ,PPTP—vl

PPTP MODE

Username | |
Passzword | |
Serer IP Address/Domain Mame l:l l:l l:l l:l

Back | | Next{5| Cancel |

Chapter 2: Installation
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5) In this page, the SSID is the name of your wireless network, you can give it a different
name. For the Wireless Mode, you can leave it as 11 b/g/n mixed mode, as for the

Wireless Security, we recommend you to choose WPA-Personal/WPA2-Personal, and

then set up a password, click Next.

Running Status

Setup Wizard

» Setup Wizard
Network Settings SSID |Phicomm_3352CC |
Wireless Settings Wireless Mode | 11b/g/n mixed mode v|
DHCP Server Wireless Security Options
NAT O Disable wireless security
et b Opioms ® WPA-PersonalWPA2-Personal
|98T65432 | (8-63 ASCIl characters or 8-64 hexadecimal characters)

Access Control - . .
O Do not modify wireless security settings

Routing Settings

IP Bandwidth Control

Storage

6) Click Finish, then you can check the internet is working or not.

Setup Wizard

Running

Congratulations! You have successfully completed the basic network settings, you can access the internet now.
Click "Finish" to close the wizard.

Chapter 2: Installation
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Chapter 3: Router Configuration

You can see there are thirteen main menus on the left side of the router's web management

page. On the right side, you can see a small HELP button, there are the corresponding

explanations and instructions. The Running Status page shows the current status of the

Router.

* Running Status

Setup Wizard

MNetwork Settings
Wireless Settings
DHCP Server
NAT

Security Options
Access Control

Routing Settings

IP Bandwidth Control

Storage

Running Status

Router Information

Hardware Version

1.0

Firmware WVersion:

1.0

Running Time

26 mins, 36 secs

WAN

WAN Connection Type

DHCP

IP Address

Subnet Mask

Default Gateway

DNS Server
System Tools MAC Addrass 00:0C:43:33:52:CC
Logout LAN
IP Address 192.168.0.1
Subnet Mask 2552552550
MAC Address 00:0C:43:33:52:CC
Wireless
Wireless Enabling Status Enabled
Wireless Network Name (SSID) Phicomm_3352CC
Channel 6
Wireless Connection Type 11bfgin
MAC Address 00:0C:43:33:52:CC
VAN Interface Traffic Statistics
Received/Transmitted Bytes 0/96228

Packets

0

Network Settings

The Network Settings section helps you to configure the Router to access the Internet.

There are four submenus under the wireless menu: WAN, LAN, MAC Address Clone and

Dynamic DNS. Click any of them, you will be able to configure the corresponding function.

Chapter 3: Router Configuration
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* Network Settings

WAN
LAMN

MAC Address Clone

Dynamic DNS

Chapter 3: Router Configuration
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* Running Status
» Setup Wizard WAN
v Network Settings WAN Connection Type Dynamic IP (DHCP) »

WAN IP Address Static IP

LAN Subnet Mask PPFoE

L2TP

MAC Address Clone Default Gateway PPTP

Dynamic DNS MTU Size (byte) 1500 |[Defau|t: 1500. Do not modify it unless it is necessary )
» Wireless Settings [J Manually configure the DNS Server
» DHCP Server FoaEyy RIS S I:I I:I l:l I:I
T 1L 11 omon

» Security Options

Sa C |
» Access Control

WAN Connection Type: To make sure the connection type your ISP provides, please refer
to the ISP for more information.
Dynamic IP (DHCP): Connections use dynamic IP address assignment, it means your ISP is

running a DHCP server.

Static IP: Connections use static IP address assignment, it means your ISP provides a static

or fixed IP Address, Subnet Mask, Gateway and DNS setting.
PPPoE: Connections requires username and password.
L2TP: Layer 2 Tunneling Protocol (L2TP) is a service applies to connections in Israel only.

PPTP: Point-to-Point Tunneling Protocol (PPTP) is a service applies to connections in Europe
only.
Select the connection type according to the information provided by your Internet Service

Provider (ISP), and fill in the information accordingly.

MTU Size (in bytes): The default MTU (Maximum Transmission Unit) value is 1500 Bytes.
Sometimes you need to modify the MTU required by your ISP.

Manually configure the DNS server: Check this option if your ISP gives you one or two

Chapter 3: Router Configuration
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DNS IP addresses. Otherwise, leave it unchecked, the DNS servers will be assigned from ISP
dynamically.

Primary DNS Server: Enter the DNS IP address in dotted-decimal notation provided by
your ISP.

Secondary DNS Server: Enter another DNS IP address in dotted-decimal notation provided

by your ISP.

Note: If you get Address not found error when you access a website, it is likely that your
DNS servers are set up improperly. You should contact your ISP for correct DNS server
addresses.

LAN

* Running Status

LAN

» Setup Wizard

¥ Network Settings MAC Address 00:0C:43:33:52:CC

WAN P Address 192 | [168 [0 |[1 ]

LAN Subnet Mask 2052052550 v

MAC Address Clone

Dynamic DHS

MAC Address: The physical address of the router.

IP Address: The LAN IP Address of the router.

Subnet Mask: The Subnet Mask associated with the LAN IP Address.

Note: If you changed the LAN IP Address of the router, please log in this web management

page by entering the new IP address.

Chapter 3: Router Configuration
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MAC Address Clone

» Running Status

MAC Address Clone

» Setup Wizard

* Network Settings Enabled [Enabled |

WAN MAC Address I:H:H:H:H:H:“ Clone My PC's .t'ﬁm:ldress‘mI
\ S

LAN Note: This function applies to computers in the LAN only.

MAC Address Clone

Dynamic DNS

Some ISPs require you to register the MAC Address of your computer. Choose Enabled,

and then click Clone My PC’s MAC Address, then click Save.

Dynamic DNS

» Running Status

» Setup Wizard Dynamic DNS
~ Network Settings Dynamic DNS semice website Disabled v
A AN U
WL sefname Dyndns.org
LAN Password freedns._afraid.org
- - www.zoneedit.com
MAC Address Clone Dynamic DNS senvice address WWW_NO-ip.com

Dynamic DNS

» Wireless Settings [ Sawe | [ Cancel ]

Dynamic DNS lets you assign a fixed host and domain name to a dynamic Internet IP
address. If you want to use this feature, please register for this service with DDNS service
providers such as www.no-ip.com first.

If you have registered with a DDNS service provider, select the website of your service
provider, then enter the Username, Password and Dynamic DNS service address for
your DDNS account.

Wireless Settings

There are seven submenus under the wireless menu: Wireless Basic Settings, Wireless
Security Settings, Wireless MAC Address Filter, Advanced Wireless Settings, Wireless
Clients List, WPS Settings and WDS Settings. Click any of them, you will be able to

configure the corresponding function.
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* Wireless Settings

Wireless Basic Settings
Wireless S

Wireless MAC Address Filter
Advanced Wireless Settings
Wireless Clients List

WPS Settings

WDS Settings

=

Wireless Basic Settings

» Running Status
Wireless Basic Settings

» Setup Wizard

» Network Settings Wireless Network

* Wireless Settings Wireless Status ®Enabled (O Disabled
Wireless Basic Settings SsiD Phicomm_3352CC | [lsolated
Wireless Security Settings Wireless Mode 11b/g/n mixed made V|
Wireless MAC Address Filter [tkiaiiia 6 + [ Best Channel |
Advanced Wireless Settings SSID Broadeast @©Enabled O Disabled
Wireless Clients List BoSh) 00:0C-43:33:52:CC
. Channel Bandwidth O20MHz @ 20/40MHz
o ) Extension Channel |1U V|

* DHCP Server

| Save | | Cancel |

r NAT

Wireless Status: Choose Enable to enable the wireless function of the router, choose

Disable to disable the wireless function of the router.

SSID: Enter a value of up to 32 characters. This is the name of your wireless network, you

can give it a different name which can be easier for you to remember.

Wireless Mode: If all of the wireless devices connected with this wireless router are in the
same transmission mode (eg. 802.11b), you can choose "Only" mode (eg. 11b only). If you
have some devices which use a different transmission mode, choose the appropriate
"Mixed" mode.

Channel: The router can choose the best channel automatically in most cases. Please try to
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change the wireless channel if you notice interference problems with another nearby
access point, or the wireless performance is not as good as you expected.

SSID Broadcast: If you choose Enabled, the wireless router will broadcast its name (SSID) .

BSSID: The physical address of the router.
Channel Bandwidth: The bandwidth of the wireless channel, you can select 20MHz or

20/40MHz.

Wireless Security Settings

* Running Status
Wireless Security Settings

» Setup Wizard

» Network Settings Phicomm_3352CC
~ Wireless Settings Security Mode Disable v
Wireless Basic Settings Open
Wireless Security Settings %;IFZ'EEUTO
Wireless MAC Address Filter WPA-Personal
‘ . WPAZ-Personal
Advanced Wireless Settings WPA-Personal WPA2-Personal

Wireless Clients List

NPS Settings

You can configure the security of your wireless network in this page. There are six wireless
security modes supported by this router: Open, Shared, WEPAUTO, WPA-Personal,

WPAZ2-Personal, and WPA- Personal / WPA2-Personal.

Security Mode: You can choose Disable, Open, Shared, WEPAUTO, WPA-Personal,

WPAZ2-Personal, WPA- Personal/ WPA2-Personal.
Mode 1: Security Mode > Disable

If you do not want to use wireless security, highlight on this option. That means other
people can connect to your wireless network without entering any password, so it may slow
down your internet speed, it's recommended strongly to choose one of the following

modes to enable security.
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* Running Status
Wireless Security Settings

» Setup Wizard

» Network Settings Phicomm_3352CC

* Wireless Settings Security Mode | |Disable o~

Wireless Basic Settings

Wireless Security Settings | sae | [ Cancel |

Mode 2: Security Mode > Open/Shared/ WEPAUTO
Open System: Select 802.11 Open System authentications.

Shared Key: Select 802.11 Shared Key authentications.

WEPAUTO: Select Shared Key or Open System authentication type automatically based on
the wireless station's capability and request.

You can select ASCII or Hex format. ASCII Format stands for any combination of keyboard
characters in the specified length. Hex format stands for any combination of hexadecimal
digits (0-9, a-f, A-F) in the specified length.

You can enter 10 hexadecimal digits (any combination of 0-9, a-f, A-F, and null key is not
permitted) or 5 ASCII characters. Or enter 26 hexadecimal digits (any combination of 0-9,
a-f, A-F, and null key is not permitted) or 13 ASCII characters. Or enter 32 hexadecimal digits
(any combination of 0-9, a-f, A-F, and null key is not permitted) or 16 ASCII characters.

* Running Status
Wireless Security Settings

» Setup Wizard

» Network Settings Phicomm_3352CC
~ Wireless Settings Security Mode | [wepauTo v
Wireless Basic Settings WEP
Wireless Security Settings Default Key Key 1
wireless MAC Address Filter [bbiniiatlie | | Hex v
WEP Key 2: | | ASCI|
WEP Key 3: | |[Hex v
WEP Key 4: | || Hex V|
| Save | | Cancel |

» DHCP Server

Mode 3: Security Mode > WPA-Personal, WPA2-Personal, WPA- Personal/

WPA2-Personal
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You can select one of following versions:

WPA-Personal: Pre-shared key of WPA.

WPA2-Personal: Pre-shared key of WPA2.

WPA- Personal/ WPA2-Personal: Select WPA-Personal or WPA2-Personal automatically

based on the wireless station's capability and request.

Encryption: You can select TKIP, AES or TKIP+AES.

Password: The password should be between 8 and 63 characters.

* Running Status
Wireless Security Settings

» Setup Wizard

» Network Settings Phicomm_3352CC
- Wireless Settings Security Made | [WPA-Personal/WPA2-Personal v
Wireless Basic Settings WPA-Personal/WPA2 Personal
WPA Encryption OTKIF OAES @ TKIP+AES

Wireless Security Settings.

Wireless MAC Address Filter Password 12345678

Advanced Wireless Settings I ETEnL LT 3600 seconds

Wireless Clients List
WPS Settings

WDS Settings

Wireless MAC Address Filter

* Running Status

- . Wireless MAC Address Filter
» Setup Wizard

» Network Settings MAC Address List
v Wireless Settings M. | MAC Address Access Policy | Edit | Delete
Wireless Basic Settings
Wireless MAC Address Filter
Access Policy
Advanced Wireless Settings
: I Palicy Disable |+
Wireless Clients List
Add MAC : |» : |» Search MAC Address
WPS Settings Allow EI
The maximum rule number is 10 Reject
ttings
» DHCP Server

> NAT

You can allow/deny the computers connecting to the router wirelessly by entering the MAC

address with this feature.
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If you only want MAC address (00:0A:EB:00:07:5F) to access the Wireless Network while

others cannot:

1. Click Add button.

2. Choose Allow for the security policy.

3. Fill MAC address 00:0A:EB:00:07:5F in and click Save.

If you want MAC address (00:0A:EB:00:07:5F) cannot access the Wireless Network while

others can:

1. Click Add button.

2. Choose Reject for the security policy.

3. Filling MAC address 00:0A:EB:00:07:5F in and click Save.

Advanced Wireless Settings

» Running Status
» Setup Wizard

» Network Settings

* Wireless Settings

Wireless Basic Settings
Wireless S ttings
Wireless MAC Address Filter
Advanced wireless Settings

Wireless Clients List

-
NAT

Security Options
Access Control
Routing Settings

IP Bandwidth Control
Storage

System Tools

Logout

Advanced Wireless Settings

Advanced Wireless parameters

BG Protection Mode

|Aut0 V|

Beacon Interval

100 ms (Range 20 - 939, Default 100)

DTIM (Delivery Traffic Indication
Message)

ms (Range 1 - 255, Default 1)

Fragment Threshold

2346 (Range 256 - 2346, Default 2346)

RTS Threshald 2347 (Range 1- 2347, Default 2347)
TX Power 100 (Range 1 - 100, Default 100)

Short Preamble

() Enabled (& Disabled

Pkt_Aggregate

@ Enabled () Disabled

WHMM Bandwidth Management

WM CEpEb|E @Enabled Disabled
APSD Capability OEI"IEb|Ed @Disabled
oLs Capable OEI"IEbhEd @DiSENEd

WMM Parameters

| WM Configuration

Multicast-to-Unicast Converter

Multicast-to-Unicast

| ()Enabled () Disabled

| Save | |Cancel|

This section is to configure the advanced wireless setting of the Router, if you are not

familiar with the setting items in this page, it's strongly recommended to keep the provided
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default values, otherwise it may result in lower wireless network performance.
BG protection Mode: Auto by default. You can select On or Off.

Beacon Interval: The interval for sending packets of the Beacon frame. Its value range is
20-1000 in unit of ms. The default is 100.

DTIM Interval: It indicates the interval of the delivery traffic indication message (DTIM).
The value range is between 1 and 255 milliseconds. The default value is 1.

Fragment Threshold: Set the fragmentation threshold. Packets larger than the size set in
this field will be fragmented. Too many data packets will lower the Wireless Network
performance. The Fragment Threshold value should not be set too low. The default value is
2346.

RTS Threshold: Set the RTS (Request to send threshold.) threshold. When the packet size
is larger than the preset RTS size, the wireless router will send a RTS to the destination

station to start a negotiation. The default value is 2347.

TX Power: You can set the output power of wireless radio. Unless you are using this
wireless router in a really big space, you may not have to set output power to 100%. This
will enhance security (malicious/unknown users in distance will not be able to reach your
wireless router).

Enable WMM: If you select it, the router will process the packets with the priority first. You

are recommended to select this option.

APSD Capability: It is used for auto power-saved service. It is Disabled by default.
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Wireless Clients List

» Running Status

» Setup Wizard

~ Wireless Settings

Wireless Basic Sett

Wireless Clients List

Wireless Clients List

300Mbps Wireless N NAS Rout

Wireless Devices

MAC

Address Aid PSM

MimoP5 MCS BwW SGl STBC

Click Refresh button to check the wireless clients.

WPS Settings

Running Status

Setup Wizard

Wireless Settings

Wireless Basic Setting

Advanced Wireless Settings
Wireless Clients List

WPS Settings

WDS Settings

DHCP Server

NAT

Security Options
Access Control
Routing Settings

IP Bandwidth Control

Logout

Wi-Fi Protected Setup (WPS)

WPS Settings Configuration

WPS settings: |

[Enabled v

WPS settings list

WPS Current Status:

Idle

The Configured WPS:

No

WPS SSID:

Phicomm_3352CC

WPS authentication mode:

Open

WPS encryption type:

MNone

The Default Key Index of WPS:

1

WPS Key(ASCH)

PIM (Personal identification

number):

70507393 Generate Pin | | Restore Pin

00B

WP5 mode settings

WPS mode:

®PIN OPBC

Personal identification number (PIN)

[ ]

WPS setting status

WSCtldle

The WPS function can help you add a new device to the network quickly. If the client device

supports Wi-Fi Protected Setup and is equipped with a WPS button, you can add it to the

network by pressing the WPS button on the device and then press the button on the router
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within two minutes. The status LED on the router will light green for five minutes if the
device has been successfully added to the network; If your client asks for the Router’s PIN
number, enter the router’s PIN number into your client device; If your client device has a

WIFI Protected Setup PIN number, enter that number in the PIN box.

WPS (Wi-Fi Protected Setting): Easy and quick to establish the connection between
wireless network client and the router through encrypted contents. The users only enter the
PIN code to configure without selecting encryption method and entering secret keys by
manual.

WPS Mode: Supports two ways to configure WPS settings: PBC (Push-Button Configuration)
and PIN code.

PBC: Select the PBC button or press the WPS button on the panel of the Router. (Press WPS
button and WPS LED will blink, which means the WPS function is enabled. During the
blinking time, press the WPS button on another network device, WPS LED light will become
solid when the connection succeeds.)

PIN: If this option is enabled, you need to enter a wireless clients PIN code in the blank and

keep the same code in the client.

WDS Settings

* Running Status

Wireless Distribution System (WDS)

» Setup Wizard

» Network Settings Basic WDS Settings

WDS Mode | Disabled v

Disabled

Bridge Mode
[ Save | [ Cancel | Repeater Mode

NPS Settings

WDS Settings
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The WDS function can help you extend the wireless range, it supports Bridge Mode and

Repeater Mode.

Running Status

Setup Wizard

Wireless Distribution System (WDS)

Basic WDS Settings

Wireless Settings WDS Mode Bridge Mode v
Wireless Basic Settings Entity Model ceK vl
Wireless Sec WDS 1
Wireless MAC Address Filter [k et | NONE ¥
Advanced Wireless Settings FEETL | |
lients List Wireless Access Node MAC I:H:H:H:H:H:I
WPS Settings Address
o wns 2
WDS Settings.
- Security Mode [NONE |
DHCP Server
e Password | |
A
Wireless Access Node MAC DI:I_I:I_I:I_I:I_I:I
Security Options
Address
Access Control WS 3
Routing Settings Security Mode |NONE v|
IP Bandwidth Control Dreero | |
Storage Wireless Access Node MAC I:H:H:H:H:H:I
System Tools Address
Logout WDS 4
Security Mode MNOME b
Password | |
Wireless Access Node MAC I:H:H:H:H:H:I
Address

| Save | |Cancel|

Bridge Mode: You can wirelessly connect two or more wired networks via this mode. In this
mode, you need to add the wireless MAC address of the connecting device into the Routers
AP MAC address table or select one from the scanning table. At the same time, the

connecting device should be in Lazy, Repeater or Bridge mode.

Repeater Mode: You can select the mode to extend the distance between the two WLAN
devices. Functioning as a WDS repeater, connects to both a client card as an AP and to
another AP. In typical repeater applications, APs connecting to other APs equipped with
WDS functionality must also support WDS. In this mode, you need to add the MAC address

of the connecting device into the Routers AP MAC address table and the connecting client
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Security Mode: You can select WEP 64bits mode, WEP 128bits mode, WPA-PSK (TKIP)

mode, WPA2-PSK (AES) mode.

Password: Enter the password, the format is decided by the encryption method you

selected.

Wireless Access Node MAC Address: Input the MAC address of the other wireless router.

Note: Two wireless routers must use the same channel, encryption type and encryption key.

DHCP Server
There are three submenus under the DHCP menu: DHCP, DHCP Clients List and Address

Reservation. Click any of them, and you will be able to configure the corresponding

function.
* DHCP Server
DHCP
DHCP Clients List
Address Reservation
DHCP

* Running Status

DHCP

» Setup Wizard

(@ Enabled () Disabled

» Network Settings DHCP Server

» Wireless Settings Start IP Address m m EI m

« DHCP Server End IP Address 192 ] [168 [ [0 |
DHCP Lease Time 86400 sec (The default value is 864 00)
DHCP Clients List Default Gateway 192 | [168 [0 |
Address Reservation Primary DNS Server EI (Optional)

» NAT Secondary DMS Server I:I I:I I:I I:I(optional}

» Security Options

» Access Control

Corea

If you enable DHCP server of the router, the DHCP server automatically configures the

TCP/IP protocol for each computer in the LAN.
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DHCP Server: If you disable the server, please make sure you have another DHCP server in
your network.

Start IP Address: The first address in the IP Address pool.

End IP Address: The last address in the IP Address pool.

Lease Time: It is the time interval that server will change to use another DHCP address.

Default Gateway: (Optional) Suggest to input the IP Address of the LAN port of the Router.
Primary DNS Server: (Optional) Input the DNS IP address provided by your ISP. Or consult
your ISP.

Secondary DNS Server: (Optional) You can input the IP Address of another DNS server if
your ISP provides two DNS servers.

Note: To use the DHCP server function of the router, please configure all computers in the
LAN as Obtain an IP Address automatically mode. This function will take effect after the

router rebooted.

DHCP Clients list

* Running Status

DHCP Clients List

» Setup Wizard

» Metwork Settings Devices

» Wireless Settings Host Name | MAC Address IP Address Lease Time

~ DHCP Server

DHCP Clients List

Here you can see the information of DHCP Clients.

Refresh: Click Refresh button to refresh the DHCP clients list.
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Address Reservation

* Running Status

e Address Reservation

» Network Settings NO. | 1P Address MAC Address |Edt | Delete
» Wireless Settings
~ DHCP Server

DHCP

e Set rules

JHCP Clients List

IP Add

Address Reservation e |:| |:| |:| |:|

> NAT MAC Address I:I- l:|- l:|- l:|- l:|- l:l [ Search MAC Address |

Max rule number 10.

» Security Options

» Access Control

When you specify a reserved IP address for a PC in the LAN, that PC will always receive the
same IP address each time when it accesses the DHCP server. Reserved IP addresses could
be assigned to servers that require permanent IP settings.

IP Address: The IP address that the Router reserved.

MAC Address: The MAC Address of the PC that you want to reserve for an IP address.
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NAT

There are five submenus under the NAT menu: Port Forwarding, Port Triggering, DMZ

Host, UPnP and Multicast Forwarding. Click any of them, and you will be able to

configure the corresponding function.

v NAT
Port Forwarding
Port Triggering
DMZ Host

UPnP

Multicast Forwarding

Port Forwarding

* Running Status

Setup Wizard Port Forwarding

Network Settings Port Forwarding Settings

Wireless Settinas Port Forwarding Settings | |Disabled A

DHCP Server

v NAT Cancel

Running Status

Setup Wizard Port Forwarding

Port Forwarding Settings

Port Forwarding Settings | | Enabled v
DHCP Server
NAT Cancel
Port Forwarding = = = = E——

, erver erver Port lent Port .

Port Triggering NO. Rule's Name Address e e Protocol Edit Delete
DMZ Host
Multicast Forwarding
Security Options Rule’s Name | |
Access Control Server IP Address |:| |:| |:| |:| Search IP Address

Routing Settings SR EREE | - |

IP Bandwidth Control e o Range | |- |

Protocol O TCP&UDP O TCP QO UDP

Storage

{Max rule number 10)

System Tools

Logout

Conca
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Rule’s Name: You can give this rule a name.

Server IP Address: The IP address of the server you want to open the port, it is like

192.168.0.X.

Server Port Range: The port range of the server you want to open the port.
Client Port Range: The port range of the client.

Protocol: The protocol of the server.

Note: Please assign a static IP address to the server.

Port Triggering

Running Status

Port Triggering

Setup Wizard

t rk Settings Applicati .
Network Setting: pp! ::a io e Open
Wireless Settings Mo. -~ -~ Edit Delete
DHCP Server Name Protocol ort range Protocol ort range
Start | End Start End
NAT : . > >
That have options to: | [Enabled | [Disabled] [ Reserl

Port Forwarding

Port Triggering

DMZ Host

Click Add button.
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Running Status

Port Triggering

Setup Wizard

Network Settings Applicatio e Tre

Wireless Settings Mo. ! Edit Delete

DHCP Server Name Protocol Port range Protocol Port range

Start | End Start End

— That have options to: | [Enzbled | [Dizabled] [ Reser

Port Forwarding

Port Triggering

DMZ Host

UPnP Application Name:

Multicast Forwarding ® Please select one of Applications Select One |+

Security Options O Customize Application Name: | |

Access Control

Routing Settings Start Trigger Port End Trigger Port Protocol Arange of ports A range of ports Protocol

IP Bandwidth Control | | | | |TCP v| | | | | |TCP v|

Storage | | | | Tcp o | | | | TCP 9

System Tools | | | | |TCP V| | | | | |TCP V|

Logos C 1 C J e ® |C 17 |1 | =
| | ]l | Jler ] | | |lee
| |l | e ™ ] |l | [ ™
| || | e & | | ]l | |ler ¥
| |l | e = ] I | ™

The maximum rule number is 10.

Cancel

Application Name: Describe the name of the application that being set.

Please select one of the applications: There are few common applications available such
as Dailpad, MSN gaming, PC Phone etc. the blank will be automatically filled once been

chosen.

Customize Application Name: If the application you want to add is not included, enter the

blank manually.

Start/End Trigger Port: The port for outgoing traffic. An outgoing connection using this

port will trigger this rule.

Protocol: The protocol used for Trigger Ports: TCP, UDP or TCP/UDP. If you are not clear

about which protocol was being used, TCP/UDP is recommended.

Chapter 3: Router Configuration



PHICOMM

300Mbps Wireless N NAS Rout

ﬂ/ww.phicomm.com
Open Port: The port or port range used by the remote system when it responds to the
outgoing request. A response using one of these ports will be forwarded to the PC that

triggered this rule.

Open Port Protocol: The protocol used for Incoming Ports Range, it can be TCP, UDP or
TCP/UDP. If you are not clear about which protocol was being used, TCP/UDP is

recommended.
Note:

« Before using Port Triggering, you should assign a static IP address to the designated

server, and then enter this static IP address into router as the Server IP Address.

« Please ensure the SPI Firewall was closed before setting the port triggering. You could

check the SPI Firewall settings at Security Options>Security Settings.

DMZ Host
» Running Status
» Setup Wizard DMZ Host
» Network Settings DMmZ

» Wireless Settings DMZ Status | Disable DMZ v
» DHCP Server Enabls DMZ
« NAT Enable Special DMZ

Choose Enable DMZ.

» Running Status

» Setup Wizard DMZ Host
» Network Settings DMZ
» Wireless Settings DMZ Status | Enable DMZ ~|
» DHCP Server IP Address of the DMZ Host [ 1 1 1[ ] [seachiP Address]
¥ NAT
Port Forwarding

IP Address of the DMZ Host: Enter the IP address of the computer in the LAN that you

want to set to a DMZ host in the DMZ Host IP Address field.
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Choose Enable Special DMZ.

Running Status

DMZ Host

Setup Wizard

Network Settings DMZ

wireless Settings DMZ Status | |Enable Special DMZ |

DHCP Server MAC Address of the Special DMZ Host [ Setting the Current PC's MAC Address

NAT Search MAC Addres

Port Forwarding

ol

MAC Address of the Special DMZ Host: Enter the MAC Address of the computer in the LAN

that you want to set to a DMZ host.

If you check Setting the Current PC’s MAC Address, the current PC's MAC address will

come up automatically.

Running Status

DMZ Host

Setup Wizard

Network Settings DMZ

Wireless Setting DMZ Status | |Enable Special DMZ v |

DHCP Server MAC Address of the Special DMZ Host Setting the Current PC's MAC Address

NAT Search WAC Addres

Port Forwarding
- - Save Cancel
Port Triggering

DMZ Host

Note:

« Before using DMZ Host, you should assign a static IP address to the designated server,

and then enter this static IP address into router as the Server IP Address.

e DMZ priority is higher than the Port Forwarding, if the DMZ open, all the port

forwarding rules are not effective.
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UPnP
Running Status
Setup Wizard UPnP
Network Settings UPnP Status:
Wireless Settings UPnP Status: | |Enabled W
DHCP Server

NAT

Port Forwarding

UPnP Settings List

Port Triggering Apolicati
pplication

External Port Protocol Internal Port IP Address Status
Remarks

DMZ Host ID

UPnpP

UPnNP: Click the checkbox to Enable or Disable the UPnP.
Save: Click Save button to save your setting.

Multicast Forwarding Settings

Running Status

e Multicast Forwarding Settings

Network Settings Multicast Forwarding Status:

Wireless Settings Multicast Forwarding Status: | |Disabled v|

DHCP Server

L

Port Forwarding
Group List

D Group Mac Group IP Host IP Port Status

Port Triggering |

DMZ Host

UPnp

Multicast Forwarding

Multicast Forwarding enables the router to issue IGMP host message on behalf of hosts

that the router discovered through standard IGMP interfaces.

Group Mac: The Mac Address of the Multicast Forwarding Group.
Group IP: The IP Address of the Multicast Forwarding Group.
Host IP: The IP Address of the Group members.

Port: The port number of the Multicast group.

Status: The status of the Multicast group.
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Security Options
There are four submenus under the Security Options menu: Security Settings, Advanced
Security Settings, Local Web Management and Remote Web Management. Click any of

them, and you will be able to configure the corresponding function.

¥ Security Options

Security Settings
Advanced Security Settings
Local Web Management

Remote Web Management

Security Settings

* Running Status

Security Settings

» Setup Wizard

» Network Settings SPI
» Wireless Settings SPI Firewall @Enabled O Disabled
» DHCP Server VPN
» NAT PPTP Pass-through (1 Enabled O Disabled
¥ (@ Enabled (O Disabled
s ity Options L2TP Pass-through :
. . IPSec Pass-through @ Enabled (O Disabled
Security Settings
d d ity Setti ALG
Advanced Security Settings =
Advanced Security ing — @Enabled O Disabled
Local Web Management ;
= TFTP ALG (= Enabled ) Disabled
Remote Web Management T () Enabled @) Disabled
» Access Control
* Routing Settings

» IP Bandwidth Control

SPI (Stateful Packet Inspection): When the SPI firewall is enabled, the system refuses all
requests from the Internet. Only packets that belong to connections that respond requests
from the LAN and for which status database is created can pass the firewall and access to
the LAN. By default, the SPI is enabled. To expose all hosts in the LAN to the Internet, you

can disable SPI.

VPN (Virtual Private Network): VPN provides a safe communication method among

remote computers through WAN. If a host in the LAN wants to connect to the remote VPN
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network through the router by using the VPN protocol, such as PPTP, L2TP, or IPSec, you

need to enable the corresponding VPN pass through.

ALG (Application Layer Gateway): ALG supports that some protocols at the application
layer that adopt the control/data mode, such as FTP, TFTP, and H323, help to translate
network addresses and ports at the NAT gateway. You are recommended to enable this
option. The Common Service Port drop-down list contains some common service ports.

You can select one and click Add to add the service port to the virtual server list.

Advanced Security Settings

* Running Status

Advanced Security Settings

» Setup Wizard

» Network Settings Anti DoS Attack ©Disabled O Enabled
» Wireless Settings Enable filtering ICMP-FLOOD attack
» DHCP Server ICMP-FLOOD Packet Threshold (5-3600) packets/s
» NAT Enable filtering UDP-FLOOD attack
_ = ity Options UDP-FLOQD Packet Threshold (5-3600) packets/s

S Enable filtering TCP-SYN-FLOOD attack

Security Settings

TCP-SYN-FLOOD Packet Threshold (5-3600) packets/s

Advanced Security Settings
Deny the PING packet from the WAN interface

Local web Management

Remote Web Management

» Access Control

Anti DoS Attack: Check to enable it for attack prevention.

IGMP-Flood Packet Threshold: If the number of ICMP data packets exceeds the threshold,
the defense measures act immediately.

Enable filtering UDP-FLOOD attack: Select it if you want to protect against UDP-FLOOD
attacks.

UDP-Flood Packet Threshold: If the number of UDP data packets exceeds the threshold,
the defense measures act immediately.

Enable filtering TCP-SYN-FLOOD attack: Select it if you want to protect against
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TCP-SYN-FLOOD attacks.

TCP-SYN-Attack Packet Threshold: If the number of TCP-SYN data packets exceeds the
threshold, the defense measures act immediately.

Block the PING packets from the WAN interface: If you select this option, the PC in the
WAN cannot send the PING packets to the router.

Block the PING packets from the LAN: If you select this option, the PC in the LAN cannot

send the PING packets to the WAN.

Local Web Management

* Running Status
Local Web Management

» Setup Wizard

» Network Settings (& Allow all hosts in the LAN to access the Web management page
et ¢ Settings

(O Allow only MAC address in the list to access the Web management page

» Wireless Settings

MAC Address 1 U H H | ceachvacAdmess

» DHCP Server MAC Address 2 I:H:H:H:H:H:I Soan

> NAT MAC Address 3 CHOHOH H H O B

¥ Security Options MAC Address 4 DDDDDD Sea

security Settings

advanced Securitv S i
Advanced Security Settings Cancel

Local Web Management

By default, the router allows all computers in the LAN to log in to the router for Web
management. If you select Allow only MAC addresses in the list to access the Web
management page, and add MAC addresses to the list, only MAC addresses in the list can
access the web management page of the router, while other computers in the LAN are

blocked from accessing the router.

MAC Address 1/2/3/4: Enter the MAC addresses of LAN computers.
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Remote Web Management

* Running Status
Remote Web Management

» Setup Wizard

» Network Settings Enable Remote Web Management i

» Wireless Settings Web Management Port 80

» DHCP Server Allowed Remote IP Address 265 | |255 | |255 | |255

> NAT

* Security Options Cancel

This section is to allow the network administrator to manage the Router remotely. If you
want to access the Router from outside the local network, please select the Enable Remote

Web Management.

Web Management Port: The management port open to outside access the default value is

80.

Allowed Remote IP Address: Specify the range of the WAN IP address for remote
management.

Access Control

There are two submenus under the Access Control menu: MAC/IP/Port Filter and Web

URL Filter. Click any of them, and you will be able to configure the corresponding function.

¥ Access Control

MAC/IP/Port Filter

Web URL Filter
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300Mbps Wireless N NAS Rout

MAC/IP/Port Filter

MAC/IP/Port Filter

Setup Wizard

Network Settings Basic Setting

Wireless Settings MACIPIPort Filter [Disabled v

DHCP Server Default Policy — The packet which don't match with any rules would be: m

NAT

Security Options

Access Control =
IR [, [, [oor, [ [ [ooen T oo ]2

Web URL Filter
Routing Settings
IP Bandwidth Control

Storage IP/Port Filter Settings
System Tools Access Control List | Custom ACL I
Logout CIC I I L]

DestIP Address 1]

Src|P Address I:I l:l I:Il:l m

Protocol [~

Dest Port Range [ ]

Src Port Range I—H—‘

Description |

[ All
Monday [~ Tuesday || Wednesday || Thursday Friday

Schedule Saturday || Sunday

Schedule @& All O Period oftime = ( HH)

Action |Dr0p 4

Max rule number 10.

This page is used to enable the firewall filtering function, select the filtering service or
manually set the parameters that need to be filtered, such as MAC address, IP address and
Port. You must set at least one filtering condition. You may also set multiple conditions or
all the conditions.

MAC/IP/Port Filter: Select Enabled or Disabled to enable or disable filtering.

Default Policy: Accepted chose, all the packets and devices will be allowed to be passed

normally, opposite action will be happened if Dropped was been chosen.

Current IP/Port Filtering Rules: All the existing rules will be listed below, any needed of

rules deleting, please select the rules, and then click Delete Selected.
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Note: Please synchronize the router’s time first when selecting the timing function.
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Web URL Filter

Running Status
Web URL Filter

Setup Wizard

Network Settings The current system's website at URL filtering rules:

Wireless Settings NO. URL Delete
* DHCP Server
> NAT
» Security Options

Add URL filter rules
* Access Control
o URL: |
MAC/IP/Port Filter
Web URL Filter

* Routing Settings

URL: Put in the URL you want to filter.

Routing Settings

There are two submenus under the Routing Settings menu: Static Routing Table and
Dynamic Routing Settings. Click any of them, and you will be able to configure the

corresponding function.

* Routing Settings
Static Routing Table

Dynamic Routing Settings

Static Routing Table

Static Routing Table

Setup Wizard

Network Settings Current Routing table in the system:

Wireless Settlngs No. Destinatio | Subnet Calewsy | Flags Mle— Ref Use Inter- Descriptio
n mask tric face n

DHCP Server
2302552 | 2552552
NAT 1 s e 0.0.00 5 0 0 0 bro

192.168.0 | 255.255.2
. 2 0.0.00 1 0 0 0 bro
» Access Control .0 55.0

~ Routing Settings 2 127.0.0.0 | 2585.0.0.0 | 0.0.0.0 1 0 0 0 lo

Security Options

Static Routing Table

Dynamic Routing Settings

Static routes give the router information that it cannot learn automatically through other

means Use the Static Routing page to add or delete a route. The max number is 10.
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Destination: This is the IP address of the network or host that you want to assign to a static

route.

Subnet Mask: The Subnet Mask determines which portion of an IP address is the network

portion, and which portion is the host portion.

Gateway: This is the IP address of the default gateway device that allows for the contact

between the Router and the network or host.

Dynamic Routing Settings

Running Status
Setup Wizard

Dynamic Routing Settings

Network Settings Dynamic routing

Wireless Settings RIP

[ Disabled v

DHCP Server Rip Version

VETSIoN £

NAT Authentication Code

Disabled

Security Options

Access Control

RIP: The Routing Information Protocol (RIP) is a dynamic routing protocol used in local and

wide area networks. Choose Enable dynamic routing need to be activated.

Rip Version: Choose the version of RIP.

Authentication Code: Choose the encrypt method used between routers.

IP Bandwidth Control

Running Status

Setup Wizard IP Bandwidth Control

Network Settings Enable IP Bandwidth Control

Wireless Settings Total Uplink Bandwidth

DHCP Server Total Downlink Bandwidth

NAT

Security Options

Access Control

Routing Settings
IP Bandwidth Control

Storage

L
| Kbps
| Kbps
Uplink Bandwidth Downlink
[} Remarks Kbps Bandwidth (Kbps) | Enabled|  Edit Delete
Min Wax Min Max
The listis empty.

System Tools

Logout
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Enable IP bandwidth control: If you select it, the bandwidth control rule takes effect.
Total Uplink Bandwidth: The rate of uploading through the WAN interface.

Total Downlink Bandwidth: The rate of downloading through the WAN interface.
Note:

« The bandwidth conversion: 1 Mbps = 1024 Kbps.

« Select the type of the broadband line and the bandwidth according to the actual
situation. If you are not sure about the information, consult your broadband provider.

«  After finishing the settings, click the Save button to apply the settings.

Storage

There are seven submenus under the Storage: UserAdmin, Disk Management, FTP

Server, SAMBA Server, PRINTER Server, MINIDLNA Server and DOWNLOAD. Click any

of them, and you will be able to configure the corresponding function.

M -

UserAdmin

Disk Management
FTP Server
SAMBA Server
PRINTER Server
MIMIDLMA Server

DOWHLOAD
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UserAdmin

Running Status

Setup Wizard Setting User for Mass Storage

Network Settings Setting User

Wireless Settings Username Allow to use FTP Allow to use SAMBA

DHCP Server - admin Enabled Enabled

NAT - anonymaous Disabled Disabled

Security Options Max rule number 10.

Access Control

[ age ][ Eat ][ Delete |

Routing Settings

Rout

The user in LAN can share the folder on mass-storage device which is plugged at USB

connector.

Click Add button, you can create a new user account, allow or prohibit the user to use FTP

or SAMBA server.

Basic Setup

FTP Setup CEnabled ® Disabled

SAMBA Setup O Enabled & Disabled

| Apply ]| Cancel |
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Disk Management

Running Status

F—— Disk Management

Network Settings Folder List

Wireless Settings Directory Path Partition
DHCP Server

NAT [ add ][ Detete |

Security Options

. Partition State
Access Control |

Partition

Path

Routing Settings

Click Add button, you can manage the Folder and the Partition of disk.

Directory Mame

Fartition

Partition Path

[ Apply ] [ Cancel ]

FTP Server

Running Status
Setup Wizard
Network Settings FTP Server Setup

Wireless Settings FTP Server (O Enabled () Disabled

DHCP Server FTP Server Name RouterFTP

NAT Anonymous Lagin Enabled - Disabled

FTP Settings

Security Options ETP Part

5]
=

Access Control

I

Max. Sessions

Routing Settings

: Read File Enabled Disahled

IP Bandwidth Control -
Write File Enabled Disahled
A Download Capability Enabled  Disabled

UserAdmin

Disk Management

FTP Server

You can create a FTP Server that can be accessed from internet or local network in this page.

This function is disabled by default.
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FTP Server: Choose Enabled or Disabled to enable or disable this function.

FTP Server Name: You can give this FTP Server a name.

Anonymous Login: Choose Enabled or Disabled to allow or deny Anonymous Login.
FTP Port: The default port number is 21, please don't change unless necessary.

Max Sessions: The default number is 10, please don’t change unless necessary.

Read File: Choose Enabled, the file can be read, choose Disabled, the file cannot be read.
Write File: Choose Enabled, you have write access to it.

Download Capability: Choose Enabled or Disabled to enable or disable this function.

SAMBA Server

Running Status

Setup Wizard SAMBA Settings

Network Settings SAMBA Server Setup

Wireless Settings SAMBA Server (> Enabled ¢ Disabled

DHCP Server WorkGroup

NAT NeBIOS Name

Security Options

Access Control Sharing Directory List

Routing Settings | Directory Name | Directory Path Allowes Users

» IP Bandwidth Control [ Add ][ Edit Il Delete |

v Storage

UserAdmin ( Apply ] [ cancel |

SAMBA Server: Choose Enabled or Disabled to enable or disable this function.
WorkGroup: Give your workgroup a name.
NetBIOS Name: Give NetBIOS a name

Click Add button,
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Please specify Directory Name |:|

Access User

Access Path

Path

[ Apply ] [ Cancel ]

PRINTER Server

* Running Status

» Setup Wizard PRINTER Server

» Network Settings PRIMTER Setting ‘

Disable

* Wireless Settings

» DHCP Server

To Enable Printer Function, follow these steps:
1. Please ensure that USB Media has plug in.
2. Choose Enabled.

3. Click Save to save the change.

MINIDLNA Server

* Running Status

S el MINIDLNA Server

Network Settings Base Setting

Wireless Settings MINIDLMA Setting () Enabled (& Disabled

DHCP Server MINIDLNA Port

NAT Enable TVO @ Enabled ¢ Disabled

Security Options Strict MINIDLMA (& Enabled O Disabled

» Access Control

* Routing Settings [ Save ] | Cancel |

To Enable MINIDLNA Function, follow these steps:
1. Please ensure that USB Media has plug in.
2. Highlight Enabled and set the MINIDLNA Port.

3. Click Save to save the change.
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4. Enter the name of the path you want to share; you can select the type you want to share.

5. Click Add to complete the Directories settings.

DOWNLOAD

* Running Status

» Setup Wizard Lol

» Network Settings DOWMNLOAD Settings ‘ Enable +
Disable

* Wireless Settings

» DHCP Server

Choose Enable, then run Download Wizard, you can keep downloading even PC is turned
off.
If you want to know more about the offline download configuration, please refer to chapter

4.
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System Tools

There are ten submenus under the System Tools: Network Time settings, Diagnostics,
WOL, Factory Defaults, Backup and Restore, Password, System Log, Traffic Statistics,
Firmware Upgrade and Reboot. Click any of them, and you will be able to configure the
corresponding function.

* System Tools
Metwork Time Settings
Diagnostics
WOL
Factory Defaults
Backup and Restaore

Password

System Log

Traffic Statistics
Firmware Upgrade

Reboot

Network Time Settings

Running Status
Network Time Settings

Setup Wizard

Network Settings Current Time FriJan 1 16:28:55 GMT 1971 | Synchronize with the host |
Wireless Settings Time Zone (GMT+08:00) The coast of China, Hong Kong vl

DHCP Server time.nist.gov |

NAT Network Time Server B S

Security Options ntp0.broad.mit.edu

Access Control time. stdtime. gov.tw

Routing Settings

IP Bandwidth Control

Current time: Show the current time.
Time Zone: Select your time zone from the drop-down menu.
Network Time server: To set NTP server.

Save: Click Save to save your settings.
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Note: The system will Synchronous with the Network Time Server every hour after saving,

and it will affect the WAN dial-up on demand.
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Diagnostics

Running Status
Setup Wizard
Network Settings
Wireless Settings
DHCP Server
NAT

Seccurity Options

Access Control

Diagnostics

300Mbps Wireless N NAS Rout

Parameter Settings

Select

& Ping O Tracert

IP Address/Domain Name

[ ]

Fing Packet Total

4 (1-50)

Ping Packet Size

B4 (8-1472)

Ping Timeout

10 (10-100, Unit: seconds)

Tracert Hops 20 (1-30)

Routing Settings

IP Bandwidth Control Diagnosis Results

Storage
System Tools

Metwork Time Settings
Diagnostics

WOL

Factory Defaults
Backup and Restore
Password

Sy Log

Traffic Statistics

Firmware Upgrade

Reboot

Logout

Start Diagnosis | | Cancel

Select: Select Ping or Tracert.
IP Address/Domain Name: The destination IP address or domain name.

Ping Packet Total: The number of transmitted data packet when Ping operation is carried

out.

Ping Packet Size: The size of transmitted data packet when Ping operation is carried out.
Ping Timeout: The timeout time of the ping operation.

Tracert Hops: The hops of tracert.

Click Start Diagnosis button, the selected ping or tracert testing will be started.

Below is a Ping diagnosis example that router has been connected to IP 172.16.160.31:
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Diagnoziz Rezult

PING 172.16.180.21 (172.16.160.21): &4 data byies

72 bytes from 172.16.160.21: 2eq=0 til=127 time=2.260 m=
T2 bytes from 172.16.180.31; 2eg=1 ttl=127 time=1.900 m=
T2 bytes from 172.16.180.31; seg=2 =127 time=2.780 mz
T2 bytes from 172.16.160.21: 2eq=2 til=127 time=3.620 m=

- AT2.18.160.21 ping =tatiztics —
4 packetz transmitted, £ packets received, 0% packet Il:lssl
round-trip min/avgimax = 1.900/2.635/3.820 mz

Below is a Ping diagnosis example that router has failed to connect to IP 100.1.1.1:

Diagnoziz Rezult

PING 100.1.1.1 (100.1.1.1): 64 data bytes

- 100.1.1.1 ping =tatizticz —
4 packetz tranzmitted, 0 packetz received, 100% packet lozz

Wake On LAN
Running Status
Setup Wizard Wake On LAN
Network Settings NO | MAC Address ‘ Explain PC Edit Wake UpiDelete
Wireless Settings
DHCP Server [ Add | [ wakeUp | [ Deleie |

WOL broadcasts so called Magic Packet Frames across a network to wake up hardware that

understands such packets. These are normally NICs with Wake On LAN function.
MAC Address: Add a MAC address to wake the computer on.
Explain PC: Description about the computer.

Add: Click Add button to finish, and the computer will display in the list.

MAC Address [ Setting the Current PC's MAC Address

I:I'I:H:H:H:I-I:I |Search MAC Address

Explain PC | |

You can register max 10 itemn

| Apply | | Cancel
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Select one or more computers in the list, and click Apply button, these computers will be
waked up.

Factory Defaults

* Running Status
Factory Defaults

» Setup Wizard

» Network Settings Factory Defaults

* Wireless Settings Restore All Settings | Restore All Settings

Click Restore All Settings button to reset all configuration settings to their default values.

Note: All changed settings will be lost when defaults are restored.
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Backup and Restore

Running Status
Backup and Restore

Setup Wizard

Network Settings Export Settings
Wireless Settings Export Button | | Backup |
DHCP Server
Warning! To upgrade the incorrect configuration file will lose your settings.
NAT Import Settings
Cecuri i < % 2
Security Options Sot File Locaans | | |[ Browse... ]
» Access Control
Routing Settings | e | | r— |

In the Export Settings column, click Backup button to save all configuration settings to
your local computer as a file.

To restore the Router's configuration, follow these instructions:
1) Click Browse to find the configuration file which you want to restore.

2) Click Save to update the configuration with the file whose path is the one you have

input or selected in the blank.

Note: Keep the power on during the process, in case of any damage.

Password
Running Status
Setup Wizard Password
Network Settings Account Management
Wireless Settings Usemame fagmin |
DHCP Server MNew Passowrd ’—|
NAT Repeat New Password ’—|
Security Options
Access Control [ Sae | [cCancel|

You can change the log in password for this web management page, not your ISP password

or the wireless password.
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System Log
Running Status
Setup Wizard System Log
Network Settings Enable remote System Log O
Wireless Settings
DHCP Server
NAT
Security Options Jan 115:20:01 Router cron.err crond[799] USER adm!n p?d 2302 cmd Iusrfb!nnransm?ss!on_que.sh 25 o
Jan 115:21:01 Router cron.err crond[799]: USER admin pid 2306 crmd /ustbinfransmission_gue sh 25 g
Access Control Jan 1 15:22:01 Router cron.err crond[799]: USER admin pid 2310 cmd /usrbinfransmission_quesh 25 1
Routing Settings Jan 115:23:01 Router cron.err crond[799]; USER admin pid 2314 cmd /usobinftransmission_gque sh 2 5
- 5 Jan 115:24:01 Router cron.err crond[799]; USER admin pid 2318 crmd /usobinftransmission_gue sh 2 5
IP Bandwidth Control Jan 1 15:25:01 Router cron.err crond[799]: USER admin pid 2322 cmd /usrbinftransmission_que.sh 2 5
Storage Jan 1 15:26:01 Router cron.err crond[799]: USER admin pid 2326 crmd /ustbinftransmission_gue sh 25
G = T Jan 115:27:01 Router cron.err crond[799]: USER admin pid 2320 cmd /ustbinftransmission_gque sh 25
ystem Tools Jan 115:28:01 Router cron.err crond[799] USER admin pid 2334 cmd /usobinftransmission_gque sh 2 5
Metwork Time Settings Jan 1 15:29:01 Router cron.err crond[799]: USER admin pid 2338 cmd fusohinftransmission_quesh 25
Jan 115:30:01 Router cron.err crond[799]; USER admin pid 2342 crmd /usobinftransmission_gque sh 2 5
Jan 115:31:01 Router cron.err crond[799]: USER admin pid 2346 crmd /ustbinftransmission_gque sh 25
Jan 115:32:01 Router cron.err crond[799]: USER admin pid 2351 cmd /usrbinftransmission_gque sh 25
Factory Defaults Jan 115:33:01 Router cron.err crond[799] USER admin pid 2355 crd /usobinftransmission_gque sh 2 5
: lan 1 173401 Rater eron err ceandl7991 1 ISFR admin nid 2380 rmd mierthinffranemiscinn nie csh 2/ L |
Backup and Restore

Password

System Log

The system log is a detailed record of the websites that users on your network have
accessed or attempted to access. You can enable remote System Log function to view the

log in remote place.
Enable remote System Log: Check the radio button to enable remote System Log.
Save: Click Save to save your Log.

Clean: Click Clean to clear all shown information.
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Traffic Statistics

Running Status
Setup Wizard Traffic Statistics
Network Settin Memory
Total Memory Capacity: 62392 kB
The remaining amount of memory: 27624 kB
VAN / LAN
s . The packet numbers that the wide area network receives: 0
Security Options
_ The data amount that the wide area network receives: 0
ccess Control
. . The packet numbers that the wide area network transmits: 6186
Routing Settings
The data amount that the wide area network transmits: 3674484
IP Bandwidth Control -
The packet numbers that the local area network receives: 18436
Storage )
= The data amount that the Local area network receives: 1291226
System Tools The packet numbers that the local area network transmits: 37823
Network Time Settings The data amount that the local area network transmits: 14873739
Diagnostics All of the interface
Name eth2
R Packet 18443
Backup and Restore Rx Byte 1623904
Password Tx Packet 103957
system Log Tx Byte 22539988
Traffic Statistics Name lo
Firmware Upgrade Rx Packet 14
Reboot Rx Byte 2253
Logout Tx Packet 14

This page used to display the current system memory usage, WLAN, LAN and WAN

networks to send and receive data packets to the number.

Firmware Upgrade

Running Status

Ei Wi Firmware Upgrade

Network Settings Warning:Upgrading firmware may take a few minutes,please don't turn off the router or press the reset button.

Firmware Upgrade

Wireless Settings

Please select the upgrade file | | |[ Browse... ] | Upgrade |

DHCP Server

You can upgrade the router to the lasted version in this page, please download a most
recent firmware upgrade file from our website. After downloading the file, you need to
extract the zip file before upgrading the router. Browse for the upgrade file, then click

Upgrade button.

Caution! Once you click Upgrade button, do not interrupt the process, loss of power
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during the upgrade could damage the Router.

Note:

« Router might be changed to factory default settings after upgrade, please backup in

advance.
« During the updating, please do not turn off the power.
« Please make sure the software version is matching with the existing hardware.

Reboot

* Running Status

Reboot

» Setup Wizard

» Network Settings It takes about 2 minutes to restart the router.

Reboot

» Wireless Settings

Restart Router | Reboot

» DHCP Server

Click Reboot button to reboot the Router.

Logout

urity Options
ontrol
Routing Settings
IP Bandwidth Control

Storage

System Tools

)

Click to logout from the router configuration web.

Logout
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Chapter 4: Download Wizard

Before you start

Before you use the Offline Download Wizard, please make sure:

1. The wireless router is powered on, LAN port goes into the computer, and WAN port goes

into modem.

2. The Download function is enabled in the wireless router.

* Running Status

» Setup Wizard DOWNLOAD

* Network Settings DOWNLOAD Settings Enable «
* Wireless Settings se

» DHCP Server [ sae ] ==

3. The USB storage device is plugged into the USB port of the wireless router.

4. The Offline Download Wizard is installed successfully on your computer.

rﬂi Download Wizard AN Download Wizard for BT
_..=|"-. ferobat Disti1ller 7.0 E".. Download Wizard for HITF_FTF
'jj‘-— fdobe fcrobat T.0 Professional ﬁ Uninstall Dowrdoad Wizard

Configuration

1. Run Download Wizard for HTTP/FTP program, you can see the picture below:
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i Download Wizard for HITP/FIP

300Mbps Wireless N NAS Rout

File

Options

98

Help

jt_j Harne

| Size | Status

Done

Speed

<

Dizconnected

2. Click Local Settings button, you can see a new page pop up.

File

s

Options

%

Help

# Mame Local Settings

Local Settings

X)

Global Settings

B Minirnize to tray

| Connect to gerver at startup

Semer Settingz

Hoszt IP addr; |‘|E|2_‘IEE_IZI_1
Uzername; |a.:|min
Pazzword; |a.:|min

[ Save | |

Cancel ]
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Minimize to tray: check this option, this program will be minimized to tray, you can see a
tray icon in the Windows Taskbar.

Connect to server at startup: check this option, it will automatically connect to the offline
download server when startup.

Host IP addr: IP address of the wireless router, the default address is 192.168.0.1
Username: login username for the wireless router’'s web management page, the default
username is admin.

Password: login password for the wireless router's web management page, the default
username is admin.

Click Save button to save the changes.

3. Click Connect button.

Options Help

%

IIJ 2
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If it is successfully connected, you can see some shortcut buttons come up in the main

page,

i Download Wizard for HITP/FIP =13

File Optionz Taszk Help

KON P XD

# | RELY | Size | Statug Cone Speed

A (>

tasks: 0 dewnloading, 0 paused, 0 waiting, 0 complete

#: Task ID.

Name: The name of download file.

Size: The size of the download file, the value is in megabyte (M).
Status: It will show downloading, paused, waiting or complete.
Done: The percentage of the file that has been downloaded.
Speed: The download speed.

The Connect button changed into Disconnect button, and Task is available.

File Options Task

N N ¢
# Discommect|

If the connection is unsuccessful, you can see some error messages.
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Connect Fail r")_<|

—_

Can nmot find the dewice. Flease check
1. The dewice iz powered on.

2. The commection between dewice and FC 1= 0K
3. The IF address iz correctly =set in the “Local Settings" page

6 Can not find USE dewice or the USE dewice 1z not ready

Fleaze plus the WSE dewice and wait for one minute,
then presz "Commect” button to reconmect.

.................................

.................................

Connect Fail

Can not conmect to the device. Fleasze check 1f the Username and Password
are correctly set in the "Local Settings" page.

Note: Please follow the instructions according the error messages, click OK button then try
to reconnect.
4. If there is more than one partition for the USB storage device, and you want to specify a

partition for the download files, please click Remote Setting button,

File Optionz Tazk Help

&N N® P R X 3

| Size | Stah

# [Name  Ramote Sating]
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Eemote Setting |E|

GEeneral

Dowrload To

| Save | [ Cancel |

Note: The pull-down menus for Remote Setting include all the partition of the USB storage
device that can be detected, the first partition is /media/sdal, the second partition is

/media/sda2, and so on.

Click Save button after you choose the partition, then the new task will be downloaded to

the assigned partition.
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5. Click Add button to add task.

300Mbps Wireless N NAS Rout

File Optiom= Tazsk Help

%S Qe M 3D

# | M ame Add task| | Size

| Status

Add

X

Protocol Type
+ HTTP

C  FIP

URL

| http: 7

Part [Optional)

Login Infa{0ptional)

Usemame: |

Pazsword: |

HOTE: When downloading tazks number reaches 2. new task will be pul in a waiting queue,

[ Save

J

Cancel ]

Protocol Type: the protocol type of the download file, it can be HTTP or FTP.

URL: input a legitimate and complete URL address, it can't be blank.

Port: This is optional. If the URL does not include port number, and a special port number

is needed, then input that number (must be numbers).

Login Info: This is optional. It is available when the Protocol Type is FTP. Type in the

information

When the FTP server requires for a username and a password but the URL doesn’t include

the related information.
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Click Save button after you add task, the new task will appears in the task list, with status

showing Downloading.

Note: Limited by the wireless router’'s CPU and memory, to ensure the stability of the
offline downloading, the maximum number of Downloading task is 2. When the number of
Downloading task reaches 2, the status of the new task will be turned into Waiting
automatically. If the number of Downloading task is less than 2, the task in Waiting will be

turned into Downloading automatically.

dx Download Wizard for HITP/FIP =13
File Options Taszk Help

&\ R Pk D

# | RELY | Size | Statug | Done | Speed

1 Eiffel?0_gpl_88074-windows. 2ip 98M Dowrloading | 28% 26.4KB/s

2 AdobeslRSDE. zip 142 Downloading 8% 530kB /s

3 gwit-2.2 0.zip W aiting 0%

4 eclipse-SOK-3 4.1-win32 zip W aiting 0%

< =
tasks: 2 dewnloading, 0 paused, 2 waiting, 0 complete

6. The last shortcut buttons from left to right are: Start task, Pause task, Remove task and

Remove and Delete task.

(1) If there is no task selected, Remove task and Remove and Delete task icons are grayed

out.

P B < 3

(2) If one task is selected, all the buttons are available.
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AR

Note: The third button (like a red cross) remove task means remove the selected task, but

data already downloaded would be saved.

If you click the last button (like a trash can) remove and delete task, all the data will be
removed.

You can see this message comes up.

D Do wou want to revome and delete AdobeATRSIDE. zip®?
\:r) ALL. THE DATA WILL EE EEVIOMEL.

_. .......... _!E_E 5 ............ ._ Ho |

.................................
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(3) If you select more than one task, you can see the icons below:

P X 3

7. Main menu

(L)File

File |Option=s Task Help

lizconmect

Add task

Euit

Connect: same as Connect shortcut button.
Disconnect: same as Disconnect shortcut button.
Add task: same as Add task shortcut button.
Exit: exit from the program.

(2) Option

Options | Task Help

Local settings

Bemote setting

Local settings: same as Local settings shortcut button.
Remote setting: same as Remote settings shortcut button.

(3)Task

Task | Help
i Start
I Fause
Properties
I Eemove

Bemowve and delete

Starte all
Pause all

Start: same as Start shortcut button.
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Pause: same as Pause shortcut button.

Properties: shows the properties of the selected task.

Properties |5|

General

LIRL: n. php Auni=http: A58, 243.11 3. 23052,

Dowrloaded To: | frmediatsdal

[ Close

Remove: same as Remove shortcut button.

Remove and Delete: same as Remove and Delete shortcut button.
Start all: start all the tasks.

Pause all: pause all the tasks.

(4) Help

Help |
Aabout Townload Wizard for HTTE/FTF

Click About Download Wizard for HTTP/FTP, you can see a page pop up.

About Download Wizard for HITPSFIP

Download Wizard for HTTP/FTP  +1.00
Copyright ‘WD 2012

Homepage:  httpedAaens wdk-niebworks. com
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Chapter 5: Specification

General

Standards IEEE 802.11n, [EEE 802.11g, IEEE 802.11b, CSMA/CA with ACK
Data Rate 11n: 300Mbps 11g: 54Mbps 11b: 11Mbps

Frequency Range 24-24835GHz

Wireless Transmit Power < 23+1dBm

Modulation Type OFDM/CCK/16-QAM/64-QAM

300M: -68dBm@10% PER

108M: -68dBm@10% PER

Receive Sensitivity 54M: -68dBm@10% PER

11M: -85dBm@8% PER

6M: -88dBm@10% PER

64/128-bit WEP,  WPA/WPA2-Enterprise, WPA /WPA2-Personal

Wireless Security

(TKIP/AES)
System Requirements Microsoft® Windows® 98SE, NT, 2000, XP, Vista and Windows 7
Hardware
4 x 10/100Mbps LAN Port
Interfaces 1 x 10/100Mbps Internet Port
1 x USB 2.0 Port
1 x Power Connector
LED Indicators Power, WLAN, WPS, USB, Internet, LAN1-LAN4
Buttons Power Button, WPS Button, Reset Button
Power Supply DC12V ,0.5A
Antenna 2 x Fixed Omni-directional Antenna
Dimensions (W x D x H) 185mm x 124mm x 27mm
Others
Operating Temperature 0°C~40°C (32°F~104°F)
Storage Temperature -40°C~70°C (-40°F~158°F)
Relative Humidity 10%~90%, non-condensing
Storage Humidity 5%~95%, non-condensing
Certifications FCC,CE, RoHS
1 x Wireless N Router
Package Contents 1 xResource CD
1 x Quick Installation Guide
1 x Power Adapter
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1 x Ethernet Cable

* All references to speed and range are for comparison purposes only. Product specifications, size, and shape

are subject to change without notice, and actual product appearance may differ from that depicted herein.
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Appendix A: Troubleshooting

1. PHICOMM Setup cannot find my Router.

If PHICOMM Setup is not able to communicate with your Router during installation,

please check the following items:

1) Ensure that the router and modem are both on.

2) Make sure the computer goes into the LAN port of the router.

3) Make sure the DSL modem goes into the WAN port of the router.

4) There may be firewall software on your computer preventing an outgoing
connection. You may choose to temporarily disable this software before

attempting setup.

5) Unplug the Routers power supply for 10 seconds, then plug it back in.

2. The DSL telephone line does not fit into the Router’s Internet port.

The Router does not replace your modem. You still need your DSL modem to work
with the Router. Connect the telephone line to the DSL modem, and then insert the

setup CD into your computer. Follow the QIG to install your router.

3. I cannot login the router’'s web management page.

1) Make sure the computer goes into the LAN port of the router.

2) Check the computer’s IP address, make sure the IP address is obtained automatically,
for details please refer to the section of Configure the Computers IP Address in this

manual.

3) Make sure you put 192.168.0.1 into the address bar, not the search bar.

4) Check your web browser, make sure the Proxy server is unchecked. Take Internet
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5)

1)

2)

3)

4)

Explorer as an example, go to Tools>Internet Options>Connections>LAN
Settings, uncheck Use a proxy server for your LAN

If it tells you the username or password is error, and you cannot remember the new
one, please reset router by pressing reset button for at least 6 seconds, and then try

to login with default username and password (admin/admin).

The computer cannot connect to the Internet.

Make sure the DSL/cable modem goes into the WAN port of the router.

Make sure the computer goes into the LAN port of the router.

Ensure that the router and modem are both on.

Unplug the router, connect your computer to the modem directly, check the
internet is working or not through your modem.
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5. The computer cannot connect to the internet wirelessly.

Please make sure you can access the Internet when plug in the Ethernet cable from the
router to the computer, otherwise, please refer to Question 4. Then check the wireless

connection status on your computer:

1) Search available networks and connect to your wireless network. If your wireless
network name (SSID) is not listed in, please connect to router’s LAN port by an
Ethernet cable, login router’'s web management page 192.168.0.1 to make sure the

Broadcast SSID is enabled. Please refer to Page 20 in this manual.

2) If you cannot connect to your wireless network, please make sure the password is
correct. You can connect to router’s LAN port by an Ethernet cable, login router’s
web management page 192.168.0.1 to double check your password. Please refer to

Page 21 in this manual.

3) If there is no wireless network found in range on your computer, please make sure

the wireless switch is turned on, and the wireless network adapter is working
properly.

6. I've installed this new Router and some of my network clients (computers, game

consoles etc.) are unable to connect.

Your new Router came pre-configured with a network name and no password. All clients
must use this network name to connect wirelessly to your Router. You will need to find
the network settings on your client, and select the network name from the list of
available networks to join the wireless network. Details please refer to your client

(computer, game consoles etc.).
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Appendix B: Certification

FCC Statement

FCS

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates uses and can radiate radio frequency energy and, if not installed and
used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one or more of the following

measures:
« Reorient or relocate the receiving antenna.
» Increase the separation between the equipment and receiver.

« Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.

«  Consult the dealer or an experienced radio/ TV technician for help.
FCC Caution

« Changes or modifications to this unit not expressly approved by the party responsible

for compliance could void the user’s authority to operate this equipment.
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This device complies with Part 15 of the FCC Rules. Operation is subject to the following
two conditions: (1) This device may not cause harmful interference, and (2) this device
must accept any interference received, including interference that may cause undesired

operation.

For product available in the USA market, only channel 1~11 can be operated. Selection

of other channels is not possible.

This equipment complies with FCC RF radiation exposure limits set forth for an

uncontrolled environment.

This device and its antenna(s) must not be co-located or operation in conjunction with

any other antenna or transmitter.

This equipment should be installed and operated with a minimum distance of 20

centimeters between the radiator and your body.
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Appendix C: Glossary

802.11b: The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to

as Wi-Fi networks.

802.11g: Specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the
unlicensed radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices,

and WEP encryption for security.

802.11n: 802.11n builds upon previous 802.11 standards by adding MIMO (multiple-input
multiple-output). MIMO uses multiple transmitter and receiver antennas to allow for
increased data throughput via spatial multiplexing and increased range by exploiting the
spatial diversity, perhaps through coding schemes like Altamonte coding. The Enhanced
Wireless Consortium (EWC) was formed to help accelerate the IEEE 802.11n development
process and promote a technology specification for interoperability of next-generation

wireless local area networking (WLAN) products.

DDNS (Dynamic Domain Name System): The capability of assigning a fixed host and

domain name to a dynamic Internet IP Address.

DHCP (Dynamic Host Configuration Protocol): A protocol that automatically configure

the TCP/IP parameters for the all the PC(s) that are connected to a DHCP server.

DMZ (Demilitarized Zone): A Demilitarized Zone allows one local host to be exposed to

the Internet for a special-purpose service such as Internet gaming or videoconferencing.

Appendix C:



300Mbps Wireless N NAS Rout

www.phicomm.com
DNS (Domain Name System): An Internet Service that translates the names of websites

into IP addresses.
Domain Name: A descriptive name for an address or group of addresses on the Internet.

DSL (Digital Subscriber Line): A technology allowing data to be sent or received over

existing traditional phone lines.
ISP (Internet Service Provider): A company that can provide access to the Internet.

MTU (Maximum Transmission Unit): The size in bytes of the largest packet that can be

transmitted.

NAT (Network Address Translation): NAT technology translates IP addresses of a local

area network to a different IP address for the Internet.

NAS (Network-attached storage): The term network attached storage (commonly
abbreviated as NAS) describes storage devices that can be accessed over a computer
network rather than being directly connected to the computer. NAS devices enable
multiple computers to share the same storage space at once. NAS has emerged as a
powerful, proven technology for storing data that needs to be shared in the office or the
home. NAS devices enable home and business users to easily share large amounts of data

in a cost-effective and efficient manner.

PPPoE (Point to Point Protocol over Ethernet): PPPOE is a protocol for connecting
remote hosts to the Internet over an always-on connection by simulating a dial-up

connection.

SSID (Service Set Identification): It is a thirty-two character (maximum) alphanumeric key

identifying a wireless local area network. For the wireless devices in a network to

Appendix C:



300Mbps Wireless N NAS Rout

www.phicomm.com
communicate with each other, all devices must be configured with the same SSID. This is
typically the configuration parameter for a wireless PC card. It corresponds to the ESSID in

the wireless Access Point and to the wireless network name.

WEP (Wired Equivalent Privacy): A data privacy mechanism based on a 64-bit or 128-bit

or 152-bit shared key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi: A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards

group promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network): A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local

area.
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