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Notices

Federal Communications Commission Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

» Thisdevice may not cause harmful interference, and

» Thisdevice must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a class B
digital device, pursuant to Part 15 of the Federal Communications Commission (FCC)
rules. These limits are designed to provide reasonable protection against harmful
interference in a residentia installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instructions, may cause harmful interference to radio communications. However,
there is no guarantee that interference will not occur in a particular installation. If
thisequipment does cause harmful interferenceto radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try
to correct the interference by one or more of the following measures:

» Reorient or relocate the receiving antenna.
* Increase the separation between the equipment and receiver.

»  Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

» Consult the dedler or an experienced radio/TV technician for help.

WARNING! The use of a shielded-type power cord is required in
order to meet FCC emission limits and to prevent interference to
the nearby radio and television reception. It is essential that only
the supplied power cord be used. Use only shielded cables to con-
nect I/O devices to this equipment. You are cautioned that changes
or modifications not expressly approved by the party responsible
for compliance could void your authority to operate the equipment.

Reprinted from the Code of Federal Regulations#47, part 15.193, 1993. Washington
DC: Office of the Federal Register, National Archivesand RecordsAdministration,
U.S. Government Printing Office.

Canadian Department of Communications

Thisdigital apparatus does not exceed the Class B limitsfor radio noise emissions
from digital apparatus set out in the Radio Interference Regulations of the Canadian
Department of Communications.

This Class B digital apparatus complies with Canadian ICES-003.
Cet appareil numérique de la classe B est conforme a la norme
NMB-003 du Canada.
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Notices

FCC Radio Frequency Exposure Caution Statement

In order to maintain compliance with the FCC RF exposure guidelines, this
equipment should be installed and operated with minimum distance 20 cm between
the radiator and your body. Use only with supplied antenna. Unauthorized antenna,
modification, or attachments could damage the transmitter and may violate FCC
regulations. Any changes of modifications not expressly approved by the grantee of
this device could void the users authority to operate the equipment.

Installation and use of this Wireless LAN device must be in strict accordance with the
instructions included in the user documentation provided with the product. Any
changes or modifications (including the antennas) made to this device that are not
expressly approved by the manufacturer may void the user’s authority to operate the
equipment. The manufacturer is not responsible for any radio or television
interference caused by unauthorized modification of this device, or the substitution or
attachment of connecting cables and equipment other than manufacturer specified. It
is the responsibility of the user to correct any interference caused by such
unauthorized modification, substitution or attachment. Manufacturer and its
authorized resellers or distributors will assume no liability for any damage or
violation of government regulations arising from failing to comply with these
guidelines.

This device and its antenna(s) must not be co-located or operating in conjunction with
any other antenna or transmitter.

Declaration of Conformity for R&TTE directive 1999/5/EC

Essential requirements — Article 3

Protection requirements for health and safety — Article 3.1a

Testing for electric safety according to EN 60950 has been conducted. These are
considered relevant and sufficient.

Protection requirements for electromagnetic compatibility — Article 3.1b

Testing for electromagnetic compatibility according to EN 301 489-1 and EN 301
489-17 has been conducted. These are considered relevant and sufficient.

Effective use of the radio spectrum — Article 3.2

Testing for radio test suites according to EN 300 328-2 has been conducted. These
are considered relevant and sufficient.
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Chapter 1 - Introduction

1. Introduction

Overview

Thank you for purchasing the ASUS Wireless Router. The ASUS Wireless
Router, WL500g/WL500g Deluxe, complies with IEEE 802.11g and
802.11b standards. TheASUS 802.11b Wireless Router, WL500b, complies
with [EEE 802.11b standards. The 802.11g isas extension to 802.11b (used
in majority of wireless LANSs today) that broadens 802.11b’s data rates to
54 Mbps within the 2.4 GHz band using OFDM (orthogonal frequency
division multiplexing) technology. The 802.11g allows backward
compatibility with 802.11b devicesbut only at 11 Mbpsor lower, depending
on the range and presence of obstructions. Wireless LANs are
complementary extensions to existing wired LANSs, offering complete
mobility while maintaining continuous network connectivity to both
corporate and home Intranets. They add a new level of convenience for
LAN users. PC users stay connected to the network anywhere throughout a
building without being bound by aL AN wires. Thisisaccomplished through
the use of Access Point functionality of ASUS Wireless Routers. ASUS
Wireless Router with built-in Internet gateway capability, allowsyour family
to share a broadband Modem and one ISP account simultaneously from
different rooms without wires! ASUS Wireless products can keep you
connected anywhere, any time.

System Requirements

To begin using theASUS 802.119/802.11b Wireless Router, you must have
the following minimum requirements:

e ADSL/Cable Modem and Broadband Internet Account.
* An Ethernet (10Base-T or 10/100Base-TX) adapter for wired client

» Atleast one802.11g (54Mbps) or one 802.11b (11Mbps) wireless adapter
for wireless mobile clients

e TCP/IPand an Internet browser installed

ASUS Wireless Router
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Chapter 1 - Introduction

The Product Package
The WL 500g/WL500g Deluxe Wireless Router comes with:

* One ASUS 802.11g Wireless Router

One ASUS Wireless Router Quick Start Guide
One power adapter (5 Volts DC)

One support CD (utilities and user’s manual)
One RJ-45 Ethernet cable (straight-through)

The WL500b Wireless Router comes with:

One ASUS 802.11b Wireless Router

One ASUS Wireless Router Quick Start Guide
One power adapter (5 Volts DC)

One support CD (utilities and user’s manual)
One RJ-45 Ethernet cable (straight-through)

Features

The WL500g/WL500g Deluxe and WL500b Wireless Router features
include:

Wireess Connectivity And Protect Compatibility. WL500g/WL500g
Deluxe Wirdess Router enables fastest 54Mbps |EEE 802.11g wireless
transmission but keeps compatibility with existing |[EEE 802.11b devices.
WL500g Deluxe increases performance compared with standard 802.11g
when Afterburner mode is enabled. The WL-500b Wireless Router utilizes
the IEEE 802.11b standard.

Secure wireless connectivity. The integrated Wireless Access Point with
WPA authentication and encryption functiondlity allowsthewirel essrouter
to link a broadband Internet connection to your local network of 802.11g
or/and 802.11b wirelessmobile clients securely. TheASUSWireless Router
isfirmware upgradable to support WPA.

Multiplelocal network ports. Four 10/100Base-T Ethernet ports, offering
either aconnection to ahub or switch onthelocal wired network or adirect
connection to multiple Ethernet-enabled computers. Build-in DHCP server
alowsthe Wireless Router to provide | P addresses to clients on your local
network automatically.

10
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Chapter 1 - Introduction

Broadband port. The Broadband port connects the Wireless Router to
your cable/DSL modem. Static IR, dynamically 1P and PPPoE (PPP over
Ethernet) connection to Internet are supported.

Shared Internet access. All computers on the local network can access
the Internet through the Wireless Router, using only a single external IP
address.

Firewall protection. The wireless router use of NAT (Network Address
Trandation) providesfirewall protection for your loca network.

Children Protection. Thewirelessrouter allows you to block the Internet
access within a predefined time interval and to block the WWW access
with specific keywordsin URL within a predefined timeinterval.

USB devices support. Connecting a USB storage device to the wireless
router enablesyouto set up an FTP server and sharethe USB storagedevice
with Internet or WLAN users. With aUSB web camera, thewirelessrouter
allows you to monitor locations such as your home or office from any
location through awireless LAN or over the Internet.

Printer sharing. With an additiona Printer, the ASUS Wireless Router
alowsyouto sharethe printer to your local areanetwork. Standard parallel
printers are supported.

Easy setup and management. Use your web browser from any computer
on the local network to configure the ASUS Wireless Router.

ASUS Wireless Router
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Chapter 1 - Introduction

The ASUS Wireless Family

The ASUSWirelessfamily contains aseveral wireless network solutions for
802.11g & 802.11b wirelessloca area networks in the home or office.
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Access Point or Client

The ASUS WLAN 802.11g
AccessPoint (WL-300g) creates
a wireless network using the
IEEE 802.11g and 802.11b
wireless standards.

The ASUS 3 in 1
Pocket Access Point
(WL-330g) creates a
wireless network
using the IEEE
802.11g/b wireless
standards.

Access Point & Router

The ASUSWLAN Gateway (WL-500g) crestesa The ASUS WLAN 802.11g Pocket Router (WL-
wireless network using the [EEE 802.11g/b wirdless 530g) creates a wireless network using the IEEE
standards and allows sharing a single Internet 802.11g and 802.11b wireless standards and allows

connection. sharing a single Internet connection.
PCMCIA Client Compact Flash (CF) Client
U‘@ The ASUS WLAN PC Card ) The ASUS 802.11b Wireless
| (WL-1079) is a wireless LAN CF Card (WL-110) isalEEE
adapter that fitsintoaPCMCIA | | 802.11bwirelessLAN adapter
Typell dotinaNotebook PC and that fits into a Compact Flash
creates a wireless network USiNg || asus spacetink Type Il slot in a Portable
the IEEE 802.11g/b wireless | iiws=taere Il - Digital Assistant (PDA).
gandards_ |EEE 802.11b 11 Mbps
|

1 J

0 —- |

(The illustrations are not to scale.)
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PCI Client

The ASUS WLAN
PClI Card (WL-
138g) is a wireless
LAN adapter that fits
into a standard PCI
dot in a desktop PC
and createsawireless
network using the
% |EEE 802.11g/b
“ wireless standards.

USB Access Point or Client

USB Client

M————— 1 The ASUS USB Wireless
. LAN Adapter (WL-160g)
creates a wireless network
using the IEEE 802.11g/b
wireless standards and
connects to any computer
using USB2.0 connectivity.

TheASUSUSB WirelessL AN Adapter (WL-1670)
isthumb-sized and creates awireless network using
the IEEE 802.11g/b wireless standards and connects
to any computer using USB2.0 connectivity.

Access Point & File Server

The ASUS WLAN 802.11g Access Point (WL-
HDD) creates a wireless network using the |EEE
802.11g and 802.11b wirel ess standards. Also serves
asafile server (wireless network attached storage).

(The illustrations are not to scale.)

ASUS Wireless Router
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Chapter 1 - Introduction

Network Topology

The settings that you need to perform will vary depending on the role that
your ASUS Wireless Router will play.

Network Backbone
No software setting is necessary in the ASUS Wireless Router.

Wireless

ASUS Wireless Router

Wireless Client

Wireless Client

Wired Client

In thistopol ogy, thewirelessrouter connectsyour wired and wirel essdevices
together to form a local area network (LAN), as shown. To connect a
computer (or other device) to theASUSWireless Router, you need anetwork
cable (UTP-Cat5) with one end connected to one of the LAN ports on the
back of the ASUS Wireless Router and the other inthe 10/100 LAN port on
that device. For wireless connections, wireless mobile clients must comply

with the |EEE 802.11b standard.

14
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Agent to an ISP

Internet Service Provider
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ASUS Wireless Router
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ereless Client

Wireless Client
Wired Client

In this topology, the wireless router is not only a backbone of your LAN
but also an agent to your Internet Service Provider (ISP). You may use an
ADSL or Cable modem to communicate with your |SP. Connect the LAN
port on the modem with the WAN port at the back of the ASUS Wireless
Router using a network cable as shown above.

Note: You also need to make sure that other connections on the
ADSL or Cable modem are correct.

ASUS Wireless Router 15
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Agent to Another Network

Wireless
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C
(5—) Network Backbone
C

WAN

ASUS Wireless Router

Wireless Client

Wireless Client Wired Client

In this topology, the wireless router is an agent between your LAN and
another network. Use anetwork cable with one end connected to the WAN
port on the wireless router and the other to the other network as shown

above.
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LED Indicators

The LEDs on the front of the ASUS Wireless Router display the status of
the ASUS Wireless Router.

(@ !
S —

%

PWR (Power)

Off No power
On System ready
Flashing Firmware upgrade failed

AIR (Wireless Network)

Off No power
On Wireless system ready
Flashing Transmitting or receiving data (wireless)

WAN (Wide Area Network)

Off No power
On Has physical connection to an Ethernet network
Flashing Transmitting or receiving data (through Ethernet wire)

LAN 1-4 (Local Area Network)

Off No power
On Has physical connection to an Ethernet network
Flashing Transmitting or receiving data (through Ethernet wire)

ASUS Wireless Router
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Chapter 2 - Installation

2. Installation Procedure

Follow these steps to install the ASUS Wireless Router.

1. Determine the best location for the ASUS Wireless Router. Keegp in mind
the following considerations:

» Thelength of the Ethernet cable that connects the ASUS Wireless
Router to the network must not exceed 100 meters.

* Try to place the ASUS Wireless Router on aflat, sturdy surface as
far from the ground as possible, such as on top of a desk or book-
case, keeping clear of obstructions and away from direct sunlight.

* Try to centrally locate the ASUS Wireless Router so that it will pro-
vide coverageto al of thewirelessmobile devicesinthe area. Orien-
tating the antenna vertically should provide the best reception.

* Use only the power supply that came with this unit. Other power
supplies may fit but the voltage and power may not be compatible.

2. Wall mounting or vertical standing is also possible.
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It is the responsibility of the installer and users of the ASUS Wire-
less Router to guarantee that the antenna is operated at least 20
centimeters from any person. This is necessary to insure that the
product is operated in accordance with the RF Guidelines for Hu-
man Exposure which have been adopted by the Federal Communi-
cations Commission.

4. LAN Connection: Attach oneend of an RJ-45 Ethernet cabletotheASUS
Wireless Router’s LAN port (any one of the four) and attach the other end
to the RJ-45 Ethernet cable to your desktop computer.

5. Power Connection: The ASUS Wireless Router requires power from an
external power supply. The ASUS Wireless Router shipswith aUL listed,
Class 2 power supply (5V). Attach one end of the DC power adapter to the
back of the ASUS Wireless Router and the other end to a power outlet.

The Power LED on the front of the ASUS Wirdless Router will light up
when the unit is powered ON. In addition, the green LAN or WAN LEDs
will turn ON to indicate that the ASUS Wireless Router has a physical
Ethernet network connection.

18 ASUS Wireless Router



Chapter 2 - Installation

Warning: Use the ASUS Wireless Router only with the power adapter
supplied in the product package. Using another power supply may
damage the ASUS Wireless Router.
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6. Printer Connection: Connect a printer to the Wireless Router printer
port (WL500g/WL500b only) or USB port to usetherouter asaprinting

server for your local network.
7. USB Connection: Connect a supported USB web camera or USB

storage device to the Wireless Router USB port.

Note: Before using an embedded USB application or device, refer
to the USB storage and USB camera support list on the ASUSTeK
Web site at the following Internet address: http://www.asus.com.
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Chapter 2 - Installation

Wall Mounting Option

Out of the box, the ASUS Wireless Router isdesigned to sit on araised flat
surfacelike afile cabinet or book shelf. The unit may also be converted for
mounting to awall or ceiling.

Follow these steps to mount the ASUS Wireless Router to awall:
1. Look on the underside for the four mounting hooks.
. Mark two upper holesin aflat surface using the provided hole template.

2
3. Tighten two screws until only 1/4” is showing.
4. Latch the upper two hooks of the ASUS Wireless Router onto the screws.
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Note: Readjust the screws if you cannot latch the ASUS Wireless
Router onto the screws or if it is too loose.

20 ASUS Wireless Router



Chapter 2 - Installation

Vertical Standing Option

The ASUS Wireless Router can also stand on its side to save space. Two
hinges can be opened on theright sideto support vertical standing. Orientate

the antenna so that it points upwards.
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Support Hinge

s

ASUS Wireless Router 21



)
=3
n
—+
L
Y
=
o
S

Chapter 2 - Installation

Connecting to the ASUS Wireless Router

Wired Connection

OneRJ}45 cableissupplied with the ASUS Wirel ess Router. Auto crossover
function isdesigned into the ASUS Wireless Router so you can use either a
straight-through or a crossover Ethernet cable. Plug one end of the cable
into the WAN port on the rear of the ASUS Wireless Router and the other
end into the Ethernet port of your ADSL or Cable modem.

Wireless-Connection

Refer to your wireless adapter user’s manual on associating withthe ASUS
Wireless Router. Thedefault SSID of the ASUSWireless Router is* default”
(lower case), encryption isdisabled and open system authentication is used.

Printer Connection (WL500g/WL500b only)

A DB25 parallel cable should be supplied with your printer. Plug the male
connector of thisparallel cableinto the printer port on therear of theASUS
Wireless Router and the centronics end into your printer.

Printer Port

[ |
1 1
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3. Software Configuration

Configuring the ASUS Wireless Router

The ASUS Wireless Router can be configured to meet various usage
scenarios. Some of thefactory default settings may suit your usage; however,
others may need changing. Prior to using the ASUS Wireless Router, you
must check the basi ¢ settingsto guaranteeit will work inyour environment.
Configuring the ASUS Wireless Router is done through a web browser.
You need a Notebook PC or desktop PC connected to the ASUS Wireless
Router (either directly or through a hub) and running a web browser as a
configuration terminal. The connection can be wired or wireless. For the
wireless connection, you need an |EEE 802.11g/b compatible device, e.g.
ASUSWLAN Card, installed in your Notebook PC. You should also disable
WEP and set the SSID to “default” for your wireless LAN device. If you
want to configure the ASUS Wireless Router or want to access the Internet
through the ASUS Wireless Router, TCP/IP settings must be correct.
Normally, the TCP/IP setting should be on the IP subnet of the ASUS
Wireless Router.

Note: Before rebooting your computer, the ASUS Wireless Router
should be switched ON and in ready state.

Setting IP address for Wired or Wireless Connection

Get I P A u to m atl Cal Iy Internet Protocol (TCP/IP) Properties

The ASUS Wireless Router General | kemate Configurstion
incorporatesaDHCP server sothe || jegliuion s atonsios sk ety
est methOd |St0 %t Our PC to the appropriate [P settings.
et t I P wd t ; al I d (%) Obtain an IF address automatically

g I S re$ au Om I C y ar] () Use the following IP address:

reboot your computer. So the
correct |P address, gateway, DNS
(Domain Name System Server) .
can be Obtal ned from the A SU S ® Ebtatl: DfN"S s%rve[r):dsdress autzllzatlcall_l,.l
W' eless Router (O Use the following SEMVET & r_esses.

Ir .

Note: Before rebooting your
PC, the ASUS Wireless Router ||
should be switched ON and in N =
ready state.

n
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=
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Chapter 3 - Software Configuration

Setting IP Manually

If you want to set your IP address
manually, the following default
settings of the ASUS Wireless
Router should be known:

 |Paddress192.168.1.1
» Subnet Mask 255.255.255.0.

If you set your computer’'s IP
manually, it needsto be on the same
segment. For example:

o |P address 192.168.1.xxX (XXX
can be any number between 2
and 254 that is not used by
another device)

e

Internet Protocol (TCP/IP) Properties
General

‘You can get |P settings azsigned automatically if your nebwork. supparts
thiz capability. Othenwise, vou need to ask your network, administrator for
the appropriate [P settings.

() Obtain an IP address automatically
(%) Use the fallawing IF address:

IP address: [132 168 1 .8
Subnet mask: [255. 255 . 255. 0 |
Default gateway: 192 1 BQ o 1 .1
() Use the follawing DMS server addresses:

Freferred DNS server [192. 188, 1 . 1]
Alternate DNS server: .

I ak ﬂ[ Cancel ]

e Subnet Mask 255.255.255.0 (same as the ASUS Wireless Router)
o Gateway 192.168.1.1 (thisisthe ASUS Wireless Router)
e DNS192.168.1.1 (ASUS Wireless Router | P address or your own).
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Installing the ASUS Wireless Router Utilities

Follow these steps to ingtdl the ASUS Wirdess Router Utilities in Microsoft
Windows. Insert the support CD provided with the ASUS Wirdless Router and
themenuwill appear. (Double-click setup.exeif your autorun hasbeen disabled.)

ASUS Wireless Router

Install ASUS Wireless Router Utilities

Uninstall ASUS Wireless Router Litliitles

Readiinstall User Documentation

Explore CO-ROM

Browser our Web Site

(1) Select a language and click Install
ASUS Wireless Router Utilities.

Software License Agreement El

Please read the following License Agreement. Press the PAGE DOWN key ta see
the rest of the agreement.

~
ASUS wireless Router Utility for Windows 98/ME/2000/<F
Copyright [C] ASUSTek COMPUTER [MC. &ll Rights Reserved.
Thank you for purchasing A5U5 Wirelezs Router!
NOTICE
Hardware Reguirements
........................ 5

Do you accept all the terme of the preceding License Agreement? If you choosze Mo, Setup
will cloze. To install ASUS Wireless Router Ulilities, you must accept this agreement.

< Back Yes No |
La¥

Welcome &|

‘welcome to the ASUS ‘Wireless Router Utiities Setup
program. This program will install 4505 YWireless
== Fouter Utilities on pour computer.

It is strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you
have running. Click Nest to continue with the Setup program,

WARNING: This program is pratected by copyright law and
international treaties

Unautharized reproduction or distribution of this program, or any
pottion of it, may result in severe civil and criminal penalties, and
will be prosecuted to the maximumn extent possible under law.

Cancel

(2) Click Next after reading the welcome
screen.

3

Choose Destination Location

Setup will inztall ASUS ‘Wirelezs Router Utilities in the following
folder.

Toinstall to this folder, click Nest

Toinstall to a different folder, click Browse and select another
folder.

Y'ou can chooze not to install A5US wWireless Router Utilities by
clicking Cancel to exit Setup.

Destination Folder

Browse...

L AASI5Ywireless Router Utilities

< Back

Cancel |

L

(3) Click Yes after reading the license
agreement.

Select Program Folder, f'>_<\

Setup will add program icons to the Program Folder listed below,
“r'ou may tppe a new folder name, or select one from the existing
Falders list. Click Next to continue

Program Folders:

Existing Folders:

Ariipistrative: Tools

=

Caneel |

< Back Hext » ,.
L’

(4) Click Next to accept the default
destination folder or enter another.

Setup Complete

Setup has finished instaling A5US ‘wireless Router Utilities on
your computer,

Setup can launch the Read Me file and ASUS Wireless Router
Utilities. Choose the options you want below,

Click Finish to complete Setup.

(5) Click Next to accept the default
program folder or enter another.

(6) Click Finish when setup is complete.

ASUS Wireless Router
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Using the Wireless Router for the First Time

1. ASUS Wireless Router Utilities
Run Device Discovery from “ ASUS Utility” in Windows Start Programs.

'E EiemanE Administr ative Tools 3 .

a &515 Litiliky: Dual Band Homegateway  #
L Faverites ’ Codec Configuration v [ Dual Band WLAN Card »
i ;‘ Documents " Games 3 Ti Wireless Router @ Device Discovery
e Microsoft Cffice Tools 4 ¥ & Firmware Restoration
' Settings > Skarbup » ol Printer Setup Wizard

¥ ¥ Uninstall ASUS Wireless Router Utilities
Search 3

| Help and Support

3 Log OFF ...

Windows XP Professional

/_)
L2
$=] Run..
2
O]

O Shut Down...

2. Connect to the ASUS WLAN Web Manager

Run the ASUS WLAN Device Discovery from the Start menu and click
Config when the device is found.

=
C
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Microsoft® Internet Explorer

% Device Discovery

Proxy Settings

Device SSID IP Address Subriet Mask Printer Servers
CLEODD  default 192168.1.1 255.265.255.0 [l Type Prosy address b use Part
=

s HTTP: [oroyasuscomin [i[80 |
Secure: |_—| H ::I
FTe: [rovmscnm __ |/[o
Gopher: [—l ! ! I

< ¥ 2
o Socks: | i |
%4 Config I \3; Gl | \;:ﬂ_ il | [¥] Use the same prosy server for all protocols
Number of found dewice(s): 1 Exceptions
(i Do not use proxy server for addresses beginning with:
ig]
|192‘168.1.1 Ly |

Use semicolons { ; ) to separate entries,

Add 192.168.1.1 in the Exceptions box if you are
using a proxy server (Microsoft® Internet Explorer).

If your computer’s IPis not on the same subnet as the ASUS Wireless Router
(192.168.1.X), youwill be asked to changeit. The | Paddress can be any number
from 2 to 254 that is not used by another device. Gateway is not required.

Note: Using a proxy server (Microsoft® Internet Explorer) for your
LAN requires that you set an exception for the ASUS Wireless Router
or else connection will fail.
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Enter Address or Name Manually

You can also open your PC’sweb browser and enter the name or the default
| P address of the ASUS Wireless Router:

WL500g
http://my.router or http://my.WL500g or http://192.168.1.1

WL500g Deluxe
http://my.router or http://my.WL500gx or http://192.168.1.1

User Name & Password Connect to 192.168.1.1

Once connected, awindow will ask | &2,
for the User name and Password in | -
order to log in. The factory default
values are “admin” and “admin”.

WLS00g

Liser name: '@ admin v

Note: If you cannot find any the Bassword: EEERY |
ASUS Wireless Routers due to [ 1Remember my password:

a problem in the IP settings,
push and hold the “Restore”

button over five seconds to re- Lot il
store factory default settings.

n
)
=
=
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Home Page
After logging in, you will see the ASUS Wireless Router home page.

ASUS WL500g ASUS WL500g Deluxe

WL500g WL500g Deluxe
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ASUS WLSDOb i

Wireless Home Gateway

* Quick Setup allows users to complete basic setting by
Just anawering severnl question

* BO2.11b and WPA supports up to 11Mbps transmission
rate and Interoperable securty enhancement.

= Wireless Firewall protect LAN environment from wircless

acCess:
= USB Application Plug a USB storage to becoma a FTP
sorver or plug 4 LSE web camesa to monitor your hoeme

environment
= Printer Sharing ol computens share the same prinbes
« IP Sharing Ml computess share the same 1P to Intemet

= Internst Firewall protect LAN or Wirsless environmant
theough Rexible filtes rule setting.
= Status & Log log stotus of system in details.

This site is best viewed with IE 5.0 or above.

Cllek NEXT to start Quick Setup _MEST

WL500b

IMPORTANT: After entering information on any page, click the
“Apply” button Al |. If you click any other link, you will be di-
rected to another page and lose your new settings.

3. Set your own password

System Setup - Change Password

o
-
=
=
M
7

New Password:

Retype New Password

Save Clear

o Wireless Home Gateway

e Quick Setup allows users to complete basic setting by just answering
several questions,

s 802.11g and WPA supports up to S4Mbps transmission rate, backward
caompatibility with 802.11b and interoperable security enhancement.

« USB Application Plug 2 USB storage to become a FTP server or plug a USE
webh camera to monitor your home environment.

& IP Sharing all computers share the same IP to Internet.

e Internet Firewall protect LAN or Wireless environment through flexible filter
rule setting.

s Status & Log log status of system in details.

Logout

This site Iz best viewed with IE 5.0 or above.

Click NEXT to start Guick Setup
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Home Gateway Mode

There are three operation modes in the ASUS
Wireless Router. The default operation mode of the
ASUS Wireless Router is Home Gateway Mode.
Pleaserefer to “ System Setup” —“ Operation Mode”
in detail. To start quick setup, click Next to enter

BE Home

the “Quick Setup” page. Follow the instructions to

setup the ASUS Wireless Router.

Quick Setup in Home Gateway Mode

Select Time Zone

Flease choose the time zane whera you are locating in.

Time Zone: (GMT-11:00) Midway ksland, Samoa b
(GHT-11 007 Midway |sland, Samoa |4
(GMT-10:00) Harwail

(GMT-09.00) Alaska

(GMT-08:00) Pacific Tiens

(GMT-07.00) Mountain Time

(EMT-07 100) Anzons

(GMT-08 000) Central Ture

(MT-06:00) Middle America

| . Col

{GMT) Gambia,
(GMT) England

Select Internet Connection Type

WLbuUb suppnrts SEVEr, aI kinds of connection tD Jntamel thmugh its WAN pnrt Please select
wd. In additon, bifon et i 1 Internet, plhi makie Sure you have
cur\nected wL noh s WAN port tu y’our [l L or Cable 'vlodem

T Cable Madem or sther connection type that gers IF autsmanically.

': ADsL ion that requires and p 1. It is known as PPPoL.
“ apsL lan that requires " f and IF address. It s known as PPTP.
T ABSL or other connection type that wses static 19 addy s,

Prev| Mext|

WAN IP Setting

Fill TCR/IP settng for WLE00g to connect to Internet through WAN port.
Get IP automatically® oves ® Mo

1P Address:

Subnel Mask:

Defaull Gateway:

Gt NS Server autamatically? C e G

DNS Sarver 1:
DNS Server 2:

Select your time zone or the closest
region. Click Next to continue.

n
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Select the connection type. Click
Next to continue.

Select “NO” to enter the information
manually. “Yes’ will disablethefield.
Click Next to continue.
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Home Gateway Mode (Cont.)

Quick Setup To set up your wireless interface,
ettt e i s e e s e YOU MUSt first give it an SSID
ek s am oeord for authentication and data (Service Set Identifier). The SSID

SSID: JoeyElsa

IS a unique identifier attached to
packets sent over WLANS. This

Security Level:

Passphrase:

WEP Key 1 {10 or 26 hex digits):

o s identifier emulates a password

peraetGoerzshendorey PSS when a wireless device attempts

(pe] (even) communication on the WLAN.

Because an SSID distinguishes

Save & Restart WLANSs from each other, access

You have finished the basic setting of Home Gateway. You can just press pOI ntS and WI rel eSS de\ll CeS tryl ng

SaveBRestart bultn t aply yoursttng o pefo ther adanced to connect toaWLAN must usethe
same SSID.

SavedkRestat

Also, if you want to protect
transmitted data, select a middle or high Security Level.

Middle: allows only those users with the same WEP key to connect to this
access point and to transmit data using 128-bit WEP encryption.

High: alowsonly those userswith the same WPA pre-shared key to connect
to this access point and to transmit data using TKIP encryption.

Click Finish to continue. You are prompted to save the settings. Click
Save& Restart to save the settingsto the ASUS Wirel ess Router and enable
the new settings.
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V= To adjust other settings, click anitem
on the menu to reveal asubmenu and

follow the instructions to setup the
ASUS Wireless Router. Tips are
given when you move your cursor
over each item. The following have
submenu items:

* Wireless
IP Config
NAT Setting
Internet Firewall
USB Application
System Setup

Status & Log

Home Gateway

& NAT Setting

0
()
[=
B Port Trigger :)
i o

ic Config
s LA Filter

ASUS Wireless Router 31
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Wireless

Click an item on the menu to reveal a submenu.
Follow theinstructionsto set up the ASUS Wireless
Router. Tips are displayed when you move your
cursor over an item.

Interface
WL500b WL500g/WL500g Deluxe

Wireless - Interface Wireless - Interface

SS5I0: W S2ID: |J(JH\|'KE'|‘Z&I

Channel: 3 = Channel: Auto

Awthentication Method: Opien Systemn or Shared Kiry » Wireless Mode: Auto L4 0549 Protection
Enciyprion: None 4 Authentication Method: Open Systen or Shared Key «
Passphiase: _ WPA Encryption:

WEP Key 1(10 o1 26 hex digins: [ WPA Pre-Shared Key: ]
WEP Key 2 (10 o1 26 hex digins: [ WEP Encryption: None “

WEF Key 3 (10001 76 hex digies: _ FPassphrase: _
WEP Key 4 (10 o 26 hex digits: ] WEP Key 1 {10 or 26 hex digits): ]
Default Key: WEP Key 2 {10 or 26 hex digits): ]
Hide SSI0: “ Yos © No WEF Key 3 (10 or 26 hex digits): _
WPA Rekey Timen: h WEP Key 4 (10 or 26 hex digits): _

o Key Index: .
Metwork Key Rotation Interval:

Restora | Firish | Apply

SSID

The SSID is an identification string of up to 32 ASCII characters that
differentiate one ASUS Wireless Router AP or Access Point from other
manufacturers. The SSID is also referred to as the “ESSID” or “Extended
Service Set ID.” You can use the default SSID and radio channel unless
more than one ASUS Wireless Router or Access Point is deployed in the
same area. In that case, you should use adifferent SSID and radio channel
for each ASUSWireless Router or Access Point. All ASUSWireless Routers
and ASUS 802.119/802.11b WLAN client adapters must have the same
SSID to allow awirelessmobile client to roam between the ASUS Wirel ess
Routers . By default, the SSID is set to “default”.
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Wireless (Cont.)

Channel

The 802.11g and 802.11b specifications supports up to 14 overlapping
channels for radio communication. To minimize interference, configure
each ASUS 802.11g APto be non-overlapping; select Auto from the Channel
drop-down list to enablethe system to select aclear channel during boot up
as your operating channel.

Ensure that ASUS Wirel ess Routers sharing the same channel (or channels
which are close in number) are as far away from each other as possible,
based on the results of your site survey of thefacility. Thereisasite survey
utility on the ASUS Wireless Router setup CD.

Wireless Mode (WL500g/WL500g Deluxe Only)

This field indicates the 802.11g interface mode. Selecting “Auto” allows
802.11g and 802.11b clients to connect to the ASUS Wireless Router.
Selecting “54g Only” maximizes performance, but prevents802.11b clients
from connecting to the ASUS Wireless Router. If “54g Protection” is
checked, G-Mode protection of 119 traffic is enabled automatically in the
presence of 11b traffic.

ASUS Wireless Router
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Wireless (Cont.)

Authentication
Method Encryption Passphrase WEP Key 1~4

Open or shared key None Not required Not required
WEP-64 bits 1~64 characters 10 hex
WEP-128 bits 1~64 characters 26 hex

Shared key WEP-64 bits 1~64 characters 10 hex
WEP-128 bits 1~64 characters 26 hex

WPA-PSK " TKIP only * 8~63 characters Not required
AES only * 8~63 characters Not required

WPA" TKIP only * Not required Not required
AES only * Not required Not required

Radius with 802.1x ~ Auto Not required Not required
WEP-64 bits 1~64 characters 10 hex
WEP-128 bits 1~64 characters 26 hex

*  WL500g/WL500g Deluxe supports AES and TKIP encryption for WPA.

=
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A WL500b does not support WPA and Radius with 802.1x and WL500b only supports TKIP encryption for WPA-PSK.

WEP Encryption

Traditional WEPencryption isapplied when “Open or Shared Key”, “ Shared
Key” or “Radius with 802.1x” authentication methods are selected.

WL500g/WL500g Deluxe: When “WPA” or “WPA-PSK” authentica-
tion methods are selected, you still can set WEP encryption for
those clients that do not support WPA/WPA-PSK. Please note that
Key Index for WEP key is limited to 2 or 3when both WPA and WEP
encryption are supported at the same time.

64/128-bit versus 40/104-bit
The following section explains low-level (64-bit) and high-level (128-hit)
WEP Encryption schemes:
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Wireless (Cont.)

64-bit WEP Encryption

64-bit WEP and 40-bit WEP are the same encryption method and can
interoperate in a wireless network. This level of WEP encryption uses a
40-bit (10 Hex character) encryption scheme as a secret key, which is set
by the user, and a 24-bit “Initialization Vector” scheme, which isnot under
user control.

Together these two schemes make a 64-bit (40 + 24) encryption scheme.
Somevendorsrefer to thislevel of WEP as40-bit and othersrefer to thisas
64-bit. ASUS WLAN products use the term 64-bit when referring to this
lower level of encryption.

128-bit WEP Encryption

104-bit WEP and 128-bit WEP are the same encryption method and can
interoperate on a wireless network. This level of WEP encryption uses a
104-hit (26 Hex character) encryption scheme as a secret key which is set
by the user, and a 24-bit “Initialization Vector”, which is not under user
control.

Together these two schemes make a 128-bit (104 + 24) encryption scheme.
Some vendors refer to thislevel of WEP as 104-bit and others refer to this
as 128-bit. ASUS WLAN products use the term 128-bit when referring to
this higher level of encryption.

Passphrase

Sdlecting “WEP-64bits’ or “WEP-128hits’ inthe Encryption field generates
four WEP keys automatically. A combination of up to 64 letters, numbers,
or symbolsisrequired. Alternatively, leavethisfield blank and typein four
WEP keys manually.

¥ WEP-64bit key: 10 hexadecimal digits (0~9, a~f, and A~F)
¥ WEP-128bit key: 26 hexadecimal digits (0~9, a~f, and A~F)

Note: The ASUS WLAN family of products uses the same algorithm
to generate WEP keys, eliminating the need for users to remember
passwords and to maintain compatibility between products. How-
ever, using this method to generate WEP keys is not as secure as
manual assignment.

ASUS Wireless Router
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Wireless (Cont.)

WEP Key

You can set a maximum of four WEP keys. A WEP key is either 10 or 26
hexadecimal digits (0~9, a~f, and A~F) based on whether you select 64bits
or 128bits in the WEP pull-down menu. The ASUS Wireless Router and
ALL of itswireless clients MUST have at |east the same default key.

Key Index

The Default Key field lets you specify which of the four encryption keys
you use to transmit data on your wireless LAN. As long as the ASUS
Wireless Router or wireless mobile client with which you are communicating
has the same key in the same position, you can use any of the keys as the
default key. If the ASUS Wireless Router and ALL of its wireless clients
use the same four WEP keys, select “key rotation” to maximize security.
Otherwise, choose one key in common as the default key.

Network Rotation Key Interval

Thisfield specifiesthetimeinterval (in seconds) after which aWPA group
key is changed. Enter ‘O’ (zero) to indicate that a periodic key-change is
not required.
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Wireless

Click an item on the menu to reveal a submenu.
Follow theinstructionsto set up the ASUS Wireless
Router. Tips are displayed when you move your
cursor over an item.

Bridge/Access Control List

AP Mode: Hybrid v
AR Only

Channel: WDS Only
Hyhrid

AP Only WDS Only (WL500g/WL500g Deluxe)

Wireless - Bridge Wireless - Bridge

Wirediess bridgee (also known a5 Wirslies Distribution System or WOS) function allows you to

Wirgless brigge (als0 known as Wirgless Distnibution SyStem or WD'S) function aliows you to
o @ Or many AP pless
cannect to one or many APs through wireless, ! Sl c

nnect Lo one or s through wirgle

= = b 3
ks o
D D =
T - —
™ =
WIS Dnk - D
AF Mode: AP Only = J_L’.J B
Channo o 0 Mode: . ™
Connect to APs In Remote Bridge List?  ves Mo Channak B~
Allaw anon ymaus? “ ves © o Connect 1a APs in Remate Bridge Lisr? # vos " ho
Remote Bridge List (el Allow anamymous? “ vos © o
MAC Address Remote Bridge List [[Aaa] (Dol ]
]
MACT Address

Hybrid
Wirsless - Bridge Wireless bridge (also known as
Cornec oy S e e e e soee— \Wirel ess Distribution System or
a a e WDS) allows you to connect to one
= == )a} .
= or many Access Points.

Sj=s =] 3
trybiid U =
= =i=pa]

AP Mode: [Hvbrid 3
Channel: B =
Conneci to APs In Remote Bridge List? Toas T e
Allow anonymeus? T ves T Mo
Remote Bridge List Dl

MAC Address

I

| st | Finish | Apply
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Wireless (Cont.)

AP Mode

AP (Access Point) Mode configuresthe ASUS Wireless Router for aspecific
application. By default, the ASUS Wireless Router is configured as an
Access Point which enables wireless mobile clients to connect wirelessly
to awired Ethernet network. The following options are available from the
drop-down list:

AP Only: the ASUS Wireless Router acts only as an Access Point.

WDS Only (WL 500g/WL500g Deluxe): the ASUS Wireless Router
can only communicate with other Access Points.

Hybrid: Hybrid allows you to use the ASUS Wireless Router both as
an access point and as awireless bridge.

Channel
Both A ccess Pointsin Wirel ess Bridge mode must be set to the same channel.

Connect to APs in Remote Bridge List (Yes/No)
Select Yes to connect to access pointsin the remote bridge list.

Allow anonymous? (Yes/No) (WL500g/WL500g Deluxe)
Select Yes to allow users without accounts to connect.

Note: If “Connect to APs in Remote Bridge List” and “Allow Anony-
mous” are both set to “No”, it means that this AP will not connect with
other APs and therefore the AP mode setting will return to “AP Only”.
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Wireless (Cont.)

MAC Address

Enter the MAC address of the target ASUS Wireless Router in order to
designate which ASUS Wireless Router will be the partner for thisASUS
Wireless Router.

You can setup your wireless environment as shown in thisfigure:

n
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Note: The contentin braces “()” is the MAC address in the Remote
Bridge List of the AP. For example, WB1 have the MAC address of
WB in its Remote Bridge List.

In this case, there are six ASUS Wireless Routers and they are linked as
wireless bridges. Take one of them, named WB, as an example. WB is not
in“AP Only” mode and “ Connect to APsin Remote Bridge List” isset as
“Yes’, so it can connect to WB3. Meanwhile, “allow anonymous’ is set as
“Yes’ or “Allow anonymous” isset as“No” but it hasthe MAC addresses
of WB1, WB2, and WB4 inthe“Remote Bridge List”, so it can be connected
by WB1, WB2, and WBA4.
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Wireless

Click an item on the menu to reveal a submenu.
Follow theinstructionsto set up the ASUS Wireless
Router. Tips are displayed when you move your
cursor over an item.

Access Control
Wireless - Access Control Pull down menu items;

| allows you to black the access from cartan {0 tati

rol : s wirslpss Stations or 1o bypass access
ireless stations only. In Accept made, WL300g will only accept wireless access 1 H H
& 5 with MAC address in the contral list. In Raject made, WL300g will reject wiralass I e no I n O rmul r

stations with MAC address in the control list.

MAC Accoss Mode:

Access Control List

= & Accept (need to input information)

A e Reject (need to input information)

Feestore | Finish Apply |

To add security, the ASUS Wireless Router has the ability to only associate
with or not associate with wireless mobile clients that have their MAC
address entered into this page.

The default setting of “Disable” will alow any wireless mobile client to
connect. “Accept” will only allow those entered into this page to connect.
“Regject” will prevent those entered into this page from connecting.

Adding a MAC Address

To add aMAC address, enter the 12 hexadecima characters into the white box
next to “MAC Address.” and click the Add button. The MAC address will be
placed inthe control list below. Only atota of 31 MAC addresses can be entered
into this page so determine which will be the lesser; those you wish to accept or
those you wish to rgect and click the appropriate “MAC Access Mode’ .

Note: Click the “Finish” button to save your new settings and re-
start the ASUS Wireless Router or click “Save” and restart later.
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Wireless

Click an item on the menu to reveal a submenu.
Follow theinstructionsto set up the ASUS Wireless
Router. Tips are displayed when you move your
cursor over an item.

Radius Setting (WL500g/WL500g Deluxe)

Wireless - RADIUS Sefting This section enables you to set up
This section allows you to set up additional parameters for authorizing addl tl Onal parameters for Connectl On

wireless clients through RADIUS server. It is required while you select

;.l:t]gt.l;:g_tjcaliurl Method® in *Wireless - Interface” as "WPA" or "Radius with Wlth a RA DI US %rver. Val ues are

Serer P Adaress: required for this page when the
Conmesion st o Authentication Method field in the
= oo | = Wireless - Interface screen are set as

“WPA” or “Radius with 802.1x”.
Refer to Authentication Method on

page 32.

n
)
=
=
)
™

Server IPAddress—specifiesthe IP address of the RADIUS server to use
for 802.1X wireless authentication and dynamic WEP key derivation.

Server Port — specifiesthe UDP port number used by the RADIUS server.

Login Secret — specifies the password used to initialize a RADIUS
connection.

Note: A RADIUS server is used for remote user authentication and
accounting. It is primarily used by Internet Service Providers, but
can also be used on any network that needs a centralized authenti-
cation function for its workstations.
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Chapter 3 - Software Configuration

Wireless

Click an item on the menu to reveal a submenu.
Follow theinstructionsto set up theASUS Wireless
Router. Tips are displayed when you move your
cursor over an item.

Advanced
Wireloss - Advanced This section allows you to set up
::::?.;:E-\tr:fl’ﬂt:l“ﬁ:fi:f:nt:r)uz:t(lln:ﬂMkhtmm' parameters for wireless. But wdl ti ona] pararnaers for the WI rd %
Yoo router function. We recommend that
— Yoo St you use the default values for all
Basic Rate et Deimn_ itemsin this window.
Fragmentation Threshold: W
RTS Threshald: A Wireless - Advanced
OTIM irterval: 1 This section allows you to set up additionsl parameters for wirgless. But default values are
Beacon Interval: ’C'J— recommondud.

Enable Frame Bursting? Disabled | Enable AneiBumen?

Enable Radio? & ves " Mo Hide SSI0:

g | Set AP solated? o @
¥ un ™ Mon ™ Tue ¥ Wad Yes " No
 Thu ™ Fri ¥ sat

Time of Day to Enabls Radio: |00 00 23 59

Radio Power: 19

Date to Enable Radio:

AfterBurner (WL500g Deluxe only)

Enable AfterBurner: (WL500g Deluxe) - Set to Enable to increase
performance for clients (such as WL 100gx) that support this function.

Note: Your network speed will slow down if you have mixed 802.11g
and Afterburner clients.

Hide SSID - By default, “No” is selected so that wireless mobile users can
seeyour ASUS Wireless Router’s SSID and join. If “Yes’ is selected, your
ASUS Wireless Router will not show in site surveys by wireless mobile
clients and they will have to manually enter your ASUS Wireless Router’s
SSID. If you want to restrict accessto “your” ASUS Wireless Router , this
isasimple way to do it but for security reasons, don’t forget to change the
SSID to something other than “default”.

Set AP Isolated (WL500g/WL500g Deluxe) - Selecting Yes to prevent
wireless client from communicating with each other.

Data Rate (M bps) (WL 500g/WL 5009 Deluxe) - Thisfield allowsyou to
specify the transmission rate. Leave on “Auto” to maximize performance
versus distance.
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Wireless (Cont.)

Basic Rate Set (WL 500g/WL500g Deluxe) - Thisfield indicatesthe basic
rates that wireless clients must support. Use “1 & 2 Mbps’ only when
backward compatibility is needed for some older wireless LAN cards with
amaximum bit rate of 2Mbps.

Fragmentation Threshold (256-2346) — Fragmentation is used to divide
802.11 frames into smaller pieces (fragments) that are sent separately to
the destination. Enable fragmentation by setting a specific packet size
threshold. If there is an excessive number of collisions on the WLAN,
experiment with different fragmentation values to increase the reliability
of frametransmissions. Thedefault value (2346) isrecommended for normal
use.

RTSThreshold (0-2347) — The RTS/CTS (Request to Send/Clear to Send)
function is used to minimize collisions among wireless stations. When
RTS/CTS is enabled, the router refrains from sending a data frame until
another RTS/CTS handshake is completed. Enable RTS/CTS by setting a
specific packet size threshold. The default value (2347) is recommended.

DTIM Interval (1-255) (WL500g/WL500g Deluxe) — DTIM (Delivery
Traffic Indication Message) isawireless message used to inform clientsin
Power Saving Mode when the system should wake up to receive broadcast
and multicast messages. Type the time interval in which the system will
broadcast aDTIM for clientsin Power Saving Mode. The default value (3)
IS recommended.

Beacon Interval (1-65535) — This field indicates the time interval in
millisecondsthat a system broadcast packet, or beacon, issent to synchronize
thewireless network. The default value (100 milliseconds) isrecommended.

Enable FrameBur sting? (WL 500g/WL 500g Deluxe) — Thisfield allows
you to enable frame-bursting mode to improve performance with wireless
clients that also support frame-bursting.

Enable Radio? (WL 5009/WL500g Deluxe) - Selecting “ Yes” enablesthe
wireless function during user-defined dates and times. Wireless users will
not be able to connect on non-selected dates and times.

Date to Enable Radio (WL 500g9/WL500g Deluxe) - This field defines
the dates that the wireless function will be enabled.

Time to Enable Radio (WL 500g/WL500g Deluxe) - This field defines
the time range that the wireless function will be enabled on each of the
selected dates.
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