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Important Safety Instructions

1. Read and follow all warning notices and instructions marked on the product or included in
the manual.

2. Slots and openings in the housing are provided for ventilation. To ensure reliable operation
of the product and to protect it from overheating, these slots and openings must not be
blocked or covered.

3. Do not allow anything to rest on the power cord and do not locate the product where
persons will walk on the power cord.

4. Do not attempt to service this product yourself, as opening or removing covers may expose
you to dangerous high voltage points or other risks. Refer all servicing to qualified service
personnel.

5. General purpose cables are used with this product for connection to the network. Special
cables, which may be required by the regulatory inspection authority for the installation site,
are the responsibility of the customer. Use a UL Listed, CSA certified, minimum No. 24
AWG line cord for connection to the Digital Subscriber Line (DSL) network.

6. When installed in the final configuration, the product must comply with the applicable Safety
Standards and regulatory requirements of the country in which it is installed. If necessary,
consult with the appropriate regulatory agencies and inspection authorities to ensure
compliance.

7. Arare phenomenon can create a voltage potential between the earth grounds of two or
more buildings. If products installed in separate buildings are interconnected, the voltage
potential may cause a hazardous condition. Consult a qualified electrical consultant to
determine whether or not this phenomenon exists and, if necessary, implement corrective
action prior to interconnecting the products.

8. Input power to this product must be provided by one of the following: (1) a UL Listed/CSA
certified power source with a Class 2 or Limited Power Source (LPS) output for use in
North America, or (2) a certified transformer, with a Safety Extra Low Voltage (SELV) output
having a maximum of 240 VA available, for use in the country of installation.

9. In addition, since the equipment is to be used with telecommunications circuits, take the
following precautions:

— Never install telephone wiring during a lightning storm.

— Never install telephone jacks in wet locations unless the jack is specifically designed for wet
locations.

— Never touch uninsulated telephone wires or terminals unless the telephone line has been
disconnected at the network interface.

— Use caution when installing or modifying telephone lines.

— Avoid using a telephone (other than a cordless type) during an electrical storm. There may
be a remote risk of electric shock from lightning.

— Do not use the telephone to report a gas leak which is in the vicinity of the leak.

CE Marking

When the product is marked with the CE mark on the equipment label, a supporting Declaration
of Conformity may be downloaded from the Zhone World Wide Web site at www.zhone.com.

FCC Part 15 Declaration

An FCC Declaration of Conformity may be downloaded from the Zhone World Wide Web site at
www.zhone.com.
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This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) this device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

The authority to operate this equipment is conditioned by the requirement that no modifications
will be made to the equipment unless the changes or modifications are expressly approved by the
responsible party.

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment
off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

— Reaorient or relocate the receiving antenna.

— Increase the separation between the equipment and receiver.

— Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

— Consult the dealer or an experienced radio/TV technician for help.

Notice to Users of the United States Telephone Network
The following notice applies to versions of the modem that have been FCC Part 68 approved.

This equipment complies with Part 68 of the FCC rules and the requirements adopted by the
Administrative Council for Terminal Attachment (ACTA). On the bottom side of this equipment is a
label that contains, among other information, a product identifier in the format
US:AAAEQ##TXXXX. If requested, this number must be provided to the Telephone Company.

This equipment is intended to connect to the Public Switched Telephone Network through a
Universal Service Order Code (USOC) type RJ11C jack. A plug and jack used to connect this
equipment to the premises wiring and telephone network must comply with the applicable FCC
Part 68 rules and requirements adopted by the ACTA. A compliant telephone cord and modular
plug is provided with this product. It has been designed to be connected to a compatible modular
jack that is also compliant.

If the modem causes harm to the telephone network, the Telephone Company will notify you in
advance that temporary discontinuance of service may be required. But if advance notice is not
practical, the Telephone Company will notify the customer as soon as possible. Also, you will be
advised of your right to file a complaint with the FCC if you believe it is necessary.

The Telephone Company may make changes in its facilities, equipment, operations or
procedures that could affect the operation of the equipment. If this happens, the Telephone
Company will provide advance notice in order for you to make necessary modifications to
maintain uninterrupted service. If trouble is experienced with the modem, refer to the repair and
warranty information in this document.

If the equipment is causing harm to the telephone network, the Telephone Company may request
that you disconnect the equipment until the problem is resolved.
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The user may make no repairs to the equipment.

Connection to party line service is subject to state tariffs. Contact the state public utility
commission, public service commission or corporation commission for information.

If the site has specially wired alarm equipment connected to the telephone line, ensure the
installation of the modem does not disable the alarm equipment. If you have questions about
what will disable alarm equipment, consult your Telephone Company or a qualified installer.

Notice to Users of the Canadian Telephone Network

NOTICE: This equipment meets the applicable Industry Canada Terminal Equipment Technical
Specifications. This is confirmed by the registration number. The abbreviation IC before the
registration number signifies that registration was performed based on a Declaration of
Conformity indicating that Industry Canada technical specifications were met. It does not imply
that Industry Canada approved the equipment.

If your equipment is in need of repair, contact your local sales representative, service
representative, or distributor directly.
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A CANADA - EMI NOTICE:

This Class B digital apparatus meets all requirements of the Canadian interference-causing
equipment regulations.

Cet appareil numérique de la classe B respecte toutes les exigences du réglement sur le matérial
brouilleur du Canada.

Japan Notices

ZOEEBEIZ. FRUBEESEFEEETAMNEBEES (VCCI1) R
ICEDLK VS XA BEREMEETYT., COXBIX. REREBETEAHATZZ &
EERNELTVETH, COEBNSOARFLED 3 DZERICERZELT
FHINEE, ZEEEEZIIESEITI NS ET.

HRHRABCE-> TELVERDEZENELTTFE N,

This is a Class B product based on the standard of the Voluntary Control Council for
Interference from Information Technology Equipment (VCCI). If this is used near a
radio or television receiver in a domestic environment, it may cause radio
interference. Install and use the equipment according to the instruction manual.
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About This Guide

This guide is intended for use by installation technicians, system administrators, and network
administrators. It explains how to install the 1611-A3 router.

Style and notation conventions

The following conventions are used in this document to alert users to information that is
instructional, warns of potential damage to system equipment or data, and warns of potential
injury or death. Carefully read and follow the instructions included in this document.

Caution: A caution alerts users to conditions or actions that could damage equipment or data.

Note: A note provides important supplemental or amplified information.

% Tip: Atip provides additional information that enables users to more readily complete their tasks.

A WARNING! A warning alerts users to conditions or actions that could lead to injury or death.
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Typographical conventions

The following typographical styles are used in this guide to represent specific types of

information.

Bold

Used for names of buttons, dialog boxes, icons, menus,
profiles when placed in body text, and property pages (or
sheets). Also used for commands, options, parameters in
body text, and user input in body text.

Fixed

Used in code examples for computer output, file names, path
names, and the contents of online files or directories.

Fixed Bold

Used in code examples for text typed by users.

Fixed Bold
ltalic

Used in code examples for variable text typed by users.

Italic

Used for book titles, chapter titles, file path names, notes in
body text requiring special attention, section titles,
emphasized terms, and variables.

PLAIN UPPER
CASE

Used for environment variables.

Command Syntax

Brackets [ ] indicate optional syntax.
Vertical bar | indicates the OR symbol.

Acronyms

The following acronyms are related to Zhone products and may appear throughout this manual:

Table 1: Acronyms and their descriptions

Acronym Description

ADSL Asymmetrical Digital Subscriber Line
AP Access Point

ACS Auto Configuration Server

DHCP Dynamic Host Configuration Protocol
DSL Digital Subscriber Line

EFM Ethernet in the First Mile

MALC Multi-Access Line Concentrator

MIB Management Information Bases
NAT Network Address Translation

NMS Network Management System

PVvC Permanent Virtual Circuit
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RADIUS Remote Authentication Dial In User Service
SHDSL Symmetric High-bit-rate Digital Subscriber Line
SLMS Single Line Multi-Service

SNMP Simple Network Management Protocol

TFTP Trivial File Transfer Protocol

VolP Voice over IP

VoWi-Fi Voice-over-Wifi

VPN Virtual Private Network

WEP Wired Equivalent Privacy

Wi-Fi Wireless Fidelity (IEEE 802.11 wireless networking)
WMM Wi-Fi Multimedia

WPA Wi-Fi Protected Access

ZMS Zhone Management System
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Contacting Customer Service and Technical Support

Customer service and technical support for this Zhone device are provided by your Internet
Service Provider.
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Chapter 1  Introduction

The 6219-X1 ADSL 2+ 4 port WiFl is an easily installed router which delivers the performance
needed for multimedia applications

This User’s Guide will show you how to set up the router, and how to customize its configuration
to get the most out of this product.

The 6219-X1 provides the following features:

e Built-in ADSL modem which offers G.dmt, G.lite, T1.413, ADSL2, Annex L, and
ADSL2+ to meet different linking speeds from your ISP

e Four 10/100BaseT Ethernet ports to provide Internet connectivity to all computers on
your LAN

e Wireless Access Point with 802.11b/g with 200mW antenna power for extended WiFi
reach and performance

e Easy-to-use configuration program accessible through a standard web browser

This User Guide will show you how to connect your 6219-X1 and how to customize its
configuration to get the most out of your new product.

System Requirements

In order to use your 6219-X1 ADSL router for Internet access, you must have the following:

e ADSL service subscription from your ISP
e A PCwith:

o0 An Ethernet 10/100BaseT network interface card

0 A processor equivalent to or faster than a Pentium Il 133 MHz
0o 32 MB RAM or greater
o]

Windows 95b, 98, 98SE, 2000, ME, NT, or XP (Note: Windows 95 requires the
installation of the Winsock program, not included.)

e (Optional) An Ethernet hub or switch, if you are connecting the device to several
computers on an Ethernet network.

e For system monitoring or configuration using the supplied web interface, a web
browser such as Internet Explorer Version 6.0 or later. Netscape is not supported.

6219-X1 Router Users Guide 15
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Package Contents

In addition to this document, your package should arrive containing the following:

e 6219-X1 ADSL 2+ 4 port router
e 12V 1 A power adapter

e RJ-11telephone cable

e RJ-45 Ethernet cable

e User Manual / Quick Guide

Safety Instructions
Place your modem on a flat surface close to the cables in a location with sufficient ventilation.
To prevent overheating, do not obstruct the ventilation openings of the device.

Plug the device into a surge protector to reduce the risk of damage from power surges and
lightning strikes.

Operate this equipment only from an electrical outlet with the correct power source as indicated
on the adapter.

Do not open the cover of the device. Opening the cover will void any warranties on the
equipment.

Do not use another power adapter except for the one which accompanies the unit.

Unplug equipment first before cleaning. A damp cloth can be used to clean the equipment. Do not
use liquid / aerosol cleaners or magnetic / static cleaning devices.

6219-X1 Router Users Guide 16
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Front Panel

LED Mode

Solid
green

Power Solid red

No light

Solid
No light

Alarm

Solid on
green
LAN 1-4 Flashing
Off
Solid
WIFI No light

Blinking

Solid
DSL

Flashing

Solid
Internet  No light

Blinking

INDICATION

Boot-up successful

Router is booting up or there is problem with internal Power On Self
Test (POST )diagnostic

The router may not be turned on. Check if the power adapter is
connected to the modem and plugged in

DSL is not connected
DSL is linked successfully

Ethernet interface is successfully connected to a device through the
LAN port

The router is sending or receiving data over Ethernet
No LAN Link

Wireless access point option is enabled

Wireless access point is disabled

Wireless traffic activity

Connection established. The router is able to communicate with your
ISP via ADSL

The router is attempting to connect to your ISP
ADSL is connected
ADSL is not connected. The ALARM LED will be red

The router is connected to the LAN
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Back Panel

LT T

NOTE: The below port descriptions are listed as they appear on the back panel from left to right.

Port Description

RJ-11 cable connects to telephone (no external splitter necessary;

Phone unit has internal splitter).
Li RJ-11 cable connects between telephone and the LINE port using a
ine . . ;
splitter (not included) if needed.
LANL — LAN4 RJ-45 connects the unit to an Ethernet device such as a PC or a

switch.

Restart—press the button for less than 4 seconds.
Default settings—press the button for 4 seconds or longer.

Reset / Default Warning : pressing the RESET button may erase the
configuration your service provider has loaded in the
modem and may cause service disruption.

Power Connects to a 12V 1A power adapter.

6219-X1 Router Users Guide 18
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Chapter 2 Hardware Installation and PC Setup

Overview

This chapter provides basic instructions for connecting the router to a computer or a LAN and to
the Internet using DSL. The first part provides instructions to set up the hardware, and the second
part describes how to prepare your PC for use with the router. Refer to Chapter 3, Using the Web
Interface for configuration instructions.

It is assumed that you have already subscribed to DSL service with your telephone company or
other Internet service provider (ISP).

Connecting your hardware

Shut down your PC before connecting the router. To connect your modem:
1. Connect the ADSL Line and Telephone

Connect one end of an RJ-11 cable from your ADSL connection and the other end to the
LINE port of the modem.

Use a second RJ-11 cable to connect between a telephone and the PHONE port of the
modem.

2. Connect the PC to the Router

To use the Ethernet connection, connect the Ethernet cable from the computer directly to the
router. Connect one end of the Ethernet cable to one of the four ports labelled LAN on the
back of the router and attach the other end to the Ethernet port of your computer.

3. Connect the Power Adapter

Complete the process by connecting the AC power adapter to the POWER connector on the
back of the device and plug the adapter into a wall outlet or power strip. Then turn on and
boot up your PC and any LAN devices, such as hubs or switches, and any computers
connected to them.

6219-X1 Router Users Guide 19

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Mounting the Router

The router can be mounted on the wall with two screws. Mounting can be done on wall material
including concrete, wood, or drywall. Select an appropriate location free from obstructions or any
possible interference. Make sure the cables can be easily attached to the router without strain.
The illustration below shows how to mount the router horizontally on a wall.

l Haorizontal Mounting l

Mounting Screws .
Mounting Holes

Concrete, Wood,
or Drywall

Standing the Router Vertically

The router can be set vertically on the desktop or other surface. On the right side of the unit as it
sits horizontally is a foot which can be rotated.

D)
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Configuring Your Computer

Prior to accessing the router through the LAN or the USB port, note the following necessary
configurations—

Your PC’s TCP/IP address: 192.168.1._ ( the last number is any number between 2 and
254)

The router’s default IP address: 192.168.1.1
Subnet mask: 255.255.255.0

Below are the procedures for configuring your computer. Follow the instructions for the operating
system that you are using.

If you used the Ethernet cable to connect your router and PC, you do not need any specific driver
installation.

Windows 2000

1.

10.

11.

In the Windows taskbar, click the Start button and point to Settings, Control Panel, and
Network and Dial-up Connections (in that order).

Click Local Area Connection. When you have the Local Area Connection Status window
open, click Properties.

Listed in the window are the installed network components. If the list includes Internet
Protocol (TCP/IP), then the protocol has already been enabled, and you can skip to Step
10.

If Internet Protocol (TCP/IP) does not appear as an installed component, then click Install.

In the Select Network Component Type window, click on protocol and then the Add
button.

Select Internet Protocol (TCP/IP) from the list and then click on OK.
If prompted to restart your computer with the new settings, click OK.

After your computer restarts, click the Network and Dial-up Connections icon again, and
right click on the Local Area Connection icon and then select Properties.

In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP)
and then click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button labelled Use
the following IP address and type 192.168.1.x (where x is any number between 2 and 254)
and 255.255.255.0 in the IP address field and Subnet Mask field.

Click OK twice to save your changes and then close the Control Panel.
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Windows XP

1.

In the Windows taskbar, click the Start button and point to Settings and then click Network
Connections.

In the Network Connections window, right click on the Local Area Connection icon and
click on Properties.

Listed in the Local Area Connection window are the installed network components. Make
sure the box for Internet Protocol (TCP/IP) is checked and then click Properties.

In the Internet Protocol (TCP/IP) Properties dialog box, click the radio button labelled Use
the following IP address and type 192.168.1.x (where x is any number between 2 and 254)
and 255.255.255.0 in the IP address field and Subnet Mask field.

Click OK twice to save your changes and then close the Control Panel.
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Chapter 3 The Web User Interface

The 6219-X1 combination modem/router has a Wide Area Network (WAN) connection which
connects to your phone line. This connects to your Internet Service Provider (ISP) via the phone
line. The four Local Area Network (LAN) connections are where you plug in your local computers
to the router. The 6219-X1 also has a wireless interface. The router is normally configured to
automatically provide all the PCs on your network with Internet addresses.

To set up your router with a basic configuration, from the top navigation bar, select Advanced
Setup from the left hand navigation bar. Setup has two main subsections underneath Advanced
Setup — WAN and LAN. Setup instructions are covered in Chapter 4, Advanced Setup.

If you connected a PC (rather than a hub or a switch) directly to the router, your LAN consists of
that PC. You may also create connections for various protocol options by creating new connections.

To configure your router you will first need to log in to the router.

Note: Before configuring your router, make sure you have followed the instructions in Chapter 2
Hardware Installation and PC Setup. You should have your PCs configured for DHCP mode (if
your router will be), and have proxies disabled on your browser. If you see a login redirection
screen when you access the web interface, verify that JavaScript support is enabled in your
browser. Also, if you do not get the screen shown below, you may need to delete your temporary
Internet files.

Log in to the Router

This section will explain how to log in to your router.
1. Launch your web browser.

2. Enter the URL http://192.168.1.1 in the address bar and press Enter.

A login screen like the one below will be displayed after you connect to the user interface.

Connect to 192.168.1.1 2X

=
2\A

‘]1] L

ADSL Router I
User name: [ 5 v
Password:

[ remember my passwaord

[ QK H Cancel ]

3.  Enter your user name and password, and then click on OK to display the user interface.

The user name / password are admin / admin and both are case sensitive.

Note: There are two default user name and password combinations. The user / user name and
password combination can display device status, but cannot change or save configurations. The admin /
admin combination can perform all functions. Passwords can be changed at any time.
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Summary

Access the general information of the router by clicking Summary under Device Info. This
screen shows details of the router such as the version of the software, bootloader, LAN IP
address, etc. It also displays the current status of your DSL connection as shown below—

@ZHONE'

Device Info Device Info

Summary

WAN ZHONE Firmware: 01.00.08

Statistics Produce Name: 6219-X 1-x3x

Route Serial Number; 2026540

sl Hardware Yersion: v1.0

DHCP :

Software Yersion: 3-12-01-30118_3.01ZHT 18, 42pB025].d20m

Advanced Setup
wireless Bootloader (CFE) Version: |1.0,37-12.5.0
Diagnostics Wireless Driver Yersion: |4,174,64,19.cpel, lad
Management LAN MAC Address: 0001 :38:F5:BF B

Thiz information reflects the current status of your DSL connection.

Line Rate - Upstream {Kbps):

Line Rate - Downstream (Kbps):

LAN IP Address: 192,163.1.1

Default Gateway:

Primary DNS Server: 192,168.1.1

Secondary DNS Server: 192.168.1.1
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WAN Info

Display the WAN status report from the router by clicking WAN under Device Info. The graphic
below shows the screen when a WAN connection is set up.

@ZHONE'

Device Info WAN Info
Summary

WAN Port/VPIL/VCI
Statistics

YLAN | Con. . IPv4
mux | 1o |CAtegory | Service | Interface |Protocol [Tgmp | OoS | State |Status | o0

DSL Link

Route 0/0/35 off | 1 LR [br0.0.35(nas 0035 | Bridge | Mi |Disabled |Enabled | oo T

ARP
DHCP
Advanced Setup

Wireless
Diagnostics
Management

LAN Statistics

Display LAN statistics by clicking LAN under Statistics

@ZH()NE'

Device Info Statistics -- LAN
Sumnmary
wanN Interface Received Transmitted

Statistics Bytes Pkts |Errs Drops [Bytes Pkts Errs (Drops
LAN Ethernet (14102952 |159126 |0 1] E20284018 |6221927 (0 1]

WanN Wireless |5495 % 0 o 37080 71 o
ATM

ADSL
Route
ARP
DHCP
Quick Setup
Advanced Setup

Reset Statistics

Wireless
Diagnostics

Management

The reset statistics button zeros out the counters so that you can more easily determine if the
errors are still occurring.

6219-X1 Router Users Guide 25

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

WAN Statistics
Display WAN statistics by clicking WAN under Statistics.

@ZHONE'

Device Info
Summary
WAN
Statistics

LAN
WAN
ATM
ADSL
Route
ARP
DHCP

Advanced Setup

wireless

Diagnostics

Management

Statistics —— WAN

Service WPI/YCIProtocol| Interface Received Transmitted
Bytes Pkts ErrsPDrops| Bytes | Pkts ErrsDrops
mer_0_0_35 |0/0/35| MER | nas_D_0_35 |+7044141 (401709 0 | 0 [zeczegsfiszasz[ 0 [ o
br 0 D 36 |0/0/36|Bridge | nas 0 0 _36 [ldrdesedarkeeratd] 0 | 0 | 16e70 | 241 | o | @
bppoa 0 0 40 1[0/0/40 [PPPoA ppp 0_0_40_1 [ 0 |0 | o 0 0 0| o
br 0_0_41 |0/0/41 | Bridge | nas_0_0_d1 [ T |0 | o 0 0 |0 | o
ijpoa 0.0 42 |D/0/42| IPoA | ipa D 0 42 [ 0 Jo | ® [ o o | o
Peset Statistics

The reset statistics button zeros out the counters so that you can more easily determine if the
errors are still occurring.

ATM Interface Statistics
Display ATM statistics by clicking ATM under Statistics.

Device Info ATM Interface Statistics
In Out In In In Hec In Invalid Vpi Vei In Port Not Enable In PTI In Tdle In Circuit Type In OAM RM CRC In GFC
Summary Octats Dctets Errors | Unknown Errors Ervors Errors Errors Cells Errors Errors Errors
WAN 397359283 | 13500968 0 o o 0 o o 0 [ o o
Statistics
LAN AALS Interface Statistics
WAN ‘[n Octets ‘ﬂlll Octets |]n Ucast Pkts ‘ﬂlll Ucast Pkts ‘[n Errors ‘ﬂlll Errors |]n Discards ‘ﬂlll Discards ‘
‘ 397358359 ‘ 13500868 | EE37911 ‘ 153010 ‘ 1565 ‘ o | o ‘ o ‘
ATM
ADSL AALS YCC Statistic
Route VPI/YCI |CRC Errors | SAR Timeouts | Dversized SDUs | Short Packet Ervors |Length Ervors
ARP 0/35 1516 ] ] ] o
DHCP 0/36 1516 ] o o
Advanced Setup 0/40 56 o o 0 o
Wireless 041 1516 o o o o
Diagnostics 0jaz 1516 0 0 0 0
Management
Reset | Close
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ADSL Statistics

Display ADSL statistics by clicking ADSL under Statistics. Information contained in this screen is

useful for troubleshooting and diagnostics of connection problems.

@ZHOKE‘

Device Info
Summary
WAN
Statistics

LAN
WAN
ATM
ADSL
Route
ARP
DHCP

Advanced Setup

Wireless

Diagnostics

KManagement

Statistics — ADSL

Mude: b3 LT
[Ty pa: - sst
I.'lie Coding: Trellis On
Btatus: Mo Dafect
ke Power State: i
Downstream pstream
R Margin [dB): 12.9 13.0
[pttenuvation (dB): K25 17.0
[Dutput Power (dBm): TE 19.7
Pttainable Rate (Kbps): Fong 1100
Rate (Kbps) k016 F6d
K (runbar of bytes in DMT frame): 199 s
R (number of check bytes in RS code word):hi 1
B (RS code word size in DMT frame): 1 1
[ (interleaver depth): 1 1
Celay (mzec): 0 0
per Frames: 14398 14335
Ihplr Frame Errors: 1 I
Rs Words: 3 i
s Correctable Errors: 7 1
& Uncorrectable Errors: 1 4
HEC Errors: 1] 0
OCD Errors: A )
D Errors: 1 1z
wlal Cells: (72665 z
pata Calls: P12 i
lhit Errors: 1 1
[Tatal ES: 1 1
[rotal 3E3: 1 1
[ratal A, 14 i
ADSL BER. Test Reset Statistics
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ADSL BER Test

The ADSL Bit Error Rate (BER) test determines the quality of the ADSL connection. The test is
performed by transferring idle cells containing a known pattern and comparing the received data
with this known pattern to check for any errors The BER Test reflects the ratio of error bits to the
total number transmitted.

If you click on the ADSL BER Test button at the bottom of the ADSL Statistics page, the following
pop-up screen will appear allowing you to set the tested time and to begin the test.

To run a BER test:
1. On the bottom of the ADSL statistics page, click ADSL BER Test

2. Inthe Tested Time (sec) drop down, select the test duration, and then click Start.

/3 http://192.168.1.1/berstart.tst?berState=0 B ] P |

ADSL BER Test - Start

The ADSL Bit Errar Rate (BER) test determines
the quality of the ADSL connection. The test is
done by transferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start”,

Tested Time {sec): |2EI vl
Startl Cloze |

3. Check the results.

/43 http://192.168.1.1 /berstop.tst - Microsoft I ] 4

ADSL BER. Test - Result

The ADSL BER test completed successfully.

Test Time (sec): 20

Total Transferred Bits: |0

Total Error Bits: 268478476

Error Ratio: 3.74e-01

Cloze |
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Route

Access the routing status report from the router by clicking Route under Device Info.

@ZHDNE'

Device Info Device Info —- Route
Summary Flags: U - up, ! - reject, @ - gateway, H - host, R - reinstate
C» - dwnarnic (redirect), M - rmodified Credirect).
WAN s [ ] 1 1
Statistics Destination | Gateway Subnet Mask |Flag | Metric | Service Interface
Route 172,16,160.0 | 0.0.00 2e5.285,255,0 | U i mer 0_0 35 |nas_0_0_35
ARP
19z, 168,10 00,00 ZER . ZEE.2ER0 |1 i} =Tg1]
DHCP
0.0,0.0 172.16.160.254 | 0,0.0.0 Lliz 1] rer_0_0_35 | nas_0_0_35
Advanced Setup il i
Wireless
Diagnostics
Management

ARP
Display the ARP status report by clicking ARP under Device Info.

ARP (Address Resolution Protocol) maps the IP address to the physical address, labeled HW
Address (the MAC address) and identifies computers on the LAN.

@ZHGNE’

Device Info Device Info — ARP

Summary
WAN IP address Flags HW Address Device

Statistics 192,168 1.2 Cormplete | 00 LEICEIERIEZEA | B0

Route

ARP

DHCP
Advanced Setup
Wireless

172, 16,160,254 | Complete [ 00:00:58:F6: 0L 581 | nas_0_0_35

Diagnostics
Management
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DHCP
Access the DHCP Leases screen by clicking DHCP under Statistics.

This page shows the computers, identified by the hostname and MAC address that have acquired
IP addresses by the DHCP server with the time that the lease for the IP address is up.

@ZHOKE'

Device Info Device Info — DHCP Leases

Summary
WAN Hostname |MAC Address IP Address |Expires In

Statistics Joe_PC L OB B3 RA L3z 46802 | 22 hours, 39 minates, 5 seconds
Route

ARP
DHCP
Advanced Setup

Jane_PC m:18:0E: 544978 192.168.1.3 | 22 howrs, 33 minutes, 11 seconds

Wireless
Diagnostics
Management
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Chapter 4 Advanced Setup

This section contains advanced setup settings.

WAN

Configure the WAN settings as provided by your ISP. For each type of WAN connection, you
create a new ATM Permanent Virtual Channel (PVC) identifier. The PVC is made up of a Virtual
Path Identifier (VPI) and Virtual Channel Identifier (VCI).

Device Info wide Area Network (WAN) Setup

Advanced Setup
WAN
LAN
Ethernet Mode

5 - | YLAN | Con.

NAT Port/Vpi/Vci vux | 1D
Security
Parental Control
Quality of Service
Routing Add | Remave | Finish
DsL
Interface Group
IPSec
Certificate

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Save/Reboot to apply the changes and reboot the systern.

Category Service Interface |Protocol | Igmp QoS GState |Remove | Edit

070435 Off 1 UBR pppoe_0_0_35_1 |ppp_0_0_35_1| PPPoE |Disabled |Disabled | Enabled ol Edit |

Wireless
Diagnostics
Management

The default settings for the 6219-X1 has a bridge configured. If you are not going to use the
bridge, delete it before proceeding to configure a new WAN connection.

When you click Add you begin creating a new WAN connection. The command tree for creating a
WAN connection depends on the connection type selected.

Advanced Setup | WAN Setup
| Add

¥

ATM PVC Configuration

Connection Type | PPPoA Connection Type | PPPoE Connection Type | MER Connection Type | IPoA Connection Type | Bridging
PPP Username and PPP Username and WAN IP Settings WAN IP Settings Enable Bridge Service
Password Password
v ¥ 2 v
NAT Settings NAT Settings NAT Settings NAT Settings

WAN Setup Summary
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Create a New WAN Connection — ATM PVC Configuration
To add a new connection for the WAN interface, click Add.

The ATM PVC Configuration screen follows as seen below. The ATM PVC Configuration screen
allows you to configure an ATM PVC identifier (VPI and VCI) and select a service category.

@z HONE'

Device Info
Advanced Setup .
ATM PYC Configuration
yeal Thizs screen allows you to configure an AT PYC identifier (VPL and WCI) and select a service category, Otherwise choose an
LAN existing intarface by selecting the checkbox to enable it
Ethernet Mode
NAT YPL: [0-255] ID
Virtual Servers
: 3 VCI: [32-65535] |35
Port Triggering
DMZ Host
Security YLAN Mu - Enable Multiple Protocols Over a Single PYC T

Parental Control
Quality of Service Service Categary:l UBR \Without PCR, 'l
Routing (UBE Withow FCR.
DSL Enable Quality QUER With FCR

Interface Group Enshling packet I Non Realime ¥BR  [ves performance for selected classes of applications, QoS cannot be set for CBR and

IPSec Realtime YBR. QfRealtime YBR purces; therefore the number of PYCs will be reduced, Use Advanced Setup/Quality
Certificate of Service to assign priorities for the applications,

Wireless

Diagnostics Enable Quality Of Service [0

Management

Find out the following values from your ISP before you change them:

e VPI: Virtual Path Identifier. The valid range is 0 to 255.
e VCI: Virtual Channel Identifier. The valid range is 32 to 65535.
e Service Category : Five classes of traffic:

o UBR Without PCR (Unspecified Bit Rate without Peak Cell Rate)—UBR service is
suitable for applications that can tolerate variable delays and some cell losses.
Applications suitable for UBR service include text/data/image transfer, messaging,
distribution, and retrieval and also for remote terminal applications such as
telecommuting.

0 UBR With PCR (Unspecified Bit Rate with Peak Cell Rate)

0 CBR (Constant Bit Rate)—used by applications that require a fixed data rate that is
continuously available during the connection time. It is commonly used for
uncompressed audio and video information such as videoconferencing, interactive
audio (telephony), audio / video distribution (e.g. television, distance learning, and pay-
per-view), and audio / video retrieval (e.g. video-on-demand and audio library).

0 Non Realtime VBR (Non-Real-time Variable Bit Rate)—can be used for data
transfers that have critical response-time requirements such as airline reservations,
banking transactions, and process monitoring.

o0 Realtime VBR (Real-time Variable Bit Rate)—used by time-sensitive applications
such as real-time video. Rt-VBR service allows the network more flexibility than CBR.
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Connection Type | PPPoA

Point to Point Protocol over ATM (PPPoA) Point-to-Point Protocol is a protocol for serial data
transmission that is used to carry IP data between your ISP and your computer. PPPoA
encapsulates PPP frames for ATM Adaption Layer 5 (AAL5). PPPoA offers authentication,
encryption and compression.

1. Select the type of network protocol and encapsulation mode over the ATM PVC that your
ISP has instructed you to use, then click Next

2. Inthe Connection Type page, select PPP over ATM (PPPoA), then click Next

@ZH()NE‘

Device Info

Advanced Setup

WAN
LAN

Ethernet Mode

NAT
Security

Parental Control
Quality of Service

Routing
DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

Connection Type

Select the type of network protocol for IP over Ethernet as WaN interface
& PPP over ATM (PPRoA&)
1 PPP over Ethernet (PPPoE)
' MAC Encapsulation Routing (MER)

O 1P over ATM (IPoA)

]

Bridging

Encapsulation Mode
[vCimu =l

Back | MNext |

3. Inthe PPP Username and Password page, enter a username and password and change
other parameters as directed by your ISP, and then click Next.

@ZH()NE‘:

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

PPP Username and Password

PPR usually requires that you have a user name and password o establish your connection, In the boxes below, enter the user
marne and password that your ISP has provided to you,

PPP Username:

PPP Password:

Authentication Method: |AUTO hd

PPP MTU [128-1492]:  [1492

™ Dial on demand (with idle timeout timer)

T PPRIF extension

O Use Static IP Address

[T Retry PPP password an authentication errar

[T Enable PPP Debug Mode
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4. Inthe Network Address Translation Settings page, make changes as directed by your
ISP, and then click Next.

@ZHONE'

Device Info Network Address Translation Settings
Quick Setup
Network address Translation (NAT) allows you to share one Wide Area Network (wal) IP address for multiple cormputers on your

Btleanced Ssiup Local Area Netwark (LANY,

WAN

Lah Enable NAT ]

Ethernet Mode

NAT Enable Fullcone NAT [0

Firewall Public TP of NAT:I Interface IP Address ¥
lity of Servi

] I_ ¥ o Service Enable Firewall ¥

Routing

DNS

ADSL Enable IGMP Multicast, and WAN Service

Interface Group

IEaee Enable IGMP Multicast. [T
Certificate
Wireless Enable WAN Service

Diagnostics Service Name: pppoa_0_0_35_1

Management

o] ]

When the settings are complete, the next screen shows a WAN Setup — Summary screen
displaying the WAN configurations made.

@z HONE’

Device Info WAN Setup - Summary
Advanced Setu
S B Make sure that the settings below match the settings provided by your ISP,
i) PORT / VPI / VCI: |0/0/35
Ethernet Mode = e ——
AT onnection Type: 0
Security Service Name: pppoa_0_0_35_1
Parental Control Service Category: |UER
Quality of Service 1P Address: Automatically Assigned
ROty Service State: Enabled
psL NAT Disabled
Interface Group i Baak
IPSec Firewall: Disabled
Certificate IGMP Multicast: Enabled
Wireless Quality Of Service: |Disabled
Diagnostics
Management Click "Save" to save these settings. Click "Back" to make any modifications,
MOTE: You need to reboot to activate this Wal interface and further configure services over this interface.
Back | Save |
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5. Make sure that the settings on the WAN Setup - Summary screen match the settings
provided by your ISP. If all settings are correct, click Save to save these settings; if not, click
Back to make any modifications. If you want to change any item after saving, click Edit to
make any modifications.

WAN Setup - Summary

IMake sure that the settings below match the settings provided by your ISP,

PORT / ¥PI/ VCI: |0/0/35

Connection Type: |PPPoA

Service Name: pppoa_0_0_35_1
Service Category: |UER

IP Address: Autornatically Assigned
Service State: Enabled

NAT: Dizabled

Firewall: Disabled

IGMP Multicast: Enabled
Quality Of Service: |Disabled

Click "Sawe" to sawve these settings. Click "Back" to make any modifications,
MOTE: You need to reboot to activate this Wal interface and further configure services over this interface.

Back | Save |
6. Click Save to save the settings.

After the settings are saved, the below screen will follow displaying the WAN settings that
you made with the option to Add or Remove any of the connections that you have made.

@ZHONE'

Device Info Wide Area Network (WAN) Setup

Advanced Setu
P Choose Add, Edit, or Remaove to configure WAl interfaces.

WaN Choose Save/Reboot to apply the changes and reboot the systerm.
LAN
Ethernet Mode .. |viLan |con. . 5

Port/vpi/vci Category Service Interface |Protocol | Igmp QoS State |Remove | Edit
NAT Mux | ID
Security

0/0/35 Off 1 UBR oa_0.0_35_1 0_0_35_1| PPPoa |Enabled |Disabled |Enabled Edit

Parental Control o/ Al L M O

uality of Service

Euuti:g add | Remaove Save/Reboot

DSL

Interface Group

IPSec

Certificate
wireless
Diagnostics
Management
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Connection Type | PPPoE

Point to Point Protocol over Ethernet (PPPoE) encapsulates PPP frames in Ethernet frames.

1. Select the type of network protocol and encapsulation mode over the ATM PVC that your
ISP has instructed you to use, then click Next

2. Inthe Connection Type page, select PPP over Ethernet (PPPOE), then click Next

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Connection Type

Select the type of network protocol for IP over Ethernet as WaN interface
C PPP over ATM (PPPoA)
& PPP over Ethernet (PPPCE)

' MAC Encapsulation Routing (WMER)

]

1P over ATH (IPOA&)

]

Bridging

Encapsulation Mode
| LLC/SMNAP-BRIDGING 7]

Back | Met |

3. Inthe PPP Username and Password page, enter a username and password and change
other parameters as directed by your ISP, and then click Next.
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@ZHONE'

Bavich it PRE usually requires that you have a user name and password to establish your connection, In the boxes below, enter the user

name and password that your ISP has provided to you,
Advanced Setup P ¥ P i

WAN
LAN

Ethernet Mode PPP Username:
NAT PPP Password:

Fecurity PPRCE Service Mame:

BrcgrrtalBantrol Authentication Method: |ALITO 'I

Quality of Service
5 PPP MTU [128-1492]:  |1492
Routing

DSL
Interface Group M Dial on demand fwith idle timeout timer)
IPSec

Certificate

e T PPP I extension
Diagnostics
Management M Use Static IP address

[T Retry PPP password on authentication error

9

Enable PPP Debug Mode

¥ Eridge PPPOE Frames Between 'WaN and Local Ports (Default Enabled)

4. Inthe Network Address Translation Settings page, make changes as directed by your
ISP, and then click Next.

@ZHONE‘

Device Info Network Address Translation Settings
Advanced Setu
s Metwork Address Translation (NaT) allows you to share one Wide Area Metwark OWan) IP address for multiple computers on your
G Local area Metworlke (LAN).
LAN
Ethernet Mode Enable NAT 1
NAT
Security Enzble Fullcone MAT 2

Parental Control Public IP of NAT:| Interface IP Address =

Quality of Service
Routing
DSL

Enable Firewall

Interface Group Enable IGMP Multicast, and WAN Service
IPSec

Certificate Enable 1GMP Multicast
wireless

Diaghostics

Management Service Name: pppoe_0_3_38_1

Enahle WaN Service W

Enable MAC Clone

Enahle MAC Clone [T

When the settings are complete, the next screen shows a WAN Setup — Summary screen
displaying the WAN configurations made.
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@ZHONE’

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

WAN Setup - Summary

Wake sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / WCI: |0/3/38
Connection Type: |PPPoE

Service Name: pppoe_0_3 38 1
Service Category: |LUBER

IP Address: Automatically Assigned
Service State: Enabled

NAT: Disabled

Firewall: Disabled

IGMP Multicast: Enabled

Quality Of Service: |Disabled

Click "Sawve" to save these settings. Click "Back" to make any modifications.
MNOTE: “ou need to reboot to activate this Wak interface and further configure services over this interface.

Ba_ckl Save |

5. Make sure that the settings on the WAN Setup - Summary screen match the settings
provided by your ISP. If all settings are correct, click Save to save these settings; if not, click
Back to make any modifications. If you want to change any item after saving, click Edit to
make any modifications.

6. Click Save to save the settings.

After the settings are saved, the below screen will follow displaying the WAN settings that
you made with the option to Add or Remove any of the connections that you have made.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
wireless
Diagnostics
Management

Wide Area Network (WAN) Setup

Choose 4dd, Edit, or Remove to configure WaN interfaces.
Choose Save/Reboot to apply the changes and reboot the system,

Port/¥pi/Yci \:1'3:' E?; * | Category service Interface |Protocol | Igmp QoS State |Remove | Edit
0/0/33 off 1 LBR pppoa_0_0_35_1 |ppp_0_0_35_1| PPPos  |Ensbled |Disabled |Ensbled r Edit
0/3/38 off 1 LBR. pppoe_0_3_38_1 |ppp_0_3_38_1| PPPoE  |Enshled |Disabled |Enabled O Edit

Add | Remove ‘Save/Reboot
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Connection Type | MAC Encapsulation Routing

MAC Encapsulation Routing (MER) allows the router to have routing on the LAN, but have
bridging on the WAN connection to the ISP.

1. Select the type of network protocol and encapsulation mode over the ATM PVC that your
ISP has instructed you to use, then click Next

2. Inthe Connection Type page, select MAC Encapsulation Routing (MER), then click Next

@ZHONE'

Device Info
Advanced Setup
WaMN
LAM
Ethernet Mode
MAT
Security
Parental Control
Quality of Service
Routing
DMS
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Connection Type

Select the type of network protocol For IR aver Ethernet as Wiak interface
O PPP owver ATM (PPPoA)
O FPPP ower Ethernet [PPPGE]
@ M&C Encapsulation Routing [MER]
O IF over ATM (IP0A)
O Eridging

Encapsulation Mode

|LLC,-"SN£3\P-EIRIDGING it

3. Inthe WAN IP Settings page, change parameters as directed by your ISP, and then click

Next.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
wireless
Diagnostics
Management

WAN IP Settings

Enter infor mation provided t you by your ISP to configure the Wah IP settings.

Motice: DHCP can be enabled for PVC in MER mode or IP aver Ethernet as Wan interface if "Obtain an 1P address autormatically” is
chosen.Changing the default gateway or the DNS effects the whole system. Configuring them with static values will disable the
automatic assignment from DHCR or other WaN connection,

If you configure static default gateway over this PYC in MER mode, you must enter the IP address of the remote gateway in the
"Uze IP address", The "Use Wal interface" is optional,

' Obtain an IP address automatically
@ Use the following IP address:

WAk Py Address: 192.2.1.1
Wik Subnet Mask: 255.255.255.0

@ Ohtain default gateway automatically
© Use the following default gateway:
[T Usz IPv4 Address:
[T Use WaN Interface: |mer_[|_5_42f =

& Obtain DS server addresses automatically
€ Use the following DMS server addresses:
Prirary DNS server:

Secondary DNS server: |
Back | MNext
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4. Inthe Network Address Translation Settings page, make changes as directed by your
ISP, and then click Next.

@ZHONE‘

Device Info Network Address Translation Settings

Advanced Setu
P Metwork Address Translation (MaT) allows you to share one Wide area Network (AaN) IP address for multiple computers on your

AN Local Area Metwark (LAM).
LAN

Ethernet Mode Enable MAT 2

NAT

Security Enzhle Fullcone NaT

Parental Control Pubdlic IP of NAT:IInter‘face IP Address x

uality of Service
Quality Enable Firewall ¥

Routing
DSL
Interface Group Enable IGMP Multicast, and WAN Service
IPSec
Certificate Enzhle IGMP Multicast [
Wireless .
Diagnostics Enable WaM Service W
Management Service Mame: |mer_D_5_42

Enable MAC Clone

Enzble MAC Clone [

When the settings are complete, the next screen shows a WAN Setup — Summary screen
displaying the WAN configurations made.

@ZH(}NE'

Device Info WAN Setup - Summary
Advanced Setu
AN E Make sure that the settings below match the settings provided by yvour ISP,
LAN PORT / WPI / VCI: |0/5 /42
Ethernet Mode = — =
AT onnection Type:
Security Service Name: mer_0_5_42
Parental Control Service Category: |LUER
Quality of Service 1P Address: 1092.2.1.1
Bouting Service State: Enabled
psL NAT Digabled
Interface Group 5 Bane
IPSec Firewall: Disabled
Certificate IGHP Multicast: Enabled
Wireless Quality Of Service: | Disabled
Diagnostics
Management Click "Save" to save these settings. Click "Back” to make any modifications.
MOTE: You need to reboot to activate this WaN interface and further configure services over this interface.
Back | Save |

5. Make sure that the settings on the WAN Setup - Summary screen match the settings
provided by your ISP. If all settings are correct, click Save to save these settings; if not, click
Back to make any modifications. If you want to change any item after saving, click Edit to
make any modifications.

6. Click Save to save the settings.

After the settings are saved, the below screen will follow displaying the WAN settings that
you made with the option to Add or Remove any of the connections that you have made.
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@ZHONE‘

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Wide Area Network (WAN) Setup

Choose Add, Edit, or Remove to configure WAN interfaces,
Choose Save/Reboot to apply the changes and reboot the system.

Port/Vpi/vci T\!;L?::N Cf[';" Category Service Interface |Protocol | Igmp QoS State [Remove | Edit
0/0/35 off 1 LBR. pppoa_0_0_35_1 |ppp_0_0_35_1| PPPo# |Enabled | Disabled | Enabled - ﬂl
043438 off 1 UBR pppoe_0_3_36_1 |ppp_0_3_38_ 1| PPPoE |Enabled |Disabled | Enabled O ﬂl
0/5/42 Off 1 LIBR. mer_0_5_42 nas_0_5_42 MER  |Enabled | Disabled | Enabled O ﬂl

Add Remuvel Save/Reboot |

Downloaded from www.Manualslib.com manuals search engine

6219-X1 Router Users Guide 41



http://www.manualslib.com/

Connection Type | IP over ATM

Internet Protocol over ATM (IPoA) supports extending across classic IP subnet boundaries using
IP routing and IP forwarding.

1. Select the type of network protocol and encapsulation mode over the ATM PVC that your
ISP has instructed you to use, then click Next

2. Inthe Connection Type page, select IP over ATM (IPoA), then click Next

@ZH()NE'

Device Info Connection Type
Advanced Setuy,
o B Select the bype of netwark pratocal for IP awer Ethernet as WA interface
(L O pep over 6TM (PPPOS)
Ethernet Mode
NAT O ppp aver Ethernet (PPPoE)
Security
Parental Control O MAC Encapsulation Routing (MEFR.)
Quality of Service
Routing @ IF cwer ATM [IPoA)
DNS
DSL O Eridaging
Interface Group
IPSec Encapsulation Mode
Certificate [LLC/SNAP-ERIDGING v
Wireless

Diagnostics

Management

3. Inthe WAN IP Settings page, change parameters as directed by your ISP, and then click

Next.
@ ZHONE'
Device Info WAN IP Settings
Advanced Setu
WAl P Enter information provided to you by your ISP to configure the Wah 1P settings,
LAN Notice: DHCP is not supported in IPoA mode, Changing the default gateway or the DNS effects the whole system, Configuring them
Ethernet Mode with static values will disable the automatic assignment from other YWaN connection,
NAT

Security Wia IP Address: 192.2.1.1
Parental Control Wil Subnet Mask 255,255.255.0

Quality of Service

Routing [T Use the following default gateway:
DSL F Use IP address:
Interface Group [T Use WwaN Interfacs: [ipos_0_7_45/ipa_0_7_45 =
IPSec
Certificate [ Use the follawing DNS server addresses:
Wireless Primary DNS server: li
Diagnostics Secandary DNS sarver: Ii
Managememnt
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4. Inthe Network Address Translation Settings page, make changes as directed by your
ISP, and then click Next.

@ZHONE‘

Device Info Network Address Translation Settings
Advanced Setu
B Metwork Address Translation (NAT) allows you to share ane Wide Area Network (datan) IP address for multiple computers on your
A Local area Metwork (LAN).
LAN
Ethernet Mode Enable AT
NAT
Security Enalbile Fullcone MaT

Parental Control
Quality of Service
Routing

DSL

Interface Group
IPSec

Public IP of MAT:| Intedface IP Address 'I

Enable Firewall

Enable IGMP Multicast, and WAN Service

Certificate Enable IGMP Multicast B
Wireless .
Dlagnostics Enable WM Service [
Management Service MName: ipoa_0_7_43

Enable MAC Clone

Enable MAC Clane [

When the settings are complete, the next screen shows a WAN Setup — Summary screen
displaying the WAN configurations made.

@ZHONE'

Device Info WAN Setup - Summary
Advanced Setu|
A p Make sure that the settings below match the settings provided by your ISP,
LAl PORT / VPI / VCI: |0/7 /45
Ethernet Mode = — =
AT onnection Type: il
Security Service Name: ipoa_0_7_45

Parental Control

Service Category: |UBR

Quality of Service IP Address: 192.2.1.1
Royting Service State: Enabled
psL NAT Disabled
Interface Group & i
IPSec Firewall: Disabled
Certificate IGMP Multicast: Enabled
Wireless Quality Of Service: | Disabled
Diagnostics
Management Click "Save" to save these settings. Click "Back" to make any modifications,

MOTE: You need to reboot to activate this WalN interface and further configure services aver this interface,

Ba_ckl Save |

5. Make sure that the settings on the WAN Setup - Summary screen match the settings
provided by your ISP. If all settings are correct, click Save to save these settings; if not, click
Back to make any modifications. If you want to change any item after saving, click Edit to
make any modifications.

6. Click Save to save the settings.

After the settings are saved, the below screen will follow displaying the WAN settings that
you made with the option to Add or Remove any of the connections that you have made.

6219-X1 Router Users Guide 43

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

@ZHONE'

Device Info Wide Area Network (WAN) Setup
Advanced Setu
P Choose Add, Edit, or Remove to configure WaN interfaces.
hadend] Choose Save/Reboot to apply the changes and reboot the system.
LAN
Ethernet Mode | vLan | con. . )
Port/¥pi/ Yci Category Service Interface |Protocol | Igmp QoS | State |Remove | Edit
NAT Mux | ID
Security %
0/0/35 off 1 LER oa_0_0_35_1 0.0_35_1| PPPoA  |Enshled |Disabled | Enabled Edit
Parental Control A i e O
Quality of Service 0/3/38 off | 1 UBF.  |pppoe_0_3_38_1 |ppp_0_3_3_1| PPRoE |Enabled |Disabled [Enabled | 1T Edit
Routing
DSL 0542 off 1 LBR. mer_0_5_42 nas_0 5 42 MER. Enabled | Disabled | Enabled [l Edit
Interface Group =
PSec 0¢7/45 off 1 LBR ipoa_D_7_45 ipa_D_7_45 IPo& Enabled | Disabled | Enabled |
Certificate
wireless Add | Remove Save/Reboot
Diaghostics
Flanagement

Connection Type | Bridging

1. Select the type of network protocol and encapsulation mode over the ATM PVC that your
ISP has instructed you to use, then click Next

2. Inthe Connection Type page, select Bridging, then click Next

ZHONE

Device Info Connection Type
Advanced Setu
AN . Select the bype of nebwork protocal For IR cver Ethermet as WAM interface
LAN O PPP cver ATH (PRROA)
Ethernet Mode
NAT O PPP cver Ethernat (PPPoE]
Security
Parental Control O MaC Encapsulation Routing (MER)
Quality of Service
Routing O IP ower ATM (IPoA)
DMS
DSL ® Eridaing
Interface Group
IPSec Encapsulation Mode
Certificate [LLC/SNAP-BRIDGING
Wireless

Diagnostics

Management
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The Bridge Service screen appears allowing you disable bridge service if desired.

ZHONE

Device Info

Advanced Setup
wWaN
LAM
Ethernet Mode

NAT ]
Service Marme: pppoe_0_0_35 1

Security

Unselect the check box below to disable this WAN service

Enable Bridge Service:

Parental Control

Quality of Service

DME

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics

Management

3. Check or uncheck Enable Bridge Service, and then click Next.

When the settings are complete, the next screen shows a WAN Setup — Summary screen
displaying the WAN configurations made.

@z HONE'

Device Info WAN Setup - Summary
Advanced Setup
WAN Make sure that the settings below match the settings provided by your ISP,
LAMN
PORT { ¥PI/ ¥CIz |0 ,/0 /35
Ethernet Mode
NAT Connection Type: |Eridge
Security Service Mame: pppoe_0_0_35_1

Parental Control

Quality of Service

Routing

DNS

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics

Management

Service Category: |LER

IP Address: Mot Applicable
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: Mot Applicable

Quality OF Service: | Disabled

Click "Sawe" to save these settings, Click "Back” to make any modifications,
HOTE: You need bo reboot bo activate this W aM interface and Further configure services ower this interface,
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4. Click Save to save the settings.

After the settings are saved, the below screen will follow displaying the WAN settings that
you made with the option to Add or Remove any of the connections that you have made.

@zuome-

Device Info Wide Area Network (WAN) Setup

Advanced Setu|
P Choose Add, Edit, or Remaove to configure \WaAN interfaces,

2l Choose Save/Reboot to apply the changes and reboat the systern,
LAN

;::nTernet e Port/Vpi/vci il,l'::l C;J; '

Security

Parental Control

Quality of Service 0/3/38 Off 1 UBR. br_0_3_38 [nas_0_3_38| Bridge | M4 |Disabled |Enabled O ﬂl

Routing

DSL

Interface Group

IPSec

Certificate
Wireless

Category | Service | Interface |Protocol (Igmp| QoS | State |Remove | Edit

0/0/35 Off 1 UBR br 0.0 35 |nas 0.0 35| Bridge Mg | Disabled | Enabled [ ] Edit

Add | Remove Save/Reboot

Diagnostics
Management

Remove Function

If you want to delete a connection from the listed WAN setup, click the Remove check box next to
the item, then click Remove.

@ZHONE'

Device Info Wide Area Network (WAN) Setup
Advanced Setup
WAN
LAN
;:::arnet Mode Port/Vpi/¥Yci \;:.I'::I Cf[?'
Security
Parental Control
Quality of Service 0/3/3a Off 1 UBR br 0 3 38 [nas 0_3_38| Bridge | MN/& |Disabled |Enabled O ﬂl
Routing
DSL
Interface Group
IPSec
Certificate

Choose add, Edit, or Remaove to configure WAl interfaces,
Choose Save/Reboot to apply the changes and reboot the systern,

Category | Service | Interface |Protocol |Igmp | QoS State |[Remove | Edit

0/0f25 Off 1 LBR br_0_0_35 |nas_0_0_35| Bridge | MNf& |Dissbled |Enabled | Edit

add | Remove Save/Reboot

Wireless
Diagnostics
Management
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Finish Function
When satisfied with the settings click Finish.

After selecting the Finish button, the DSL Router Reboot screen will appear. At this point, the
router will reboot to save the changes made.

@ZHONE'

Device Info DSL Router Reboot
Quick Setup
Advanced Setup

WAN Cloge the DSL Router Configuration window and wait for 1 minute before reopening your web browser, If necessary, recanfigure

LAN your PC's IP address to match your new configuration.

Ethernet Mode

NAT

Firewsall

Quality of Service

Routing

DNS

ADSL

Interface Group

IPSec

Certificate
wireless
Diagnostics
Management

The DSL Router has been configured and is rebooting.
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LAN Local Area Network (LAN) Setup

You can configure the DSL Router IP address and Subnet Mask for the LAN interface to
correspond to your LAN’s IP Subnet. If you want the DHCP server to automatically assign IP
addresses, then enable the DHCP server and enter the range of IP addresses that the DHCP
server can assign to your computers. Disable the DHCP server if you would like to manually
assign IP addresses.

The Save button only saves the LAN configuration data, but does not apply the configurations.
Select the Save/Reboot button to save the LAN configuration data and reboot the router and
apply the new configurations.

Device Info Local Area Network (LAN) Setup

Advanced Setup
WAN
LAN

Ethernet Mode 1P address: 1592.168.1.1
WLy Subnet Mask: 255.255.255.0

Security
Parental Control

Configure the DSL Router 1P Address and Subnet Mask for LAN interface. Save button only saves the LaN configuration data,
Save/Reboot button saves the LaN configuration data and reboots the router to make the new configuration effective,

Quality of Service

Routing

DSL ¥ Enable IGMP Snooping

Interface Group @ Standard Mode

IPSec O Blocking Mode

l?ertiﬁl:ate € Disable DHCP Server
B RS & Enable DHCP Server

Diagnostics Start 1P Address;  [192,168.1.2
Management

End IP Address: 192 168.1,254
Subnet Mask: 255,2595.255.0
Leased Time (hour):[24

Static IP Lease List: Please click on Save/Reboot button to make the new configuration effective, (4 maximum 32 enfries can
be configured)

|MAI3 Address |IP Address ‘Remnve ‘

Add Enfries Remave Entries |

' Enzble DHCP Server Relay

DHCP Server 1P Address:

I Configure the second 1P Address and Subnet Mask for LAM interface

Save Save/Reboot |
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The following DSL Router Reboot screen appears after Save / Reboot is clicked.

@ZHONE'

Device Info DSL Router Reboot

Ad d Set:
kit The DSL Router has been configured and is rebooting.

WAN

LAN Close the DSL Router Configuration window and wait for 1 rminute before reopening your web browser, If necessary, reconfigure
Ethernet Mode your PC's IP address to match your new configuration.

NAT

Security

Parental Control

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Manhagement
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Ethernet Mode

Ethernet mode allows you to select the speed of your Ethernet connection. Modes include—auto,
100 full, 100 half, 10 full and 10 half. If you select auto then the router will use the common
mode with which all the connected interfaces can operate.

@ZHGNE'

Device Info Ethernet Speed Configuration

Advanced Setup
WAN Port No.| Speed Status
LAN 1 auto ;I 100Mbps Full Duplesx
Ethernet Mode 2 auto Disconnected
NAT | : Disconnected
AERLETY 4 100Hal  [Pisconnected
Parental Control

: : 10Full

Quality of Service 10Half boply |
Routing
DSL
Interface Group
IPSec
Certificate

Wireless

Diagnhostics
Management
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NAT

You can configure Virtual Servers, Port Triggering, and DMZ Host when NAT (Network Address
Translation) is enabled.

Virtual Servers

A virtual server allows you to direct incoming traffic from the WAN side to a specific IP address on
the LAN side. The following figure shows the screen that allows you to configure your virtual
server(s).

@ZHONE'

Device Info NAT -- Virtual Servers Setup

Advanced Setu|
P Wirtual Server allows you to direct incoming traffic from Wal side (identified by Protocol and External port) to the Internal server

WAN with private IP address on the LAN side, The Internal port is required only if the external port needs to be corverted to a different
LAN port number used by the server on the LAN side, A maximurm 32 entries can be configured,
Ethernet Mode
NAT Add | Remove | Save/Reboot
Virtual Servers
Port Triggering Server External Port |External Pratocol Internal Port |Internal Server IP Remote Pamave
DMZ Host Name Start Port End Start Port End Address Host
Security

Parental Control

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

To direct incoming traffic from a service (or other server):

1. Click Add to configure a virtual server.
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2. Either select a service (by using the Select a Service dropdown) or select a custom server
(by entering the IP address of the server in the Custom Server text box).

You can select a Service or make a new one.

@ZHGNE'

Device Info NAT — Virtual Servers
Advanced Setup . . .
Select the service name, and enter the server IP address and click "Save/spply" to forward IP packets for this service to the
WAN specified server, NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port End" normally and
LAN will be the same as the "Internal Port Start" or "External Port End" if either one is modified.
Ethernet Made Remaining number of entries that can be configured:32
NAT

_ Server Mame:
Virtual Servers

Port Triggering
DMZ Host
Security

© Select a Service!
€ Custom Sarver: |

Server IP Address:  |192,168.1,

Parental Control
Quality of Service

Routing Save/tpply |
DSL
Interface Group Exzternal Port StartExternal Port End| Protocol  [Internal Port Startiinternal Port End| Remote Ip
IPSec 47624 47624 TCP j 47624 47624
Certificate 73 o073 TcP =0z o7z
Wireless
5 5 =500 =400 TCP j =300 2400
Diagnostics
Management 2300 2400 (R | 2400
TP J§
TP [§
TP &
TcP ¢

3. Enter the IP address of the LAN side PC in the Server IP Address text box.
4. Click Save / Apply to submit the configuration.
The NAT — Virtual Servers Setup screen appears after you save your selection. To add

additional virtual servers, click Add. If you need to remove any of the server names, select
the check box and click on the Remove button.

@ZHONE'

Device Info NAT -- ¥irtual Servers

Advanced Setu,
B Select the service name, and enter the server IP address and click "Save/apply" to forward IP packets for this service to the

WAN specified server. NOTE: The "Internal Port End" cannot be changed. It is the same as "External Port End" normally and
LAN will be the same as the "Internal Port Start" or "External Port End" if either one is modified.

Ethernet Mode Remaining number of entries that can be configured:32

NAT

_ Server Narme:
¥irtual Servers

@ Select a Service;
€ Custom Server: |

Server IP Address: |192‘165.1.

Port Triggering
DMZ Host
Security

Parental Control
Quality of Service

Routing Save/Apply
DSL
Interface Group External Port StartExternal Port End| Protocol [Internal Port StartInternal Port End| Remote Ip
IPSec 47624 47624 TCP j (17624 47624
Certificate 5073 5073 R | =) e073
wireless
. s 2300 2400 TCP j 2300 2400
Diagnostics
Management 2300 2400 UDP 2 | EE 2400
TcP
TcP =
TCP =l
TP =
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Port Triggering

Click Add to add Port Triggering to your Internet application.

@ZHONE'

Device Info NAT -- Port Triggering Setup

Advanced Setuy
v Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port Trigger

WAl dynamically opens up the 'Open Parts' in the firewall when an application on the LAN initiates a TCPAJDP connection to a remote
LAN party using the 'Triggering Ports', The Router allows the remote party from the \WaN side to establish new connections back to the
Ethernet Mode application on the LAN side using the 'Open Ports', & maximurn 32 entries can be configured.

NAT

virtual Servers Addl | Rernove |

Port Triggering
DMZ Host Application Trigger Open Remove

Security Name Protocol | Port Range | Protocol | Port Range
Parental Control
Quality of Service
Routing

DSL

Interface Group
IPSec

Certificate

Start ‘End Start |End

Wireless
Diagnostics
Management

The NAT — Port Triggering screen appears when you click Add allowing you to select the
application that you want to set the port settings for. After a selection has been made, click Save /
Apply to save your settings.

@ZHONE'

Device Info NAT -- Port Triggering

Advanced Setu,
. Some applications such as games, video conferencing, remaote access applications and others require that specific ports in the

VA Router's firewall be opened for access by the applications. You can configure the port settings from this screen by selecting an
LAN existing application or creating your own {Custorm applicationand click "Save/apply" to add it

Ethernet Mode Remaining number of entries that can be configured:32

NAT

Application Mame:
@ Sglect an application: | Select One

Virtual Servers
Port Triggering

DM2 Host © Custom application: ey
Security Asgheron's Call
Parental Control Calista IP Phone ave/spply |
Quality of Service ; ; Delta Force (Client/Server)
Routing Trigger Port StartTrigger|ICQ bn Port StartOpen Port EndOpen Protocol
|_ Mapster =
DSL Met2Phane TR J
Interface Group QuickTime 4 Client TCP =]
Rainbow Six/Fogue Spea
IPSec ix/Fog Lpl — 5
Certificate
TCP z TCP -
wireless J J
Diagnostics TCP =l TCP |
Management TCP j TCR j
TCP =l TCP |
TP =] TP =

Save/soply |

The NAT — Port Triggering Setup screen appears after you save your selections. You will be
able to add or remove selections made by clicking on the Add and Remove buttons.
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@ZHONE'

Device Info NAT -- Port Triggering Setup

Advanced Setu
2 Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port Trigger

VAR dynamically opens up the 'Cpen Ports' in the firewall when an application on the LAN initiates a TCRAJDP connection to a remote
LAN party using the 'Triggering Ports'. The Router allows the remote party from the Wal side to establish new connections back to the
Ethernet Mode application on the LaN side using the 'Open Parts', & maximum 32 entries can be configured,

NAT

virtual Servers Add | Remove

Port Triggering
DMZ Host Application Trigger Open Remove

Security Name Protocol | Port Range | Protocol | Port Range
Parental Control

i - Start | End Start | End
Quality of Service

Routing Airn Talk TFHEP 4099 | 4099 [ TCP 5191 |5191 O
DSL

Interface Group
1PSec
Certificate

Wireless
Diagnostics
Management

DMZ Host

You can define the IP address of the DMZ Host on this screen. Enter the IP address and click
Save / Apply.

@ZHONE‘

Device Info NAT -- DWZ Host

Advanced Sety
P The DSL router will forward IP packets from the Wak that do not belong to any of the applications configured in the Yirtual Servers

AN table to the DMZ host computer,

LAN

Ethernet Mode Enter the computer's IP address and click "apply" to activate the DMZ host,
NAT

_ Clear the IP address field and click "Apply" to deactivate the DMZ host,
Yirtual Servers

Port Triggering DMZ Host 1P address: |

DMZ Host
Security Save/apply |
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate

Wireless
Diagnostics
Management
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MAC Filtering

MAC filtering can forward or block traffic by MAC address. You can change the policy or add
settings to the MAC filtering table in the MAC Filtering Setup screen.

@zuowe-

Device Info MAC Filtering Setup
Advanced Setup

WAN

LAN Change Policy

Ethernet Mode

MALC Filtering Global Policy: FORWARDED

NAT MALC Filtering is only effective on ATr PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be
Security FORWARDED except those matching with any of the specified rules in the following table, BLOCKED means that all MALC |ayer
MALC Filtering frames will be BLOCKED except those matching with any of the specified rules in the following table.

Parental Control
Quality of Service

Routing |VPI;’VCI |Pr0toc0l |Destination MALC |Suurce MAC |Frame Direction ‘Remoue |
DSL

Interface Group Add | Remaove

IPSec
Certificate

Choose Add or Remove to configure MAC filtlering rules,

Wireless
Diagnostics
Management

If you click Change Policy, a confirmation dialog allows you to verify your change.

@ZHONE'

Device Info Change MAC Filtering Global Policy

Advanced Setu
B WARNING: Changing from one global policy to another will cause all defined rules to be REMOYED AUTOMATICALLY!

WAN You will need to create new rules for the new policy.

LAN

Ethernet Mode Are you sure you want to change MAC Fltering Global Policy from FORWARDED to BLOCKED ?
NAT

Security
MO YES
MAC Filtering —I —I

Parental Control

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

To add a setting to the MAC filtering table, enter the Source and Destination MAC address, and
select protocol type, frame direction, and WAN interface. Click Save/Apply to save the MAC
filter.
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@ZHGNE'

Device Info Add MAC Filter
Advanced Setu,
P Create a filter o identify the MaC layer frames by specifying at least one condition below. If multiple conditions are specified, all of
WAN them take effect. Click "appl" to save and activate the filter.
LAN
Ethernet Mode protocal Type: I—LI
NAT

Security Destination MAC Address: |
MAC Filtering Source MAC Address: I—

Parental Control

Ouality of Service Frame Direction: |LAN<=>WAN =

Routing
DSL sk Interfaces (Configured in Bridge mode only)
Interface Group
IPSec
Certificate

¥ select all
¥ br_0_0_35/nas_0_0_35

wireless

Diagnostics Save/apply |

Manansement

When you Save / Apply the IP filter, the MAC Filtering Setup screen appears. The MAC
Filtering Setup screen lists the MAC filters, including filters which were added from the previous
screen.

You can view, add or delete MAC filters. The Remove button appears only when you have an
existing IP filter already set up.
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Parental Control

Use the Parental Control feature to restrict the days and times a particular device is allowed to
access the Internet.

To setup parental controls

1. Click Add to set up the restrictions.

@ZHONE'

Device Info Time of Day Restrictions -- A maximum 16 entries can be configured.
Advanced Setup

WAN
LAN Username ‘MAE |M|:|n ‘Tue |WEd ‘Thu |Fri |Sat |Sun ‘Start ‘Stnp ‘Remove |

Ethernet Mode

NAT ﬂl Rermaove

Security

Parental Control

URL Filter

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

The Add Parental Control screen appears.

@ZHONE’

Device Info Time of Day Restriction
Advanced Setup

MIAN This page adds time of day restriction to a special LAN device connected to the Router, The Browser's MAC Address' automatically
LAN displays the MAC address of the LAN device where the browser is running. To restrict other LAN device, click the "Other MAC
Ethernet Mode Address" button and enter the MAC address of the other LAN device, To find out the MAC address of a Windows based PC, go to
NAT command window and type "ipconfig All"

SEEUI’it\j Uszer Mame

Parental Control

URL Filter
@ Browser's MAC Address  |00:00:86:43:E5:63

Quality of Service

Routing € Other MAC Address ,—

(330 K )

DSL
Interface Group Days of the wesk IvionTueWed Thufri Satisun|
IPSec bmktnselect “_“_“_ “_“_“_"_‘
Certificate

wireless Start Blocking Time thh:mm)

Diaghostics

End Blocking Time (hh:mm
Management E o ?
Save/Apply

2. Enter a User Name to identify the target of the restrictions.

3. Enter the MAC address of the network adapter to be restricted, and, optionally, another MAC
address.

4. Select the days of the week the restriction is in force.

5. Specify the start and end times the restriction is in force. Use the form hh:mm, where 23:59,
for example, is one minute before midnight.

6. Click Save / Apply to save the settings and to continue.
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URL Filter

Access to websites can be blocked by creating a URL filter. Two types of lists can be created,
either an exclude or include list.

1. Click Add to continue to the next screen to enter the URL address.

@ZHONE'

Device Info URL Filter -- A maximum 100 entries can be configured.
Advanced Setup
WAN URL List Type: € Exclude € Include
LAMN
Ethernet Mode
MAT
Security
Parental Control
URL Filter A_ddl Remove |
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate

‘Address ‘F'Dl't ‘Remuue ‘

Wireless
Diagnostics
Management

2. In URL Address enter the URL address; in Port Number enter the port number and click
Save / Apply.

If no port number is entered, the the default 80 port will be applied. Continue this process
until all the necessary websites are entered.

@zuowe-

Device Info Parental Control -—- URL Filter Add

Ad d Set
HANEER 2EE Enter the URL address and port number then click "Save/apply" to add the entry to the URL filter,

WAN

LAN

Ethernet Mode URL address: |

NAT Port Murnber | ({Default 80 will be applied if leave blank.)
Security

Parental Control
URL Filter Savebpply |

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnhostics
Management
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Quality of Service

You can configure the Quality of Service to apply different priorities to traffic on the router.

Queue Config

In the Queue Config page you can enable a queue for a network interface. Each interface
associated with QoS is allocated three queues. Lower Queue Precedence values denote a higher

priority for the queue, so “1” has higher priority than “2.”

To associate an interface with QoS:

1. From the Queue Config page, click Add.

@zﬂoms'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security

Parental Control
Quality of Service

Queue Config

QoS Classification

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

QoS Queue Configuration — A maximum 24 entries can be configured.
If you disable WMM function in Wireless Page, queues related to wireless will not take effects
The QoS function has been disabled. Queues would not take effects.

Interfacename Description Precedence | Queue Key | Enable | Remove
wireless Wl Yoice Priority 1 1
wireless WM Yoice Priority 2 2
wireless Wil Yideo Priority g =]
wireless WM Yidea Priority 4 4
wireless Wil Best Effort 15} 5
wireless WM Background 6 &
wireless Wi Background 7 7
wireless Wik Best Effort 8 8
A_ddl Remove | Save/Reboot |

In the Add QoS Queue page enable the queue by selecting Enable from the Queue
Configuration Status drop down.

@ZHONE'

Device Info
Advanced Setup
WAN
LAMN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Oueue Config

QoS Classification

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Mahagement

QoS Queue Configuration

The screen allows you o configure & QoS queus enfry and assign it 1o a specific netwaork interface. Each interface with QoS
enabled will be allocated three queuss by default, Each of the queues can be configured for a specific precedence, The queus entry
configured here will be used by the classifier to place ingress packets appropriately, Note: Lower integer values for
precedence imply higher priority for this queue relative to others Click 'Save/apply' to save and activate the filter,

Queue Configuration Status: b

Savefdpply

Queue:

Queue Precedence:
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3. Select the interface from the Queue drop down.
4.  Set the priority for the queue from the Queue Precedence drop down

5. Click Save/Apply.

QoS Classification

You can configure the Quality of Service to apply different priorities to traffic on the router.

@ZHONE'

Device Info Quality of Service Setup

Advanced Getu
X Choose add or Remove to configure network traffic classes,

WAN

LAN If you disable WM function in Wireless Page, classification related to wireless will not take effects

Ethernet Mode The Qo5 function has been disabled. Classification rules would not take effects.

NAT

Security MARK TRAFFIC CLASSIFICATION RULES

Parental Control Class [DSCP |Queue [802.1P |Lan i Source Source Dest. Dest. [20Urce estination d

Quality of Service Name |Mark {ID Mark |Port ARIELS [ESHE Addr./Mask |Port | Addr./Mask [Port Ay A AL 8.5
5 ! Addr./Mask |Addr./Mask

Queue Config

QoS Classification Add Sawve/bpply
Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics

Mlanagement

The Add Network Traffic Class Rule screen allows you to add a network traffic class rule.
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To add a rule:

1. Inthe Quality of Service—QoS Classification screen, click Add.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security

Add Network Traffic Class Rule

The screen creates a raffic class rule to classify the upstream traffic, assign queue which defines the precedence and the interface
and optionally overwrite the IP header DSCP byte, & rule consists of a class name and at least one condition below, All of the
specified conditions in this classification rule must be satisfied for the rule to take effect. Click 'Save/spply' to save and activate the
rule.

Traffic Class Mame:

Rule Order:
Rule Stats:

=
-
Assign ATM Priority and/or DSCP Mark for the class

If non-blank value is selected for ‘Assign Differentiated Services Code Point (DSCP) Mark', the correcponding DSCP byte in the IP
header of the upstream packet is overwritten by the selectad value,

Parental Control

Quality of Service
Queue Config
QoS Classification

Routing
DSL
Interface Group

Azsign Classification Queus: j

IPSec
Azsign Differentiated Services Code Point (DSCPY Mark: 'I

Certificate -

Wireless Mark 802.1p if 802.1q is enabled: 'I

e Specify Traffic Classification Rules

Management Enter the following conditions either for IP level, SET-1, or for IEEE BO2.1p, SET-2.
SET-1
Fhysical LAN Port: |
Protocol: =]
Differentiated Services Code Point (DSCP) Chedk: i
[IP Address =

Source Subnet Mask:

UDR/TCP Source Part (port or part: port):
Destination IP Address:

Destination Subnet Mask:

UDR/TCP Destination Port {port ar port:port):
Source MAC Address:

Source MAC Mask:

Destingtion MAC Address;

Destination MAC Mask:

SET-2
802.1p Priority:

Savefbpply |

2. Inthe Add Network Traffic Class Rule screen give a name to this traffic class.
3. Assign a priority level—low, medium, and high—to this traffic class.

4. Select an IP precedence from the 0-7 range.

5. Enter an IP Type of Service from the following selections—

e Normal Service

e Minimize Cost

e Maximize Reliability

e Maximize Throughput
e Minimize Delay

6. Enter the traffic conditions for the class such as the protocol (TCP / UDP, TCP, UDP, or
ICMP) to be used.

7. Click Save / Apply to save the settings.
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Routing

Under the Routing heading you assign a default gateway, create a routing table (in Static Route),
create routing policy rules, and activate Routing Information Protocol (RIP) on the device.

Default Gateway

You can enable automatic assigned default gateway on the Routing — Default Gateway screen.
By default, the Enable Automatic Assigned Default Gateway checkbox is checked.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service

Routing — Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the first received default gateway
azsignment from one of the PPPoA, PPPOE or MER/DHCP enzbled PYCig). If the checkbox is not selected, enter the static default
gateway ANDOR a WaN interface. Clidk 'Save /apply' buthon to save it

MOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboat the router 1o get the
automatic assigned default gateway.

¥ Enable automatic Assighed Default Gateway

Routing
Default Gateway
Static Route
Paolicy Routing
DSL
Interface Group
IPSec Save/spphy
Certificate
Wireless
Diagnostics
Management

To enable Automatic Assigned Default Gateway leave the checkbox checked. To disable
Automatic Assigned Default Gateway uncheck the checkbox.

If you change the automatic assigned default gateway address, you must reboot the router to be
assigned a new default gateway IP address.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
RIP
DNS
D5L
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Routing -- Default Gateway

If Enable Automatic Assigned Default Gateway checkbow is selected, this router will accept the first received default gateway
assignment from one of the PPPoA, PPPOE or MER/DHCP enabled PYC(s), If the checkbox is not selected, enter the static default
gateway AND/OR a WaN interface. Click 'Save/épply' button to save it

MWOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You must reboot the router to get the
automatic assigned default gatewsay.

[T Enable automatic Assigned Default Gateway

[T Use Default Gateway IP address I

[T Use Interface | LANrD =l

Save/bpply |
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Static Route

To add a routing table use the Static Route page. A maximum of 32 entries can be configured.

Click Add.

@ZHONE'

Device Info Routing -- Static Route (A maximum 32 entries can be configured)

Advanced Setup
WAN Destination |5ubnet Mask |Gatewav |Interfa|:e |Remcwe ‘

LAN
Ethernet Mode A_ddl Remaove |
NAT
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
DS5L
Interface Group
IPSec
Certificate

wireless
Diagnostics
Management

Enter the route information and then save and apply your configurations.

@ZHONE’

Device Info Routing -- Static Route Add
Advanced Setup
WAN
LAN
Ethernet Mode

NAT Destination Network Address: |
Security Subnet Mask: |

Parental Control

Ruality o serulce M Use Gateway 1P sddress

Routing
Default Gateway W/ Use Interface jv
Static Route

Paolicy Routing MI
DSL
Interface Group
IPSec
Certificate

Enter the destination network address, subnet mask, gateway AND/OR available WaN interface then click "Save/apply" to add the
entry 1o the routing table.

Wireless
Diagnostics
Management
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Policy Route

The policy routing feature allows the administrator to have more control over how packets should
flow through the modem and into their networks. The feature allows administrator to route IP
packets according to their Source Interface; Source/Destination IP address/subnets; IP Protocols;
Source/Destination Ports to specific Gateway address and/or Gateway Interfaces.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Policy Routing Setting -- A maximum 8 entries can be configured.

Policy
Name

Source il Source Lpst Dest Gatewar Gatewa
Protocol | Address / Address / : Y i

Interface Port Port Address Interface

Mask Mask

Remove

Add | Remove

To add a policy routing rule:

1. Click Add.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
Default Gateway
Static Route
Policy Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

Routing — Policy Route Add
Enter the policy name, policies, and Wak interface then click "Save/apply" to add the entry to the policy routing table.
Mote: If selected "MER" as WaM interface, gateway 1P address must be configured.

Policy Mame: I

Source Interface: LAMNT =

Protocol: % I

Source IP Address:

TCRUDF  ——
Source Subnet Mask: TCR
UDP/TCP Source Port {port or LIDF ]
port:port): ICHPF

Destination [P Address:

Destination Subnet Mask: |
LDP/TCP Destination Port {port or l—
port:port):

Gatewsay IP Address:

Gateway Interface: [CanT= I

Save/soply |

2. Enter a unigue name for the rule in the Rule Name text box.

3. Select the interface to associate with the rule from the Source Interface drop down
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4.

5.

DSL

Select the appropriate protocol and define other parameters for the routing rule:

Source and/or Destination address and/or Subnet Mask
UDP/TCP Source or Destination port.
Gateway address or Interface (These can be Active PVCs or Port Mapping Groups)

Click Save/Apply.

The DSL settings page contains sections—modulation and capability—that should be specified
by your ISP. Consult with your ISP to select the correct settings for each.

Click Save / Apply if you are finished or click on Advanced Settings if you want to configure
more advanced settings.

@ZH() N E’

R

Device Info DSL Settings
Advanced Setu
P Select the modulation below.
WAN
LAN ¥ G.Dmt Enabled
Ethernet Mode ¥ G.lite Enabled
NAT
. ¥ T1.413 Enahled
Security
Parental Control W ADSL2 Enabled
Quality of Service ¥ &rnexl Enabled
Routing =
DSL v A0S L2+ Enabled
Interface Group [T &nnext Enabled
IPSec -
Certificate Capability
wireless Wl Bitswap Enable
Diagnostics M SRa Enahle
Mlanagement Save Advanced Settings

Modulation Meth

ods

The following modulation methods are supported by the 6219-X1 router:

Do

G.dmt Enabled
G.lite Enabled
T1.413 Enabled
ADSL Enabled
Annex L Enabled
ADSL2+ Enabled.

not change this setting unless so directed by your ISP.
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Capability

The following are included under Capability:

e Bitswap Enable
e SRA Enable (Seamless Rate Adaptation)

Do not change these settings unless so directed by your ISP.

DSL Advanced Settings
Do not change the DSL Advanced Settings unless so directed by your ISP.

To view the DSL Advanced Settings screen, click Advanced Settings button on the DSL
Settings screen.

The test mode can be selected from the DSL Advanced Settings page. There are five test modes
between the router and your ISP:

e Normal test: Puts the router in a test mode in which it only sends a Normal signal.
e Reverb test: Puts the router in a test mode in which it only sends a Reverb signal.
e Medley test: Puts the router in a test mode in which it only sends a Medley signal.

e No Retrain: In this mode the router will try to establish a connection as in normal
mode, but once the connection is up it will not retrain if the signal is lost.

e L3: Puts the router into the L3 power state.

To run a test:

1. Select atest mode and click Apply.

@ZHDNE'

Device Info DSL Advanced Settings
Advanced Setup
WAN
LAN

Ethernet Mode
NAT C Reverbh

Security € Medley
Parental Control

Quality of Service
Routing L3
DSL

Interface Group
IPSec Apply Tone Selection

Select the test mode below,

& Mo mal

€ Mo retrain

Certificate
Wireless
Diagnostics
Management
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2. Click Tone Selection.

The frequency band of ADSL is split up into 256 separate tones, each spaced 4.3125 kHz
apart. With each tone carrying separate data, the technique operates as if 256 separate
modems were running in parallel. The tone range is from 0 to 31 for upstream and from 32 to
255 for downstream. Do not change these settings unless directed by your ISP.

A http://192.168.1.1/adslcfgtone.html - Microsoft Internet Expl... |

ADSL Tone Settings

Upstream Tones
Mo M1 Mz 3 4 M5 e M7 [Ms Ma Mio i1 12 13 [#14 [¥15

[¥l16 17 [¥l18 [¥119 [*]20 [¥]21 [¥l22 [¥]23 [¥]24 [¥l25 [¥l26 [#]27 [¥lz8 [¥l29 [*]z0 [¥]31
Downstream Tones

22 [¥]32 [¥24 [¥]35 [¥l36 [¥]37 28 [¥]30 40 [F]41 42 [“az 44 [¥as [#l46 [¥]47
[Flag [¥lag [¥]so 51 [¥sz2 W53 [¥]s4 [v]ss [¥se [¥Is7 [¥Ise [Ise Meo a1 [¥lez 63
g4 oz [Ylee [¥e7 [leg [¥ea W70 71 W72 73 W74 75 76 77 78 [¥]70
a0 [¥e1 [¥le2 [¥8z [vle4 [¥]as [vlas [¥187 [vlss [¥lag Moo [¥]o1 a2 [Foz [v]o4 [¥]95
[Flos [¥lo7 [¥]log [¥loa [“1o0[¥] 101 #1102 [#]103 104 [#] 105 [#] 106 ¥l 107 ¥ 108 [¥] 109 #1110 [¥] 111
M112[113 114 115116 117 Fli1a #1119 120 121 122 [#1123 [#] 124 [Pl 125 [l 126 [¥] 127
(128 [¥]129 [v]130 [¥] 131 [¥] 132 [¥] 133 [¥] 134 [¥] 135 ¥] 136 [w] 137 [¥] 138 [¥] 139 [V] 140 [V] 141 [¥] 142 [¥] 143
#1144 [¥] 145 [¥] 146 [¥] 147 [¥] 148 [¥] 140 [¥] 150 [#] 151 [¥] 152 [#] 153 [#] 154 [#] 155 [¥] 156 [#] 157 [¥] 158 [*] 152
160 ¥ 161 [¥] 162 [¥] 163 [¥] 164 [¥] 165 [¥] 166 [¥] 167 [¥] 168 [¥] 169 [¥] 170 [v] 171 [¥] 172 [¥] 173 [#] 174 [¥] 175
[#176 [¥1177 [¥]178 [¥] 172 [¥] 180 [¥] 181 [¥] 182 [¢] 183 [¥] 184 [#] 185 [#] 186 [#] 187 [v] 188 [+] 180 [¥] 190 [¥] 191
[¥1192 [¥] 193 [¥] 194 [¥] 195 [¥] 196 [¥] 197 [¥] 198 [v] 199 [¥] 200 [¥] 201 [¥] 202 [v] 203 [¥] 204 [¥] 205 [#] 206 ] 207
[+ 208 [#] 200 [v] 210 [¥] 211 [¥] 212 [¥] 213 [¥] 214 [#] 215 [¥] 216 [#] 217 [#] 218 [#] 219 [v] 220 [¥] 221 [¥] 222 [¥] 223
[ 224 [v] 225 [¥] 226 [¥] 227 [#] 228 [¥] 220 [¥] 230 [] 231 [¥] 232 [] 233 [¥] 234 [v] 235 [¥] 236 [¥] 237 [#] 238 [¥] 230
[ 240 [¥] 241 [¥] 242 [¥] 243 [¥] 244 [¥] 245 [¥] 246 [¥] 247 [¥] 248 [#] 249 [#] 250 [#] 251 [v] 252 [¥] 253 [¥] 254 [¥] 255

Check all ] [ Clear all ] ’r‘«pply] ’C|USE ]

#&] Done # Internet
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Interface Group

The interface group feature allows you to open ports to allow certain Internet applications on the
WAN side to pass through the firewall and enter your LAN. To use this feature, mapping groups
should be created.

To create a new mapping group:

1. Click Add button

@ZHONE'

Device Info Interface Group —- A maximum 16 entries can be configured

Advanced Setup . o i .
Interface Group supports multiple ports to PYC and bridging groups. Each group will perform as an independent netwark, To
WaAN support this feature, you must create mapping groups with appropriate LAN and WaN interfaces using the Add button. The Rermove
LAN button will rernove the grouping and add the ungrouped interfaces to the Default group, Only the default group has IP interface.
Ethernet Mode

NAT I Enable virtual ports on |LAN(1-4)

Security

Parental Control

Quality of Service Group Name | Remove | Edit | Interfaces

Routing LanL

o LANZ

Interface Group

IPSec Default LanT

Certificate Lane
Wireless has_ 0,055
Diagnostics

Management add | Save/epply |

If you need to edit an entry, then click Edit for that group.

After clicking the Add button, the Port Mapping Configuration screen appears
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2.  Enter a unigue Group name.

@ZHONE’

Device Info Interface Group Configuration

Advanced Setu
& To create a new interface group:

AN 1. Enter the Group name and select interfaces from the available interface list and add it w the grouped interface list using the
LAN arrow buttons o create the required mapping of the ports, The group name must be unigue,
Ethernet Mode
NAT 2. 1f you like to automatically add Lam clients o a PYC in the new group add the DHCP vendaor ID string, By configuring a DHCP
. vendor 1D string any DHCP client request with the specified vendor ID {DHCP option 607 will be denied an 1P address from the local
SEnUriLy DHCR server,
Parental Control Note that these clients may obtain public IP addresses
Quality of Service
Routing 3. Click Save/apply button to make the changes effective immediately
DSL Note that the selected interfaces will be removed from their existing groups and added to the new group.
Interface Group
IPSec IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the
Certificate modem to allow it to obtain an appropriate IP address.
Wireless
Diagnostics Group Name:
fagagement Grouped Interfaces Available Interfaces

LAMT
LAMZ
LAM3

o | LAMN4
nas_0_0_35

Automatically Add
Clients With the
following DHCP Yendor
IDs

3. Select interfaces from the available interface list and add them to the grouped interface list
using the arrow buttons to create the required mapping of the ports.

4. Click Save/Apply.

6219-X1 Router Users Guide 69

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

IPSec

Internet Protocol Security (IPSec) allows you to set up secure tunnel access between two IP
addresses. Encryption and key exchange make this a secure way to access remote networks.
Contact your ISP for the necessary information to correctly configure this connection.

@ZHONE‘

Device Info 1PSec Tunnel Mode Connections

Advanced Setu|
i Add, edit or rermove IPSec tunnel mode connections from this page.

WAN

i) |Enable |l3|:|nnecti|:|n Name | Remote Gateway |L|:||:a| Addresses |Remute Addresses | |
Ethernet Mode

et } Add Mew Connection |

Security

Parental Control

Quality of Service

Routing

DSL

Interface Group

IPSec

Certificate
Wireless
Diagnostics
Management

Click Add New Connection to access the IPSec Settings screen to enter your configurations.

@ZHONE'

Device Info
Advanced Setup
WAN
LAN
Ethernet Mode
NAT
Security
Parental Control
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate
Wireless
Diagnostics
Management

IPSec Settings

IPSec Connection Mame

Remote IPSec Gateway Address

Tunnel access from local IP addresses
IP Address for WPN

IP Subnetrmask

Turnel access from remote IP addresses
IP Address for VPN

IP Subnetmask

Key Exchange Method
Authentication Method
Pre-Shared Key

Perfect Forward Secrecy

Advanced IKE Settings

IHEW connection

[p.0.00
ISubnet vI
.00

[255.255.255.0

ISubnet TI

[o.0.00

[2s5.255.255.0

Auta(KE) =

I Pre-Shared Key = l

|key
IDisabIe v|

Shiow Advanced Settings

Save [ apply |
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The Show Advanced Settings button at the bottom of the screen provides additional encryption
settings.

@ZHONE'

Device Info IPSec Settings
Advanced Setup

WAN IPSec Connection MNarne Inew connection
LAN Remote IPSec Gateway Address ID.D.D.D

Ethernet Mode

AT Turnel access from local IP addresses lm
Security

Parental Control 1P addrass for VAN ID.D.D.D

Quality of Service IP Subnetmask =55 255, 255.0

Routing

L Tunnel access from remate IP addresses ISubnet 'l
Interface Group
0.0.0.0

IP Address for VPN

IPSec
Certificate IP Subnetmask |255.255.255.D
Local
. Trusted CA Key Exchange Method Auto(IKE) =
Wireless
Diagnostics authertication Method IPre-Shared Key vl
Wanagement Pre-Shared kKey ey

Perfect Forward Secrecy I Disable =

Hide Advanced Settings I

Advanced IKE Settings

[ Phase 1 ]
Mode lm
Encryption Algorithm Im
Integrity Algoritm m
Select Diffie-Hellman Group for Key Exchange IWI
Key Life Time I%DD— Seconds
Phaze 2
Encryption Algarithm lm
Integrity Algoritm IMDS 'I
Select Diffie-Hellman Group for Key Exchange lm
Key Life Time I%DD— Seconds
k,

Save f Apply |
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Certificate

Use the Certificate screen to add, view, or remove a certificate for use by a peer to verify your
identity. A maximum of four certificates can be stored. You can add a certificate either by creating
a new one or importing an existing one from a location where one is stored.

Note: Certificates are used with TR-069. Firmware that does not support TR-069 will not support
certificates..

Local
A local certificate identifies your device over the network.

To apply for a certificate:

1. Click Create Certificate Request

@ZH(}NE'

Device Info Local Certificates
Advanced Setup
WAN
LAN
Ethernet Mode
NAT |Name |In Use |Subiect |Tvpe |Acti|:|n |
Security
Parental Control Create Certificate Reqguest | Impart Certificate
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate

Add, Wiew or Remove certificates from this page. Local certificates are used by peers to verify your identity,
Maximum 4 certificates can be stored.

Local

Trusted CA
Wireless
Diagnostics
Management

If you have an existing certificate, click on Import Certificate to retrieve it.
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@ZHONE'

Device Info Create new certificate request
Advanced Setup
WAN
LAN

Ethernet Mode Certificate Narme: |
HaT: Common Mame: |
Security

Organization Narme: |
Parental Control

Quality of Service State/Province Name:
Routing Country/Reqgion Marne: US {United States) j
DSL

Interface Group

IPSec
Apply
Certificate M

Local

Trusted CA
Wireless
Diagnostics
Management

To generate a certificate signing request you need to include Cormmon Marme, Organization Name, State/Province Name, and the 2-
letter Country Code for the certificate.

The Create new certificate request screen allows you to request a new certificate request.
2. Follow the screens that appear to configure a new certificate.
3. Click Apply to submit the request.
If you have a certificate already, you can simply import the certificate by pasting the certificate

content and private key into the space provided. Click Apply to submit the request to import the
certificate.

@ZH(}NE'

Device Info Import certificate
Advanced Setup
WARN
LAN Certificate
Ethernet Mode MHame:
NAT-ON @0 T BEGIN CERTIFICATE————— ;I

Enter certificate name, paste certificate content and private key,

Security
Parental Control
Quality of Service
Routing

DSL

Interface Group
IPSec

Certificate

Certificate:

Local
Trusted CA

1|51

Wireless <inzert private kevy herex
Diagnhostiecs |  [|---—- END RSL PRIVATE KEV-———-

Management

Private Key:

Apply |

6219-X1 Router Users Guide 73

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Trusted CA
The trusted certificate authority (CA) allows you to verify the certificates of your peers.

The Trusted CA (Certificate Authority) Certificates screen also allows you to view certificates.
You can store up to 4 certificates.

To Import a certificate

1. Click on Import Certificate

@zl{ome-

Device Info Trusted CA (Certificate Authority) Certificates
Advanced Setup
WAN
LAN
Ethernet Mode
NAT |Name |Subiect |Tvpe |Acti|:|n |
Security
Parental Control Impaort Certificate |
Quality of Service
Routing
DSL
Interface Group
IPSec
Certificate

Add, Wiew or Remaove certificates from this page. Ca certificates are used by you to verify peers' certificates.
Maxirmum 4 certificates can be stored,

Local

Trusted CA
Wireless
Diagnostics
Management

2. Enter the certificate name in the Certificate text box.

@ZHONE'

Device Info Import CA certificate
Advanced Setup
WAN

LAN Certificats I—
Ethernet Mode Marne:

7 N N H— BEGIN CERTIFICATE——— =]

Enter certificats name and paste certificate content,

Security

Parental Control
Quality of Service
Routing

DSL

Interface Group
IPSec

Certificate

Certificats:

Local

Trusted CA
wWireless e
Diagnostics

¥anagement apply |

3. Inthe Certificate text window paste the content of the certificate.

4. Click Apply.
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Chapter 5 Wireless

The router’s wireless feature can be configured to your needs. Sections covered under the
wireless section include

e Basic
e Security
e MAC filter

e Wireless bridge
e Advanced
e Quality of service and station info.

Basic

The Wireless — Basic screen allows you to enable or disable wireless functionality. You can also
hide the access point so others cannot see your ID on the network. If you enable wireless, be
sure to enter an SSID, your wireless network name and select the country that you are in.

@ZHONE'

Device Info Wireless -- Basic

Advanced Setu
P This page allows you to configure basic features of the wireless LAN interface. You can enable or disshle the wireless LaN

Wireless interface, hide the netwark from active scans, set the wireless network name (also known as SSIDY and restrict the channel set
Basic based on country reguirerments.
Security Click "&pply" to configure the basic wireless options,
MAC Filter
wireless Bridge ¥ Enable Wireless
Addyarniced ¥ Disable Wireless If DSL Line is Down
Station Info
Diagnostics [ Hide Access Roint
Management O Clients Isolation

[T Disable Wi Advertise

SEID: IWII’E|E!SS
BSSID:
country:  [UNITED STATES =

Max Clients: |128

Save/Apply |

If you select Wireless disabled is DSL link is down (which is disabled by default) when Enable
Wireless is selected, the wireless connection will automatically be disabled if the DSL WAN link
goes down.

Hide Access Point does not allow others to see your ID. The router is hidden from active scans.

With Clients Isolation selected wireless clients will be isolated from one another and are not
allowed to share information over the LAN.

With Disable WMM Advertise selected, the wireless router does not advertise for 802.11b/g
devices to connect for voice over WiFi services. When WMM (WiFi Multi-media) advertise is
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enabled (the selection is unchecked) the access point sends out WPA-PSK information for WiFi

handsets.

When you enable a wireless bridge, you can also see the other wireless bridges by SSID and
BSSID (MAC address).

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MALC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

wireless —- Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface, You can select wWireless Bridge (also
known as Wireless Distribution System) to disable access point functionality, Selecting 4ccess Point enables access point
functionality, Wireless bridge functionality will still be available and wireless stations will be able to associate to the AP, Select
Disabiled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access, Selecting Enabled
or Enabled(Scan) enables wireless bridge restriction. Only those bridges selected in Remote Bridges will be granted access,

Click "refresh” to update the remote bridges, Wait for few seconds to update,

Click "Save/apply" to configure the wireless bridge options.,

AP Mode: IACCESS Foint
Bridge Restrict: |Enab|ed 'I

Remote Bridges MAC Address: I |
I |
Refresh | Saveapply
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Security

The Wireless — Security screen allows you to select the network authentication method and to
enable or disable WEP encryption.

Note that depending on the network authentication that is selected, the screen will change
accordingly so additional fields can be configured for the specific authentication method.

Network authentication methods include the following—

e Open — anyone can access the network. The default is a disabled WEP encryption setting

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info
Diaghostics
Management

Wireless -- Security

This page allows you to configure security features of the wireless LN interface.
You may setup configuration manually

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,

Click "Sawve/apply" when done.
IW|reIess 'I

Metwork Authentication: | Cpen j

IDisabIed 'I
Save/Apply

Select SSID:

WEPR Encryption;

e Shared — WEP encryption is enabled and encryption key strength of 64-bit or 128-bit
needs to be selected. Click on Set Encryption Keys to manually set the network encryption
keys. Up to 4 different keys can be set and you can come back to select which one to use

at anytime.

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
WAL Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

wireless -- Security

This page allows you to configure security features of the wireless LA interface,
You may setun configuration manually

Manual Setup AP
‘ou can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,
Click "save/apply" when done,

wireless ¥

Select SSID:

Hetwark Authentication: Shared

[Encbled =]
Encryption Strength: m
Current Metwark Key: EI
Metwork Key 1:
Metwork Key 2: I
Metwork Key 3: I

WWEP Encryption:

Metwark Key 4: |
Enter 13 ASCII characters or 26 hexadecimal digits for 126-bit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

Save/spply |
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e 802.1X — requires mutual authentication between a client station and the router by
including a RADIUS-based authentication server. Information about the RADIUS server
such as its IP address, port and key must be entered. WEP encryption is also enabled and
the encryption strength must also be selected.

@ZH(}NE‘

Device Info
Advanced Setup
Wireless
Basic
Security
MALC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless —— Security

This page allows you 1o configure security features of the wireless LAN interface,
You may setup configuration manually

Manual Setup AP

You can et the network authentication methad, selecting data encryption,
specify whether 2 network key is required to authenticate to this wireless network and specify the encryption strength.
Click "Save/spply" when done,

Select SSI0: wireless 'I

Metwork Authentication:

RADIUS Server IP Address: lDDDD—
RADIUS Port: ez ]
RADIUS Key: |
WEP Encryption: m
Encryption Strength: M

Current Network Key: E
Metwork Key 1.
Metwork Key 2! |
Metwork key 3t |

Metwork Key 4. |

Enter 13 ASCII characters or 26 hexadecimal digits for 128-hit encryption keys
Enter 5 ASCII characters or 10 hexadecimal digits for 64-bit encryption keys

e WPA (Wi-Fi Protected Access) — usually used for the larger Enterprise environment, it
uses a RADIUS server and TKIP (Temporal Key Integrity Protocol) encryption (instead of
WEP encryption which is disabled). TKIP uses128-bit dynamic session keys (per user, per
session, and per packet keys).

@ZHONE'

Device Info
Advanced Setup
wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless —- Security

This page allows you to configure security features of the wireless LAN interface.
¥ou may setup configuration manually

Manual Setup AP
¥ou can set the network authentication method, selecting data encryption,

specify whether a network key is reguired to authenticate o this wireless network and specify the encryption strength,
Click "Save/apply" when done.

Select SSID: wireless

Metwork Authentication:

WPa Group Rekey Interval: (]
RADIUS Server [P Address: 0.0.00

RADIUS Port: ez
RADIUS Key: ————
RS Encryption: m

WIEP Encryation: [Disanled ]

Savefapply

e WPA-PSK (Wi-Fi Protected Access — Pre-Shared Key) — WPA for home and SOHO
environments also using the same strong TKIP encryption, per-packet key construction,
and key management that WPA provides in the enterprise environment. The main
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difference is that the password is entered manually. A group re-key interval time is also

required.

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MACL Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless — Security

This page allows you to configure security features of the wireless LAN interface.
ou may setup configuration manually

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.
Click "Savefapply" when done.

Select SSID:
Metwark Authentication:

WPA Pre-Shared Key:
WP A Group Rekey Interval:
WPA Encryption:

WEP Encryption:

|Wire\ess 'I

I Click here to display

0

TKIP 'I
Disabled 'I

Save/spply |

e WPA2 (Wi-Fi Protected Access 2) — second generation WPA which uses AES (Advanced
Encryption Standard) instead of TKIP as its encryption method. Network re-authorization
interval is the time in which another key needs to be dynamically issued.

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless —- Security

This page allows you to configure security features of the wireless LaN interface.
You may setup configuration manually

Manual Setup AP

You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.
Click "Save/apply" when done,

Select SSID:

Metwork Authentication:

WRAZ Preauthentication:
Metwaork Re-auth Interval:

WP Group Rekey Interval:
RADIUS Server IP Address:

RADIUS Port:
RADIUS Key:
WiRa Encryption:
WWEP Encryption:

|Wire|ess 'l

Disabled 'l

(25000

ID
ID.EI.D.EI
|1E|12

AES ¥

Disabled 'l
Save/apply |
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e WPA2-PSK (Wi-Fi Protected Access 2 — Pre-Shared Key) — suitable for home and SOHO
environments, it also uses AES encryption and requires you to enter a password and a re-
key interval time.

@znor\'e-

Device Info Wireless - Security

Advanced Setu,
B This page allows you to configure security features of the wireless Lan interface.

Witeloss You may setup configuration manuzlly
Basic
Security Manual Setup AP
MAC Filter

You can et the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless netwark and specify the encryption strength.
Advanced Click "Save/apply" when done,

Station Info

Diagnostics Select SSID: wireless 'I

Wireless Bridge

Management
Metwiork authentication: |WPA2 -PEK j
WA Pre-Shared kKey: Click here o display
WiPA Group Rekey Interval: 0
WPA Encryption: AES L
WEP Encryption Disabled 'l

Save/apply |

e Mixed WPA2 / WPA — useful during transitional times for upgrades in the enterprise
environment, this mixed authentication method allows “upgraded” and users not yet
“upgraded” to access the network via the router. RADIUS server information must be
entered for WPA and a as well as a group re-key interval time. Both TKIP and AES are
used.

@ZHONE'

Device Info Wireless -- Security

Advanced Setu
L2 This page allows you to configure security features of the wireless LAN interface.

Witeless fou may sefup configuration manually
Basic
Security Manual Setup AP
MAC Filter

‘You can et the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption strength,
Advanced Click "Sawve/apply" when dane.

Station Info

Diagnostics Select SSID: |Wire|ess 'I

Management

Wireless Bridge

Metwiark suthentication:

WWPAZ Presuthentication: Disabled »

Metwark Re-auth Interval: 35000

WPa Group Rekey Interval:

ID
RADIUS Server IP Address: ID.D.D.D
IlEl 12

RADIUS Port;

RADIUS Key:
WP, Encryption : TKIP+AES =
WEP Encryption: Disabled &

Save/spply |
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e Mixed WPA2 / WPA-PSK — useful during transitional times for upgrades in the home or
SOHO environment, a pre-shared key must be entered along with the group re-key interval
time. Both TKIP and AES are also used.

@zﬁoxs'

Device Info Wireless —- Security

Advanced Setu
& This page allows you to configure security features of the wireless LAN interface.

Aiteiess You may setup configuration manually
Basic
Security Manual Setup AP
MAC Filter

‘ou can set the network authentication method, selecting data encryption,

Wireless Bridge specify whether a network key is required to authenticate to this wireless network and specify the encryption strength.

Advanced Click "Sawefapply" when done,

Station Info
Diagnostics Select S0t |wire|ess 'I
Management

Metwork Authentication:

WPA Pre-Shared Key: I Click here to display

WPA Group Rekey Interval: 0
WA Encryption: TRIP+AES VI
WEP Encryption: Disabled 'I

Save/Apply |

MAC Filter
The MAC filter screen allows you to manage MAC address filters.
Add the MAC addresses that you want to manage and then select the mode that you want to use

to manage them. You can disable this feature or you can allow or deny access to the MAC
addresses that you add to the list.

@ZHONE'

Device Info Wireless —— MACL Filter

Advanced Setup

Wireloss MAC Restrict Mode: & Disabled € aAllow € Deny
Basic
Security
MAC Filter ‘MAE Address |Rem|:|ve |

Wireless Bridge
Advanced

Station Info "’*ddl Remove |
Diagnostics
Management

To add a MAC Filter:

1. Inthe Wireless — MAC Filter page, select the SSID for the
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2.

3.

From one of the MAC Restrict Mode radio buttons, select Disabled, Allow or Deny.

Click MAC Address to add the MAC address; enter the MAC address in the MAC Address
text box, then click Save/Apply.

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless Bridge

Wireless - MAC Filter

Enter the MAC address and click "apply" to add the MAC address to the wireless MAC address filters,

MaC Address:

Savefbpply |

In the Wireless — Wireless Bridge screen, you can select the mode for the router, either access
point or wireless bridge. If you enable the bridge restrict option, then proceed to enter the MAC
addresses of the remote bridges.

@ZHONE'

Device Info
Advanced Setup
Wireless
Basic
Security
MAC Filter
Wireless Bridge
Advanced
Station Info
Diagnostics
Management

Wireless —- Bridge

This page allows you to configure wireless bridge features of the wireless LaN interface. You can select Wireless Bridge (also
known as WWireless Distribution System) to disable access point functionality, Selecting Access Point enables access point
functionality, Wireless bridge functionality will still be available and wireless stations will be sble to associate to the AP, Select
Disabiled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access, Selecting Enabled
or EnablediScan) ensbles wireless bridge restriction, Cnly those bridges selected in Remote Bridges will be granted access,

Click "Refresh” to update the remote bridges. Wait for few seconds to update.

Click "Save/apply" to configure the wireless bridge options,

IAccess Foint =
|Enab|ed vI

Remote Bridges MAC address: I |
I |
Refresh | Saveapply

AP Mode:

Bridge Restrict:

To restrict a wireless bridge:

1.

2.

In the Wireless — Wireless Bridge screen select the access point mode from the AP Mode
dropdown.

AP Mode options are

e Access Point
e Wireless Bridge

From the Bridge Restrict dropdown select to enable, disable or refresh
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3. If you have chosen to enable access point, in the Remote Bridges MAC Address text
box(es) MAC address(es) for the bridge(s).

4. If you have chosen access point Refresh only allowed...

@ZHONE'

Device Info Wireless — Bridge

Advanced Setu
2 This page allows you to configure wireless bridge features of the wireless LAN interface. You can select Wireless Bridge (also

Wikeless known as Wireless Distribution System) to disable access point functionality, Selecting Access Point enables access point
Basic functionality. Yireless bridge functionality will still be available and wireless stations will be able to associate to the AP, Select
Security Dizabled in Bridge Restrict which disables wireless bridge restriction. Any wirsless bridge will be gramted access, Selecting Ensblad
MAC Filter or EnsblediScan) enables wireless bridge restriction. Only those bridges selected in Remate Bridges will be granted access,

Click "Refresh” to update the rermote bridges. vwait for few seconds to update,

wireless Bridge Click "Save/dpply" to configure the wirekess bridge options,

Advanced
Station Info AP Mode: IAccess Paint vI
Diagnostics

Management Bridge Restrict; | Enahled v]

Remote Bridges MaC Address: I |
I |
Refresh | Save/apply
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Advanced

The Advanced page configures advanced features of the wireless LAN interface.

@z HONE'

Device Info Wireless - Advanced
Al:.lvanced SERe This page allows you to configure advanced festures of the wireless LAN interface, You can select a particular channel on which to
erell.ass operate, force the fransmission rate o a particular speed, set the fragmentation threshold, set the RTS threshold, set the wakeup
Basic interval for clients in power-save mode, st the beacon interval for the access point, set XPress mode and set whether short or
Security long prearmbles are used.
MAC Filter Click "apply" 1o configure the advanced wireless options.
e
Station Info Channel: 11 | Current: 1
Diagnostics Auto Channel Timer{min 0
Management 34g™ Rate: Auto =
Multicast Rate: Auto |
Basic Rate: Default j
Fragmentation Threshald: 2346
RTS Threshald: 2347
DTIM Interval: 1
Beacon Interval: 100
Global Max Clients: 128
HPress™ Technology: Disab\edj
S4q™ Mode: m
S4g™ Protection: Auto 'I
Preamble Type: long =
Tranzmit Power: 100% =
Transmit Power Mode(rm): (400 =
Savefapply |

Advanced features include:

e Band — a default setting at 2.4GHz — 802.11¢g

e Channel — 802.11b and 802.11g use channels to limit interference from other devices. If
you are experiencing interference with another 2.4Ghz device such as a baby monitor,
security alarm, or cordless phone, then change the channel on your router.

e Auto Channel Timer — a timer that rescans and finds the best available channel for use
on your wireless network.

e 54g Rate — rate at which information will be transmitted and received on your wireless
network.

e Multicast Rate — the rate at which a message is sent to a specified group of recipients.

e Basic Rate — the set of data transfer rates that all the stations will be capable of using to
receive frames from a wireless medium.

e Fragmentation Threshold — used to fragment packets which help improve performance
in the presence of radio frequency (RF) interference.

e RTS Threshold (Request to Send Threshold) — determines the packet size of a
transmission through the use of the router to help control traffic flow.

e DTIM Interval — sets the Wake-up interval for clients in power-saving mode.

e Beacon Interval — a packet of information that is sent from a connected device to all other
devices where it announces its availability and readiness. A beacon interval is a period of
time (sent with the beacon) before sending the beacon again. The beacon interval may be
adjusted in milliseconds (ms).

e Xpress Technology — a technology that utilizes standards based on frame bursting to achieve
higher throughput. With Xpress Technology enabled, aggregate throughput (the sum of the
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individual throughput speeds of each client on the network) can improve by up to 25% in 802.11g
only networks and up to 75% in mixed networks comprised of 802.11g and 802.11b equipment.

e 54g Mode — 54g is a Broadcom Wi-Fi technology.

e 54g Protection — the 802.11g standards provide a protection method so 802.11g and
802.11b devices can co-exist in the same network without “speaking” at the same time. Do
not disable 54g Protection if there is a possibility that a 802.11b device may need to use
your wireless network. In Auto Mode, the wireless device will use RTS/CTS (Request to
Send / Clear to Send) to improve 802.11g performance in mixed 802.119/802.11b
networks. Turn protection off to maximize 802.11g throughput under most conditions.

e Preamble Type — this information relates to wireless communication based

e Transmit Power — select from 20%, 40%, 60%, 80% and 100%. The default value is
100% but can be changed.

e WMM (Wi-Fi Multimedia) — prioritizes traffic from different applications such as voice,
audio and video applications under different environments and conditions.

¢ WMM No Acknowledgement — the acknowledgement policy used on the MAC level.
Enabling no-acknowledgement can result in efficient throughput but higher error rates in a
noisy Radio Frequency (RF) environment.

e WMM APSD — APSD (Automatic Power Save Delivery). APSD manages radio usage for
battery-powered devices to allow battery life in certain conditions. APSD allows a longer
beacon interval until an application—VolP for example—requiring a short packet exchange
interval starts. Only if the wireless client supports APSD does APSD affect radio usage and
battery life.

Station Info

The Station Info page shows stations that have been authorized access to the router through its
wireless function.

@z HONE'

Device Info Wireless —- Authenticated Stations

Advanced Setup

: This page shows authenticated wireless stations and their status,
Wireless

Basic |MAI3 |Assnciated Authorized |SSID |Interfa|:e |

Security

MALC Filter
wireless Bridge Refresh |

Advanced

Station Info
Diagnostics
Management
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Diagnostics

The diagnostics screen allows you to run diagnostic tests to check your DSL connection. The
outcome will show test results of three connections—

e Connection to your local network
e Connection to your DSL service provider
e Connection to your Internet service provider

There are two buttons at the bottom of the page—Test and Test with OAM F4—which allow you
to retest if necessary.

Device Info br_0_0_35 Diagnostics

Advanced Setup
Your modem is capable of testing your DSL connection, The individual tests are listed below. If a test displays a fail status, click

“firEIESS. "Rerun Diagnostic Tests" at the bottom of this page to make sure the fail status is consistent, If the test continues o fail, click
Diagnostics "Help" and follow the froubleshooting procedures.
Management

Test the connection to your local network

Test your LAN1 Connection: PASS |Help

Test your LANZ Connection: FAIL |Help

Test your LAN3 Connection: FAIL |Help

Test your LAN4 Connection: FAIL |Help

Test your Wireless Connection: DOWN |Help

Test the connection to your DSL service provider

Test ADSL Synchronization: FAIL Heln
Test ATV DAM F5 segment ping: FAIL Heln
Test ATV DAM F5 end-to-end ping: FAIL Heln

Testl Test With CAM F4 |
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Management

The Management section gives you access to certain setups for the purpose of maintaining the
system, including backing up the configurations, viewing system log, maintaining access control,
updating software, etc.

Settings

The page options under Settings provide you with the ability to save configurations to a file,
restore configurations from a file and to restore the factory default configuration.

Backup Settings

To save a copy of the configurations that you have made on your router:

1. From the Settings — Backup page click Backup Settings.

@z HONE"

Device Info Settings - Backup
Advanced Setup . .
Wi Backup DSL router configurations. You may save vour router configurations to a file on your PC.

ireless

Diagnostics
Management Backup Settings |
Settings
Backup
Update
Restore Default
System Log
SNMP Agent
TR-069 Client
Access Control
Update Software
Save/Reboot

The below pop-up screen will appear with a prompt to open or save the file to your
computer.

File Download | x|

Some filez can harm your computer. [ the file information beloe
looks suspicious, or you do nok fully trust the source, do not open or
zave this file.

File name: backupzettings. conf
File type:
Fran: 19216811

Wwhiould you like to open the file or gave it to your computer?

Open | Save I Cancel Mare Info

V¥ &lways ask before opening this twpe of file

2. Click Save.
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Update or Restore User Settings

To load a previously saved configuration file onto your router:

1. From the Settings — Update Settings page, click Browse to find the file on your computer.

2. Click Update Settings.

@ZHONE’

Device Info Tools -- Update Settings

Advanced Setup
Wireless

Diagnostics Settings File Mamea: | Browse... |
Management

Settings Update Settings |
Backup

Update
Restore Default

Update DSL router settings, You may update your router settings using your saved files,

System Log
SNMP Agent
TR-069 Client
Access Control
Update Software
Save/Reboot

The router will restore settings and reboot to activate the restored settings.

Restore Default

Restore Default will delete all current settings and restore the router to factory default settings.

To restore the factory defaults:

1. From the Settings — Restore Default Settings page click Restore Default Settings.

@zﬁowﬁ'

Device Info Tools -- Restore Default Settings
Advanced Setup
Wireless
Diagnostics
Elanagement Restore Default Settings
Settings
Backup
Update
Restore Default
System Log
SNVIP Agent
TR-069 Client
Access Control
Update Software
Save/Reboot

Restore DSL router settings to the factory defaults,
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2. Click OK when the pop-up window appears confirming that you want to restore factory
default settings to your router.

Microsoft Internet Explorer

\?2 Are you sure you want to restore factory default settings?

(

0K ‘ ’ Cancel

The router will restore the default settings and reboot.

System Log

The System Log dialog allows you to view the System Log and configure the System Log options.
To view the System Log click View System Log to check the log file.

@ZHONE'

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SNMP Agent
TR-069 Client
Access Control
Update Software
Save/Reboot

System Log
The System Log dialog allows you 10 view the Systerm Log and configure the System Log options.
Click "iew Systerm Log" o view the System Log.

Click "Configure System Log" to configure the System Log options.

Yiew System Log Configure System Log

The System Log page shows the date and time of the recorded event, which facility captured the
event, the severity of the event and a message which describes the event.

System Log
| Date/Time |Facility [Severity Message
Jan 1 04:52:48|sysleg |emerg  [BCM98345 started: BusyBox v1.00 (2005.04.12-18:11+0000)
Jan 1 04:52:48|user  [crit kernel: ethd Link UP.
Jan 1 04:52:48[user  |crit kernel: ADSL G.994 training
Jan 1 04:52:48|user crit kernel: ADSL G.992 started
Jan 1 04:52:48[user  |crit kernel: ADSL G.992 channel analysis
Jan 1 04:52:48|user crit kernel: ADSL link up, interleaved, us=800, ds=7616
Jan 1 04:52:51|daemon|crit pppd[3538]: PPP LCP UP.
Jan 1 04:52:52|daemon |err pppd[358]: User name and password authentication failed.
Jan 1 04:52:58|daemon|crit pppd[338]: PPP LCP UP.
Jan 1 04:52:59|daemon |err pppd[338]: User name and password authentication failed.
Jan 1 04:53:05|daemon|crit pppd[3538]: PPP LCP UP.
Jan 1 04:53:06|daemon |err pppd[358]: User name and password authentication failed.

Refresh | Clusel
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Configure System Log

If the log is enabled, the system will log selected events based on their level. The log levels are

Emergency
Alert

Critical

Error
Warning
Notice
Informational
Debugging.

All events above or equal to the selected log level will be logged and displayed.

@znome-

Device Info System Log -- Configuration

Advanced Setup

If the log mode is enabled, the systerm will begin to log all the selected events. For the Log Level, all events above or equal 1o the

Wireless selected level will be logged. For the Display Level, all logged events above or equal to the selected level will be displaved. If the
Diagnostics selected mode is ‘Remote’ or 'Both,' events will be sent to the specified IP address and UDP port of the remote syslag server, If the
Management selected mode is 'Local' or 'Both,' events will be recorded in the local memaory.

Settings

9 Select the desired values and click 'Save/apply' to configure the system log options.

System Log

SNMP Agent Log: & Disshle © Enshle

TR-069 Client

Access Control Log Level: Debugging x|

Update Software Digplay Laval: Errar =

Save,/Reboot Mode: Local 'I

Save/soply |

If the selected mode is Remote or Both, events will be sent to the specified IP address and UDP
port of a remote system log server.

If the selected mode is Local or Both, events will be recorded in the local memory.

Select the desired values and click Save/Apply button to configure the system log.
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SNMP

SNMP (Simple Network Management Protocol) provides a means to monitor status and
performance as well as set configuration parameters. It enables a management station to
configure, monitor and receive trap messages from network devices.

@ZH(}NE'

Device Info SNMP - Configuration
Advanced Setup . . . L
el Simple Metwork Management Protocol (SHMP) allows a management application to retrieve statistics and status from the SKMP
Viirelass agent in this device.
Diagnostics
Management Select the desired values and click "apply" 1o configure the SKMVP options.
Settings & &
System Log SHMP Agent Disable © Enable
SNMP Agent
i : Read Community: Ipuhlic
TR-069 Client

Access Control
Update Software
Save/Reboot

St Cammunity:
System Mame:
System Location:
Systemn Contact:
Trap Manager IP:

o ivate

Frrame |
frkoown |
frkoosn |

Save/apply

TR-069 Client

The router includes a TR-069 client WAN management protocol with default values configured.

To enable the TR-069 client protocol:

1. Select Enable.

@ZHONE'

Device Info TR-069 client - Configuration

Advanced Setu,
b WAN Management Protocol (TR-062) allows a Auto-Configuration Server (4CS) to perform auto-configuration, provision, collection,

Wirstess and diagnostics to this device,
Diagnostics
Management Select the desired values and click "apply" to configure the TR-063 client options.
Settings & &
System Log Inform ® Disable © Enable
SNMP Agent
] . Infarm Interval: 200
TR-069 Client

ACS URL:
ACS User Name: ladmin
ACE Password: i

Display SOAP messages an serial console & Disable © Enable

Access Control
Update Software
Save,/Reboot

I Connection Request Authentication

ladmin
P

Save/spply | GetRPCethods |

Connection Request User Narme:

Connection Request Password:

2. Click on the Save/Reboot button for the change to take place.

6219-X1 Router Users Guide 91

Downloaded from www.Manualslib.com manuals search engine


http://www.manualslib.com/

Access Control

You can enable or disable some services of your router by LAN or WAN. If no WAN connection is
defined, only the LAN side can be configured.

Services

Services that can be enabled or disabled on the LAN/WAN are

o FTP
e HTTP
e ICMP
e SNMP
e SSH
e Telnet
e TFTP.
@ ZHONE'
Device Info Access Control - Services
Advanced Setu
: B & Service Cortrol List ("SCL") enables or disables services from being used.
Wireless
Diagnostics
Fanagement
Settings Services | LAN
SIS FTP W Enable
SNMP Agent
TR-069 Client HTTP M Enable
Access Control ICHP Enable
Services
IP Addresses ShiE I Enable
Passwords SSH W Enable
Update Software
Save,/Reboot TELNET | W Enable
TFTR ¥ Enable
Save/apply |
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IP Addresses

Web access to the router may be limited when Access Control Mode is enabled.

@ZHONE'

Device Info Access Control — IP Address

Advanced Setu
P The IP Address Access Control mode, if enabled, permits access o local management services from IP addresses contained in the

“:'irEIESS_ arcess Confrol List, If the Access Control mode is dissbled, the systerm will not validate 1P addresses far incoring packets, The
Diagnostics services are the system applications listed in the Service Contral List
Management

Settings Access Control Mode: @ Disable € Enable

System Log

SNMP Agent

TR-069 Client |IP Address ‘Subnet Mask ‘Remuve ‘

Access Control
Services ﬂl Remove |
1P Addresses
Passwords

Update Software

Save/Reboot

To add the IP address to the IP address list:
1. Click Add.
2. Select Enabled to enable Access Control Mode.

3. To assign the IP address of the management station that is permitted to access the local
management services, enter the IP address in the IP Address text box.

4., Enter the Subnet Mask.

5. Click Save / Apply.

@znoxe-

Device Info Access Control
Advanced Setup

el Enter the IP address of the management station permitted to access the local management services, and click Save/fapply.'
ireless

Diagnostics IP Address: I—
Management
g Subnet Mask I—

Settings
System Log Savajhpply |
SNMP Agent
TR-069 Client
Access Control
Services
IP Addresses
Passwords
Update Software
Save,/Reboot
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Passwords

Access the Passwords screen under the Access Control section to change a password. Select
an account and enter the current password and the new password and then click on the Save /

Apply button.

@znome-

Device Info
Advanced Setup
Wireless
Diagnostics
Management
Settings
System Log
SNMP Agent
TR-069 Client
Access Control
Services
IP Addresses
Passwords
Update Software
Save/Reboot

Access Control - Passwords

Access to your DSL router is controlled through three user accounts: admin, support, and user,

The uzer name "admin" has unrestricted access 10 change and view configuration of your DSL Router,

The user name "support” is used 1o allow an ISP technician to access your DSL Router for maintenance and to run disgnostics.,

The user nare "user" can access the DSL Router, view configuration settings and statistics, as well as, update the router's
software.

Use the fields below to enter up 1o 16 characters and click "apply" 1o change or create passwords, Mote: Password cannot contain a
space.

Uzername: i I

Old Password:

Mew Passwoard:
Confirm Password:

Save/spply |

Downloaded from www.Manualslib.com manuals search engine

6219-X1 Router Users Guide 94


http://www.manualslib.com/

Update Software

If your ISP releases new software for your router, follow these steps to perform an upgrade:
1. Obtain an updated software image file from your ISP.

2. Enter the path to the image file location or click on the Browse button to locate the image
file.

3. Click Update Software once (and only once) to upload the new image file.

@ZHONE'

Device Info Tools -- Update Software

Advanced Setu
B Step 1: Obtain an updated software image file from your ISP.

Wireless
Diagnostics Step 2: Enter the path o the image file location in the box belaw or click the "Browse" button to locate the image file,
Management

Settings Step 3: Click the "Update Software" button once to upload the new image file.

System:tag NOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot,

SNYIP Agent

TR-069 Client Saftware File Name! | Browse...

Access Control

Update Software Update Software

Save/Reboot
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Reboot Router

Clicking Save/Reboot saves all the configurations you have made, then reboots the router using
the new configuration information.

@ZHONE'

Device Info

Advanced Setup Click the button below to save changes and reboot the router.

Wireless _ -
Diagnostics Save/Reboot |

Management H i
E! Or discard changes which are not saved, and reboot the router.
Settings
System Log el |
SNMP Agent
TR-069 Client

Access Control
Update Software
Save/Reboot
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Chapter 6 Troubleshooting

The Router Is Not Functional

1. Check to see that the power LED is green and the network cables are installed correctly.
Refer to the quick start guide for more details.

2. Check to see that the LAN and Status LEDs are green.
3. Check the settings on your PC. Again, refer to the quick start guide for more details
4. Check the router's settings.

5.  From your PC, can you ping the router? Assuming that the router has DHCP enabled and
your PC is on the same subnet as the router, you should be able to ping the router.

6. Can you ping the WAN? Your ISP should have provided the IP address of their server. If you
can ping the router and your protocols are configured correctly, you should be able to ping
the ISP's network. If you cannot ping the ISP's network, make sure you are using the correct
protocols with the correct VPI/VCI values.

7. Make sure NAT is enabled if you are using private addresses on the LAN ports.

You Cannot Connect to the Router
1. Check to see that the power LED is green and that the network cables are installed correctly.

2. Make sure you are not connecting the USB and the Ethernet port to the same PC at the
same time.

3. Make sure that your PC and the router are on the same network segment. The router's
default IP address is 192.168.1.1. If you are running a Windows-based PC, type ipconfig /all
(or winipcfg /all on Windows 95, 98, or ME) at a command prompt to determine the IP
address of your network adapter. Make sure that it is within the same 192.168.1.x subnet.
Your PC's subnet mask must match the router's subnet mask. The router has a default
subnet mask of 255.255.255.0.

4. Make sure NAT is enabled if you are using private addresses on the LAN ports.

LEDs Blink in a Sequential Pattern

This typically means that either the kernel or flash file system is corrupted. Notify your service
representative.

The Status LED Continues to Blink

This means that the DSL line is trying to train but for some reason it cannot establish a valid
connection. The likely cause of this is that you are too far away from the central office. Contact
your DSL service provider for further assistance.
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The Status LED is Always Off

1. Make sure you have DSL service. You should receive natification from your ISP that DSL
service is installed. You can usually tell if the service is installed by listening to the phone
line: you will hear some high-pitched noise. If you do not hear high-pitched noise, contact
your ISP.

2. Verify that the phone line is connected directly to the wall and to the line input on the router.
If the phone line is connected to the phone side of the router or you have a splitter installed
on the phone line, the DSL light will not come on.

Diagnosing Problems using IP Utilities

Ping

Ping is a command you can use to check whether your PC can recognize other computers on
your network and the Internet. A ping command sends a message to the computer you specify. If
the computer receives the message, it sends messages in reply. To use it, you must know the IP
address of the computer with which you are trying to communicate.

On Windows-based computers, you can execute a ping command from the Start menu.

3. Click the Start button, and then click Run. In the Open text box, type a statement such as
the following:

ping 192.168.1.1 or the IP address you have changed

4. Click OK. You can substitute any private IP address on your LAN or a public IP address for
an Internet site, if known.

If the target computer receives the message, a Command Prompt window is displayed:

WINDOWS' system32' . cmd.exe

\Jping 192.168.1.1
Pinging 192.168.1.1with 32 hytes of data:

Reply froml92.168.1.1: hytes=32 time<{iBms TTL=128
Reply from192.168.1.1: hytes=32 time<1Bms TTL=128
Reply from192.166.1.1: hytes=32 time<1Bms TTL=128
Reply from192.168.1.1: bytes=32 time<i1Bmsz TTL=128

Ping statistics for 192.168.1.1
Packets: Sent = 4, Received = 4. Lost = @ (@x
Approximate round trip times in milli-seconds:
Minimum = Bms. Maximum = Bmz,. Average = Bns

G2
If the target computer cannot be located, you will receive the message “Request timed out.”

Using the ping command, you can test whether the path to the device is working (using the
preconfigured default LAN IP address 192.168.1.1) or another address you assigned.

You can also test whether access to the Internet is working by typing an external address, such
as that for www.yahoo.com (216.115.108.243). If you do not know the IP address of a particular
Internet location, you can use the nslookup command, as explained in the following section.

From most other IP-enabled operating systems, you can execute the same command at a
command prompt or through a system administration utility.
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Nslookup

You can use the nslookup command to determine the IP address associated with an Internet site
name. You specify the common name, and the nslookup command looks up the name in on your
DNS server (usually located with your ISP). If that name is not an entry in your ISP’s DNS table,
the request is then referred to another higher-level server, and so on, until the entry is found. The
server then returns the associated IP address.

On Windows-based computers, you can execute the nslookup command from the Start menu.

5. Click the Start button, and then click Run. In the Open text box, type the following:
Nslookup

6. Click OK. A Command Prompt window displays with a bracket prompt (>). At the prompt,

type the name of the Internet address that you are interested in, such as
www.microsoft.com.

The window will display the associate IP address, if known, as shown below:

[#i]command Prompt - nslookup

—authoritative answer:
v.microsoft.akadns.net
. 287.46.230.218, 207.46.238.229, 287.46.131.91, 2087.46.197.182

wy .nicrosoft.con

There may be several addresses associated with an Internet name. This is common for web
sites that receive heavy traffic; they use multiple, redundant servers to carry the same
information.

7. To exit from the nslookup utility, type exit and press [Enter] at the command prompt.
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Appendix A — Glossary

Term

802.11

10BASE-T

100BASE-T

ADSL

Analog

ATM

Authenticate

Binary

Bit

Bps

Bridging

Description

A family of specifications for wireless

LANs developed by a working group of the IEEE. This wireless Ethernet
protocol, often called Wi-Fi.

A designation for the type of wiring used by Ethernet networks with a data
rate of 10 Mbps. Also known as Category 3 (CAT 3) wiring. See data rate,
Ethernet.

A designation for the type of wiring used by Ethernet networks with a data
rate of 100 Mbps. Also known as Category 5 (CAT 5) wiring. See data
rate, Ethernet.

Asymmetric Digital Subscriber Line

The most commonly deployed “flavor” of DSL for home users is
asymmetrical DSL. The term asymmetrical refers to its unequal data rates
for downloading and uploading (the download rate is higher than the
upload rate). The asymmetrical rates benefit home users because they
typically download much more data from the Internet than they upload.

An analog signal is a signal that has had its frequency modified in some
way, such as by amplifying its strength or varying its frequency, in order to
add information to the signal. The voice component in DSL is an analog
signal. See digital.

Asynchronous Transfer Mode

A standard for high-speed transmission of data, text, voice, and video,
widely used within the Internet. ATM data rates range from 45 Mbps to 2.5
Gbps. See data rate.

To verify a user’s identity, such as by prompting for a password.

The “base two” system of humbers that uses only two digits, 0 and 1, to
represent all numbers. In binary, the number 1 is written as 1, 2 as 10, 3
as 11, 4 as 100, etc. Although expressed as decimal numbers for
convenience, IP addresses in actual use are binary numbers; e.g., the IP
address 209.191.4.240 is 11010001.10111111.00000100.11110000 in
binary. See bit, IP address, network mask.

Short for “binary digit,” a bit is a number that can have two values, 0 or 1.
See binary.

bits per second

Passing data from your network to your ISP and vice versa using the
hardware addresses of the devices at each location. Bridging contrasts
with routing which can add more intelligence to data transfers by using
network addresses instead. The device can perform both routing and
bridging. Typically, when both functions are enabled, the device routes IP
data and bridges all other types of data. See routing.
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Broadband

Broadcast

DHCP

DHCP relay

DHCP server

Digital

DNS

Domain name

Download

DSL

Encryption keys

Ethernet

Firewall

A telecommunications technology that can send different types of data
over the same medium. DSL is a broadband technology.

To send data to all computers on a network.

Dynamic Host Configuration Protocol

DHCP automates address assignment and management. When a
computer connects to the LAN, DHCP assigns it an IP address from a
shared pool of IP addresses; after a specified time limit, DHCP returns the
address to the pool.

Dynamic Host Configuration Protocol relay

A DHCP relay is a computer that forwards DHCP data between
computers that request IP addresses and the DHCP server that assigns
the addresses. Each of the device’s interfaces can be configured as a
DHCP relay. See DHCP.

Dynamic Host Configuration Protocol server
A DHCP server is a computer that is responsible for assigning IP
addresses to the computers on a LAN. See DHCP.

Of data, having a form based on discrete values expressed as binary
numbers (0's and 1's). The data component in DSL is a digital signal. See
analog.

Domain Name System

The DNS maps domain names into IP addresses. DNS information is
distributed hierarchically throughout the Internet among computers called
DNS servers. For example, www.yahoo.com is the domain name
associated with IP address 216.115.108.243. When you start to access a
web site, a DNS server looks up the requested domain name to find its
corresponding IP address. If the DNS server cannot find the IP address, it
communicates with higher-level DNS servers to determine the IP address.
See domain name.

A domain name is a user-friendly name used in place of its associated IP
address. Domain names must be unique; their assignment is controlled by
the Internet Corporation for Assigned Names and Numbers (ICANN).
Domain names are a key element of URLS, which identify a specific file at
a web site. See DNS.

To transfer data in the downstream direction, i.e., from the Internet to the
user.

Digital Subscriber Line
A technology that allows both digital data and analog voice signals to
travel over existing copper telephone lines.

See network keys

The most commonly installed computer network technology, usually using
twisted pair wiring. Ethernet data rates are 10 Mbps and 100 Mbps. See
also 10BASE-T, 100BASE-T, twisted pair.

A firewall is protection between the Internet and your local network. It acts
as the firewall in your car does, protecting the interior of the car from the
engine. Your car's firewall has very small opening that allow desired
connections from the engine into the cabin (gas pedal connection, etc),
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FTP

Gbps

Host

HTTP

Hub

ICMP

IEEE

Internet

Intranet

IP address

ISP

but if something happens to your engine, you are protected.

The firewall in the router is very similar. Only the connections that you
allow are passed through the firewall. These connections normally
originate from the local network, such as users web browsing, checking e-
mail, downloading files, and playing games. However, you can allow
incoming connections so that you can run programs like a web server.

File Transfer Protocol

A program used to transfer files between computers connected to the
Internet. Common uses include uploading new or updated files to a web
server, and downloading files from a web server.

Abbreviation of Gigabits per second, or one billion bits per second.
Internet data rates are often expressed in Ghps.

A device (usually a computer) connected to a network.

Hyper-Text Transfer Protocol
HTTP is the main protocol used to transfer data from web sites so that it
can be displayed by web browsers. See web browser, web site.

A hub is a place of convergence where data arrives from one or more
directions and is forwarded out in one or more directions. It connects an
Ethernet bridge/router to a group of PCs on a LAN and allows
communication to pass between the networked devices.

Internet Control Message Protocol
An Internet protocol used to report errors and other network-related
information. The ping command makes use of ICMP.

The Institute of Electrical and Electronics Engineers is a technical
professional society that fosters the development of standards that often
become national and international standards.

The global collection of interconnected networks used for both private and
business communications.

A private, company-internal network that looks like part of the Internet
(users access information using web browsers), but is accessible only by
employees.

See TCP/IP.

Internet Protocol address

The address of a host (computer) on the Internet, consisting of four
numbers, each from 0 to 255, separated by periods, e.g., 209.191.4.240.
An IP address consists of a network ID that identifies the particular
network the host belongs to, and a host ID uniquely identifying the host
itself on that network. A network mask is used to define the network ID
and the host ID. Because IP addresses are difficult to remember, they
usually have an associated domain name that can be specified instead.
See domain name, network mask.

Internet Service Provider
A company that provides Internet access to its customers, usually for a
fee.
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LAN

LED

MAC address

Mask

Mbps

NAT

Network

Network keys

Network mask

NIC

Packet

Ping

Port

Local Area Network.

A network limited to a small geographic area, such as a home or small
office.

Light Emitting Diode
An electronic light-emitting device. The indicator lights on the front of the
device are LEDs.

Media Access Control address

The permanent hardware address of a device, assigned by its
manufacturer. MAC addresses are expressed as six pairs of hex
characters, with each pair separated by colons. For example;
NN:NN:NN:NN:NN:NN.

See network mask.

Abbreviation for Megabits per second, or one million bits per second.
Network data rates are often expressed in Mbps.

Network Address Translation

A service performed by many routers that translates your network’s
publicly known IP address into a private IP address for each computer on
your LAN. Only your router and your LAN know these addresses; the
outside world sees only the public IP address when talking to a computer
on your LAN.

A group of computers that are connected together, allowing them to
communicate with each other and share resources, such as software,
files, etc. A network can be small, such as a LAN, or very large, such as
the Internet.

(Also known as encryption keys.) 64-bit and 128-bit encryption keys used
in WEP wireless security schemes. The keys encrypt data over the
WLAN, and only wireless PCs configured with WEP keys that correspond
to the keys configured on the device can send/receive encrypted data.

A network mask is a sequence of bits applied to an IP address to select
the network 1D while ignoring the host ID. Bits set to 1 mean “select this
bit” while bits set to 0 mean “ignore this bit.” For example, if the network
mask 255.255.255.0 is applied to the IP address 100.10.50.1, the network
ID is 100.10.50, and the host ID is 1. See binary, IP address, subnet.

Network Interface Card

An adapter card that plugs into your computer and provides the physical
interface to your network cabling. For Ethernet NICs this is typically an
RJ-45 connector. See Ethernet, RJ-45.

Data transmitted on a network consists of units called packets. Each
packet contains a payload (the data), plus overhead information such as
where it came from (source address) and where it should go (destination
address).

Packet Internet (or Inter-Network) Groper

A program used to verify whether the host associated with an IP address
is online. It can also be used to reveal the IP address for a given domain
name.

A physical access point to a device such as a computer or router, through
which data flows into and out of the device.
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PPP

PPPOA

PPPOE

Protocol

Remote

RIP

RJ-11

RJ-45

Routing

SDNS

Subnet

Subnet mask

TCP

TCP/IP

Point-to-Point Protocol

A protocol for serial data transmission that is used to carry IP (and other
protocol) data between your ISP and your computer. The WAN interface
on the device uses two forms of PPP called PPPoA and PPPoE. See
PPPOoA, PPPoE

Point-to-Point Protocol over ATM

One of the two types of PPP interfaces you can define for a Virtual Circuit
(VC), the other type being PPPoE. You can define only one PPPoA
interface per VC.

Point-to-Point Protocol over Ethernet

One of the two types of PPP interfaces you can define for a Virtual Circuit
(VC), the other type being PPPoA. You can define one or more PPPoE
interfaces per VC.

A set of rules governing the transmission of data. In order for a data
transmission to work, both ends of the connection have to follow the rules
of the protocol.

In a physically separate location. For example, an employee away on
travel who logs in to the company’s intranet is a remote user.

Routing Information Protocol
The original TCP/IP routing protocol. There are two versions of RIP:
version | and version II.

Registered Jack Standard-11

The standard plug used to connect telephones, fax machines, modems,
etc. to a telephone port. It is a 6-pin connector usually containing four
wires.

Registered Jack Standard-45
The 8-pin plug used in transmitting data over phone lines. Ethernet
cabling usually uses this type of connector.

Forwarding data between your network and the Internet on the most
efficient route, based on the data’s destination IP address and current
network conditions. A device that performs routing is called a router.

Secondary Domain Name System (server)
A DNS server that can be used if the primary DSN server is not available.
See DNS.

A subnet is a portion of a network. The subnet is distinguished from the
larger network by a subnet mask that selects some of the computers of
the network and excludes all others. The subnet’'s computers remain
physically connected to the rest of the parent network, but they are
treated as though they were on a separate network. See network mask.

A mask that defines a subnet. See network mask.

See TCP/IP.

Transmission Control Protocol/Internet Protocol

The basic protocols used on the Internet. TCP is responsible for dividing
data up into packets for delivery and reassembling them at the
destination, while IP is responsible for delivering the packets from source
to destination. When TCP and IP are bundled with higher-level
applications such as HTTP, FTP, Telnet, etc., TCP/IP refers to this whole
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Telnet

TFTP

TKIP

Triggers

Twisted pair

Unnumbered interfaces

Upstream

VvC

VCI

VDSL

suite of protocols.

An interactive, character-based program used to access a remote
computer. While HTTP (the web protocol) and FTP only allow you to
download files from a remote computer, Telnet allows you to log into and
use a computer from a remote location.

Trivial File Transfer Protocol
A protocol for file transfers, TFTP is easier to use than File Transfer
Protocol (FTP) but not as capable or secure.

Temporal Key Integrity Protocol (TKIP) provides WPA with a data
encryption function. It ensures that a unique master key is generated for
each packet, supports message integrity and sequencing rules and
supports re-keying mechanisms.

Triggers are used to deal with application protocols that create separate
sessions. Some applications, such as NetMeeting, open secondary
connections during normal operations, for example, a connection to a
server is established using one port, but data transfers are performed on
a separate connection. A trigger tells the device to expect these
secondary sessions and how to handle them.

Once you set a trigger, the embedded IP address of each incoming
packet is replaced by the correct host address so that NAT can translate
packets to the correct destination. You can specify whether you want to
carry out address replacement, and if so, whether to replace addresses
on TCP packets only, UDP packets only, or both.

The ordinary copper telephone wiring used by telephone companies. It
contains one or more wire pairs twisted together to reduce inductance and
noise. Each telephone line uses one pair. In homes, it is most often
installed with two pairs. For Ethernet LANSs, a higher grade called
Category 3 (CAT 3) is used for 10BASE-T networks, and an even higher
grade called Category 5 (CAT 5) is used for 100BASE-T networks. See
10BASE-T, 100BASE-T, Ethernet.

An unnumbered interface is an IP interface that does not have a local
subnet associated with it. Instead, it uses a router-id that serves as the
source and destination address of packets sent to and from the router.
Unlike the IP address of a normal interface, the router-id of an
unnumbered interface is allowed to be the same as the IP address of
another interface. For example, the WAN unnumbered interface of your
device uses the same IP address of the LAN interface (192.168.1.1).

The unnumbered interface is temporary — PPP or DHCP will assign a
‘real’ IP address automatically.

The direction of data transmission from the user to the Internet.

Virtual Circuit
A connection from your DSL router to your ISP.

Virtual Circuit Identifier
Together with the Virtual Path Identifier (VPI), the VCI uniquely identifies a
VC. Your ISP will tell you the VCI for each VC they provide. See VC.

Very High Speed Digital Subscriber Line
It provides faster transmission rate and is capable of supporting high
bandwidth applications like IPTV and bandwidth consumed applications.
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VPI

WAN

Web browser

Web page

Web site

WEP

Wireless

Wireless LAN

WPA

www

Virtual Path Identifier
Together with the Virtual Circuit Identifier (VCI), the VPI uniquely identifies
a VC. Your ISP will tell you the VPI for each VC they provide. See VC.

Wide Area Network
Any network spread over a large geographical area, such as a country or
continent. With respect to the device, WAN refers to the Internet.

A software program that uses Hyper-Text Transfer Protocol (HTTP) to
download information from (and upload to) web sites, and displays the
information, which may consist of text, graphic images, audio, or video, to
the user. Web browsers use Hyper-Text Transfer Protocol (HTTP).
Popular web browsers include Netscape Navigator and Microsoft Internet
Explorer. See HTTP, web site, WWW.

A web site file typically containing text, graphics and hyperlinks (cross-
references) to the other pages on that web site, as well as to pages on
other web sites. When a user accesses a web site, the first page that is
displayed is called the home page. See hyperlink, web site.

A computer on the Internet that distributes information to (and gets
information from) remote users through web browsers. A web site typically
consists of web pages that contain text, graphics, and hyperlinks. See
hyperlink, web page.

Wired Equivalent Privacy (WEP) encrypts data over WLANS. Data is
encrypted into blocks of either 64 bits length or 128 bits length. The
encrypted data can only be sent and received by users with access to a
private network key. Each PC on your wireless network must be manually
configured with the same key as your device in order to allow wireless
encrypted data transmissions. Eavesdroppers cannot access your
network if they do not know your private key. WEP is considered to be a
low security option.

Wireless is a term used to describe telecommunications in which
electromagnetic waves (rather than some form of wire) carry the signal
over part or the entire communication path. See wireless LAN.

A wireless LAN (WLAN) is one in which a mobile user can connect to a
local area network (LAN) through a wireless (radio) connection. A
standard, IEEE 802.11, specifies the technologies for wireless LANS.

Wi-Fi Protected Access

WPA is an initiative by the IEEE and Wi-Fi Alliance to address the security
limitations of WEP. WPA provides a stronger data encryption method
(called Temporal Key Integrity Protocol (TKIP)). It runs in a special, easy-
to-set-up home mode called Pre-Shared Key (PSK) that allows you to
manually enter a pass phrase on all the devices in your wireless network.
WPA data encryption is based on a WPA master key. The master key is
derived from the pass phrase and the network name (SSID) of the device.

It provides improved data encryption and stronger user authentication.
The mode of WPA supported on your device is called Pre-Shared Key
(PSK), which allows you to manually enter a type of key called a pass
phrase.

World Wide Web

Also called (the) Web. Collective term for all web sites anywhere in the
world that can be accessed via the Internet.
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