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1 Introduction

now be able to access the Internet using your Sjgged ADSL connection. This User Guide

will show you how to install and set up your AH4021

Features
» Internal ADSL modem for high speed internet access
» 10/100Base-T Ethernet/USB router to provide Internet connectivity to all
computers on your LAN
»  Support for MGCP protocol
» 802.11b/g WLAN supported
» Network configuration through DHCP
» Configuration program you access via an HTML browser

System Requirements

In order to use your AH4021 router, you must hdagefollowing:

>

>

>

ADSL service up and running on your telephone line, with at least one public
Internet address for your LAN

One or more computers each containing an USB, Ethernet 10Base-
T/100Base-T network interface card or 802.11b/g WLAN card/adapter

For system configuration using the supplied web-based program: a web
browser such as Internet Explorer v5.0 or later, or Netscape v4.7 or later
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Commentaire [CT1]: The document
is written with the assumption that an
ISP has provided the product to an
existing customer. However, the text
uses the phrase “your ISP” when
referring the customer to his ISP for
assistance, and when referring to
preconfiguration the ISP has
presumably performed. Search for
instances of “ISP” and substitute the
ISP’s actual name, or rewrite as
needed.




2 Installation

In addition to this document, your AH4021 shouldvar with the following:

One AH4021

One power adapter and power cord
One cross-over/straight Ethernet cable
Three RJ-11 to RJ-11 telephone Cable
One splitter or low-pass filter

YVVYVYVYVY

Front Panel
The front panel contains several LEDs that indithéestatus of the unit.

PWR DSL LAN1 TEL1 VoIP

ALM  WLAN LAN2 TEL2 USB

[— [
Label Color Function
PWR Green On: Unit is powered on
Off: Unit is powered off
ALM Yellow On: Major alarm occurs.
Off: Unit is functioning well.
DSL green Flashes during the training mode.
On: ADSL link is established and active
WLAN Green On: Wireless LAN is active

Off: No wireless card or wireless LAN isn't active
Flashes during data transfer

LAN1-2 Green On: LAN link established and active
Off: No LAN link

Flashes during data transfer

TEL1-2 Green On: The telephone is off-hook
Off: The telephone is on-hook

VolP Green On: VoIP link is established and active
Off: VolIP link isn’t established and active
USB Green On: USB link is established and active
Off: No USB link
Flashes during data transfer
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Rear Panel
The rear panel contains the ports for the unita dad power connections.

DsL usB LAN2 LANT TEL2  TEL1  REser PWAN

&

OO 3-100

Label Function

DSL RJ-11 connector: Connects the device to a telephone jack or splitter using the
supplied cable

USB USB connector: Connects the device to your PC's USB port, or to your USB hub,
using the cable provided

LAN1-2 RJ-45 connector: Connects the device to your PC's Ethernet port, or to the uplink port
on your LAN's hub, using the cable provided

TEL1-2 RJ-11 connector: Connects the device to your analog phones, using the cable
provided

RESET Return the configuration to factory default

Power Connects to the supplied power converter cable

On/Off Switches the device on and off

Connecting the Hardware
You connect the device to the phone jack, the pautet, and your computer or network.

Before you begin, turn the power off for all devices. These
include your computer(s), your LAN hub/switch (if applicable),

WARNING and the AH4021.

Figure 1 illustrates the hardware connections.

The layout of the ports on your device may varyrfrite layout shown. Refer to the steps
that follow for specific instructions.
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Figure 1. Overview of Hardware ConnectionsL 7777777777777777777777 _ _ - { Commentaire [CT2]: Edit picture to
match your board’s connectors.

Step 1. Connect the ADSL cable and optional telephe.

Connect one end of the provided phone cable tpdiiglabeled ADSL on the rear panel of
the device. Connect the other end to your wall phjank.

You can attach a telephone line to the device. Bhiielpful when the ADSL line uses the
only convenient wall phone jack. If desired, cortribe telephone cable to the port labeled

PHONE.
_ - Commentaire [CT3]: This warning
Although lyou use the same type of cable, TheADSLand -~ | assumes that the board contains an
PHONE ports are not interchangeable. Do not route the ADSL internal filter on the POTS line. If an
WARNING connection through the PHONE port. external filter is used instead, document

that step here and remove this warning
(with an external filter, the ADSL and
PHONE ports are interchangeable).

Step 2. Connect the Ethernet cable.

If you are connecting a LAN to the AH4021, attacte @nd of a provided Ethernet cable to a
regular hub port and the other to the Ethernet pothe AH4021.
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Step 3. Attach the power connector.

Connect the AC power adapter to the PWR connectoh® back of the device and plug in
the adapter to a wall outlet or power strip.

Step 4. Turn on the AH4021 and power up your systesn
Press the Power switch on the back panel of theeeléw the ON position.
Turn on and boot up your computer(s) and any LAMass such as hubs or switches.

Step 5. Configure the AH4021 through the WEB interdice

The detail step3 would be described in Chapter8olild help you configure the AH4021 to
meet your need.

Step 6. Save the configurations and Reboot.
To make the settings you made on AH4021 take effect
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3 Configuration

3.1 Setup

® Step 1: Connect the AH4021 and PC with a straigihefet cable.

® Step 2: Power on the AH4021.

® Step 3: The default IP of the AH4021 is 192.168.1.1

3.2 Establish The Connection

Enter the IP address (default is 192.168.1.1) ofi@#L from the Web Browser.

A Dialogue Box will be popped up to request therasdogin. (Figure 2)

5“%

' -'.:'l'|' : 1'5“
ESL Router
User riarme: |ﬂ admin
Passiiord} [se0asl

[Jremember my password

[__ K ] [ Zancel

Figure 2. Authentication

Please enter the management username/passwottérftelds then click on the OK

button (default username/password is admin/admin).

If the authentication passes, the home page “Ddufce- Summery” will be displayed

on the browser. (Figure 3)
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Device Info
Advanced Setup
Wireless

Voice
Diagnostics
Management

3

Device Info

Software Version:

AH4021.01.2.01.220L03_V24.mgcp.g729a_g7231.A2pB017b3.d15

Bootloader (CFE)
Version:

1.037-21.3

Wireless Driver Version:

3.90.4.0

This information reflects the current status of your DSL connection.

Line Rate - Upstream (Kbps): 800

Line Rate - Downstream (Kbps):| 8000

LAN IP Address:

17224131101

Default Gateway:

Primary DNS Server:

172.24131.101

Secondary DNS Server:

172.24.131.101

Figure 3. AH4021 Home Page
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3.3 Quick Setup
The system administrator can configure the AH4Q@2hately or locally via a Web
Browser. Network configuration need to be planned @ecided before starting the
configuration procedure.
Quick Setup allows system administrator to seleetappropriate operation mode and
configure the corresponding settings step by stepdate a connection.
The following five operation modes are supported:

PPP over Ethernet (PPPoOE)

IP over ATM (IPoA)

Bridging

MAC Encapsulation Routing (MER)
PPP over ATM (PPP0A)

3.3.1 PPP over Ethernet (PPPoE) Configuration

Device Info
Quick Setup
Advanced Setup
Wireless

VYoice
Diagnostics
Management

Click on “Quick Setup” in the left frame, and follcthe steps below to create a
PPP over Ethernet (PPPOE) connection.

3.3.1.1 ATM PVC and QoS Configuration

Quick Setup
This Quick Setup will guide you through the steps necessary to configure your DSL Router.
ATM PVC Configuration

Select the check box below to enable DSL Auto-connect process.
O DSL Auto-connect

The Yirtual Path Identifier (VPI} and Virtual Channel Identifier (VCI) are needed for setting up
the ATM P¥C. Do not change YPI and VCI numbers unless your ISP instructs you otherwise.

VPL: [0-255] |8

VCI: [32-65535] 135

Enable Quality Of Service

Enabling QoS for a PYC improves performance for selected classes of applications. However,

since QoS also consumes system resources, the number of P¥Cs will be reduced consequently.
Use Advanced Setup/Quality of Service to assign priorities for the applications.

Enable Quality Of Service O

3 .

Figure 4. Quick Setup — ATM PVC and QoS Configunati

Give the VPI/VCI values. Please contact you ISRfierinformation.
Enable the QoS function for this PVC here. Use Axdbeda
Setup/Quiality of Service to assign priorities foe ipplication.
Click on “Next” to go to next step.
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3.3.1.2 Connection Type and Encapsulation Mode

Connection Type

Device Info

Quick Setup Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP
Advanced Setup has instructed you to use.

Wireless

Yoice © PPP over ATM (PPPoA)

Diagnostics
@ PPP over Ethernet (PPPoE)

Management
© MAC Encapsulation Routing (MER)
© IP over ATM (IPoA)
© Bridging

Encapsulation Mode
LLC/SNAF-BRIDGING +

Figure 5. Quick Setup — Connection Type and Endapisn Mode
Select “PPP over Ethernet (PPPoOE)”, and the “Endatisn Mode”.
Please contact you ISP for the information.
Click on “Next” to go to next step.

3.3.1.3 PPP Username and Password

s
|*

Device Info PPP Username and Password

Quick Setup

PPP usually requires that you have a user name and password to establish your connection. In
Advanced Setup

the boxes below, enter the user name and password that your ISP has provided to you.
Wireless

Yoice
Diagnostics
Management

PPP Username: |

PPP Password: |

PPPoE Service Name:
Authentication Method: | AUTO v

" O Dial on demand (with idle timeout timer)

O PPP IP extension
O Concurrent Bridge
DHCP Option 60: |

v =
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Device Info
Quick Setup
Advanced Setup
Wireless

Yoice
Diagnostics
Management

Figure 6. Quick Setup — PPP Username and Password

Give “PPP Username”, “PPP Password”, and selecttiéutication
Method” (AUTO/PAP/CHAP). Please contact you ISPtfar
information.

The “Dial On Demand” function, if checked, will tedown the PPP
link automatically if there is no outgoing packet the programmed
period of time which is set below.

The “PPP IP extension” function, if checked, wik&gn the IP
address got from the ISP to the internal PC via PH@ this mode,
the internal PC will be assigned with a public & fjom PPP, and
AH4021 will act as a bridge between the PC and EPover.

The “Concurrent Bridge” function, if checked, wéhable Bridge
service simultaneously while PPPoOE is operatinghisimode, other
services such as VoIP/Video can use the Bridgefade. It is useful
when the service provider of Data service is déffeérfrom VolP/Video.
When the “Concurrent Bridge” is enabled, AH4021l wdtivate the
DHCP Client on the Bridge interface. If your ISuests for DHCP
“Vendor ID” option, please fill in the string in “@ion 60”.

AH4021 set up PPPOE connection automatically wheretdoes not
exist the PPPOE connection iraitd user wants to send traffic to ISP
The users is able to assign some specific ATM PYt©(sun PPPOE,
when AH4021is with multiple ATM PVC connection

Click on “Next” to go to next step.

3.3.1.4 IGMP Multicast and WAN service

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [
Enable WAN Service

Service Name pppoe_8_35_1

Figure 7. Quick Setup — IGMP Multicast and WAN seegv

Check to Enable/Disable IGMP Multicast and WAN Segv
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Device Info
Quick Setup
Advanced Setup
Wireless

VYoice
Diagnostics
Management

Click on “Next” to go to next step.

3.3.1.5 Device Setup

Device Setup
Configure the DSL Router IP Address and Subnet Mask for LAN interface.

IP Address:  [172.24.131.102
Subnet Mask: [255.255.0.0

@ Disable DHCP Server
© Enable DHCP Server

Start [P Address:
End IP Address:

Leased Time (hour):_

OConfigure the second IP Address and Subnet Mask for LAN interface

Figure 8. Quick Setup — Device Setup

Give IP (LAN IP) and Subnet Mask to the device.

Select to Disable/Enable DHCP Server and configeleged settings
for that mode.

If necessary, check the “Secondary IP” to configheesecondary IP
address and Subnet Mask for LAN. This IP addresseésl for
management only.

Note that Network Address Translation function (NAS default
enabled and is not showing on the page to prevém being
disabled.

Click on “Next” to go to next step.

3.3.1.6 Wireless — Setup
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Wireless -- Setup

Device Info
uick Setu
e p Enable Wireless
Advanced Setup
Wireless Enter the wireless network name (also known as SSID).
Voice

SSID: |ABCDE |

Diagnostics

Management

Figure 9. Quick Setup — Wireless — Setup

Enable the WiFi function here and configure thelSf®Ir the WiFi
interface.

3.3.1.7 WAN Setup — Summery

WAN Setup - Summary |

Device Info

Quick Setup Make sure that the settings below match the settings provided by your ISP.
Advanced Setup

Wireless VPI J VCI: §/35

VYoice

Connection Type: |PPPoE
Diagnostics

Man Sgerent Service Name: .ppp0e7873571
Service Category: UBR
IP Address: | Automatically Assigned
Service State: Enabled
NAT: Enabled
Firewall: Enabled

IGMP Multicast: |Disabled
Quality Of Service: Enabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back" to make any
modifications.

NOTE: The configuration process takes about 1 minute to complete and your DSL Router will
reboot.

[Back” Save/Reboot ] =

£

Figure 10. Quick Setup — WAN Setup — Summary

The last page gives a summary of previous stepkeMare that the
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settings match the settings provided by ISP, aed dhick on
“Save/Reboot” button to complete the configurajiwocedure.

3.3.2 IP over ATM (IPoA) Configuration

Click on “Quick Setup” in the left frame, and follathe steps below to create
an IP over ATM (IPoA) connection.

3.3.2.1 ATM PVC and QoS Configuration
Please refer to 3.3.1.1

3.3.2.2 Connection Type

Device Info Connection Type

Quick Setup Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP
Advanced Setup has instructed you to use.

Wireless

Voice © PPP over ATM (PPPoA)

Diagnostics

Management © PPP over Ethernet (PPPoOE)

O MAC Encapsulation Routing (MER)
® IP over ATM (IPoA)

© Bridging

Encapsulation Mode
| LLC/SNAP-ROUTING  ~ |

Figure 11. Quick Setup — Connection Type and Endapien Mode
Select “IP over ATM (IPoA)”, and the “Encapsulatidode”. Please
contact you ISP for the information.
Click on “Next” to go to next step.

3.3.2.3 WAN IP Settings
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Device Info WAN IP Settings

Quick Setup

Enter information provided to you by your ISP to configure the WAN IP settings.
Advanced Setup

Wireless Notice: DHCP is not supported in [PoA mode. Changing the default gateway or the DNS effects
Voice the whole system. Configuring them with static values will disable the automatic assignment
Diagnostics from other WAN connection.

Management

WAN IP Address:  [10.0.0.1 |
WAN Subnet Mask:  [255.255.255.248 |

Use the following default gateway:
Use IP Address:  10.0.0.2 |
Ls [0 Use WAN Interface: |ipoa 8 35/pa 8 35 |+ \

Use the following DMNS server addresses:
Primary DNS
server:

10011 \

Secondary DNS server: ‘ ‘

=

Figure 12. Quick Setup— WAN IP Settings

WAN IP/Subnet Mask, default gateway, and DNS sesedtings.
Please contact you ISP for the information.
Click on “Next” to go to next step.

3.3.2.4 NAT, Firewall, IGMP Multicast and WAN service

Device Info Network Address Translation Settings

Quick Setup Metwork Address Translation (MAT) allows you to share one Wide Area Network (WAN) 1P
Advanced Setup address for multiple computers on your Local Area Network (LAN).

Wireless

Voice Enable NAT

Diagnostics Enable Firewall

Management

Enable IGMP Multicast, and WAN Service

Enable IGMP Multicast [
Enable WAN Service

b Service Name: ipoa_8_35 ‘

Figure 13. Quick Setup — IPoA — NAT, Firewall, IGNMRlticast and WAN service
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Check to Enable/Disable NAT and Firewall functions.
Use Advanced Setup/Security to assign filter rudseck to
Enable/Disable IGMP Multicast and WAN Service.

Click on “Next” to go to next step.

3.3.2.5 Device Setup
Please refer to 3.3.1.5.

3.3.2.6 Wireless — Setup
Please refer to 3.3.1.6

3.3.2.7 WAN Setup — Summary

WAN Setup - Summary

Device Info

Quick Setup Make sure that the settings below match the settings provided by your ISP.
Advanced Setup

Wireless VPI / VCI: §/35

VYoice

Connection Type: |IPoA
Diagnostics

Service Name: ipoa_8_35
Management

Service Category: UBR

IP Address: 10.00.1

Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: |Disabled
Quality Of Service: Enabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back" to make any
modifications.

NOTE: The configuration process takes about 1 minute to complete and your DSL Router will
reboot.

[Back” Save/Reboot ]

Figure 14 Quick Setup — WAN Setup — Summary
The last page gives a summary of previous stepkeMare that the

settings match the settings provided by ISP, aed thick on
“Save/Reboot” button to complete the configuraiwocedure.

3.3.3 Bridge Configuration
Click on “Quick Setup” in the left frame, and follathe steps below to create a
Bridging connection.

3.3.3.1 ATM PVC and QoS Configuration
Please refer to 3.3.1.1.

3.3.3.2 Connection Type
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Device Info Connection Type

Quick Setup

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP
Advanced Setup

has instructed you to use.

Wireless
Yoice © PPP over ATM (PPPoA)
Diagnostics
Management O PPP over Ethernet (PPPoE)
© MAC Encapsulation Routing (MER)
© [P over ATM (IPoA)
@ Bridging
Encapsulation Mode
LLC/ASNAP-BRIDGING V‘
Figure 15. Quick Setup — Connection Type and Endatisn Mode
Select “Bridging”, and the “Encapsulation Mode"e®$e contact you
ISP for the information.
Click on “Next” to go to next step.
3.3.3.3 DHCP Client and WAN Service
Device Info T Enable DHCP Client, and WAN Service
Quick Setup .
Obtain an IP address
Advanced Setup automatically: o
Wireless ‘
Voice DHCP Option 60: |
Diagnostics Enable Bridge Service:
Management Service Name: Ibr_8_35

Figure 16. Quick Setup — DHCP Client and WAN Sezvic
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Device Info
Quick Setup
Advanced Setup
Wireless

VYoice
Diagnostics
Management

Give a service name and check the box to enaldentiin service.
If DHCP Client is requested, check the box anditiillhe optional
“Vendor ID” in “Option 60” box.

The IP address got from DHCP Client will be on WaiNe.

Click on “Next” to go to next step.

3.3.3.4 Device Setup

Device Setup
Configure the DSL Router IP Address and Subnet Mask for your Local Area Network (LAN).

IP Address:  [172.24.131.102
Subnet Mask: [255.255.0.0

Figure 17. Quick Setup — Device Setup

Give LAN IP and Subnet Mask.
Click on “Next” to go to next step.

3.3.3.5 Wireless — Setup
Please refer to 3.3.1.6

3.3.3.6 WAN Setup — Summery
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Device Info WAN Setup - Summary

Quick Setup

Make sure that the settings below match the settings provided by your ISP.
Advanced Setup

Wiieless VPI / VCI: 8/35

OIEC Connection Type: (Bridge

Diagnostics

Service Name: br 8 35
Management

Service Category: UBR

IP Address: Not Applicable

Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: |Not Applicable
Quality Of Service: Enabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back" to make any
modifications.

NOTE: The configuration process takes about 1 minute to complete and your DSL Router will
reboot.

[Back” Save/Reboot ]

Figure 18 Quick Setup — WAN Setup — Summary
The last page gives a summary of previous stepkeMare that the

settings match the settings provided by ISP, aed dhick on
“Save/Reboot” button to complete the configurajiwocedure.

3.3.4 MAC Encapsulation Routing (MER) Configuration
Click on “Quick Setup” in the left frame, and follathe steps below to create a
MAC Encapsulation Routing (MER) connection.

3.3.4.1 ATM PVC and QoS Configuration
Please refer to 3.3.1.1.

3.3.4.2 Connection Type
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Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP
has instructed you to use.

C PPP over ATM (PPPoA)

C PPP over Ethernet (PPPoE)

@ MAC Encapsulation Routing (MER)
© IP over ATM (IPoA)

© Bridging

Encapsulation Mode
LLC/SNAF-BRIDGING +

Figure 19. Quick Setup — Connection Type and Endatisn Mode

=

Select “MAC Encapsulation Routing (MER)”, and thHentapsulation

Mode”. Please contact you ISP for the information.
Click on “Next” to go to next step.

3.3.4.3 WAN [P Settings

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings.
Notice: DHCP can be enabled for PYC in MER mode if "Obtain an IP address automatically" is
chosen.Changing the default gateway or the DNS effects the whole system. Configuring them

with static values will disable the automatic assignment from DHCP or other WAN connection.

If you configure static default gateway over this PYC in MER mode, you must enter the IP
address of the remote gateway in the "Use IP address". The "Use WAN interface" is optional.

© Obtain an IP address automatically
DHCP Option 60:

@ Use the following IP address:

WAN IP Address: 10.0.0.1

WAN Subnet Mask: [255.255.255.248

© Obtain default gateway automatically
@ Use the following default gateway:

Use IP Address: 10002 |

[0 Use WAN Interface: |mer_8_35/nas 8 35 «~

© Obtain DNS server addresses automatically
@ Use the following DNS server addresses:

Primary DNS 10011 ‘
server:

>
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chosen.Changing the default gateway or the DNS effects the whole system. Configuring them ~
with static values will disable the automatic assignment from DHCP or other WAN connection.

If you configure static default gateway over this PYC in MER mode, you must enter the IP

address of the remote gateway in the "Use IP address". The "Use WAN interface" is optional.

© Obtain an IP address automatically

DHCP Option 60: |
@ Use the following IP address:

WAN [P Address:  [10.0.0.1 |

WAN Subnet Mask: [255.255.255.248 |

© Obtain default gateway automatically
@ Use the following default gateway:

Use IP Address:  10.0.0.2 |
O Use WAN Interface: |mer_B_33/mas_§_35 v |

© Obtain DNS server addresses automatically

® Use the following DNS server addresses:
Primary DNS
server:

10011 |

Secondary DNS server: ‘ ‘

Figure 20. Quick Setup — WAN IP Settings

=]

WAN IP/Subnet Mask, Default Gateway, and DNS Secear either
be obtained automatically or set manually.

The WAN IP can be either fixed (assigned by you®)I8r dynamic
(via DHCP Client). Enter the “Vendor ID” if DHCP ight is selected
and your ISP requests for it.

Click on “Next” to go to next step.

3.3.4.4 NAT, IGMP Multicast and WAN service

Please refer to 3.3.2.4.

3.3.4.5 Device Setup

Please refer to 3.3.1.5.

3.3.4.6 Wireless — Setup

Please refer to 3.3.1.6.

3.3.4.7 WAN Setup — Summery
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WAN Setup - Summary

Device Info

Quick Setup Make sure that the settings below match the settings provided by your ISP.
Advanced Setup

Wireless VPI / VCI: §/35

VYoice

Connection Type: [MER
Diagnostics

Service Name: mer_8_35
Management

Service Category: UBR

IP Address: 10.00.1

Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: |Disabled
Quality Of Service: Enabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back" to make any
modifications.

NOTE: The configuration process takes about 1 minute to complete and your DSL Router will
reboot.

[Back” Save/Reboot ]

Figure 21. Quick Setup — WAN Setup — Summary

The last page gives a summary of previous stepkeMare that the
settings match the settings provided by ISP, aed thick on
“Save/Reboot” button to complete the configuratiwacedure

3.3.5 PPP over ATM (PPPoA) Configuration
Click on “Quick Setup” in the left frame, and follathe steps below to create a
PPP over ATM (PPP0oA) connection. The followingisetisteps are all the
same as PPP over ATM (PPPoOE) steps.

3.3.5.1 ATM PVC Configuration
Give the VPI/VCI values. Please refer to 3.3.1.1.

3.3.5.2 Connection Type

Page 24 of 69



Device Info
Quick Setup
Advanced Setup
Wireless

VYoice
Diagnostics
Management

Device Info
Quick Setup
Advanced Setup
Wireless

VYoice
Diagnostics
Management

Connection Type

Select the type of network protocol and encapsulation mode over the ATM PYC that your ISP

has instructed you to use.

® PPP over ATM (PPPoA)

C PPP over Ethernet (PPPoE)

© MAC Encapsulation Routing (MER)
© IP over ATM (IPoA)

© Bridging

Encapsulation Mode
VOMUX |

Figure 22. Quick Setup — Connection Type and Endatisn Mode

Please refer to 3.3.1.2

3.3.5.3 PPP Username and Password

PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In

the boxes below, enter the user name and password that your ISP has provided to you.

PPP Username: |
PPP Password: |
Authentication Method: | AUTO ~|

O Dial on demand (with idle timeout timer)

O PPP IP extension

Figure 23. Quick Setup — PPP Username and Password

Give “PPP Username”, “PPP Password”, and selectH@uatication
Method” (AUTO/PAP/CHAP). Enable/disable “Dial onrdand” and
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“PPP IP extension” functions.
Please refer to 3.3.1.3.
Please contact you ISP for the information.

3.3.5.4 IGMP Multicast and WAN service
Please refer to 3.3.1.4.

3.3.5.5 Device Setup
Please refer to 3.3.1.5.

3.3.5.6 Wireless — Setup
Please refer to 3.3.1.6.

3.3.5.7 WAN Setup — Summery

WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP.

VPI / VCI: 8/35

Connection Type: |PPPoA

Service Name: pppoa_8_35_1
Service Category: |UBR

IP Address: Automatically Assigned
Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: |Disabled
Quality Of Service: [Enabled

Click "Save/Reboot" to save these settings and reboot router. Click "Back" to make any
modifications.

NOTE: The configuration process takes about 1 minute to complete and your DSL Router will
reboot.

[Back” Save/Reboot ]

Figure 24. Quick Setup — WAN Setup — Summary

The last page gives a summary of previous stepkeMare that the
settings match the settings provided by ISP, aad thick on
“Save/Reboot” button to complete the configurafioocedure

3.4 Advanced Setup
Advanced Setup allows system administrator to gomé the following topics:

WAN
LAN

NAT (for routing mode only)
Security
Quiality of Service

Routing

Page 26 of 69



DNS
DSL
Port Mapping
34.1 WAN

Wide Area Network (WAN) Setup

Device Info
Advanced Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Save/Reboot to apply the changes and reboot the system.

LAN

Security

Quality of Servic
Routing

DNS

DSL

Port Mapping l Remove H Save/Reboot

Wireless

YPI/VCI c:;' Category Service Interface Protocol Igmp| QoS | State Remove Edit

035 | 1 UBR  |br 035 nas_0 35| Bridge | M/A |Enabled Enabled| [

Voice i
Diagnostics
Management

v

-
Device Info ~ |Wide Area Network (WAN) Setup

Advanced Setup

Choose Add, Edit, or Remove to configure WAN interfaces.
Choose Save/Reboot to apply the changes and reboot the system.

LAN

NAT

Security

Quality of Servic
Routing

DNS

DSL I Remove H Save/Reboot

Port Mapping

VYPI/VCI CIo;. Category | Service Interface Protocol| Igmp QoS | State Remove| Edit

835 1 UBR  |mer_0.35|nas.8.35 MER |Disabled Enabled Enabled [

Wireless -
Voice

Diagnostics
Management

| <

Figure 25. Advanced Setup — WAN
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This page shows the current existing WAN interfanase system. User can
choose Add, Edit, or Remove to configure WAN irdeds. For detail about
Add and Edit procedure, please refeB®Quick Setup.

3.4.2 LAN
Please refer to 3.3.1.5.

3.43 NAT

3.4.3.1 Virtual Servers Setup

NAT -- Virtual Servers Setup

B

Device Info

Advanced Setup Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and

WAN External port) to the Internal server with private IP address on the LAN side. The Internal port
LAN is required only if the external port needs to be converted to a different port number used by
NAT the server on the LAN side. A maximum 32 entries can be configured.

Port Triggering

DMZ Host

Security Server |External |External Protocol Internal |Internal |Server IP Remoue
Quality of Servi¢ Name |Port Start Port End Port Start |Port End Address

Routing

DNS

DSL

Port Mapping
Wireless
Voice
Diagnostics
Management

Figure 26. NAT — Virtual Servers
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Device Info
Advanced Setup
WAN
LAN
NAT

Virtual Servers |

Port Triggering
DMZ Host
Security
Quality of Servi¢
Routing

DNS |

DSL

Port Mapping
Wireless
Voice
Diagnostics
Management

| <

<

[

3

Device Info
Advanced Setup
WAN
LAN
NAT

Virtual Servers |

Port Triggering
DMZ Host
Security
Quality of Servi¢
Routing

DNS |

DSL

Port Mapping
Wireless
Voice
Diagnostics
Management

| <

[~
|~

>

NAT -- Virtual Servers

Select the service name, and enter the server IP address and click "Save/Apply" to forward IP
packets for this service to the specified server. NOTE: The "Internal Port End" cannot be
changed. It is the same as "External Port End" normally and will be the same as
the "Internal Port Start" or "External Port End" if either one is modified.
Remaining number of entries that can be configured:32

Server Name:
® Select a Service: |Sele:t One v|

© Custom Server: | |

Server IP Address: (172.24.
Save/Apply -

External Port External Port Prot I Internal Port Internal Port
Start End rotece start End
| | [rer | |
| | i | |
| N | |
| | i | | | 3

2

Save/Apply

External Port External Port Protacol Internal Port Internal Port
Start End Start End
| | e B | |
] | [r B | |
| | | [r B | |
| | [t B | |
| | [t B | |
il | [ B | |
il | [r B | |
| | Jrcr | |
| | e & | |
] | e | |
| | N | |
Il | e B | | |

Save/Apply

Figure 27. NAT — Virtual Servers — Add

[

Virtual Server allows you to direct incoming traffrom WAN side
(identified by Protocol and External port) to timelrnal server with
private IP address on the LAN side. The Internat {sorequired only
if the external port needs to be converted to feidint port number
used by the server on the LAN side.
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Device Info
Advanced Setup
WAN
LAN
NAT
Virtual Servers
Port Triggering
DMZ Host
Security
Quality of Servic
Routing
DNS =
DSL
Port Mapping
Wireless
Voice
Diagnostics
Management

|

[a
|~

E3

DNS il

|i%

3.4.3.2 Port Triggering Setup

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by
the remote parties. Port Trigger dynamically opens up the 'Open Ports' in the firewall when an
application on the LAN initiates a TCP/UDP connection to a remote party using the 'Triggering
Ports'. The Router allows the remote party from the WAN side to establish new connections
back to the application on the LAN side using the 'Open Ports'. A maximum 32 entries can be

configured.
Application Trigger Open Remove
Name Protocol Port Range Protocol Port Range

Start |End

Start | End

Figure 28. NAT — Port Triggering

| >

NAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others
require that specific ports in the Router's firewall be opened for access by the applications. You
can configure the port settings from this screen by selecting an existing application or creating
your own {Custom application)and click "Save/Apply" to add it.

Remaining number of entries that can be configured:32

Application Name:
@ Select an application:

Select One v |

© Custom application: |

Save/Apply

Trigger Port Trigger Port __Trigger Open Port | Open Port Open
Start End Protocol Start End Protocol
TEE; v TEE v
TCP v TCP -
rce & e |
TCP v TCFP v
I TP v
CP |v] CP |v] v
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DMZ Host

Security

Quality of Servi¢

Routing

DNS Wi

DSL

Port Mapping

Wireless

Voice
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Diagnostics
Management

|=
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Remaining number of entries that can be configured:32

A B I R P I SRR T Y L e e

Application Name:
® Select an application: |Select One ~|

© Custom application: | |

Save/Apply

Trigger Port ' Trigger Port Trigger Open Port | Open Port Open

Start End Protocol Start End Protocol
l | | | e B | || | e ©
| L | [ § | | | T
| | | | e B | || ICIN
| | | e || HEE
| | | | |rer & | | | | [ &
| || | e # | || | [
! | | | [zce B | || | ez &
| [ ] | e B | I | |z~

Save/Apply

Figure 28. NAT — Port Triggering — Add

=]

Some applications require that specific port(gheRouter's firewall
be opened for access by the remote parties. Piggefrdynamically
opens up the 'Open Ports' in the firewall whengplieation on the
LAN initiates a TCP/UDP connection to a remote paing the
"Triggering Ports'. The Router allows the remoteypom the WAN
side to establish new connections back to the egdin on the LAN

side using the 'Open Ports'.

3.4.3.3 DMZ Host
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Device Info NAT -- DMZ Host

Advanced Setup The DSL router will forward IP packets from the WAN that do not belong to any of the

WAN applications configured in the Virtual Servers table to the DMZ host computer.
LAN
NAT Enter the computer's IP address and click "Apply" to activate the DMZ host.

Yirtual Servers

. . Clear the IP address field and click "Apply" to deactivate the DMZ host.
Port Triggering

DI st DMZHost P |
Security Address: L
Quality of Servi¢

DNS 3

DSL

Port Mapping

Wireless
Voice
Diagnostics
Management

Figure 29. NAT — DMZ Host

The AH4021 will forward IP packets from the WAN ttbo not
belong to any of the applications configured inVmual Servers
table to the DMZ host computer.

3.4.4 Security

3.4.4.1 IP Filtering

3.4.4.1.1 Outgoing
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Security
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Outgoing IP Filtering Setup

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by

setting up filters.

Choose Add or Remove to configure outgoing IP filters.

Filter Source

Protocol

Source Dest. Address / |Dest.
Remove

Name Address / Mask |Port Mask Port

Figure 30. Security — IP Filtering — Outgoing

Add IP Filter -- Outgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new
filter name and at least one condition below. All of the specified conditions in this filter rule
must be satisfied for the rule to take effect. Click 'Save/Apply’ to save and activate the filter.

Filter Name:

Protocol:
Source IP address:

Source Subnet Mask:

Source Port (port or port:port):

Destination IP address:

Destination Subnet Mask:

Destination Port {port or port:port):

Save/Apply

Figure 31. Security — IP Filtering — Outgoing — Add

It allows the users to create a filter rule to idfgn
outgoing IP traffic by specifying a new filter naraed at
least one condition. All of the specified conditdn this
filter rule must be satisfied for the rule to taéect.
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3.4.4.1.2 Incoming

Incoming IP Filtering Setup

By default, all incoming IP traffic from the WAN is blocked when the firewall is enabled.
However, some IP traffic can be ACCEPTED by setting up filters.

Choose Add or Remove to configure incoming IP filters.

Filter oUrce Source et Dest.
Name VPI/VCI Protocol |Address / Port Address [ Port

Mask Mask

Remove

Figure 32. Security — IP Filtering — Incoming

|5

Add IP Filter -- Incoming

The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new
filter name and at least one condition below. All of the specified conditions in this filter rule
must be satisfied for the rule to take effect. Click 'Save/Apply’ to save and activate the filter.

Filter Name: ‘

Protocol: v

Source IP address:

Source Subnet Mask:

Source Port (port or port:port):

Destination IP address:

Destination Subnet Mask:

Destination Port {port or port:port):

WAN Interfaces (Configured in Routing mode and with firewall enabled only)
Select at least one or multiple WAN interfaces displayed below to apply this rule.

Select All —
mer_0_35/nas_8_35

Figure 33. Security — IP Filtering — Incoming — Add
It allows the users to create a filter rule to itifgn

incoming IP traffic by specifying a new filter naraed at
least one condition. All of the specified condisan this
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filter rule must be satisfied for the rule to tadéect.
When there are multiple WAN interfaces configurasers
can choose which interface(s) will apply the rule.

3.4.4.2 Parental Control

Time of Day Restrictions -- A maximum 16 entries can be configured.

Username MAC Mon Tue Wed Thu Fri|Sat Sun Start Stop |[Remove

Figure 34. Security — Parental Control
Time of Day Restriction

This page adds time of day restriction to a special LAN device connected to the Router. The
'‘Browser's MAC Address' automatically displays the MAC address of the LAN device where the
browser is running. To restrict other LAN device, click the "Other MAC Address" button and
enter the MAC address of the other LAN device. To find out the MAC address of a Windows
based PC, go to command window and type "ipconfig /all".

@ Browser's MAC

i 00:00:59:39:7A:1A |
O Other MAC Address ,—|
(30630000 KX0XK) |

MonTueWedThuFriSatSun
F |F: | B |EE E

User Name

Days of the week
Click to select

Start Blocking Time ‘7

thh:mm) |
End Blocking Time (hh:mm) ‘ |

Save/Apply

Figure 35. Security — Parental Control — Add
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It adds time of day restriction to a special LAN/ide connected to
the Router. The 'Browser's MAC Address' automdsiatisplays the
MAC address of the LAN device where the browseuiing. To
restrict other LAN device, click the "Other MAC Adgbs" button and
enter the MAC address of the other LAN device.

3.4.5 Quality of Service

Device Info Quality of Service Setup

Advanced Setup

Choose Add or Remove to configure network traffic classes.

WAN
IP
Source Dest.
Class Priority g gvEs 802.1P |Protocol | Address [ e Address [ 2K
Name Precedence |of Port Port
5 Mask Mask
Service
Routing DNS_Probe High upp 53
DNS 1GMP High 1GMP
DSL
. SNMP High upp 161
Port Mapping
Wireless RIP High uoP 520
Voice DHCP_Relay High upp 67:68

Diagnostics

Management Add

Figure 36. Advanced Setup — Quality of Service

Click on Add to create a class to identify ther&ffic by specifying at least
one condition below. If multiple conditions are sified, all of them take
effect.

IP QoS is applied to the traffic from LAN to WANye traffic from WAN to
LAN will not be applied.
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Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic, assign queuing priority
and optionally overwrite the IP header TOS byte. A rule consists of a class name and at least
one condition below. All of the specified conditions in this classification rule must be satisfied
for the rule to take effect. Click 'Save/Apply' to save and activate the rule.

Traffic Class Name: ‘

Assign Priority and/or IP Precedence and/or Type Of Service for the class
If non-blank value is selected for 'IP Precedence' and/or 'IP Type Of Service', the corresponding
TOS byte in the IP header of the upstream packet will be overwritten by the selected value.

Priority: v
IP Precedence: v
IP Type Of Service: -~

Specify Traffic Conditions for the class
Enter the following conditions either for IP layer or for the TIEEE 802.1p priority.

Protocol: v

Source IP Address:

Source Subnet Mask:

Sotrce Port fnort or nort:nort):

If nor;—blank valﬁe is sélected for 'IP Ii’recedencerI and/& 'IP Type Of Service', the corresponding
TOS byte in the IP header of the upstream packet will be overwritten by the selected value.

Priority: v
IP Precedence: v
IP Type Of Service: v

Specify Traffic Conditions for the class
Enter the following conditions either for IP layer or for the TEEE 802.1p priority.

Protocol: v

Source IP Address:

Source Subnet Mask:

Source Port (port or port:port):
Destination IP Address:

Destination Subnet Mask:

Destination Port (port or port:port):

502.1p Priority: \ -

Save/Apply

Figure 37. Advanced Setup — Quality of Service 4 Ad

Give the QoS class name for this policy. Definegherity for this policy and

|s

| >

=]

optional make the AH4021 to rewrite the IP headién wew IP Precedence

and/or IP Type Of Service for next-hop processing.
The IP Layer and 802.1p are exclusive, you can selgct one of them.
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3.4.6

Device Info

Advanced Setup
WAN

LAN
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Quality of Servic
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For IP Layer policy, at least (but not limited e condition must be
configured.

Choose 802.1p if this policy will be based on tB2.8p bits of incoming
packets from LAN.

Routing
Three routing information related settings areudeld.

3.4.6.1 Routing — Default Gateway

Routing -- Default Gateway

If Enable Automatic Assigned Default Gateway checkbox is selected, this router will accept the
first received default gateway assignment from one of the PPPoA, PPPoE or MER/DHCP enabled
PYC(s). If the checkbox is not selected, enter the static default gateway AND/OR a WAN
interface. Click 'Save/Apply' button to save it.

NOTE: If changing the Automatic Assigned Default Gateway from unselected to selected, You
must reboot the router to get the automatic assigned default gateway.

[ Enable Automatic Assigned Default Gateway

Use Default Gateway IP Address (10.0.1.1
[0 Use Interface [mer_0_35#as_8_35 v

Save/Apply

Figure 38. Advanced Setup — Routing — Default Gatew

If “Enable Automatic Assigned Default Gateway” chiox is
selected, this router will accept the first recdidefault gateway
assignment from one of the PPPoA, PPPoE or MER/Det@Bled
PVC(s). If the checkbox is not selected, enterstihéic default
gateway AND/OR a WAN interface. Click 'Apply' buttto save it.
NOTE: If changing the Automatic Assigned Default€&eay from
unselected to selected, You must reboot the reatget the automatic
assigned default gateway.

3.4.6.2 Routing — Static Route
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Device Info Routing -- Static Route (A maximum 32 entries can be configured)

Advanced Setup
WAN
-
Security
Quality of Servic
Routing
Default Gatew
Static Route
RIP
DNS
DSL
Port Mapping

Destination Subnet Mask | Gateway |Interface Remove

Wireless
Voice
Diagnostics
Management

Figure 39. Advanced Setup — Routing — Static Route

Click on Add to create a new Static Route. Enterdbstination
network address, subnet mask, gateway AND/OR dlail&/AN
interface then click "Apply" to add the entry tetlouting table

B

Device Info Routing -- Static Route Add

AdvancedSetup Enter the destination network address, subnet mask, gateway AND/OR available WAN

AN interface then click "Save/Apply" to add the entry to the routing table.
LAN
NAT
Security Destination Network | ‘
Quality of Servic Address: ‘
i Subnet Mask: | \
Routing | |
Default Gatew
Static Route O Use Gateway IP Address | |
RIP Use Interface }mi
DNS

DSL Save/Apply

Port Mapping
Wireless
Voice
Diagnostics
Management

Figure 40. Advanced Setup — Routing — Static ReuAeld
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3.4.7

3.4.6.3 Routing — RIP

Routing -- RIP Configuration

To activate RIP for the device, select the 'Enabled' radio button for Global RIP Mode. To
configure an individual interface, select the desired RIP version and operation, followed by
placing a check in the 'Enabled' checkbox for the interface. Click the 'Save/Apply' button to
save the configuration, and to start or stop RIP based on the Global RIP mode selected.

Global RIP Mode & Disabled C Enabled

InterfaceVPI/VCI Version Operation Enabled
bro | (Lan) [ 2 v [Adie v O

nas_8.35| 8/35 | 2 |v| [Pasielv] O

Save/Apply

Figure 41. Advanced Setup — Routing — RIP

To activate RIP for the device, select the 'Endlyldio button for
Global RIP Mode. To configure an individual interéa select the
desired RIP version and operation, followed by ipig@a check in the
'‘Enabled' checkbox for the interface. Click thepApbutton to save
the configuration, and to start or stop RIP basethe Global RIP
mode selected

DNS

3.4.7.1 DNS Server
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DNS Server Configuration

If 'Enable Automatic Assigned DNS' checkbox is selected, this router will accept the first
received DNS assignment from one of the PPPoA, PPPoE or MER/DHCP enabled PYC(s) during
the connection establishment. If the checkbox is not selected, enter the primary and optional
secondary DNS server [P addresses. Click 'Save' button to save the new configuration. You

must reboot the router

to make the new configuration effective.

[ Enable Automatic Assigned DNS

Primary DNS server:

Secondary DNS server:

100101 \

Save

Figure 42. Advanced Setup — DNS — DNS Server

If 'Enable Automatic Assigned DNS' checkbox is steld, this router
will accept the first received DNS assignment frome of the PPPOA,
PPPoE or MER/DHCP enabled PVC(s) during the conoect
establishment. If the checkbox is not selectecerehe primary and
optional secondary DNS server IP addresses. @eke' button to
save the new configuration. You must reboot theéemto make the
new configuration effective.

3.4.7.2 Dynamic DNS
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Dynamic DNS

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname in any
of the many domains, allowing your DSL router to be more easily accessed from various
locations on the Internet.

Choose Add or Remove to configure Dynamic DNS.

Hostname |Username Service | Interface Remowe

Figure 43. Advanced Setup — DNS — Dynamic DNS
Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZO.

D-DNS provider DynDINS.org vl
Hostname \
Interface rner_0_35/mas_8_35 v

DynDNS Settings
Username

Password

Save/Apply

Figure 44. Advanced Setup — DNS — Dynamic DNS — Add

The Dynamic DNS service allows you to alias a dyiedi address to
a static hostname in any of the many domains, afigwour DSL
router to be more easily accessed from variouditotaon the
Internet.
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348 DSL

Device Info RSL Setbings

Advanced Setup Select the modulation below.

JNATY G.Dmt Enabled
LAN
G.lite Enabled

NAT

Security T1.413 Enabled
Quality of Servic ADSL2 Enabled
Routing AnnexL Enabled
DNS ADSL2 + Enabled

AnnexM DISABLED

Port Mapping

Wireless i Select the phone line pair below.
Voice ® Inner pair
Diagnostics O OQuter pair
Management
Capability
Bitswap Enable
[ SRA Enable

Save/Apply ][ Advanced Settings ]

| <

|~
|~

Device Info DSL Advanced Settings

Advanced Setup
WAN
LAN ®MNormal
bL3r OReverb
Security

) } OMedley

Quality of Servic
Routing ONo retrain
DNS OoL3
DSL

Port Mapping :
Wireless - [Apply ] [ Tone Selection

Select the test mode below.

Voice
Diagnostics
Management

| <

|~
|
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Figure 45. Advanced Setup — DSL

Change the settings only you know the actual mepoifireach setting.

Please leave as it if you don’t know how to configit.

3.4.9 Port Mapping

Device Info

Advanced Setup

WAN
LAN

Security
Quality of Servi¢
Routing

DNS
DSL

Port Mapping -- A maximum 16 entries can be configured

Port Mapping supports multiple port to PYC and bridging groups. Each group will perform as an
independent network. To support this feature, you must create mapping groups with
appropriate LAN and WAN interfaces using the Add button. The Remove button will remove the
grouping and add the ungrouped interfaces to the Default group.

Default

Group Name Interfaces

Remove Edit

ENET-1, ENET-2, nas_0_35, USB, Wireless

|~

Voice

Diagnostics

Management

EarkMapping |

I3

|l

Remove

Figure 46. Advanced Setup — Port Mapping
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Device Info Port Mapping -- A maximum 16 entries can be configured

Advanced Setup Port Mapping supports multiple port to PVC and bridging groups. Each group will perform as an

WAN independent network. To support this feature, you must create mapping groups with
LAN appropriate LAN and WAN interfaces using the Add button. The Remove button will remove the
Security grouping and add the ungrouped interfaces to the Default group.
Quality of Servic
Routing Group Name Interfaces Remove |Edit
DNS Default ENET-1, ENET-2, nas_0_35, nas_8_35, USB, Wireless
DSL
Voice

Diagnostics
Management

»
< >

Figure 47. Advanced Setup — Port Mapping — Morae thrae Bridge interfaces

Port Mapping supports multiple ports to PVC andifing groups. Each group
will perform as an independent network. To supfiug feature, you must
create mapping groups with appropriate LAN and WAfdrfaces using the
Add button. The Remove button will remove the giogmnd add the
ungrouped interfaces to the Default group.

The number of the entry you can add depends onrhamy Bridge interfaces
exist.
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Device Info

[+

Advanced Setup

WAN
LAN
NAT
Security

| <

>

Quality of Servic

Routing

DNS

DSL

Port Mapping
Wireless
Voice
Diagnostics
Management

[+

| <

Port Mapping Configuration

To create a new mapping group:

1. Enter the Group name and select interfaces from the available interface list and add it to the
grouped interface list using

the arrow buttons to create the required mapping of the ports. The group name must be
unique.

2. Click Save/Apply button to make the changes effective immediately

Note that the selected interfaces will be removed from their existing groups and
added to the new group.

Group Name:

Grouped Available
Interfaces Interfaces
nas_0 39

WIS GITUSY DULLLD LD LISULS OIS TS4USuU HHUPRI Y UI OIS PUiLd. 1S Yivup Dgnie iiuss oo

unique.
2. Click Save/Apply button to make the changes effective immediately

Note that the selected interfaces will be removed from their existing groups and
added to the new group.

Group Name:

Grouped Available

Interfaces Interfaces

nas_{_33 ENET-1
ENET-2
USBE

Wireless

Save/Apply

Figure 48. Advanced Setup — Port Mapping — Add

>

£

&

=
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3.5 Wireless
Use the Wireless screen to configure the AH4021vicgless access. It is separated
into 6 parts:

Basic

Security

MAC Filter
Wireless Bridge
Advanced
Station Info

The configurable items for each part would be dbedrin the following.

3.5.1 Basic
6,
Device Info Wireless -- Basic
At!vanced Eetup This page allows you to configure basic features of the wireless LAN interface. You can enable
ereless or disable the wireless LAN interface, hide the network from active scans, set the wireless

_Basic 1 network name (also known as $SID') and restrict the channel set based on country

Security requirements.

MAC Filter Click "Apply" to configure the basic wireless options.

Wireless Bridge
Enable Wireless

Advanced
Station Info O Hide Access Point
Voice SSID:  |ABCDE
Dlagnosics BSSID: 00:03:09:36:6B:0C
Management ;
Country: |ALL v
Save/Apply
A
¢ ¥

Figure 49. Wireless — Basic

This page has clearly described the configuraldafes.

3.5.2 Security
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Device Info
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Wireless
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Security

MAC Filter
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Advanced
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Wireless - Security

This page allows you to configure security features of the wireless LAN interface. You can sets
the network authentication method, selecting data encryption, specify whether a network key
is required to authenticate to this wireless network and specify the encryption strength.

Click "Apply" to configure the wireless security options.

Network
Authentication:

[Mired WPAZWPA -PSK
WEP Encryption: Disabled +

is required to authenticate to this wireless network and specify the encryption strength.
Click "Apply" to configure the wireless security options.

Network

8}

Authentication: | Lt X |

WEP Encryption: Enabled v

Encryption Strength: | 128-hit ~ |[ Set Encryption Keys ]

Save/Apply

>

£

|ts

1B
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Wireless Settings -- Encryption Keys

Device Info
Aduanced Setup Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys.
Wireless
b Network Key 1:
Security
MAC Filter Network Key 2:
Wireless Bridge Network Key 3:
Advanced
Station Info Network Key 4:
Voice Current Network Key: |1«

Diagnostics

Management Save/Apply

Figure 50. Wireless — Security

Network Authentication: Set the network Authentication method. 802.1X and
WPA require setting valid RADIUS parameters. WPAKR8quires a valid
WPA Pre-Shared Key to be set.

802.1X As the IEEE standard for access control for vessland wired LANSs,
802.1x provides a means of authentication and aathg devices to attach to
a LAN port. This standard defines the Extensibleh&utication Protocol
(EAP), which uses a central authentication seweuthenticate each user on
the network.

WPA/WPAZ2: The Wi-Fi Alliance put together WPA/WPAZ2 as aalat
encryption method for 802.11 wireless LANs. WPAisindustry-supported,
pre-standard version of 802.11i utilizing the Temipey Integrity Protocol
(TKIP), which fixes the problems of WEP, includinging dynamic keys.

WPA/WPA2 Pre-Shared Key: Set the WPA/WPA2 Pre-Shared Key (PSK).

WPA/WPA2 Group Rekey Interval: Set the WPA/WPA2 Group Rekey
Interval in seconds. Leave blank or set to zemigable periodic re-keying.

Radius Server:Set the IP address of the RADIUS server to use for
authentication and dynamic key derivation.
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3.5.3

RADIUS Server is responsible for receiving user connection retpjes
authenticating the user, and then returning ahefconfiguration information
necessary for the client to deliver the serveheuser.

Radius Port: Sets the UDP port number of the RADIUS server. it
number is usually 1812 or 1645 and depends ongiivers

Radius Key: Set the shared secret for the RADIUS connection.

Data Encryption (WEP): SelectingOff disables WEP data encryption.
SelectingWEP enables WEP data encryption and requires thalic network
key be set and selected unl882.1Xis enabled.

WEP, short for Wired Equivalent Privacy, is a protocot Wireless LANs or
local area networks. This WEP is defined in the.805tandard. WEP is
designed so security levels are maintained atahwdevel as the wired LAN.
WEP’s aim is to provide security by encrypting dewar radio waves. WEP
protects data as it's transmitted from one endtgoianother. WEP is used at
two lowest layers, the data link and physical lay€EP is designed to make
up for the inherent security in wireless transneissis compared to wired
transmission.

Shared Key Authentication: Set whether shared key authentication is
required to associate. A valid network key musséieand selected if required.

MAC Filter
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Wireless -- MAC Filter

MAC Restrict Mode: @ Disabled © Allow O Deny

Wireless -- MAC Filter

MAC Address | Remove

Enter the MAC address and click "Apply" to add the MAC address to the wireless MAC address

filters.

MAC
Address:

Save/Apply

Figure 51. Wireless — MAC Filter

This page allows users Axld/Removehosts with the specified MAC
addresses that are able or unable to access thlesgmetwork. When users
decide to usdllow, only the MAC addressed in the user defined bst c
access the wireless network. When userdDgs®y, only the user specified
MAC addresses are unable to access to wirelesorietw
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Note: The MAC addresses in the list would immediateket effect when
Allow or Denyis checked.

3.5.4 Wireless Bridge

Device Info
Advanced Setup
Wireless

Basic

Security

MAC Filter

Wireless Bridge

Advanced

Station Info
Voice
Diagnostics
Management

3.55

Wireless -- Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface. You
can select Wireless Bridge (also known as Wireless Distribution System) to disables acess
point functionality. Selecting Acess Point enables access point functionality. Wireless bridge
functionality will still be available and wireless stations will be able to associate to the AP.
Select Disabled in Bridge Restrict which disables wireless bridge restriction. Any wireless
bridge will be granted access. Selecting Enabled or Enabled(Scan) enables wireless bridge
restriction. Only those bridges selected in Remote Bridges will be granted access.

Click "Refresh" to update the remote bridges. Wait for few seconds to update.

Click "Save/Apply" to configure the wireless bridge options.

AP Mode: hcosss Point v |

Bridge Restrict: | Disabled ~|

I Refresh H Save/Apply l

Figure 52. Wireless — Wireless Bridge

It allows the users to configure wireless bridgatdiees of the wireless LAN
interface. You can select Wireless Bridge (alsokmas Wireless Distribution
System) to disables acess point functionality. Selg Acess Point enables
access point functionality. Wireless bridge funeility will still be available
and wireless stations will be able to associate¢cAP. Select Disabled in
Bridge Restrict which disables wireless bridgerieson. Any wireless bridge
will be granted access. Selecting Enabled or EdgBt=an) enables wireless
bridge restriction. Only those bridges selecteRé@mote Bridges will be

granted access.

Advanced
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Wireless -- Advanced

This page allows you to configure advanced features of the wireless LAN interface. You can
select a particular channel on which to operate, force the transmission rate to a particular
speed, set the fragmentation threshold, set the RTS threshold, set the wakeup interval for
clients in power-save mode, set the beacon interval for the access point, set XPress mode and
set whether short or long preambles are used.

Click "Apply" to configure the advanced wireless options.

AP Isolation: s

Band: 24GHz -302.11g ~
Channel: 11~

Rate: Auta -
Multicast Rate: 54 Mups |

Basic Rate: Default v
Fragmentation |:
Threshold: e

RTS Threshold: 2347 N
DTIM Interval: 1
Beacon Interval: 100

XPress™ Technology: |Disahled +
54g™ Mode: Sdg Auta ~
54g Protection: Auto v

AP Isolation: Off v i
Band: 24GHz - 802.11g »

£

Channel: 11~
Rate: Auta -
Multicast Rate: 54 Mups

Basic Rate: Default v
Fragmentation I:
Threshold: i

RTS Threshold: 2347
DTIM Interval: 1
Beacon Interval: 100

XPress™ Technology: |Disabled +
54g™ Mode: Sdgr At
54g Protection:

WMM{WI-Fi ’7
Multimedia): ﬂedv‘

Save/Apply

Figure 53. Wireless — Advanced

1=

Channel: Select the appropriate channel from the list pregitb correspond
with your network settings. All devices in your eliess network must use the
same channel in order to function correctly.
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Rate: The default setting iAuto. The range is from 1 to 54Mbps. The rate of
data transmission should be set depending on #edsgf your wireless
network. You can select from one transmission speekieep the default
setting, Auto, to have the IAD automatically use thastest possible data rate.

Multicast Rate: The default setting iS4Mbps. The range is from 1 to
54Mbps. The rate of data transmission should bdeggtnding on the speed of
your wireless network. You can select from onedrmaission speed, or keep
the default setting, to have the IAD automaticalbe the fastest data rate for
multicast packets.

Basic Rate:Select the basic rate that wireless clients mygpau.

Fragmentation Threshold: This value should remain at its default setting of
2346. The range is 256~2346 bytes. It specifiesrteimum size for a packet
before data is fragmented into multiple packetgoli experience a high
packet error rate, you may slightly increase tragRrentation Threshold.
Setting this value too low may result in poor natvperformance. Only minor
modifications of this value are recommended.

RTS Threshold: This value should remain at its default settin@®47. The
range is 0~2347 bytes. Should you encounter insterdidata flow, only
minor modifications are recommended. If a netwakket is smaller than the
packet RTS threshold size, the RTS/CTS mechanidhmetibe enabled. The
IAD sends Request of Send (RTS) frames to a péaticeceiving station and
negotiates the sending of a data frame. After vaogian RTS, the wireless
station responds with a Clear to Send (CTS) frasrecknowledge the right to
begin transmission.

DTIM Interval: The default value i8. This value, between 1 and 255
milliseconds, indicates the interval of the Deliv@rraffic Indication Message
(DTIM). A DTIM field is a countdown field informinglients of the next
window for listening to broadcast and multicast sagges. When the router has
buffered broadcast or multicast for associatethtdigt sends the next DTIM
with a DTIM Interval value. Its clients hear thealsens and awaken to receive
the broadcast and multicast message.

Beacon Interval: The default value i400. Enter a value between 1 and 65535
milliseconds. The Beacon Interval value indicatesftequency interval of the
beacon. A beacon is a packet broadcast by therrmusgnchronize the
wireless network.

XPress™ TechnologySelect to enable/disable this proprietary mode.
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54g™ Mode:Select the mode t84g Autofor the widest compatibility. Select
the mode td4g Performancefor the fastest performance among 54g certified
equipment. Set the mode3dg LRSif you are experiencing difficulty with
legacy 802.11b equipment.

549 protection: In Auto mode the IAD will use RTS/CTS to improve 802.11g
performance in mixed 802.119/802.11b networks. Tuntectionoff to
maximize 802.11g throughput under most conditions.

WMM (WiFi Multimedia): Select to enable/disable the support.

3.5.6 Station Info

~
Device Info Wireless — Authenticated Stations
Advalnced Setup This page shows authenticated wireless stations and their status.
Wireless

Basic BSSID Associated Authorized
Security

MAC Filter -
Refresh
Wireless Bridge -

Advanced

Voice
Diagnostics
Management

Figure 54. Wireless — Station Info

Authenticated wireless stations and their statliso@ishown here.

3.6 Voice
Users can configure the MGCP related parametend, MGCP client to make VolP
call.
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Voice -- MGCP configuration
Enter the MGCP related parameters

Click "Stop MGCP client" before changing the parameters and click "Start MGCP client" to
save the MGCP parameters.

Call Agent IP

5 dregs: 17224198
MGCP client name: TECOM_AH4021
AALN: 1

Interface name: brid - bridge
Preferred codec: Au v
Counlry setting: China ) v
Call Agent port number: 2727 .
MGC port number: 2427

TX Gain: 0dB |v|

RX Gain: 8dB |+

PSTN access code: 999

Heartbeat Time: 60

Start MGCP client
A

Figure 55. Voice — MGCP

Call Agent IP Address: IP address of the Call Agent (softswitch).

MGCP client name: Domain name of MGC gateway.

AALN: Starting number of Endpoint name (format: AALNGr TELL, AALN/x+1 for

TEL2).

Interface Name: Interface that VolP packets will be sent to.

Preferred codec:The selected codec will be put in the first pasitof the list when
negotiating with another MGC endpoint.

Country setting: Select the appropriate country to have correct fuan.

Call Agent port number: The UDP port that Call Agent uses for signaling.

MGC port number: The UDP port that AH4021 uses for signaling.

TX/RX Gain: Transmitting/receiving gain level control.

PSTN access codéfhe access code for access to PSTN line. It id f@ TEL1 only.
Please make sure that the access code will natriféat with any feature access code
provided by your service provider.

Heartbeat time: The duration for AH4021 to send a Heartbeat pattkéte Call Agent.
If you believe that you have correct configuratimn the VolP LED is on and off
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3.7 Diagnostics

Device Info
Advanced Setup

Wireless
Voice

continuously, the Call Agent may not support thisdtion and you must turn it off (‘0’
means disable).

Click the “Stop MGCP client” before changing thenfiguration. Click the “Start
MGCP client” to start the VolIP service with thetsgs shown.

pppoe_0_35_1 Diagnostics

Your modem is capable of testing your DSL connection. The individual tests are listed below. If
a test displays a fail status, click "Rerun Diagnostic Tests" at the bottom of this page to make
sure the fail status is consistent. If the test continues to fail, click "Help" and follow the
troubleshooting procedures.

Management

3.8

Test the connection to your local nebwork

Test your Ethernet

Connection: EASY ek
Test your USB Connection: Help

Test your Wireless Connection: PASS |Help

Test the connection to your DSL service provider
Test ADSL Synchronization: PASS Help
Test ATM OAM F5 segment ping: PASS |Help
Test ATM OAM F5 end-to-end ping: | PASS Help

Test the connection to your Internet service provider

Test PPP server connection: PASS Help
Test authentication with ISP: FAIL |Help
Test the assigned IP address: N/A  |Help

Figure 56. Diagnostics

This page allows users to test the Ether port aoiore DSL port connection,
connection to the Internet Service Provider. kst tisplays a fail status, click “Test” at
the bottom of the page to make sure the fail stiatasnsistent. If the test continues to
fail, click “Help” to follow the troubleshooting pcedure.

Management

The system administrator can do the following fioret to manage the configurations,
events, SNMP information, user accounts, and softwpdate of the AH4021.
Settings

System Log

SNMP Agent

Internet Time

Access Control

Update Software

Save/Reboot

3.8.1 Settings
System Administrator can do the AH4021 settingkbpcupdate, and restore
here. The settings can be saved from AH4021 toTRE saved setting file can
also be loaded from PC to AH4021. These 2 functaamshelp the system
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Device Info
Advanced Setup
Wireless
Voice
Diagnostics
Management
Settings
Backup
Update
Restore Defau
System Log
SNMP Agent
Internet Time
Access Control
Update Softwan
Save/Reboot

administrator to manage large amount of AH4021lisiefitly. Restore Default
would set the AH4021 with the factory default cgofiation.

3.8.1.1 Backup

Settings - Backup

Backup DSL router configurations. You may save your router configurations to a file on your PC.

Backup Settings

Figure 57. Management — Settings — Backup

Click “Backup Settings” to save the settings tdedn the Local PC.

3.8.1.2 Update
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Tools -- Update Settings

Device Info

Advanced Setup Update DSL router settings. You may update your router settings using your saved files.
Wireless

Voice Settings File Mame: |[ B, ]

Diagnostics
Management
Settings
Backup
Update
Restore Defau
System Log
SNMP Agent
Internet Time
Access Control
Update Softwan
Save/Reboot

Figure 58. Management — Settings — Update

Click “Browse” to locate the setting file savedttve Local PC. Then, “Update
Settings” would apply the settings to the AH402&aading to the
configuration file.

3.8.1.3 Restore Default

Device Info Tools -- Restore Default Settings

AdvancedSetup Restore DSL router settings to the factory defaults.
Wireless
Voice
Diagnostics [ Restore Default Settings |
Management
Settings

Backup

Update
[ iiestors Defai

System Log
SNMP Agent
Internet Time
Access Control
Update Softwan
Save/Reboot

Figure 59. Management — Settings — Restore Default
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Click “Restore Default Settings” to restore thetfmg default settings. This
would be helpful when the settings mass up.

3.8.2 System Log
This allows System Administrator to view the Systeng and configure the
System Log options.

Device Info System Log
Advanced Setup The System Log dialog allows you to view the System Log and configure the System Log
Wireless options.
Voice
Diagnostics Click "View System Log" to view the System Log.
Management
Settings Click "Configure System Log" to configure the System Log options.
System Log
SNMP Agent

[ View System Log ] [ Configure System Log ]

Internet Time
Access Control
Update Softwan
Save/Reboot

Figure 60. Management — System Log
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Device Info

Advanced Setup

Wireless

Voice

Diagnostics

Management
Settings
System Log
SNMP Agent
Internet Time
Access Control
Update Softwan
Save/Reboot

3.8.3

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log
Level, all events above or equal to the selected level will be logged. For the Display Level, all
logged events above or equal to the selected level will be displayed. If the selected mode is
'‘Remote’ or 'Both,' events will be sent to the specified IP address and UDP port of the remote
syslog server. If the selected mode is Local or ‘Both,' events will be recorded in the local
memory.

Select the desired values and click 'Save/Apply' to configure the system log options.

Log: ODisable @Enable
Log Level: 'Dsbug,gin,q v
Display Level: |Debugpng «
Mode: Lacal «

Save/Apply

Figure 61. Management — System Log — Configure

Configure the System Log option. There're 8 lewdlkog Level and Display
Level, Emergency, Alert, Critical, Error, Warningptice, Informational,
Debugging. The Log Level implies that what log leigeapplied to AH4021 to
do the log. The Display Level would just show tlsens the log message that
they want to know. As a result, Display Level wastja subset of the retrieved
from the total log message which was logged acogrth the setting of the
Log Level. If the “Mode” is set to “Remote” or “But, the log messages
would be sent to the specified UDP port of the Bjgetlog server.

SNMP Agent

System Administrator could enable or disable theeadded SNMP Agent here.
SNMP Agent would allow a management applicatioretdeve statistics and
status from AH4021.
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Device Info SNMP - Configuration

AdvancediSetup Simple Network Management Protocol (SNMP) allows a management application to retrieve

Voice statistics and status from the SNMP agent in this device.

Diagnostics

Management Select the desired values and click "Apply" to configure the SNMP options.
Settings

SNMP Agent @ Disable ©Enable

Read Community: ‘public
Access Control

Update Softwar. Set Community: |private
Save/Reboot System Name: Tecom AH4021
= System Location: |unknown
System Contact: |Tecom Technical Support
Trap Manager IP: |0.0.0.0
Save/Apply
ad
¢ | &

Figure 62. Management — SNMP Agent

Enable or Disable the SNMP Agent. The detail furctf the Read
Community, Set Community, System Name, System limeaBystem Contact,
Trap Manager IP would not be described here.

3.8.4 Internet Time

~

Device Info

Advanced Setup

Wireless

Voice

Diagnostics

Management
Settings
System Log
SNMP Agent
Internet Time
Access Control
Update Softwar—
Save/Reboot

| <

Time settings
This page allows you to the modem's time configuration.

Automatically synchronize with Internet time servers

RIESENIP e } clock fmthenet v |
server:
Second NTP time server:‘LNnne v I

Time zone offset: | (GMT-12:X} Intemational Date Line West

Save/Apply

Figure 63. Management — Internet Time
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3.8.5

Device Info
Advanced Setup
Wireless
Voice
Diagnostics
Management
Settings
System Log
SNMP Agent
Internet Time
Access Control

IP Addresses
Passwords
Update Softwan
Save/Reboot

This page allows you to configure the NTP time seso the AH4021 can
have correct system time. It is useful for reviegvihe System Log.

Access Control

The AH4021 browser management tool is protected sgcurity password.
System Administrator could set the password faedhaccounts: admin,
support, and user. Also, an Access Control listdefined in “IP
Addresses”. User from the allowed IP address cnamtess the AH4021.
The “Services” list the service daemons which carmeabled for LAN side,
WAN side, or both. It supports the ACL capabilithish can assign at least 16
IP addresses for management, and AH4021 can begjoced and managed by
ACL IP addresses only.

3.8.5.1 Services

Access Control -- Services

A Service Control List ("SCL") enables or disables services from being used.

TELNET Enable Enable

TFTP

Services LAN WAN
FTP Enable | O Enable
HTTP Enable | J Enable
IcMp Enable | O Enable
SNMP Enable | I Enable
SSH Enable | O Enable

Fl

E

Enable Enable

Save/Apply

Figure 64. Management — Access Control — Services

Mark the Enable of the WAN and LAN for each serviegP, HTTP,
ICMP, SNMP, SSH, TELNET, TFTP are supported inAhiz1021.

3.8.5.2 IP Addresses
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Access Control --IP Address

Device Info
Advanced Setup The IP Address Access Control mode, if enabled, permits access to local management services
Wireless from IP addresses contained in the Access Conlrol List. If the Access Control mode is disabled,
Voice the system will not validate IP addresses for incoming packets. The services are the system
Diagnostics applications listed in the Service Control List
Management

Settings Access Control Mode: & Disable © Enable

System Log

SNMP Agent

Internet Time IP Address Remove

Access Control

Services i Add

_IP Addresses |

Passwords
Update Softwan
Save/Reboot
< N B
Figure 65. Management — Access Control — IP Adéss
Click “Add” to add an IP address to the Access @airitist. Mark the
Remove option of the specified IP address, thaik €Remove” to
remove the IP address from the ACL.
3.8.5.3 Passwords
Device Info 1 Access Control -- Passwords
Advanced Setup Access to your DSL router is controlled through three user accounts: admin, support, and user.
Wireless
Voice The user name "admin" has unrestricted access to change and view configuration of your DSL
Diagnostics Router.
Management
Settings The user name "support” is used to allow an ISP technician to access your DSL Router for
maintenance and to run diagnostics.
System Log
SNMP Agent The user name "user" can access the DSL Router, view configuration settings and statistics, as
Internet Time well as, update the router's software.

Access Control
Use the fields below to enter up to 16 characters and click "Apply" to change or create
passwords. Note: Password cannot contain a space.

Services i
IP Add

Username: ~|

UpdateiSoftvar Old Password:
Save/Reboot
New Password:
Confirm Password:
Save/Apply
&
4 | B

Figure 66. Management — Access Control — Passwords
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Please define the passwords for the 3 accounts here

3.8.6 Update Software

Tools -- Update Software

Device Info
Advanced Setup Step 1: Obtain an updated software image file from your ISP.
Wireless
Voice Step 2: Enter the path to the image file location in the box below or click the "Browse" button
Diagnostics to locate the image file.
Management
- Step 3: Click the "Update Software" button once to upload the new image file.
Settings
Systeni|Lag NOTE: The update process takes about 2 minutes to complete, and your DSL Router will
SNMP Agent reboot.
Internet Time
Access Control Software File Name: || B

Save/Reboot Update Software

Figure 67. Management — Update Software

The new released software could be updated frorhdbal PC side or
remotely. Click the “Browse” to locate the new sadte image file in the PC.
Then, “Update Software” to proceed the softwareated

3.8.7 Save/Reboot
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Device Info
Advanced Setup
Wireless
Voice
Diagnostics
Management
Settings
System Log
SNMP Agent
Internet Time
Access Control
Update Softwan

Click the button below to save and reboot the router.

Save/Reboot

Figure 68. Management — Save/Reboot

Click “Save/Reboot” to reboot the AH4021. The AH4G&ould automatically
save the configuration before reboot, so that nexdiigettings would take

effect after reboot.
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4 Appendix

ATM

Support up to 8 ATM PVCs, and all PVCs work welhcorrently and independently
Supports UBR, CBR, and rt-VBR and nrt-VBR servitasses

Provides ATM layer functionality

Supports MPoA functionality (RFC2684)

Supports PPPoA (RFC2364)

Supports IP over ATM (IPoA)

The format of data packet between ATU-C and AH482dport ATM cell format specified in
ITU-T Rec. 1.361

Supports ATM Forum UNI 3.1/4.0 PVC

ADSL

Support ANSI T1.413 Issue 2

Support ITU-T G.992.1 (G.DMT), G.992.2 (G.Lite) @23 (ADSL 2), and G.992.5 (ADSL 2+)
Multiple protocol over AAL5 (RFC2684)

Support ATM cell format ITU -T 1.361

ATM Forum UNI 3.1/4.0 PVC

Support up to 8 PVCs -traffic shaping (CBR, UBRYBR, nrt-VBR)

Supports AIS, RDI, and OAM F4/F5 loopback

PPP Support

PPPOA (RFC 2364)
PPPOE (RFC 2516)

Bridging

Ethernet to ADSL self -learning. Transparent Bridgi
Filtering functions - MAC address filtering and fwool filtering for up-link (IEEE802.1d)

Routing

RIP vi/iv2

Static routing

NAT with ALGs

DHCP Server/Relay/Client
DNS Relay

NAT/NAPT

IGMP Proxy

VolP

Support SIP (RFC3261)/MGCP (RFC3435)

Supports RTP/RTCP (RFC1889)

Voice codec: G.711, G.726, G.729a (optional), G.¥Z8ptional)
G.168 Echo Cancellation

Support FAX/modem tone detection and auto-fallbacts.711
Support ITU-T T.38 standard (optional)
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- Supports MGCP NAT Traversal (Heartbeat) (IETF deaftin-mgcp-nat-package-02) (MGCP
only)

- Support call hold, call waiting, call forwardingglker ID, call progress tone, call transfer, call
conference (SIP only)

Radio - WLAN

- Standard: IEEE 802.11g and 802.11b

- Media Access Control: CSMA/CA with ACK

- Modulation: OFDM /CCK

- Frequency Range (Range depends on different cquntry

- Output Power: 15 dBm (typical)

- Sensitivity: -67 (54Mbps) / -83 (11Mbps) dBm (tyalc

- Data Rate: 54, 48, 36, 24, 18, 12, 11, 6, 5.5Mhds, auto-fallback

Radio - Bluetooth (optional)

- Standard: Bluetooth SIG Spec V1.2
- Sensitivity: -85 dBm (typical)

- Data Rate: 1 Mbps

- Output Power: 17 dBm (typical)

Security
- Password protected system management
- User authentication for PPP (PAP/CHAP/MSCHAP)
- Firewall
Stateful Inspection
IDS
- Packet Filtering
- SSH
- Access Control List
- Wireless Security:
Support WEP (64, 128-bit) encryption
802.1x and WPA/WAP2 authentication
MAC Address-based access control
WDS support

QoS

- ATM: CBR, rt-VBR, nrt-VBR, UBR

- IP: IP ToS function (RFC 1349), supports priorityeges for upstream traffic based on ToS
field.

Configuration Management

- LAN/WAN management via Telnet interface or Web-libBeowser interface
- SNMP MIB 2 management (RFC 1213)

- Firmware upgrade available by TFTP/ FTP/HTTP

- Status display and event report from Web-based gemant

Physical Interfaces

- One Asymmetrical Digital Subscriber Line (ADSL)eantace (RJ-11)
- Two 10/100BaseT Ethernet port (RJ-45)

- One USB port
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- Two Telephone interfaces (RJ-11)
- Antenna: Dual Antenna diversity system
- PSTN Backup line (RJ-11) (shares the same poADSBL)

Power Requirement
- Input: 110/220 VAC, 50/60 Hz
- Output: 16 VDC, 900 mA

Operating Environment
- Temperature: 0 ~4@
- Humidity: 10 to 90%, non- condensing

Physical Specification
- Dimension: 208 (W) x 148 (L) x 42 (H) mm
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