mss

User Manual

RG300EX LITE RG300EX

NETWORK

© 2009 MICRO-STAR INT'L CO. LTD. All rights reserved.



MSTI RG300EX (Lite)

RG300EX - 300Mbps 11n/g/b Wireless Router with gigabit switch

RG300EX Lite -150Mbps 11n/g/b Wireless broadband router.
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MSTI RG300EX (Lite)

2.0 Introduction

Thank you for purchasing MSI RG300EX (Lite) router. We would like briefly introduce how to setup our
N router to you with following charters. After this configuration, you can enjoy the speed brings by
RG300EX (Lite) series products.

2.1 Functions and features

The RG300EX (Lite) is ideal to create your own secured wireless network in an instant. The RG300EX

(Lite) is a fast wireless router which can provide your entire house with a wireless network. The
RG300EX (Lite) performances are of a high standard which allows you to create a stable wireless network.
Furthermore, the RG300EX(Lite) has a built-in super fast 2000Mbps (Gigabit) switch and 150 Mbps WAN
port. Enjoy your wireless network and let the RG300EX (Lite) do all the work!

2.2 Package contents

The following parts need to be present.
* RG300EX (Lite) wireless router.

* Power adapter.

* Antennas

* UTP network cable.

* CD-rom with manuals.

Quick installation Guide

3.0 Configure as wireless router

Install the RG300EX (Lite) as a wireless router if you have a cable modem or ADSL modem with a router
function. Make sure that your Internet browser and your network are correctly configured when
configuring the wireless router manually. You can assume that the settings are correct, unless you have
changed any of the settings in the past.

Example of RG300EX (Lite) as wireless router

3.1 Connecting the RG300EX (Lite)

1. Turn off your computer.

2. Connect the RG300EX (Lite) to a wall outlet using the supplied power adapter.

3. Connect the supplied UTP network cable to the “WAN’ port of the RG300EX (Lite).

4. Connect the other end of the UTP network cable to the ‘LAN’ port of your cable modem.

5. Connect a UTP network cable to one of the four ‘LAN’ ports of your RG300EX (Lite)..

6. Connect the other end of the UTP network cable to the network adapter in your computer.

Turn on the computer and verify if the LED on the RG300EX (Lite), corresponding with the LAN-port to

Page 2 of 52



MSTI RG300EX (Lite)

which you connected the UTP networking cable, is lit. The LED on the network adapter of your computer
should also be lit.

3.2 Configuring the RG300EX (Lite) for connection with the

Internet

Before you can configure the RG300EX (Lite) for a connection with the Internet, you will first need to
connect to the RG300EX (Lite). Follow the instructions below to

connect to the RG300EX (Lite).

1. Turn on your computer.

2. Open your Internet browser (e.g. Internet Explorer, Netscape or Firefox).

=

Internet

Explorer

3. Type ‘http://192.168.0.1" in the address bar.

belp142.168.0. v Hw

4. Press the enter key or click ‘Go to’.

Connect to 192.168.0.1

F2
T

User name: | | = Er |

FPasswaord: | |

[ 1remember my passwaord

L Sk ] [ Cancel ]

5. You will now be asked for a ‘Username’ and a ‘Password’. Fill in ‘admin’ in the ‘Username’ field and
‘admin’ in the ‘Password’ field and press the enter key.
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Connect to 192.168.0.1

B
User name: | £ admin -3 |
Passward: | Y| |

[CIremember my password

[ Ik ] [ Cancel ]

6. The login screen is shown.

N PTST RG300EX Lite

Saetup Imtaermst YWirelaess
T ool Wlizard Wizard

Static IP - Configured - 172.1.1.5
WVersion 5.90

3.3 Determining the connection method

To quickly configure the RG300EX (Lite) for a connection to the Internet through your provider you will
first need to determine which connection method your provider is using (‘DHCP’, *Static IP’, or ‘PPPoE”).
Consult the information you received from your provider or look at.

3.3.1 Configuring the RG300EX (Lite) for a DHCP Internet

For an internet connection using ‘DHCP’ you can use the following steps.
1. Click ‘Internet Wizard’.
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2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||§|[z|

Internet Configuration Wizard
Homy to configure the Internet 7

® Autornatic Internet configuration
Wizard will search Internet connection type autormatically.
DHCP or PPFOE modem can be detected.

) Manual Internet configuration
User should canfigure Internet configuration.

&) Done & Internet

2. Select “‘Manual Internet Configuration’.

2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet...

Internet Configuration Wizard
Howi to configure the Internet 7

) Automatic Internet configuration
WWizard will search Internet connection type automatically.
DHCP or PPPOE modem can he detected.

() Manual Internet configuration
Lser should configure Internet canfiguration.

&] Done 8 Internet

3. Select ‘DHCP Method’.

Page 5 of 52



MSTI RG300EX (Lite)

2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[Z|

Choose one of Internet connection types 7

(*) DHCP method

Cahble, ¥DSL, ADSL and direct LAM service use this method typically
IF address is assigned by DHCP server.

O PPPOE
ADSL service uses this method.
PPFoE protocol will e used.
Lzer D and Passwaord from ISP are needed for this method.

) static IP

IF confiugrations are assigned from ISP statically.
lze the IP address, subnet mask, gateseay and DRSS from |S5P.

[ < Prey ][ Mext » ]

2] Done & Internet
4. Click *Next’.

3 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|rz|

DHCP method
Ilse DHCP protocol to connect internet.

Fecommend to set the MAC address of PC which was connected to internet befare.

& mutomatic MAC clone
(0 Setthe MAC address rmanually
LI L
Setthe MAC address of PC connected to modem before using router.
O Mo MAC clone

[ < Prew ][ Mewt > ]

I;EI Done 8 Internet
5. Click “Next’.
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22 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[Z|

Internet is configuredd.

Configuration Summary

Connection Type Cable modem (DHCP)
MAC Address of Internetdtar) port: 00-24-8C-A7-TA-10

Click 'Save and Close' button to save a current configuration

[ < Prev ][ Save and Cloze

@ Dane 8 Internet

6. Click ‘Save’ and ‘Close’.

3 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|rz|

Save ani Close

Applving & Saving configuration ..
Wizard will he closed by itself

&) Done @ Internet

3.3.2 Configuring the RG300EX (Lite) for a Static Internet connection

If your provider requires you to make a connection by using a Static IP-address, then
use the following steps. (e.g. Speedtouch Home).
1. Click ‘Internet Wizard’.
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2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||§|[Z|

Internet Configuration Wizard
Homy to configure the Internet 7

® Autornatic Internet configuration
Wizard will search Internet connection type autormatically.
DHCP or PPFOE modem can be detected.

) Manual Internet configuration
User should canfigure Internet configuration.

&) Done & Internet

2. Select “‘Manual Internet Configuration’.

2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... : : tad

Internet Configuration Wizard
Howi to configure the Internet 7

) Automatic Internet configuration
WWizard will search Internet connection type automatically.
DHCP or PPPOE modem can he detected.

() Manual Internet configuration
Lser should configure Internet canfiguration.

&] Done 8 Internet

3. Select “Static IP’.

Page 8 of 52



MSTI RG300EX (Lite)

A http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... Z||E|[')__<|

Choose one of Internet connection types 7

) DHCP method

Cable, WDSL, ADSL and direct LAM service use this method typically
IP address is assigned by DHCP server,

O PPPoE

ADSL service uses this method.
FPFoOE protocaol will be used.

Lizer D and Password from ISP are needed for this methaod.

(* static IP

IP confiugrations are assigned from 5P statically.
LIse the IP address, subnet mask, gatesway and DME from [S5P.

[ < Prew ][ Meust » ]

@ Done

& Internet
4. Click “Next’.
=R hitp:/f192.168.0.1 - Internet Configuration Wizard - Microsoft Internet. .. |Z||§||§|
Static IP

Futthe IF address, subnet mask, gateway address and DS from 1SP.

AR 1P I I I I

|
Subnet Mask | ||_ JL _|
Default Gateway | |[ ] I
Primary DNS | L1l I |

Secondary DMNS | [ i [ |

[ < Prev ][ M et » ]
] Done o Internet

5. Fill in the data as provided by your Internet Service Provider.
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=N http:#f192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||:,_|
Static IP

Fut the IF address, subnet mask, gateway address and DMNS from ISP,

WA 1P [172 ][4 [[1 [[4 |
SubretdMask (255 [[o o |[o |
Default Gateway [172 |1 [[1 EN
Primary DS (192 [[168 o |[4 |

|

Secondary DME | I ] I

[ < Prew ][ MHext > ]

&) Done

a Inkernet

6. Click “‘Next’.

22 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |:||:,[g|

Internet is configured.

Configuration Summary

Connection Twpe Static IP
WA P 172.1.1.1
Subnet Mask 255.0.0.0
Default Gateway 172.1.1.2
Primary DS 192.168.0.1
Secondary DMS

Click 'Save and Close' button to save a current configuration

[ < Prew ][ Save and Cloze

2] Done & Internet
7. Click *Save’ and “Close’.
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3 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|rz|

Save ani Close

Applving & Saving configuration ..
Wizard will he closed by itself

&) Done & Internet

3.3.3 Configuring the RG300EX (Lite) for a PPPOE Internet

If your provider requires you to make a connection by using PPPoE (with username and password), then
use the following steps.
1. Click ‘Internet Wizard’.

2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet

Internet Configuration Wizard
Howy to configure the Internet 7

® Automatic Internet configuration
Wizard will search Internet connection type autarmatically.
DHCP or PPFOE modem can be detected.

O Manual Internet configuration
User should canfigure Internet configuration.

&) Done & Internet

2. Select “‘Manual Internet Configuration’.
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2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[E|

Internet Configuration Wizard
Howi to configure the Internet 7

) Automatic Internet configuration

WWizard will search Internet connection type automatically.
DHCP or PPPOE modem can he detected.

() Manual Internet configuration
Lser should configure Internet canfiguration.

&] Done 8 Internet

3. Select ‘PPPoE’.

2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[z|

Choose one of Internet connection types 7

) DHCP method

Cable, ¥DSL, ADSL and direct LAM service use this method typically
IF address is assigned by DHCP server.

® PPPoE
ADSL service uses this method.
PPFoE protocol will be used.
User D and Password from ISP are needed for this method.

O static IP
P confiugrations are assigned from ISP statically.
se the IP address, subnet mask, gatewsay and DRE from 1SF.

[ < Prew ][ Mext =
;El Done & Internet

4, Click “Next’.
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3 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |:||:,[z|

PPPoE
PPPoE Configuration

FPut User D and password from 5P,

UserlD | |

Fassword | |

Ifuser D or passward are last | please contactvour internet semvice provider

[ < Prew ][ MHext »

@ Done

5. Fill in the data as provided by your Internet Service Provider.

& Internet

3 http:/f192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |:||:|[z|

PPPoE
FPPoE Configuration

Fut User D and password from 15P.

UserID | 5226982354@163 od |

Password |llllll| |

Ifuser D or passward are lost, please contact your internet service provider

< Prew ][ Mext »

6. Click “‘Next’.
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2 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[Z|

Internet is configured.

Configuration Summary

Connection Type PPPoE (ADSL})
Lzer D 572698235400 163.0d
Faszsward panias

Click 'Save and Close' button to sawe a current configuration

[ < Prev ][ Save and Cloze

:El Dane ) Internct
7. Click ‘Save and Close’.

3 http://192.168.0.1 - Internet Configuration Wizard - Microsoft Internet... |Z||E|[E|

Save ani Close

Applving & Saving configuration ..
Wizard will he closed by itself

&) Done & Internet

3.4 Securing a wireless network

To avoid having uninvited guests probing your wireless network we strongly recommend securing your
wireless network. There are several security methods which can secure the network at different levels. To
apply a method to your network it is required that all wireless network devices support this method. The
strongest method of security is WPA (WiFi Protected Access). This router also supports the successor of
WHPA, called WPA2. Because there are devices that do not support WPA2, we do not discuss WPA2 in this
manual. If you wish to use WPA security, continue with paragraph 3.4.1 (recommended). If you wish to use
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WEP security, continue with paragraph 3.4.2.

3.4.1 WPA security (recommended)

1. Click “Wireless Wizard’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|[z|

Start wireless wizard

Setupwireless configurtaion with wireless wizard.
Click 'Mext' button to process this wizard.

WarningiWireless wizard may not be processed smoothly Ifyour PCis a wireles station.

@ Dane ) Internct

2. The wizard appears in a pop-up screen. Click ‘Next’.
3 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z||:|rz|

Select Country
Please, choose your country regian.

The channels that are available far use in a padicular country differ according to the regulations
of that country
Select country and then click ™ext' button

| Germary [1 ™ 13] w

[ £ Prew ][ et » ]

I@ Done & Internet

3. Choose you country/region and click ‘Next’.
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A hitp://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|®

Set SSID

S5ID serves to uniguely identify & group of wireless network devices,
sowe recommend that 3510 is not duplicate with other devices.

click 'Check SS10" button to check your S5I0
After SSID check is done, click 'Mext' butoon.
*The same S51D may be availiabe in a paricular case.

SSID |MS] | Check S5ID

[ < Prey ][ Mext » ]

&] Dane 8 Irkernet

4, Click “Next’.

A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|[z|

Confirm the Settings

Canfirtn the fallowings.

Region Germany (1 ~13)
Channel 1
SSID M1

To set up awireless security, click a 'Mext' buttan,

[ < Prev ][ Mext »
@ Done  Internet

5. The RG300EX (Lite) will automatically scan for a suitable wireless channel.

Page 16 of 52




MSTI RG300EX (Lite)

A=3

A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

Wireless Channel Setup
Select a hest channel after searching

After a hest channel is searched, click '™ext' button.
*%ou can also select other channel manually.

Search best channel

(( - ]) Channel number 1 Best channel

1

mﬂ,}) Chamnel number 2 (Avaliable)

U(E-l,}) Chamnel number 3 (Avaliable)

[ < Prew ][ M et >

& Internet

@ Dane

6. Choose ‘WPAPSK” and click ‘Next’.

C X

<2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

Wireless Security Setup
Select'VWireless Cecurity method.

) WEP
A security protocol, specified in the IEEE 802.11 standard, that atternpts to provide a wireless

LAR with & minimal level of security.

) WPAPSKWPA2PSK
WPA implements the majarity of the IEEE 802.11i standard, and was intended as an

intermediate measure to take the place of WEP while 802 111 was prepared.

) No Wireless Security
It can be cracked with readily available software within minutes.

O Heep a current wireless security

[ < Prey ][ MNexst » ]

& Internet

I@ Done

7. Choose ‘TKIP’ and click ‘Next’.
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‘2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|[z|

WPAPSK
Select a crvptography

® THIP

TEIP was designed to replace WEP without replacing legacy hardware.
Itis availahle in mostwireless LAMN card. 1

O RES
[t's more stronger cryptography than TEIP.
[tisn't available in some wireless LAMN card.

Select a cryptography, and then click 'Mext' buttan.

[ < Prey ” Mext ]

Iéhl Mnne W Trbernek

8. Fill in a password in the ‘Network Key’ field (e.g. ‘yournamel’). Do not use any punctuation marks
and make sure the password is at least 8 characters long!

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|rz|

Enter the network key,

Metwark key | |

Confirm the Metawork key| |
Metwark key should be more than 8 characters.

Input a netwark; key, and then click 'Mext' button.

[ < Prev ][ Mext » ]
@ Dane 4 Internet

9. Write down the network name and the chosen password.
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<3 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

Enter the network kKey.

Metwork key ||--||-||| |

Confirm the Metwork HE'}.I'||-|||-|||| |
Metwork key should be mare than 8 characters.

Input a netwaork key, and then click '™Mext' button.

[ < Prew ][ Meust » ]

&) Dore & Internet
10. Click “Next’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:,[z|

Confirm the Settings

Canfirm the followings.

Fegion Germany {1 ~ 13
Channel 13

S5ID MSI_WFPS_A164
Wireless Security WRAPSKANYPAZPSK
Authentication Type TEIP

All configuration walues will be applied in system by clicking a Finish' buttan.

[ < Prew ][Finish]

&) Done @ Internet
11. Click “Finish’.
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| http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z”E'E'

Save and Close

Applving & Saving configuration ..
Wizard will be closed by itself

! @ Cone & Internet

12. The wizard will now save the settings and will close the screen automatically.

Hint: WPA security is supported by Windows 2000 and up (with all updates installed).This security method
is not supported by Windows 98, unless your wireless network adapter software supports WPA. In case you
do not have Windows 2000, XP, Vista or the required software, continue with section 3.4.2.

3.4.2 WEP security

1. Click “Wireless Wizard’.

23 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z”E'E'

Start wireless wizard

Set up wireless canfigurtaion with wireless wizard.
Click '™ext' button to process this wizard.

Warninowireless wizard may not be processed smoothly [Fyour PC s & wireles station.

I@ Done & Internet

2. The wizard appears in a pop-up screen. Click ‘Next’.
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2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer |Z||E|[5__<|

Select Country
Flease, choose yaur country regian.

The channels that are available for use in a padicular country differ according to the regqulations
of that country
Select country and then click 'Mext' button

| Gemary [1713] w

[ < Prew ][ Meut » ]

&] Done & Internet

3. Fill in the desired name for your wireless network in the field ‘SSID’. (Use the ‘Check SSID’ option to
ensure this name is not already in use.)

A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer |:||E|rz|

Set SSID

S8I0 serves to uniquely identify a group of wireless network devices,
sowe recommend that SS10 is not duplicate with other devices.

click 'Check 551D buttan to check your 3510
After 3510 check is done, click 'Mext' butoon.
*The same 331D may be availiabe in a paricular case.

SSID | MSI_wPS_A164 | Check 551D

[ < Prew ][ et =

;El Done & Internet

4. The RG300EX (Lite) will automatically scan for a suitable wireless channel.
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A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

A=
Wireless Channel Setup
Select a hest channel after searching

After 3 hestchannel is searched, click ‘™ext' button.
*You can also select ather channel manually.

({‘i}) Chamnnel number 4 {&valiable)

[ Search best channel

(( & ]) Channel number 5 Best channel

({ﬁ}} Channel number 6 (Avaliable)

[ < Prew ][ MHext =
@Dune

& Internet
5. As a choice, the most suitable wireless channel will appear on your screen.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

S|SIES

Confirm the Settings

Canfirtm the fallowings.

Region Germany (1 ~13
Channel ]
SSID

MSI_WPS_ATE4

To setup awireless security, click a 'Mext' button.

[ < Prew ][ Mext =
@ Done & Internet

6. Choose ‘WEP’ and click ‘Next’.
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23 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z”E'E'

Wireless Security Setup
SelectWireless Cecurity method.

& WEP
A security protocol, specified in the IEEE 802.11 standard, that atternpts to provide a wireless

LAMN with & minimal level of security.

) WPAPSKWPA2PSK
WA implements the majarity of the IEEE 802.11i standard, and was intended as an
intermediate measure to take the place of WEP while 802111 was prepared.

) Mo Wireless Security
It can be cracked with readily available sothware within minutes.

O Keep a current wireless security

[ < Prew ][ Mewut » ]

I@ Done 8 Internet
7. Choose ‘Use a 128 bit key’ and click “‘Next’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||§|rz|

Enter the network key,

Metwark key | |

Confirm the Metawork key| |
Metwark key should be more than 8 characters.

Input a netwark; key, and then click 'Mext' button.

[ < Prew ][ Mewxt » ]

@ Dane 4 Internet

Fill in a password in the field ‘Network Key’. For this WEP key you are only allowed to use numbers
from 0 till 9 and the letters a till f. Do not use any punctuation marks and make sure the password is

exactly 26 characters long.

8. Write down the network name and the chosen password*.
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<3 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

Enter the network kKey.

Metwork key ||--||-||| |

Confirm the Metwork HE'}.I'||-|||-|||| |
Metwork key should be mare than 8 characters.

Input a netwaork key, and then click '™Mext' button.

[ < Prew ][ Meust » ]

&) Dore & Internet
9. Click “Next’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:,[z|

Confirm the Settings

Canfirm the followings.

Fegion Germany {1 ~ 13
Channel 13

S5ID MSI_WFPS_A164
Wireless Security WRAPSKANYPAZPSK
Authentication Type TEIP

All configuration walues will be applied in system by clicking a Finish' buttan.

[ < Prew ][Finish]

&) Done @ Internet
10. Click “Finish’.
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| http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer E||E|FZ|

Save and Close

Applving & Saving configuration ..
Wizard will be closed by itself

! EEI Cone & Internet

The wizard will now save the settings and will close the screen automatically.

3.5 Finishing the installation procedure of your wireless

router

After following chapter 3, you can finish the installation procedure by following the next

steps:

1. Remove the UTP network cable from your computer.

2. Remove the UTP networking cable from the LAN port of your RG300EX (L.ite).

3. Restart your computer.

4. Congratulations! You have properly installed the RG300EX (L.ite).

An explanation how to connect your wireless network using Windows XP and Windows Vista can be found
in chapter 6.0

3.6 Configuration as an Access Point

Install the RG300EX (Lite) as an access point if you have a router or DSL modem router. Make sure that
your Internet browser and your network are well configured when configuring manually. You can assume
that the settings are correct, unless you have changed any of the settings in the past.

Example of RG300EX (Lite) as an Access Point
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3.7 Connecting the RG300EX (Lite)

1. Turn off the computer.

2. Connect the RG300EX (L.ite) to a wall outlet using the supplied power adapter.

3. Connect the supplied UTP network cable to the ‘LAN 4’ port of the RG300EX (Lite).

4. Connect the other end of this UTP network cable to the network adapter of your computer.

Is my RG300EX (Lite) correctly connected to the wall outlet? You can check this by verifying that the

POWER LED is on or not.

Do | have a proper network connection? Turn on the computer and verify if the LED on the RG300EX
(Lite), corresponding with the LAN-port to which you connected the UTP networking cable, is lit. The

LED on the network adapter of your computer should also be lit.

3.8 Configuring the RG300EX (Lite) as an Access Point

Before you can configure the RG300EX (Lite) for an Internet connection you first need to connect to the
RG300EX (Lite) by following the procedure below.

1. Turn on your computer.

2. Open your web browser (e.g. Internet Explorer, Netscape of Firefox).

Internet
Explorer

3. Type *http://192.168.0.1" in the address bar.

belp142.168.0. + Hoo

4. Press the ‘Enter key’ or click ‘Go to’. You will now be asked for a ‘Username’ and a ‘Password’. Fill in
*admin’ in the “‘Username’ field and “admin’ in the *Password’ field and press the enter key.

Connect to 192.168.0.1

User narne: | £ admin - |
Passward: | sesns |
[ ]remember my password
[ OF ] [ Cancel

5. Click *Setup Tool’.

Page 26 of 52



MSTI RG300EX (Lite)

Q

Setup
Tool

6. Click ‘Advanced Setup’ in the left menu.
7. Click ‘Network’ in the left menu.

7 e Stanes

Coond clion Siaius WM pot e et onnecled

Connection Type Elaks P

WWAH P PR R

Sulbrint Mask 158 2552550
DTl O atieiiny 1FE1 02

Pricraary DMS - RL- iR
Tecandary DRE

MAL Addrats 00 1F-CF-50-A1-68

8. Click ‘LAN/DHCP Server’.

[ LANDHCP _

LAM B Setup
LA a2 Jfea Jfo_ 11 ]
Bubnat Mask 255 |[255 Ho 1

[HHCP Serv Selup
DHCP Sesvar =y Stan [y Stop DG S
DHCF B Poot (s e o [z |-z lDes o [z ]
Leags Tl [B64000  |sec
[[] OHCF gerder protection
[[] Emable intemel access anly for FCs allocabted iy DHCP Sened

[HHCP Static Lease Seup
[l Elock MAC address on the lkstwith wiong IF address IE]
[ elock MAC address nat on he list

G

O Static Lease|IPMAC Address) ? BMAC Address in local network

a EER T
[ 192168.0.700.24.8C-A7.7A1D
PC conibetid

9. Select “Stop’ at “DHCP Server’.
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DHCP Server Setup

DHCP Server () Start (%) Stop DME Suffix |
DHCF IP Poal | ] ] ] - | ] ] ]
Lease Time Sec

DHCP server protection
Enable internet access anly for PCs allocated by DHCP Server

DHCP Static Lease Setup
10. Click ‘Apply’ at the right side in the menu ‘DHCP Server’.
LAN/DHCP Server
For changing local IP address, Systern is being reloaded ..
This page will be refreshed within 40 secands by itself
11. Type ‘192.168.0.200” in the ‘LAN IP address’ field.
12. Type “255.255.255.0” in the ‘Subnet mask’ field.
13. Click the button ‘Apply & Restart’.
LAN/DHCP Server
LAN IP Setup
LAMN IP 192 |18 ([0 /1
Subnet Mask 2hh (255 ||285 (/O
[ Apply & Restart ]

Note! If you wish to log in to your RG300EX (Lite) at a later point in time, you must assign a fixed IP-

address to your computer.
1. Click “Start’.

Vi start

2. Double click ‘Network Connections’.
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Programs
Dacuments

Settings
. Connections pos Local Area Connection
Search

L
':_LQ Printers and Faxes

Help and Support a Taskbar and Start Menu

Run...

Log OFf Adminiskrakar, ..

Windows XP Professional

Turn OFF Cormputer, .

3. Right click the appropriate "LAN Connection’

—+ Local Area Connection Status

General | Suppgrtl
Caonnection
Status: Connected
Cruration: 174712
Speed: 100.0 Mbps
Achivity
Sent —— = Received
e
FPackets: 38.582 | 9.632
[ Properties ] [ Dizable ]

4. Click ‘Properties’.
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-4 lLocal Area Connection Properties

General | Advanced |

Connect using:

E8 FRealtek RTLS102E Famiy POIE Fast | [ Comfigure |

Thizs connection uzes the following iterns:

= -~
.@ File arnd Printer Sharing for Microzoft Networks A0
g QoS Packet Scheduler
= Ralink RAP! Protocal Diriver b
< | >
[ Inztall.... ] [ Uninstall ] [ Properties
Drescnphion
Allows your computer o access resources on a Microsaft
nebwork.

[7] Show icon in notification area when connected
Matify me when this connection hag limited or ho connectivity

Ok ] [ Cancel

5. Select ‘Internet-protocol (TCP/IP)’.

—4 Local Area Connection Properties

General | Advanced |

Connect using:
| E8 Fealtek RTLE102E Family FCI-E Fast |

Thiz connection uzes the following iterns:

= Ralink RAPI Protocol Diriver e
S AEGIS Protocol [IEEE 802151 +3.7.5.0
Intermnet Pratocal [TCPAP] L3
s
24 | =5
[ Iztall. .. ] Uninztall [ Properties ]

Drezcription

Transmigzion Contral Protocol/lntermet Protocol. The default
wide area network pratocol that provides cormmunication
acrozs diverse interconnected netwaorks.

[] Show icor in notification area when connected
Muatify me when thiz connection has limited or no connectivity

[ Ok ] [ Cancel ]

6. Click ‘Properties’.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Yau can get IP zettings azsigned autarmatically if your netwark, supparts
thiz capability. Otherwize, you need to azk yaur network, administrator for
the appropnate P sethings.

() Obtain an IP addrezs autaratically
{7 Use the follawing IP address:

(%) Obtain DMS server address automatically
() Use the follawing DMS server addresses:

[ ak. H Canicel ]

7. Select ‘Use the following IP Address’.

8. Enter “192.168.0.25” in the ‘IP Address’ field.

9. Enter ‘255.255.255.0” in the ‘Subnet mask’ field.
10. Click ‘OK’.
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Internet Protocol (TCPSIP) Properties

General

You can get [P zettingz assigned automatically if your nebwork, supports
thiz capability. Othenwize, you need to azgk your network, adminiztrator for
the appropriate [P settings.

("3 Obtain an IP addrezs autamatically
{(®) Use the following IP address:

IP address: | 192.168. 0 . 25 |
Subriet mask: | 255 .255.255 . 0 |
Default gateway: | 192.168. 0 . 1 |

{(#) Use the follawing DNS server addresses:
Freferred DMS server | . . . |

Alternate DMS zerver | : : : |

[ OF. H Cancel ]

11 . Enter “http://192.168.0.200’ in the address bar to log in to the RG300EX (Lite).

3.9 Securing a wireless network

To avoid having uninvited guests probing your wireless network we strongly recommend securing your
wireless network. There are several security methods which can secure the network at different levels. To
apply a method to your network it is required that all wireless network devices support this method. The
strongest method of security is WPA (WiFi Protected Access).This router also support the successor of
WHPA, called WPA2. Because there are devices that do not support WPA2, we do not discuss WPA2 in this
manual.

3.9.1 WEP security

1. Click “Wireless Wizard’.
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2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||:|[z|

Start wireless wizard

Setupwireless configurtaion with wireless wizard.
Click 'Mext' button to process this wizard.

WarningiWireless wizard may not be processed smoothly Ifyour PCis a wireles station.

&] Dore ® Internet
2. The wizard appears in a pop-up screen. Click ‘Next’.
A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z||:|rz|

Select Country
Please, choose your country regian.

The channels that are available far use in a padicular country differ according to the regulations
ofthat country

Select country and then click ™ext' button

| Germary [1 7~ 13] W

[ < Praw ][ et > ]

I@ Done

ﬁ Internet

3. Fill in the desired name for your wireless network in the field ‘SSID’. (Use the ‘Check SSID’ option to
ensure this name is not already in use.)
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A http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z||§|[z|

Set SSID

S8I0 serves to uniquely identify a group of wireless network devices,
sowe recommend that SS10 is not duplicate with other devices.

click 'Check 551D buttan to check your 3510
After 3510 check is done, click 'Mext' butoon.
*The same 331D may be availiabe in a paricular case.

SSID | MSI_wPS_A164 | Check 551D

[ < Prew ][ et =

@ Done & Internet

4. The RG300EX (Lite) will automatically scan for a suitable wireless channel.
As a choice, the most suitable wireless channel will appear on your screen.

22 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z||E|[g|

Wireless Channel Setup
Select a hest channel after searching

After 3 hestchannel is searched, click ‘™ext' button.
*You can also select ather channel manually. [ Search best channel

mi-l,:,) Chamnnel number 4 {&valiable)

(( & ]) Channel number 5 Best channel

({i}} Channel number 6 (Avaliable)

[ < Prew ][ MHext =

&] Done 8 Internet

5. Choose ‘WEP’ and click ‘Next’.
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23 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer Z”E'E'

Wireless Security Setup
SelectWireless Cecurity method.

& WEP
A security protocol, specified in the IEEE 802.11 standard, that atternpts to provide a wireless

LAMN with & minimal level of security.

) WPAPSKWPA2PSK
WA implements the majarity of the IEEE 802.11i standard, and was intended as an
intermediate measure to take the place of WEP while 802111 was prepared.

) Mo Wireless Security
It can be cracked with readily available sothware within minutes.

O Keep a current wireless security

[ < Prew ][ Mewut » ]

I@ Done 8 Internet
6. Choose ‘Use a 128 bit key’ and click “‘Next’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :||§|rz|

Enter the network key,

Metwark key | |

Confirm the Metawork key| |
Metwark key should be more than 8 characters.

Input a netwark; key, and then click 'Mext' button.

[ < Prew ][ Mewxt » ]

@ Dane 4 Internet

Fill in a password in the field ‘Network Key’. For this WEP key you are only allowed to use numbers
from 0 till 9 and the letters a till f. Do not use any punctuation marks and make sure the password is

exactly 26 characters long.

7. Write down the network name and the chosen password**,
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<3 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer

Enter the network kKey.

Metwork key ||--||-||| |

Confirm the Metwork HE'}.I'||-|||-|||| |
Metwork key should be mare than 8 characters.

Input a netwaork key, and then click '™Mext' button.

[ < Prew ][ Meust » ]

&) Dore & Internet
8. Click “Next’.

2 http://192.168.0.1 - Wireless Wizard - Microsoft Internet Explorer :”:,E|

Confirm the Settings

Canfirm the followings.

Fegion Germany {1 ~ 13
Channel 13

S5ID MSI_WFPS_A164
Wireless Security WRAPSKANYPAZPSK
Authentication Type TEIP

All configuration walues will be applied in system by clicking a Finish' buttan.

[ < Prew ][Finish]

&) Done @ Internet

9. Click “Finish’.
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.} http://192.16B.0.1 - Wireless Wizard - Microsoft Internet Explorer

Save and Close

Applving & Saving configuration ..
Wizard will be closed by itself

! EEI Cone & Internet

The wizard will now save the settings and will close the screen automatically.

Finishing the installation procedure of your Access Point
After following chapter 4, you can finish the installation procedure:
1. Remove the UTP network cable from your computer.
2. Remove the UTP networking cable from the LAN port of your RG300EX (Lite).
3. Restart your computer.
4. Congratulations! You have now properly installed the RG300EX (Lite).
An explanation how to connect your wireless network using Windows XP and
Windows Vista can be found in chapter

4.0 Configuring the RG300EX (Lite) as a sighal booster

Do you already have a wireless network and do you like to increase the range of the wireless signal? Then
connect the RG300EX (Lite) as a signal booster. In order to realize this, several settings of your signal
booster (2) and of your wireless router / access point (1) must be modified.

A 2nd RG300EX (Lite) as signal repeater

4.1 Connecting the RG300EX (Lite) signal booster (2)

1. Turn off your computer.

2. Connect the RG300EX (Lite) to a wall outlet using the supplied power adapter.

3. Connect the supplied UTP network cable to the ‘LAN 1’ port of the RG300EX (Lite).

4. Connect the other end of the UTP network cable to the network adapter of your computer.

Is my RG300EX (Lite) correctly connected to the wall outlet? You can check this by verifying that the
POWER LED is on.
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4.2 Configuring the RG300EX (Lite) signal booster (2)

1. Turn on your computer.
2. Open your internet browser (e.g. Internet Explorer, Netscape of Firefox).

3. Type *http://192.168.0.1" in the address bar.

Abbess|  DatpelT190.168.0.0 il

4. You will now be asked for a “‘Username’ and a ‘Password’. Fill in ‘admin’ in the ‘Username’ field and
‘admin’ in the *‘Password’ field and press the enter key.

Connect to 192.168.0.1

fﬁ

Iser name: | £ admin w |

Password: | | |

[ Iremember my passward

L 0] 4 ] [ Cancel

5. The login screen is shown.

Setup Intaernat Wirelazs
Tool Wizard Wizard

Static IP - Configured - 172.1.1.5
Version 5.90 L

6. Click ‘Network’ in the left menu.
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= & Advandad SR
W Rl dl]
Indirfial ShEuh
LA SkEhan
Infarnel S&hap
| LARITDHC P SersEr

7. Click ‘LAN/DHCP Server’.

LAN/DHCP Server

LAN IP Setup
LAM 1P 192 |18 ([0 1
Subnet Mask 285 |25 255 |0
[ Apply & Restart ]
8. Select “Stop’ at ‘DHCP Server’.
DHCP Server Setup

DHCP Server () Start (%) Stop DME Suffix |
DHCP IP Paol 5z [ies o | ~ 192 figs Jo |
Leaze Time Sec

DHCP server protection

Enable internet access anly for PCs allocated by DHCP Server

DHCP Static Lease Setup

9. Click ‘Apply’ at the right side in the menu ‘DHCP Server’.

10. Type “192.168.0.200’ in the ‘LAN IP address’ field.

11. Type ‘255.255.255.0” in the ‘Subnet mask’ field.

12. Click the button ‘Apply & Restart’.

Note! If you wish to log in to your RG300EX (Lite) at a later point in time, you must assign a fixed IP
address to your computer.

1. Click “Start’.

' Start

2. Double click ‘Network Connections’.
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Programs
Dacuments
Settings

/_) Search L&
':_LQ Printers and Faxes

| Help and Support a Taskbar and Start Menu

= . Connections pos Local Area Connection

Run...

Log OFf Adminiskrakar, ..

Windows XP Professional

@ Turn OFF Cormputer, .

3. Right click the appropriate ’LAN Connection’.

i Local Area Connection Status

General Support|
Connection
Status: Connected
Diuration: 174712
Speed: 100.0 Mbps
Actinitiy
Sent —— —— HReceived
Fackets: 38.582 | 9,632
[ Froperties ] [ Dizable ]

4. Click ‘Properties’.
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-4 lLocal Area Connection Properties

General | Advanced |

Connect using:

E8 FRealtek RTLS102E Famiy POIE Fast | [ Comfigure |

Thizs connection uzes the following iterns:

= -~
.@ File arnd Printer Sharing for Microzoft Networks A0
g QoS Packet Scheduler
= Ralink RAP! Protocal Diriver b
< | >
[ Inztall.... ] [ Uninstall ] [ Properties
Drescnphion
Allows your computer o access resources on a Microsaft
nebwork.

[7] Show icon in notification area when connected
Matify me when this connection hag limited or ho connectivity

Ok ] [ Cancel

5. Select ‘Internet-protocol (TCP/IP)’.

—4 Local Area Connection Properties

General | Advanced |

Connect using:
| E8 Fealtek RTLE102E Family FCI-E Fast |

Thiz connection uzes the following iterns:

= Ralink RAPI Protocol Diriver e
S AEGIS Protocol [IEEE 802151 +3.7.5.0
Intermnet Pratocal [TCPAP] L3
s
24 | =5
[ Iztall. .. ] Uninztall [ Properties ]

Drezcription

Transmigzion Contral Protocol/lntermet Protocol. The default
wide area network pratocol that provides cormmunication
acrozs diverse interconnected netwaorks.

[] Show icor in notification area when connected
Muatify me when thiz connection has limited or no connectivity

[ Ok ] [ Cancel ]

6. Click ‘Properties’.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Yau can get IP zettings azsigned autarmatically if your netwark, supparts
thiz capability. Otherwize, you need to azk yaur network, administrator for
the appropnate P sethings.

() Obtain an IP addrezs autaratically
{7 Use the follawing IP address:

(%) Obtain DMS server address automatically
() Use the follawing DMS server addresses:

[ ak. H Canicel ]

7. Select ‘Use the following IP Address’.

8. Enter “192.168.0.25” in the ‘IP Address’ field.

9. Enter ‘255.255.255.0” in the ‘Subnet mask’ field.
10. Click ‘OK’.
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Internet Protocol (TEP/IP) Properties @E
General

You can get [P zettingz assigned automatically if your nebwork, supports
thiz capability. Othenwize, you need to azgk your network, adminiztrator for
the appropriate [P settings.

("3 Obtain an IP addrezs autamatically
{(®) Use the following IP address:

IP address: | 192.168. 0 . 25 |
Subriet mask: | 255 .255.255 . 0 |
Default gateway: | 192.168. 0 . 1 |

{(#) Use the follawing DNS server addresses:
Freferred DMS server | . . . |

Alternate DMS zerver | : : : |

[ OF. H Cancel ]

11. Enter *http://192.168.0.200 in the address bar to log in to the RG300EX (Lite).

4.3Configuring your wireless router (1)

When configuring the router and its security (paragraph 5.5), we assume you will be using the RG300EX
(Lite) as a wireless router. Make sure your wireless router is connected to your computer using a UTP

network cable.

1. Open your web browser (e.g. Internet Explorer, Opera or Firefox).

2. Type *http://192.168.0.1" in the address bar.

3. Press the “Enter’ key or click ‘Go to’.

4. You will now be asked for a ‘Username’ and a ‘Password’. Fill in ‘admin” in the ‘Username’ field and

‘admin’ in the ‘Password’ field and press the enter key.

5. The login screen is shown.

6. Click ‘Wireless Wizard’.

7. The wizard appears in a pop-up screen. Click ‘Next’.

8. Choose you country/region and click ‘Next’.

9. Fill in the desired name for your wireless network in the field ‘SSID’. (Use the ‘Check SSID’ option to

ensure this name is not already in use.)

10. Click “Next’.

11. The RG300EX (Lite) will automatically scan for a suitable wireless channel.

12. As a choice, the most suitable wireless channel will appear on your screen.

13. Select the same channel you have chosen for your signal booster.
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14. Click ‘Next’.

15. You will see a brief summary with the settings you have made so far. Click ‘Next’ to continue.
16. Choose ‘WPAPSK” and click ‘Next’.

17. Choose “TKIP’ and click ‘Next’.

18. Fill in the same password in the field ‘Network Key’ you have chosen for your signal booster.
19. Click ‘Next’.

20. Click “Finish’.

21. The wizard will now save the settings and will close the screen automatically.

4.4 Connecting your wireless router with the signal booster
(2)

If you have followed the previous steps, then you have filled in the following:

- The signal booster (2) has the following IP-address: *192.168.0.200°.

- The wireless router has the following IP-address: ‘192.168.0.1".

- Both devices are using the WPA protocol and are both using the same security key.

- Both devices are using the same channel.

- The SSID does not need to be the same (e.g. ‘Upstairs’ and ‘Downstairs’).

Both devices must be set up in order to connect to each other. We will begin setting up your wireless
router .

1. Connect the wireless router and the signal booster to each other using the following steps: Connect a
network cable to LAN4 of the wireless router. Connect the other end of the network cable to LAN4 of the
signal booster.

2. Connect a computer using a network cable to LAN port 1 of the wireless router.

3. Turn on your wireless router and the signal booster.

4. Turn on your computer.

5. Open your web browser (e.g. Internet Explorer, Netscape or Firefox).

6. Type “http://192.168.0.1" in the address bar.
P19, 1680, ¥ ﬂﬁn

7. Click “Setup Tool’.

Setup
Tool

8. Click ‘Advanced Setup’ in the left menu.
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= Advanted Seup
S
[ LAM Satun
7 Infarnal Sehap
[ LANDHCP Server

9. Click “Wireless’ in the left menu.

© Wireless Status

Wi eless Confim dion

Habis AF Mode - Running
EEID e bwom Name) MESI_WFE_AL G4
Mada BOMN

Faghon Gearnany

Channed B

SEID oadcmabing Running
AAhenscation WiFAF SN AZP S
Encryplion TIPIAES

MAC Authianlication Accapl an

Wirsless MAC Address O0-1F-CF-50-A1-64

Wil ss Ml Bridge Statis

Status Stopped
SEI0Matwiork Mama)
Wireless Gtatus Stopped
W ebe s s Shation Status.
MAC Address Link: Rate R Packals T Packals LLsisd Tirms

10. Click “WDS Setup’ in the left menu.

Dwssw

AP's BSSID Description
- -] | |
Max number of AP iz 4. Add

AP's BSEID Deseription

11. Click ‘Search AP’ in the right screen.

DOwossemp
AP's BSSID Description

-] | |

Max number of AF is 4.

-
[l
(=l

AP's BSSID Description
1 00-0BE-E8-12-12-12

0 (g

12. A screen appears. A summary of found wireless networks will be displayed.
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2 http://192.168.0.1 - MSI RG300EX Lite - Microsoft Internet Exp... [ |[T1][X]

( }) rASI Signal power- 5%
ﬁ (Channel - 00-08-9F-28-C8-27)
Wireless network without security
G }) RS3I0O0EX Lites Signal power- 86%
ﬁ (Channel 1- 00-0E-E8-64-07-56)
Wireless network without security
Double click a AP row or click 'Select AP button Select AP
& Done  Internet
€l

13. Double-click with the left mouse button on the name (SSID) of the signal booster.
14. Click ‘OK’.
15. Click ‘Add’ in the right screen.
16. Click “Save’ at the top of the right screen.
17. Click ‘OK’ to save the settings.
18. Close the window.
Completing the installation of the signal booster
1. Type ‘http://192.168.0.200’ in the address bar to connect to the signal booster.
2. Click “Setup Tool’.
3. Click ‘Advanced Setup’ in the left menu.
4. Click “Wireless’ in the left menu.
5. Click ‘WDS Setup’ in the left menu.
6. Click ‘Search AP’ in the right screen.
7. A screen appears. A summary of found wireless networks will be displayed.
8. Double-click with the left mouse button on the name (SSID) of your wireless router.
9. Click ‘OK’.
10. Click ‘Add’ in the right screen.
11. Click ‘Save’ at the top of the right screen.
12. Click ‘OK’ to save the settings.
13. Now remove the network cable between both the wireless router and signal booster.
14. You have now completed the settings. You can now place the signal booster to the location where the
wireless signal was weak.
Hint: To make sure there is a wireless connection between both devices, you can try to connect to both
devices with the still connected computer. If correct, you can still access both devices on their web pages.
If this does not work, you can repeat the steps shown in chapter 6.
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5.0 Configuring the wireless network on your computer

Now that the router has been secured, you will need to configure the computer itself so it can recognize
your secured wireless network and will be able to make a connection. Windows XP and Windows Vista are
at this moment the most commonly used operating systems. We will now explain how to set up a wireless
connection using these operating systems.

5.1 Configuring a wireless network using Windows XP

To realize a wireless connection using Windows XP you will need to follow the steps below:

1. Turn on your computer.

2. Click “Start’.

3. Click “Control Panel’.

4. Click "Network Connections’.

5. You should now be able to see your wireless adapter. Right click this adapter.

6. Click “View available wireless networks’. A list of available networks will now be shown.

7. Select your own wireless network from this list.

8. After clicking “‘Connect’ your computer will warn you that this network is secured and that a network
key is required.

9. Enter the network key and click ‘Connect’.

10. If the key was entered correctly, Windows will state that the network has been connected. You are now
online.

5.2 Configuring a wireless network using Windows Vista

To realize a wireless connection using Windows Vista you will need to follow the steps
below:

. Click “Start’.

. Click “Control Panel’.

. Click “Network and Internet’.

. Click ‘Network and Sharing Centre’.

. Click “‘Manage wireless networks’ in the left menu.

. Click ‘Add’.

. Select ‘Add a network that is in range of this computer’ in the next screen.

. Select your own network.

. Click “Connect’.

10. Your computer will display the following message: ‘Type the network security key
or passphrase for your network’. Enter your security key.

11. Click *‘Connect’. If you have correctly entered your security key, your computer
will be wirelessly connected and you are online.

© 00O N O O B W DN P

Page 47 of 52



MSTI RG300EX (Lite)

6.0 Firewall & QoS settings

The RG300EX (Lite) is equipped with an advanced firewall. This firewall allows you to open ports,
allowing certain programs to gain access to the Internet. You can open these ports using the function ‘Port
Forwarding’.

In some cases you will want to block access to the Internet. If, for instance, you have children, you may
want to block some explicit websites. You can do this using the built-in URL filtering method.

Hint: For your own security the Firewall is enabled by default. We do however advise you to also use a
virus scanner and always keep it up to date.

6.1 Port Forwarding

1. Open your web browser (e.g. Internet Explorer, Netscape or Firefox).

2. Type “http://192.168.0.1" in the address bar.

belp142.168.0. v Hw

3. Press the enter key or click ‘Go to’.

Connect to 192.168.0.1

AR

User name: | L % - |

FPasswaord: | |

[ 1remember my passwaord

[ ik ] [ Cancel ]

4. You will now be asked for a “‘Username’ and a ‘Password’. Fill in ‘admin’ in the
‘Username’ field and ‘admin’ in the ‘Password’ field and press the ‘Enter’ key.
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Connect to 192.168.0.1

Ei

User name: | £ admin -3 |

Passward: | Y| |

[CIremember my password

L Ik J [ Cancel ]

5. The login screen is shown.

I?PSF RG300EX L

NEO

Satup Internat Wirelaas
Taol Wizard Wizard

Static IP - Configured - 172.1.1.4
Version 5.90

6. Click “Setup Tool’.

bt

Setup
Tool

7. Click ‘Advanced Setup’ in the left menu.

= L Aadeanod Selup
=1

AR Skt
Infernal Sehap
LAMDHCP Seraer

8. Click ‘Port Forwarding’ bellow ‘NAT/Routing’ in the left menu.
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Port Forwarding

Rule Type Izer Defined w Rule Mame
LM [P 192 ||168 [0
[]5etconnected PC's IP address(192.168.0.3)
External
Protocal TCP » Port - Internal Paort -
Max number of rule is 60, Add

The lower number, the higher priarity.
To modify a rule, click the name of rule.

Fule Mame Forwarding IP Froto  External Port Internal Port

O O

9. In the field ‘LAN IP-address you can fill in the IP-address of the computer for which you want to open
the specific ports.

Port Forwarding

Rule Type zer Defined w Rule Mame
LM [P 192 (168 |0
[]Setconnected PC's IP address(192.168.0.3)
External
Protacol TCP » Port ~ Internal Port ~
Max number afrule is 60, Add

The lower number, the higher priority.
To modify a rule, click the name of rule.

3]

Rule Mame Forwarding IP Proto  External Port Internal Port
] Fi

1 lilin 182.168.012 tcp a0-g0 ao-g0 ]

10. Select the correct protocol in the ‘Protocol’ field.

11. Fill in the necessary ports at the ‘External port’ field. Fill in the start or begin port in the first field. In
the second field you can fill in the end port. In case you only need to open one ports, you can fill in the
same port number in both fields.

12. Fill in the same port number in the ’Internal Port’ field.

13. Fill in a name in the ‘Rule Name’ field. For Example: Fill in the name of the application or game you
want to open these ports for.

14. Click ‘Add’ to save the settings.

6.2 Setting up QoS
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Thanks to QoS (Quality Of Service) you can make sure that a specific program or computer gets priority
above other programs. By using this feature, you are certain that you will not get ‘lag’ in games of hitches
during video playback, in case one of the computers starts to download. Setting up Qos differs per situation.
Therefore we will explain how to setup Qos in a general way.

1. Open your internet browser (e.g. Internet Explorer, Netscape or Firefox).

2. Type ‘http://192.168.0.1" in the address bar.

3. Press the enter key or click ‘Go to’.

4. You will now be asked for a ‘Username’ and a ‘Password’. Fill in ‘admin’ in the ‘Username’ field and
‘admin’ in the ‘Password’ field and press the ‘Enter’ key.

5. The login screen is shown

6. Click ‘Setup Tool’.

7. Click ‘Advanced Setup’ in the left menu.

8. Click “Traffic’.

LLIT.
Hast Scan

= ,a'
QoS Setup
Coannection Inla
Connection Condnal
‘Wired Port Setup

9. Click ‘QoS Setup’.

QoS Setup

oS Basic Setip

Operatian T Stard & gtep
internet Type Uloest (Desfred w
Drovwmioad ] Kbps [ Upligad 0 Klps [
| W,’J
oS Fule Setup
(=} User defined Rule ) Predefined Rule
Mode Mie Ll w Dovwmload ] Kbps w Upload |0 Kbps
P & ez eg Lo « 192 &8 || [ Bandwsdth Per IF (BPR
3 Twin IP
Probacal e w Extemal Pard -
(et ]
&) W Limi ) Min, Guarantee
&3
IP Condition Mada Downiload  Upload -

10. Place a mark at the option “Start’ at the right screen.
11. Fill in the speeds of your internet connection at ‘Download and Upload’. If you do not know these
speeds look at the yellow “Hint’ field for a brief explanation.
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Cannection Info

|
Total Conmclica bl o
Rx Packels Rx Blas
Currentax {6 M8197)
Ti Packeis Tu Brytérs
T5 95 9 KB
1960 1480 KB
Connection ido ey B
R ket Fx
13 Cannaclion infa e s
Ts Packets Tx Byt
192.168.0.7 = 15 960 KB
I [Gie]
1CCEBRADETA) 1984 1480 KB

12. Click ‘Apply’ to activate these basic settings.

Hint: If you do not exactly know the speed of your internet connection, please contact your Internet
Service Provider. Your provider will usually speak in term of MB. This value is in Mbite. 1 MB=1024 Kbit.
You can use both values in the webpage of the router.

To set up a rule, use the following steps:

1. Choose “User Defined’ at the ‘QoS Setup’ field’.

2. Choose ‘Max Limit’ to set the maximum speed limit.

3. Choose ‘Min Guarantee’ to set a minimal guaranteed speed.

4. Fill in a value in the ‘Download’ and “‘Upload’ field.

5. Fill in the IP-address or IP-area in the ‘IP’ field for which this rule is applied.

6. Fill in the protocol in the ‘Protocol’ field. (If unknown, leave this field empty.)

7. Fill in the port numbers at the ‘External Port’ field. (If unknown, leave this field

empty.)

8. Click ‘Apply’ to add this rule.
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