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About This Guide

This guide provides information on registering and installing your SonicWALL Internet Security
appliance. Three common network configurations, Network Address Translation (NAT), NAT
with PPPoE, and NAT with DHCP Client, and are described as part of the installation process.
For more detailed information on other network settings, consult your SonicWALL Product
Family manual for complete details.

The chapters in this guide are summarized as follows:

Quick Start Guide, if you have previous network experience and are familiar with getting
connected to the Internet, then the Quick Start Guide provides abbreviated instructions on
configuring your SonicWALL to access the Internet. If, at any time during the installation, you
require assistance, refer to the following chapters for more information.

Chapter 1, Introduction, describes the contents of the package and has an overview of the
configuration process.

Chapter 2, Performing the Initial Configuration, describes the three most common ways
of configuring your SonicWALL for use as a firewall on your network

Chapter 3, Registering Your SonicWALL, describes the process of registering your
SonicWALL appliance on the MysonicWALL.com web site. You should register your SonicWALL,
any services, and upgrades before installing it to access technical support, if necessary, during
installation.

Chapter 4, Hardware Description, has descriptions of all SonicWALL products. There are
both front and back descriptions of the hardware.

Chapter 5, Troubleshooting, provides solutions to problems you may encounter while
configuring your SonicWALL.

Chapter 6, Support, outlines the support packages available from SonicWALL.

Copyright Notice
© 2002 SonicWALL, Inc. All rights reserved.

Under the copyright laws, this manual or the software described within, can not be copied, in
whole or part, without the written consent of the manufacturer, except in the normal use of the
software to make a backup copy. The same proprietary and copyright notices must be affixed
to any permitted copies as were affixed to the original. This exception does not allow copies to
be made for others, whether or not sold, but all of the material purchased (with all backup
copies) can be sold, given, or loaned to another person. Under the law, copying includes
translating into another language or format.

SonicWALL is a registered trademark of SonicWALL, Inc.

Other product and company names mentioned herein can be trademarks and/or registered
trademarks of their respective companies.

Specifications and descriptions subject to change without notice.

SonicWALL Installtion Guide Page 3



LIMITED WARRANTY

SonicWALL, Inc. warrants the SonicWALL Internet Security Appliance (the Product) for one (1)
year from the date of purchase against defects in materials and workmanship. If there is a
defect in the hardware, SonicWALL will replace the product at no charge, provided that it is
returned to SonicWALL with transportation charges prepaid. A Return Materials Authorization
(RMA) number must be displayed on the outside of the package for the product being returned
for replacement or the product will be refused. The RMA number can be obtained by calling
SonicWALL Customer Service between the hours of 8:30 AM and 5:30 PM Pacific Standard
Time, Monday through Friday.

Phone:(408) 752-7819
Fax:(408) 745-9300
Web: <http://www.sonicwall.com/support>

This warranty does not apply if the Product has been damaged by accident, abuse, misuse, or
misapplication or has been modified without the written permission of SonicWALL.

In no event shall SonicWALL, Inc. or its suppliers be liable for any damages whatsoever
(including, without limitation, damages for loss of profits, business interruption, loss of
information, or other pecuniary loss) arising out of the use of or inability to use the Product.

Some states do not allow the exclusion or limitation of implied warranties or liability for
incidental or consequential damages, so the above limitation or exclusion can not apply to you.
Where liability can not be limited under applicable law, the SonicWALL liability shall be limited
to the amount you paid for the Product. This warranty gives you specific legal rights, and you
can have other rights which vary from state to state.

By using this Product, you agree to these limitations of liability.

THIS WARRANTY AND THE REMEDIES SET FORTH ABOVE ARE EXCLUSIVE AND IN
LIEU OF ALL OTHER WARRANTIES, ORAL OR WRITTEN, EXPRESS OR IMPLIED.

No dealer, agent, or employee of SonicWALL is authorized to make any extension or addition
to this warranty.
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Quick Start Installation Guide

Thank you for purchasing a SonicWALL Internet security appliance. The SonicWALL acts as a
secure barrier between your private LAN and the public Internet (WAN) to protect your network
from security threats on the Internet.

If you are currently familiar with firewalls or networking equipment, the QuickStart Guide
provides instructions to establish connectivity between your network and the Internet using the
SonicWALL. If you are new to networks and the Internet, begin the installation process on page
17.

Note: This guide covers initial installation instructions for all SonicWALL Internet security
appliances. The instructions are the same for all hardware models.

Below are rear panel descriptions for each SonicWALL hardware platform. The SonicWALL TELE3
and SOHO3 models have a LAN port and WAN port. The PRO 100, PRO 200, and the PRO 300
have a LAN port, a WAN port, and a DMZ port. The QuickStart Guide covers only the LAN port
and the WAN port. For information on the DMZ port, please refer to your SonicWALL manual.

SonicWALL Tele3 and SOHO3

Port Port Port Input

SonicWALL PRO 100

LAN
Port Port Port Port Input
SonicWALL PRO 200
and 300

LAN DMz WAN CLI 110/220V
Port Port Port Port Power Input
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Check Package Contents

One SonicWALL Internet security appliance

e One SonicWALL Installation Guide

e One SonicWALL Manual

e One SonicWALL CD

e One Ethernet cable

e One Crossover cable (labeled “Crossover™)

e One 5 Volt DC power supply (SonicWALL TELE3, SOHO3, and PRO 100 models)
_or_

e One power cable (SonicWALL PRO 200 and PRO 300; US only)

If any items are missing from your package, contact SonicWALL, Inc. immediately.
Web: <http://www.sonicwall.com/support/>
Phone: (408) 745-9600

SON,I;CVUV'NAW‘ ‘‘‘‘‘‘

/S‘N/m’\
SonicWALL Manual CDh Ethernet Cable (gray)
Crossover Cable (red) Power Supply* Power Cable*

*Note: Your actual power supply may vary from the pictures above. This does not affect functionality of the part.
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Installing the SonicWALL

Before you begin your SonicWALL installation, contact your ISP and obtain your Internet
connection information. Enter this information into Section 4. Next, place your SonicWALL on a
hard, flat surface near your cable modem, DSL modem, or Internet router.

Note.: SonicWALL PRO 100, PRO 200, and PRO 300 front and rear panel views are different from
the SOHOS3 pictured below. The same installation instructions, however, apply to all models.

e Apply Power to the SonicWALL
If you are installing a TELE3, SOHO3, or PRO 100, attach the power supply to the power

cord. Plug the power input into the SonicWALL and the other end into a power outlet.

If you are installing a PRO 200 or PRO 300, attach the power cable to the power input of
the SonicWALL, and plug the other end into an AC power outlet. Use the power switch to
turn on the SonicWALL.

b

o 1 T s

LAN

Connect the SonicWALL to the Internet
Connect the SonicWALL WAN port to your cable modem, DSL modem, or Internet
router using the red crossover cable. The Link LED should light up indicating a
connection. If it does not light, use the grey Ethernet cable to establish a connection.
The two cables can be interchanged without damage to the SonicWALL or your
computer.
Connect the SonicWALL to Your Network
Connect the grey Ethernet cable to the SonicWALL LAN port. Connect the other end
to your computer at the network port. The LAN link LED should light up indicating a
connection. If the Link LED does not light, try the red crossover cable.
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Check Link LEDs

If a Link LED does not light after connecting a cable, try connecting the ports using the

e other cable in the box. For instance, if you used the red Crossover cable to connect the
WAN port to the cable modem, DSL modem, or your Internet router and the Link LED
does not light, try connecting the grey Ethernet cable to the ports.

WAN Link LED LAN Link LED Test LED

The SonicWALL Test LED stays lit when the SonicWALL is powered on initially. It stays lit
while the SonicWALL performs a series of diagnostic tests.

Network Addressing Information

In order to continue the installation of your SonicWALL, you need to obtain IP
addressing information from your Internet Service Provider (ISP). The information is
required to connect to the Internet.

ISP Contact Information
Telephone Number, if contact by phone or e-mail address if you
contact your ISP via e-mail

You will use one of the following connection types to connect to the Internet:

Static IP Address NAT with PPPoE NAT with DHCP
IP Address User Name: Host Name:
Subnet Mask Password: MAC Address (SonicWALL Serial
Number):

Default Gateway:

DNS Address: Domain Suffix:
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e Setting Up Your Management Station

You can manage your SonicWALL from any computer on your LAN. This computer
is called the Management Station.

Contacting the SonicWALL from your PC

The SonicWALL is preconfigured with the IP address 192.168.168.168. To access
the Management interface for the first time, you have to change the IP address of
your computer to 192.168.168.200.

SonicWALL Network Diagram

SonicWALL LAN IP Address
192.168.168.168

SonicWALL WAN [P Address
(from your ISP)

Cable, DSL, ISDN
Frame Relay or T1

THE
INTERNET

SonicWALL Management Station
192.168.168.200

SonicWALL Installation Guide Page 9



Local Area Connection Properties 7| x|

Configure TCP/IP Settings
Configure your computer IP add

ress, subnet mask, and gateway IP address. If the Man-

agement station is running Windows 2000, do the following:
Note.: Consult your operating system manuals for specific instructions on configuring

network settings.

General I Sharing |

Connect using:

I B8 3Com Etherlink Server 10100 Mbps PCINIC with 24P P

Components checked are used by this connection:
=l
-
e

' File and Printer Sharing for Microsoft Network s
Install Uninstall Propertica |

i~ Description
Transmiszsion Contiol Protocal/intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconhected networks.

¥ Show icon in taskbar when connectsd

Ok | Cancel |

1. From the Start menu, select Settings,
and then Network and Dial up
Connections.

2. Right click on the Local Area
Connection icon, and select
Properties.

Select Internet Protocol (TCP/IP).
4. Click Properties.

A TCP/IP Properties window appears.

Internet Protocol [TCP/IP) Properties K E

General |

Y'ou can get [P zettings assigned automatically if your network. supports
this capability. Dthemsise, you need to ask your nebesik administrator for
the appropriate IP settings.

IP address automatically

| Lse the Tollowing 17 addiess ol
IF address: Iml
Subnet mask: Im‘-__
Default gateway: IW<\~_

) bt NS seven addiess entomatically

—i* Usg the following DNS server addresses:

5. Select Specify an IP address.

6. Enter 192.168.168.200 in the IP
address field.

7. Enter 255.255.255.0 in the Subnet
— mask field.

———8. Enter 192.168.168.1 in the Gateway
field.

9. |If there are no server IP addresses listed
in the DNS settings, use the DNS IP
addresses from your ISP.

Preferred DMS server. 0. 0 .0 .66
u
Altemate DNS server: I .
Advanced... |
|

10. Click OK, then OK again to close the

Local Area Connection Properties
window.

Restart your computer if you are running Windows 95, 98, or NT. Windows 2000 does
not require restarting the computer for network settings to take effect. o
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Logging into the SonicWALL

Now that you have changed the IP address of your computer, you need to log into the
SonicWALL to begin the configuration.

e Configure the SonicWALL

Launch your Web browser. Because you are not connected to the Internet, you may
get an error page displayed with a message stating that you cannot access the
Internet.

Type 192.168.168.168 into the Location or Address field at
the top of your browser and press Enter on your keyboard.

3 SonicWALL - Microsoft Intessiet Explorer

| Fle Edi View Fawdiles Took Help | w5

J <= Back - 2 a1 | ‘D Seach [&Favoites G Media £4 ‘ 55 = - ]
| adaress [ hite: /192,168,160 168 ] @6

HOME | NEWS | WHERE TO BUY | CONFALT Us

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

SONICWALL>

Products

In the Spotlight

>
one

Upgrade

Solution Center
Product Analyzer
Product Demo
Success Stories

Channel Partners
Support
Download Center
White Papers

Click here for Details
Company

Employment
International Sites Products

SonicWALL Internet Security Appliances

‘Our high-performance security appliances
integrate value-added security services to deliver
comprehensive security solutions for your business.

LL Security
A complete line of value-added
security services including
anti-virus, VPN, strong
authentication using digital
certificates, and content filtering.

WALL Transaction Security Products

ur line of transaction security (SSL) products
st performance and keep Web servers secure

News and Events

B Embratel Selects SonichaLL

for Business Security
Service (2/27/02)

b ldebsense and SonicklALL
Team ta Protect Metwarks
From Intetnal and Euternal
Threats (2/7/02)

b SonicWALL Provides

Increased Security for
BellSouth DSL Subscribers

[1/29/07

More Mews

CeBIT, Hannover,

Germany

March 13 - Z0
More Events

&BIT

Tech Centers
A one-stop resource
VPN Center™

Reduce costs and connect
securely via the Internet.

Anti-Virus Center™
Protect your network from
virus attacks.

SSL Center™
Boost secure Web transactions
with SSL acceleration.

Security Planning Center™
Develop a security strategy for
YOUr arganization.

GET CERTIFIED
With SonicWALL

Training Programs

StoP LOSING

CUSTOMERS
Process Mare

SSL Transactions

EDUCATORS

SonicWALL Offers
Affordable
Education Editions

SENTRYPOST
Sign Up to
Receive FREE
Newsletter

—

L emem

[

higher, are recommended.

Your Web browser must support JAVA and HTTP uploads in order to fully manage the
SonicWALL. Internet Explorer 5.0 or higher, as well as Netscape Navigator 4.0 or

Set Up Continues —
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The Installation Wizard
e The first time you access the SonicWALL, the Installation Wizard automatically
launches. The Installation Wizard guides you through the initial setup.

Note: Certain browser configurations may not launch the wizard. In this case, you can
log into the SonicWALL using “Admin” as the User Name and ‘password” as the
Password. After you log into the SonicWALL, click Tools, then Preferences. Click
Launch Wizard to begin configuring the SonicWALL.

2} SonicwaLL Installati izard - -1of x|

Welcome to SonicWALL Internet Security Appliance Wizard

D el e Ve st Please note that you need your IP

oron o A e SR S A addressing details from your Internet
Service Provider (ISP) to complete the
configuration of your SonicWALL.

To bypass this Wizard, click "Cancel”

2} SonicwaLL Installati

1
0
{E4(E3

Getting to the Internet

You will need to fil in the fallowing fields to connect to the Intemet, Al these values must be
entered as numerical P addresses (such as 1.2.3.4). If you do not have the information, please
contact your S

SonicWALL WAN IP Address: |192168.168.1

WAN/DIMZ Subnet Mask: [255 2552550
WAN Gateway (Router) Address: [onoo
DNS Server Address: [00.00
Optional Second DNS Server Address: [i000

’ Optional Third DNS Server Address: (0.0.0.0 |

Congratulations!

b

{E4(E3

You have completed the initial canfiguration of your SonicWALL. It is now necessary to restart the
unit.

Remember, fram now on you will contact the YWeb Managerment Interface at

Be sure to register your SonicWALL at G
<http://www.mysonicwall.com> to take T e

Once the SonicWALL is up, you should register it at SonicWWALL's Web Site. This will be

advantage of a free 30 day trial
subscription to the Content Filter List.

Also, by registering your SonicWALL, ’

you have access to technical support
SerV|CeS <Back | Restart Cancel |

1|

Note: Once you have completed the Installation Wizard and restarted your SonicWALL, you can
manage the SonicWALL by typing the LAN IP address of the SonicWALL into a Web browser. You
must log into the SonicWALL with the User Name “admin’and the Password that you defined
in the Installation Wizard.

Page 12 Set Up Continues —



Configuring Computers on the LAN

10,

While the SonicWALL is restarting, two windows appear: one with the administrator
login prompt, and the second with instructions for configuring your computers on your
network (LAN). Minimize the login window to view and print the Installation Wizard
instructions. Complete either A or B depending on the configuration selected during
installation.

DHCP Server Enabled
If you enabled the SonicWALL DHCP server, a screen is displayed with instructions to
configure computers on your LAN.

A sonicWALL Installation Wizard - Microsoft Internet Explorer = o] x|

SonicWALL is restarting.

Since you have activated SonicWALL's DHCP serer, you should now configure =il the PC's and
other network devices on your LAN to "Obtain an | address automatically”. Note that it may be
necessary to restart a PC or network device after changing its network configuratior.

Note: This includes the computer you are currently using to configure SonicWALL. You will nat
be able to re-contact SonicWALL until you have reconfigured your PC.

Ons you have reonfigured your PC. and SonicWALL has finished rastarting, you should be able Print th/s screen. You need It o
to access the Internet. Note that the restarting process will take appraximately 90 seconds to
It Ri ber, fr i S WAALL's Web M Interf: y
E:l‘r'v’v;l//itgez1:éw:$19r ftom now on you will contact Sonic! 's Web Management Interface at pl’OpEI’/)/ conﬂgure the compul.ers
Thank you for selecting SonicWALL. 0,7 your LAN

’ Pint This Page

Close

Ed|

After the SonicWALL has restarted, change the network settings on the computers on the LAN.
Each computer must be configured to get its IP address dynamically.

Intemet Protocol (TCP/IP) Properties s On a Windows 2000 computer, do the following:
== 1. From the Start menu, select Settings.
E&D.D,Epﬂy'fu‘g“fgfddf"’iy‘””twk'dm"t"?i 2. Then select Network and Dial-up

& Hibizin an [P addiess automaticaig CO nn eCt ons. )
A — 3. Right click on the Local Area Connection
[Pladress: . -

e — icon, and then select Properties.

et oy | 4. Click Internet Protocol (TCP/I1P) and then
& Obtain DNS ssrver addiess automatically Pro p ert | es.
" Ussthe DNS server addresses——————————————————— - - -

e — 5. Click Obtain IP add_ress automatically.
reis D sy F— 6. You can select Obtain DNS server address
Erengil automatically or enter IP addresses of the

\ DNS servers.
. 7. Click OK, then OK again to close the

Properties window.

You may need to restart the computers on your LAN to update the network settings. The
SonicWALL is now functioning and protecting your LAN from Internet-based attacks and
break-ins.
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DHCP Server Disabled
B If you did not enable the SonicWALL DHCP server, a window with configuration
instructions is displayed:

3 SonicWALL Installation Wizard - Microsoft Internet Explorer

=i
|

SonicWALL is restarting.

Another browser window has been opened which will launch SonicWALL's Wb Management
Interface as soon as it is available

Make sure that you use the settings below to configure the PC's and other network devices on your 1 i

o Print this screen. You

IP Addrassss: Batwesn 192.168.168.2 and 192.168.168.254 n eed th e |nfO rmation to
Subnet Mask: 25.255.255.0 i

Conflgure computers on

Once you have recenfigured your PC, and SenicWALL has finished restarting, you should be able

Default Gateway: 192.168.168.1

to access the Intemnet. Note that the restarting process will take approximately 90 secands to

complete. Remember, from now on you will contact SonicWALL's Web Management Interface at you r LAN .
hitp://192.168.168.1

Thank you for selscting SonicWALL
Print This Page

Close

1]

After the SonicWALL has restarted, change the network settings on the computers located on the
LAN. Configure each computer with a static IP address from the range displayed in your
configuration instructions.

On a Windows 2000 computer, do the following:

Internet Protocol [TCP/IP] Properties K E3 1 From the Start menu select Settings
General ' ' . '
e | 2. Then select Network and Dial-up
s capebity, by nee 1 sk s fwor st o Connections.
h iate [P settings. . . .
e Sprprale [ seiings 3. Right click on the Local Area Connection
" Dbtain an P address automatically icon, and then select Properties.

E 4. Click Internet Protocol (TCP/IP) and then
P address: 1592 168 . 168 . 200 \ Properties.
Zi::::;:ay l—m\ 5. Select Use the following IP address and
W enter an IP address from the range indicated in
€ ibtain DG servenaddiess autamaticalls i your Wizard restart screen.
7 Usgthe follaing DNS server sddresses: ~_Enter the subnet mask indicated in your Wizard
i;::::g:j :::: Iu restart screen in the Subnet Mask field.
- 7. Enter the Default Gateway IP address in the

Adyenced..| Gateway field.

. Enter IP addresses of the DNS servers provided
O P by your ISP.

9. Click OK, then OK again to close the
Properties window.

You may need to restart the computers on your LAN to update the network settings.

The SonicWALL is now functioning and protecting your LAN from Internet-based attacks and
break-ins.
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Introduction
This Installation Guide covers initial installation instructions for all SonicWALL Internet Security
appliances. The instructions are the same for all SonicWALL models.

The Installation Guide assumes that you have a working knowledge of the Internet and
networks. If you are unfamiliar with networking and networking terminology, read Basic
Network Terminology and Configuration, see "Basic Networking Terminology” on
page 44, as a starting point for your installation.

Inspecting the Package
The following items should be included in the package:

e One SonicWALL Internet Security Appliance

e One power supply (not included with International SonicWALL PRO 200 or PRO 300)
e One Category 5 Ethernet crossover cable (labeled "Crossover™)

e One Category 5 Ethernet standard cable

e One SonicWALL Installation Guide

e One Companion CD

e One SonicWALL Internet Security Appliance User's Guide

If an item is missing from the package, you can contact SonicWALL, Inc. by phone at
(408) 752-7819 or submit a Web Support Form at <http://techsupport.sonicwall.com/
swtech.html>.

Here are a few helpful guidelines for installing the SonicWALL appliance.

e The WAN Ethernet port should be connected to the Internet router or modem.
e The LAN Ethernet port should be connected directly to your PC, or a network hub, or a
switch on the internal, protected network.

e The DMZ Ethernet port, included with the SonicWALL PRO 100, the SonicWALL PRO 200
and the SonicWALL PRO 300, should be connected to publicly accessible servers, such as
Web and Mail servers.

e A crossover cable should be used when connecting the SonicWALL directly to another
computer or router.

e A standard Ethernet cable should be used when connecting the SonicWALL to a
network hub, switch, or modem.

Note: In some cases, you may need to switch the crossover cable with the standard cable.
Switching cables will not damage your system.

SonicWALL Installation Guide Page 15



Internet Service Provider (ISP) Information

To install your SonicWALL Internet Security appliance and connect to the Internet, you need

the following IP addressing information from your ISP.

ISP Contact Information

e Telephone Number, if contact by phone or e-mail address if you
contact your ISP via e-mail

e Service Representative’s name:

Your ISP uses one of the following IP addressing methods below. Select a method and fill in
the pertinent information.

Static/Permanent IP Addressing
First IP Address:

Last IP Address:

Gateway IP Address:
Subnet Mask:
DNS IP Address:
__DHCP
Authentication Method

__Host Name:
__MAC Address: (SonicWALL serial Number)
__N/A

Domain Suffix:

__PPPOE

Username:

Password:

__L2TP
Addressing Method

___DHCP
___Static:
IP Address:

Gateway IP Address:
Subnet Mask:
DNS IP Address:
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L2TP Settings
Host Name:
Server IP:
Username:
Password:
Note: Items in bold are required information.

Note: Be sure to store this information in a safe place after establishing your Internet
connectivity.

SonicWALL Configuration Overview

There are three major sections to the configuration of the SonicWALL:

Management Station Configuration - In this step, configuring your computer to act as
the management station that establishes connectivity with the SonicWALL.

SonicWALL Configuration - Configuring the SonicWALL to connect to the Internet using
the information from your ISP. If you are assigned a single IP address from your ISP, enter
it as the SonicWALL WAN IP address during the configuration.

Computer Configuration on the LAN - You must configure the computers on your LAN
to be on the same network as the SonicWALL after setting up your SonicWALL.

Note: For specific, step by step instructions on installing and configuring your SonicWALL,
consult the instructions beginning on page 9 of this manual.

Management Station Configuration

1.

Change the TCP/IP settings of your PC to be in the same subnet as the default IP address
of the SonicWALL. Typically, set your IP address to 192.168.168.200, subnet mask
255.255.255.0, and default gateway of 192.168.168.1.

Open your Web browser and enter the IP address, 192.168.168.168, into the Address field.
This is the default IP address of the SonicWALL.

SonicWALL Configuration

3.

5.

Use the Wizard to configure the SonicWALL with the information from your ISP. If you have
a single IP address assigned to you, enter it into the SonicWALL WAN IP Address field.
Finish the steps as outlined by the Wizard.

Or, if you prefer not to use the Wizard, the user name of “admin” and the password
“password” can be used to access the Management interface.

Restart the SonicWALL.

Computer Configuration on the LAN

6.

Change your TCP/IP settings of your computer to be in the same subnet as the SonicWALL.
For example, if you have used the default address of the SonicWALL, 192.168.168.1,
configure the IP settings of your computer to be 192.168.168.X.
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Important: Do not set the computer IP address to be the same as the SonicWALL LAN IP
Address.

7.

Page 18

Open your Web browser and see if you can access a Web site on the Internet. If so, you've
successfully completed the configuration of your SonicWALL. If you cannot access the
Internet, recheck the IP settings of your computer and your SonicWALL. Also refer to
Chapter 5 for more troubleshooting information.



2 Performing the Initial Configuration

Installing the SonicWALL

Start by placing the SonicWALL on a hard, flat surface near your cable modem, DSL modem,
or Internet router.

Note: The hardware photos are used for descriptive purposes only. Refer to your model for
specific locations.

Connecting to Your Network

1. Apply Power to the SonicWALL - If you are installing the SonicWALL TELE3, SOHO3,
or PRO 100, attach the power supply to the power input on the SonicWALL and plug the
other end into a power outlet.

If you are installing a SonicWALL PRO 200 or a PRO 300, attach the power cable to the
power input on the SonicWALL and the other end into an AC power outlet. Use the power
switch to turn on the SonicWALL.

The Test LED stays on while the SonicWALL performs a series of diagnostic tests.

2. Connect the SonicWALL to your Network - Connect the SonicWALL LAN port to your
LAN network card or hub using the grey Ethernet cable provided in the box. If the Link LED
does not light, try the red Crossover cable.

Port WAN

Power

3. Connecting to the Internet - Connect the SonicWALL WAN port to your cable modem,
DSL modem, or Internet router using the red crossover cable provided in the box. If the
Link LED does not light, try the grey Ethernet cable.
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4. Checking Link LEDs

WAN LAN

The WAN Link LED and the LAN Link LED light up when the SonicWALL is properly
connected to the LAN and WAN ports of the computer and the modem.

Important: You may have to switch the red crossover cable with the standard grey cable
to establish a connection. Switch cables until a link is established. Switching between a
crossover cable and a standard cable does not damage your SonicWALL or your computer.

Setting Up a Management Station

To access the SonicWALL Management interface, you must set up a PC on your LAN to be in
the same subnet (network) as the SonicWALL. This computer is called the “Management
Station”.

Accessing the SonicWALL from your PC

The SonicWALL is preconfigured to have an IP address of 192.168.168.168. To contact the
SonicWALL for the first time, you must change the Management Station (your PC) IP address
to 192.168.168.X where X is any number between 0 and 254, except 168 which is the
SonicWALL IP address. In this section, you configure your Management Station IP address to
192.168.168.200.
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SonicWALL Network Diagram

SonicWALL LAN IP Address
192.168.168.168

SonicWALL WAN IP Address

Cable, DSL, ISDN,
Frame Relay, or T1 THE

INTERNET sl

Management Station
LAN 192.168.168.200

Setting up your Management Station

All management functions on the SonicWALL are performed from a Web browser-based user
interface. Management can be performed from any computer connected to the LAN port of the

SonicWALL. The computer used for managing the SonicWALL is referred to as the Management
Station.

The following steps describe how to configure the Management Station TCP/IP settings in order
to initially access the SonicWALL. It is assumed that the Management Station can access the
Internet through an existing connection.

Note: If you are running Windows XP, consult your operating system documentation for
configuring TCP/IP settings.
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Configuring TCP/IP Settings

The SonicWALL is pre-configured with the IP address “192.168.168.168". During the initial
configuration, it is necessary to temporarily change the IP address of the Management Station
to one in the same subnet as the SonicWALL. For initial configuration, set the IP address of the
Management Station to "192.168.168.200".

Make a note of the Management Station current TCP/IP settings. If the Management Station
accesses the Internet through an existing broadband connection, the TCP/IP settings are
helpful when configuring the IP settings of the SonicWALL.

Windows 95 or 98 computer

1

No ok wDNl

8.

From the Start list, highlight Settings and then select Control Panel.
Double-click the Network icon in the Control Panel window.
Double-click TCP/IP in the TCP/IP Properties window.

Select the Specify an IP Address radio button.

Enter "192.168.168.200" in the IP Address field.

Enter "255.255.255.0" in the Subnet Mask field.

Click OK, and then click OK again.

Restart the computer for changes to take effect.

Windows2000

1.

o0k~ w

7.

From the Start list, highlight Settings and then select Network and Dial Up
Connections.

Select the Local Area Network icon in the Network and Dial Up Connections
window.

Highlight TCP/IP in the Local Area Connection Properties window.
Select the Specify an IP Address radio button.

Enter "192.168.168.200" in the IP Address field.

Enter "255.255.255.0" in the Subnet Mask field.

Click OK, and then click OK again.

Macintosh computer

1.

a s~ wDN

Page 22

From the Apple list, choose Control Panel, and then choose TCP/IP to open the TCP/
IP Control Panel.

From the Configure list, choose Manually.
Enter "192.168.168.200" in the IP address field.
Enter “255.255.255.0 in the Subnet Mask field.
Click OK.



Connecting the SonicWALL to the Network

The following diagram illustrates how the SonicWALL is connected to the network:

LAN and WAN/DMZ
Subnet Masks
DNS & SMTP Public

Server Addresses

/

INTERNET

Modem or
Router
WAN IP Address /
SONICWALL

Important: Before installing the SonicWALL on your network, register your appliance on the
user registration web site located at http.//www.mysonicwall.com. It is strongly recommended
that you create a user account before installing your SonicWALL and register any services and
upgrades for your SonicWALL. As a registered user, you have access to the SonicWALL
technical support website.

Protected

\ I!‘j Network
l

Servers

TLAN IP Address

Configuring your SonicWALL to Access the Internet

Three common network configurations, NAT Enabled, NAT with PPPoE Client, and NAT
with DHCP Client are included in this chapter. For more network configurations, please refer
to Chapter 2, Installation, of the SonicWALL Internet Security Appliance User’s Guide.

Network Address Translation (NAT) Enabled

Using NAT to set up your SonicWALL eliminates the need for separate IP addresses for all
computers on your LAN. It is a way to conserve IP addresses available from the pool of IPv4
addresses for the Internet. If you do not have enough individual IP addresses for all computers
on your network, you can use NAT for your network configuration.

Essentially, NAT translates the IP addresses in one network into those for a different network.
As a form of packet filtering for firewalls, it protects a network from outside intrusion from
hackers by replacing the internal (LAN) IP address on packets passing through a SonicWALL
with a “fake” one from a fixed pool of addresses. The actual IP addresses of computers on the
LAN are hidden from outside view.

Instructions for configuring NAT Enabled Mode begin on page 24.
NAT with PPPoE Client
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NAT with PPPoE Client is a network protocol that uses Point to Point Protocol over Ethernet
to connect with a remote site using various Remote Access Service products. This protocol is
typically found when using a DSL modem with an ISP requiring a user name and password to
log into the remote server. The ISP may then allow you to obtain an IP address automatically
or give you a specific IP address.

Instructions for configuring NAT with PPPoE Client mode begin on page 31.
NAT with DHCP Client

NAT with DHCP Client is a networking mode that allows you to obtain an IP address for a
specific length of time from a DHCP server. The length of time is called a lease which is renewed
by the DHCP server typically after a few days. When the lease is ready to expire, the client
contacts the server to renew the lease. This is a common network configuration for customers
with cable or DSL modems. You are not assigned a specific IP address by your ISP.

Instructions for configuring NAT with DHCP Client mode begin onpage 36.

Configuring the SonicWALL in NAT (Network Address Translation)
Enabled Mode

This section describes configuring the SonicWALL appliance in the NAT mode. If you are
assigned a single IP address by your ISP, follow the instructions below. If you do not want to
use NAT Enabled mode for your network, please follow the installation instructions for
Standard mode in the SonicWALL Internet Security Appliance User’s Guide.

Note: Be sure to have your network information including your WAN IP address, subnet mask,
and DNS settings ready. This information is obtained from your ISP.

Accessing the Wizard

1. Open a Web Browser. Then type the default SonicWALL IP address, "192.168.168.168",
into the Location or Address field in the Web browser.

Note: Your Web browser must be Java-enabled and support HTTP uploads in order to fully
manage SonicWALL. Internet Explorer 5.0 and above as well as Netscape Navigator 4.0 and
above are recommended.
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The first time you access the SonicWALL Management interface, the SonicWALL Installation
Wizard automatically launches and begins the installation process.

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer =100 ]

Welcome to SonicWALL Internet Security Appliance Wizard

This Wizard will help you quickly configure the SonicWWALL to secure your
Internet connection. Once completed, you can use the SonicWwALL Web
Management Interface for additional configuration options. Please see the User's
Guide far more details,

To bypass this Wizard, click "Cancel”.

Mext > Cancel

The SonicWALL Installation Wizard simplifies the initial installation and configuration of the
SonicWALL. The Wizard provides a series of menu-driven instructions for setting the
administrator password and configuring the settings necessary to access the Internet.

Note: To bypass the Wizard, click Cancel. Then log into the SonicWALL Management
Interface by entering the User Name “admin” and the Password "password”.

1. To configure your SonicWALL appliance, read the instructions on the Wizard Welcome
window and click Next to continue.

Setting the Password

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set Your Password

First, you will need to choose a good administrator passward in order to protect
the security of your SonicWALL. MNote that this password will be encrypted when
sent over your netwark.

Your password should be a combination of letters, numbers, and punctuation
*You should not use a password which can easily be guessed by others (such as
the name of your spouse, or your bithday). Mote also that your password is case
sensitive

Mew Password: |

Confirm Mew Password: |

If you plan to manage your SonicWWALL remotely using the SonicWaALL Global
Management System, check the following checkbox

™ Use Global Management System

< Back | Mext> | Cancel |

2. To set the password, enter a new password in the New Password and Confirm New
Password fields.
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Note: It is very important to choose a password which cannot be easily guessed by others.

This window also displays the Use SonicWALL Global Management System check box.
SonicWALL Global Management System (SonicWALL GMS) is a web browser-based security
management system. SonicWALL GMS allows enterprises and service providers to monitor
and manage hundreds of remote SonicWALLs from a central location. For more information
about SonicWALL GMS, contact SonicWALL Sales at (408) 745-9600.

3. Do not select the Use Global Management System check box unless your SonicWALL
is remotely managed by SonicWALL GMS. Click Next to continue.

Setting the Time and Date

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set your Time Zone

SonicWWALL's internal clock will be automatically configured by accessing a
Network Time server on the Intermet
Pleaze select your Time Zone from the pull-down menu
Pacific Time (US & Canada) (GMT-5:00) j
< Back | Mext > | Cancel |

4. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to continue.

Connecting to the Internet

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Connecting to the Internet

To complete the SonicWWALL Installation Wizard, you must have the following
information available:

+ Instructions to obtain a dynamic IP address automatically
or
= Static IP address(es], subnet mask, gateway and DNS server addresses

This information is provided by your nternet Service Provider (1SP). If you are
rnigsing any of the information above, please contact your ISP,

< Back Mext> Cancel
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The Connecting to the Internet screen lists the information required to complete the

installation. You need instructions for obtaining an IP address automatically or IP addresses

from your ISP. You should have all of this information from your ISP on your ISP checklist found

at the beginning of this guide.

5. Confirm that you have the proper network information necessary to configure the
SonicWALL to access the Internet. Click the hyperlinks for definitions of the networking
terms. Click Next to proceed to the next step.

Selecting Your Internet Connection

7§ SonicWALL Installation Wizard - Microsoft Intemet Explarer e |
Connecting to the Internet

Select one of the following Network Addressing Modes:

_.To connect to the Internet, your Internet Service Provider (ISP)
("Asswgned you a single static |P address

© Assigned you two or mare 1P addresses

© Provided you with desktop software, a user name and password (PPPoE
© Autematically assigns you a dynamic IP address (DHCP!

* Please note: When the SonicWALL was powered on, it did not detect the
presence of 8 PPPoE or a DHCP server on the Internet

< Back | Mext> | Cancel |

6. Select Assigned you a single static IP address, if your ISP has provided you with a
single, valid IP address. You can configure the SonicWALL to use NAT with a single, static
IP address. The advantages of Network Address Translation (NAT) are IP address
conservation, and hiding your IP address from a public WAN such as the Internet.

Confirming Network Address Translation (NAT) Mode

If you select Assigned you a single static IP address in the Connecting to the Internet
window, the Use Network Address Translation (NAT) window is displayed.

/3 SonicWALL Installation Wizard - Microsoft Internet Explorer (==

Use Network Address Translation (NAT)
Since your ISP has given you only one static IP address, the Wizard will enable
MAT to share that IP address among the PC's and other network devices on your

Local Area Metwork (LAR

If you want to continue and use NAT, click "Mext". Otherwise, click "Back” to
gelect another option.

o

< Back Mext > Cancel
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The Use Network Address Translation (NAT) window verifies that the SonicWALL has a
registered IP address.

Selecting NAT Enabled Mode

If you selected Assigned you two or more static IP Addresses, the Optional-Network
Address Translation window is displayed.

Optional - Network Address Translation (NAT)

You can enable Network Address Translation (NAT) to share a limited number of
IP addresses among the PC's and other network devices on your Local Area

Metwork (LAN;

& Don't use NAT

Select this only if your |5F has given you a non-private [P address
for every PC and network device on your LAN, as well as @ nor-
private [P address for the SonicVALL

 Use NAT

Select this if you have more PC's and network devices than non-

private P addresses. Later, you may use SanicwALL's Web
Management Interface to set up your public servers with the exira
IP addresses

<Back MNext> Cancel

7. The Optional-Network Address Translation (NAT) window offers the ability to enable
NAT. Select Don’t Use NAT if there are enough static IP addresses for your SonicWALL,
all PCs, and all network devices on your LAN. Selecting Don’t Use NAT enables the
Standard mode. Select Use NAT if valid IP addresses are in short supply or to hide all
devices on your LAN behind the SonicWALL valid IP address. Click Next to continue.

Configuring WAN Network Settings

If you selected either NAT or Standard mode, the Getting to the Internet window is
displayed.

2 SonicWALL Installation Wizard - Microsolt Internet Explorer

Getting to the Internet
You will ned to fil in the fallowing fields ta connect to the Intamet. All these

values must be entered as numerical IP addresses (such as 1.2.3.4). If you do
not have the information, pleasa contact your |SP.

SonicWALL WAN IE Address: [T02452
WAN/DMZ Subnet Mask: [255 2552550

WAN Gateway (Router) Address: [10.241

DNS Sener Address: [inzzz

Optional Second DNS Server Address: [100.066 |

’ Optional Third DNS Server Address: |0000

<Back Next> Cancel

8. Enter the IP address provided by your ISP in the SonicWALL WAN IP Address, WAN/
DMZ Subnet Mask, WAN Gateway (Router) Address, and DNS Server Addresses.
Click Next to continue.
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Configuring LAN Network Settings

2 SonicWALL Installation Wizard - Microsolt Internet Explorer

Fill in information about your LAN
Since you are using NAT , you will need to specify infarmation abaut your LAN.
*You can choose this information arbitrarily, but i's @ good idea to use "private”

addresses (such as 10.0.0.1 or 192.168.168.1). Mate that the default values
below will work well for most networks.

SonicWWALL LAN |P Address: |192 168168 1
LAN Subnet Mask: |255 255 2550

g

< Back Mext > Cancel

9. The Fill in information about your LAN window allows the configuration of the
SonicWALL LAN IP Address and the LAN Subnet Mask.The SonicWALL LAN IP Address is
the private IP address assigned to the LAN port of the SonicWALL. The LAN Subnet Mask
defines the range of IP addresses on the LAN. The default values provided by the
SonicWALL work for most networks. If you do not use the default settings, enter the
SonicWALL LAN settings and click Next to continue.

Configuration Summary

7§ SonicWALL Installation Wizard - Microsoft Intemet Explarer e |
Configuration Summary

+ NAT is enabled
o The SonicWWALL LAN IP Address is 192.168.168.1.

Print This Page

If this is OK, click "Next”. If you would like to make a change, click "Back”

< Back | Mext> | Cancel |

10. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the Connecting
to the Internet window. If the configuration is correct, click Next to proceed to the
Congratulations window.
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Congratulations

e

2 SonicWALL Installation Wizard - Microsolt Internet Explorer

Congratulations!

You have completed the initial configuration of your SonicWALL. It is now
necessary to restart the unit

Remember, fram now on you will contact the Wab Management Interface at

URL: hitp:#192.168.168.1
User Name: admin

Password: <set as previousi>

Once the Sonic¥VALL is up, you should register it at SonicWALL's Web Site
This will be necessary before you can take advantage of frmware updates and
CyberOT content fitering features

<Back | Resan | Cancal |

Note:The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations

window, is used to log in and manage the SonicWALL.

11. Click Restart to restart the SonicWALL.

Restarting

e

2 SonicWALL Installation Wizard - Microsolt Internet Explorer

SonicWALL is restarting.

Since you have activated SonicWALL's DHCP server, you should now corfigure
all the PC's and other network devices on your LAN to "Obtain an IP address
automatically”. Note that it may be necessary to restart a PC or netwark device
after changing its network configuration

Note: This includss the computer you are currently using to configure
SonicWALL. You will not be able to re-contact SonicWALL until you have
reconfigured your PC.

Once you have reconfigured your PC, and SonieWALL has finished restarting,
you should be able to access the Intemet. Note that the restarting process will
take approximately 90 seconds to complete. Remember, from now on you wil
contact SonicWALL's Web Management Interface at http:/1192.168.168.1

Thank you for selecting SonicWALL

Pint This Page

Close

Note:The final window provides important information to help configure the computers on the

LAN. Click Print this Page to print the window information.

12. The SonicWALL takes 90 seconds to restart. During this time, the yellow Test LED is lit.

Click Close to exit the SonicWALL Wizard.
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Configuring NAT Enabled with PPPoE

The first time you access the SonicWALL Management interface, the SonicWALL Installation
Wizard automatically launches and begins the installation process.

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer !EIE

Welcome to SonicWALL Internet Security Appliance Wizard
This Wizard will help you quickly configure the SonicWALL to secure your
Internet connection. Once completed, you can use the SonicWALL Web
Management Interface for additional configuration options. Please see the User's
Guide for more details

To bypass this Wizard, click "Cancel"

s

The SonicWALL Installation Wizard simplifies the initial installation and configuration of the
SonicWALL. The Wizard provides a series of menu-driven instructions for setting the
administrator password and configuring the settings necessary to access the Internet.

Mext > Cancel

Note: Be sure to have your network information including your WAN IP address, subnet mask,
and DNS settings ready. This information is obtained from your ISP.

Note: To bypass the Wizard, click Cancel. Then log into the SonicWALL Management
Interface by entering the User Name “admin” and the Password "password”.

To configure your SonicWALL appliance, read the instructions on the Wizard Welcome window
and click Next to continue.
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Setting the Password

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set Your Password

First, you will need to choose a good administrator passward in order to protect
the security of your SonicWWALL. Note that this password will be encrypted when
sent over your network.

Your password should be a combination of letters, numbers, and punctuation
You should not use a password which can easily be guessed by others (such as
the name of your spouse, or your bithday). Mote also that your password is case
sensitive.

MNew Password I

Confirm New Password I

If you plan to manage your SonicWWALL rermotely using the SonicWALL Global
Management System, check the following checkbox.

I~ Use Global Management System

< Back | Mext> | Cancel |

Note: It is very important to choose a password which cannot be easily guessed by others.

1. To set the password, enter a new password in the New Password and Confirm New

Password fields.

This window also displays the Use SonicWALL Global Management System check box.
SonicWALL Global Management System (SonicWALL GMS) is a web browser-based security
management system. SonicWALL GMS allows enterprises and service providers to monitor
and manage hundreds of remote SonicWALLs from a central location. For more information

about SonicWALL GMS, contact SonicWALL Sales at (408) 745-9600.

2. Do not select the Use Global Management System check box unless your SonicWALL

is remotely managed by SonicWALL GMS. Click Next to continue.

Setting the Time and Date

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set your Time Zone

SonicWWALL's internal clock will be automatically configured by accessing a
Network Time server on the Intermet

Pleaze select your Time Zone from the pull-down menu

Pacific Time (US & Canada) (GMT-5:00) j

< Back Mext> Cancel
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3. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to continue.

Connecting to the Internet

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Connecting to the Internet

To complete the Sonic¥WALL Installation Wizard, you must have the following
information availzhle

= Instructions to obtain a dynamic IP address automatically
or
+ Static P address(es), subnet mask, gateway and DNS sewver addresses

This information is provided by your Internet Service Provider (ISP). If you are
missing any of the information above, please contact your ISP

< Back | Mext> | Cancel |

The Connecting to the Internet screen lists the information required to complete the
installation. You need instructions for obtaining an IP address automatically or IP addresses
from your ISP. You should have all of this information from your ISP on your ISP checklist found
at the beginning of this guide.

4. Confirm that you have the proper network information necessary to configure the
SonicWALL to access the Internet. Click the hyperlinks for definitions of the networking
terms. Click Next to proceed to the next step.

Selecting Your Internet Connection

/2 SonicWALL Installation Wizard - Miciosoft Intemet Explorer

Connecting to the Internet

Select one of the following Network Addressing Modes:

To connect to the Internet, your Internet Service Provider [ISP):

" Assigned you a single static [P address

" Assigned you two or maore IP addresses

¥ Provided you with desktop software, a user name and password (PPPoE.
© Automatically assigns you a dynamic IP address (DHCP.

* Please note: When the SonicWALL was powered on, it did not detect the
presence of a PPPoE or a DHCP server on the Internet

< Back Mext = Cancel
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5. Select Provided you with desktop software, a user name and password (PPPoOE),
if your ISP has provided you with desktop software, a user name and password
information.

Setting the User Name and Password for PPPoE

6. If you select Provided you with desktop software, a user name and password
(PPPoE) window, the SonicWALL ISP Settings (PPPoE) window is displayed.

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ]

SonicWALL's ISP Settings (PPPoE)

Please enter the user name and password that you use to
connect to the Internet. Mote that your password is case sensitive,

User Mame:
Pagswaord

< Back | Ilext > | Cancel |

7. Enter the User Name and Password provided by your ISP into the User Name and
Password fields.

Configuring LAN Network Settings

/2 SonicWALL Installation Wizard - Miciosoft Intemet Explorer

Fill in information about your LAN

Since you are using MNAT | you will need to specify information about your LAN.
You can choose this information arbitrarily, but it's a good idea to use "private”
addresses (such as 10.0.0.1 or 192.168.168.1). Mote that the default values
below will work well for most netwarks.

SonicWALL LAN P Address: |192 163165 1
LAN Subnet Mask: [255 255 255.0

< Back | Mext = | Cancel |

8. The Fill in information about your LAN window allows the configuration of the
SonicWALL LAN IP Address and the LAN Subnet Mask.The SonicWALL LAN IP Address is

Page 34



the private IP address assigned to the LAN port of the SonicWALL. The LAN Subnet Mask
defines the range of IP addresses on the LAN. The default values provided by the
SonicWALL work for most networks. If you do not use the default settings, enter the
SonicWALL LAN settings and click Next to continue.

Configuring the SonicWALL DHCP Server

T SonicWALL Installation Wizard - Microsoft Internet Explorer e |
Optional - SonicWALL's DHCP Server

SonicWWALL contains a Dynamic Host Configuration Pratocol (DHCP) server to
automatically configure the IP settings for the PC's and other netwaork devices on
your LAN. If you wish to use SonicWALL's DHCP Sewver, check the "Enable
DHCP Server" checkbox below and enter a range of IP addresses to assign to
the network devices on your LAN

The address range must be in the sarme subnet as the SonicWWALL Web
management address (currently set to 192.168.168.1). The range below has
already been set up. You may change it here if you wish.

If you don't want to use the DHCP server, uncheck the "Enable DHCP Server”
checkbox and click "Mext".

Enable DHCP Server [
Beginning of LAN client address range: |132.168.168.2
End of LAN client address range: |132.168.168.254

< Back | Mext> | Cancel |

9. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select the Enable DHCP Server check box, and
specify the range of IP addresses that are assigned to computers on the LAN.

If the Enable DHCP Server check box is not selected, the DHCP Server is disabled. Click
Next to continue.

Configuration Summary

/2 SonicWALL Installation Wizard - Miciosoft Intemet Explorer

Configuration Summary

+ The PPPOE client will be used to obtain a dynamic Intemet address
+ MAT iz enabled
+ The SonicWALL LAN IP Address is 192.168.168.1

Print This Page

If this is OK, click "Next”. If you would like to make a change, click "Back”

< Back Mext = Cancel
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10. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the
Connecting to the Internet window. If the configuration is correct, click Next to
proceed to the Congratulations window.

Congratulations

T SonicWALL Installation Wizard - Microsoft Internet Explorer e |
Congratulations!

You have completed the initial configuration of your SonicWWALL. It is now
necessary to restart the unit.

Remember, from now on you will contact the Web Management Interface at
URL: http:#192.168.168.1
User Name: admin

Password <set @s praviousiy>

Once the SonicWWALL is up, you should register it at SonicWWALL's YWeb Site.
This will be necessary before you can take advantage of firmware updates and
CyberNOT content filtering features.

< Back | Reslanl Cancel |

Note:The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

11. Click Restart to restart the SonicWALL.

Restarting

7 SonicWALL Installation Wizard - Microsoft Internet Explorer e |
SonicWALL is restarting.

Since you have activated SonicWALL's DHCP server, you should now configure
all the PC's and other network devices on your LAN to "Obtain an [P address
automatically”. Note that it may be necessary to restart a PC or network device
after changing its netwark configuration

Note: Thiz includes the computer you are currently using to configure
SonicYWALL. You will not be able to re-contact SonicWALL until you have
reconfigured your PC

Once you have reconfigured your PC, and SonicWWALL has finished restarting,
you should be able to access the Internet. Note that the restarting process will
take approximately 90 seconds to complete. Remember, fram now on you will
contact SonicWWALL's Web Management Interface at hitp://192.168.168.1

Thank you for selecting SonicWWALL

Print This Page

Close

Configuring NAT with DHCP Client Mode

Accessing the Installation Wizard
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The first time you access the SonicWALL Management interface, the SonicWALL Installation
Wizard automatically launches and begins the installation process.

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer =10l x|
Welcome to SonicWALL Internet Security Appliance Wizard
This Wizard will help you quickly configure the SonicWWALL to secure your
Internet connection. Once completed, you can use the SonicWwALL Web
Management Interface for additional configuration options. Please see the User's

Guide far more details,

To bypass this Wizard, click "Cancel”.

Mext > Cancel

The SonicWALL Installation Wizard simplifies the initial installation and configuration of the
SonicWALL. The Wizard provides a series of menu-driven instructions for setting the
administrator password and configuring the settings necessary to access the Internet.

Note: To bypass the Wizard, click Cancel. Then log into the SonicWALL Management
Interface by entering the User Name “admin” and the Password "password".

1. To configure your SonicWALL appliance, read the instructions on the Wizard Welcome
window and click Next to continue.

Setting the Password

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set Your Password

First, you will need to choose a good administrator passward in order to protect
the security of your SonicWALL. MNote that this password will be encrypted when
sent over your netwark.

Your password should be a combination of letters, numbers, and punctuation
*You should not use a password which can easily be guessed by others (such as
the name of your spouse, or your bithday). Mote also that your password is case
sensitive

Mew Password: |

Confirm Mew Password: |

If you plan to manage your SonicWWALL remotely using the SonicWaALL Global
Management System, check the following checkbox

™ Use Global Management System

< Back | Mext> | Cancel |

Note: It is very important to choose a password which cannot be easily guessed by others.
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2. To set the password, enter a new password in the New Password and Confirm New
Password fields.

This window also displays the Use SonicWALL Global Management System check box.
SonicWALL Global Management System (SonicWALL GMS) is a web browser-based security
management system. SonicWALL GMS allows enterprises and service providers to monitor
and manage hundreds of remote SonicWALLs from a central location. For more information
about SonicWALL GMS, contact SonicWALL Sales at (408) 745-9600.

3. Do not select the Use Global Management System check box unless your SonicWALL
is remotely managed by SonicWALL GMS. Click Next to continue.

Setting the Time and Date

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Set your Time Zone

SonicWWALL's internal clock will be automatically configured by accessing a
Network Time server on the Intermet

Pleaze select your Time Zone from the pull-down menu

Pacific Time (US & Canada) (GMT-5:00) j

< Back | Mext> | Cancel |

4. Select the appropriate Time Zone from the Time Zone menu. The SonicWALL internal
clock is set automatically by a Network Time Server on the Internet. Click Next to continue.

Connecting to the Internet

2} SonicWALL Installation Wizard - Miciosoft Intemet Explorer O] ] |

Connecting to the Internet

To complete the SonicWWALL Installation Wizard, you must have the following
information available:

+ Instructions to obtain a dynamic IP address automatically
or
= Static IP address(es], subnet mask, gateway and DNS server addresses

This information is provided by your nternet Service Provider (1SP). If you are
rnigsing any of the information above, please contact your ISP,

< Back Mext> Cancel
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The Connecting to the Internet screen lists the information required to complete the
installation. You need instructions for obtaining an IP address automatically or IP addresses
from your ISP. You should have all of this information from your ISP on your ISP checklist found
at the beginning of this guide.

5. Confirm that you have the proper network information necessary to configure the
SonicWALL to access the Internet. Click the hyperlinks for definitions of the networking
terms. Click Next to proceed to the next step.

Selecting Your Internet Connection

/2 SonicWALL Installation Wizard - Miciosoft Intemet Explorer

Connecting to the Internet

Select one of the following Network Addressing Modes:

To connect to the Internet, your Interet Service Provider (ISP
 Assigned you a single static |P address

© Assigned you two or mare 1P addresses

© Provided you with desktop software, a user name and password (PPPoE
& Automatically assigns you a dynamic IP address (DHCP!

* Please note: When the SonicWALL was powered on, it did not detect the
presence of 8 PPPoE or a DHCP server on the Internet

< Back | Mext = | Cancel |

6. Select the option, Automatically assigns you a dynamic IP address (DHCP), the
Obtain an IP address automatically window is displayed.

7 SonicWALL Installation Wizard - Microsoft Internet Explorer M [E S
Obtain an IP address automatically

If your ISP has not provided you with any static IP addresses, then they probably
told you that you will obtain an IP address automatically. SonicWALL can do this
using its DHCP client

If this sounds correct to you, then click "Mext". Otherwise, click "Back” to
choose another option. If you're not sure, please contact your ISP for clarification

Note: If you select this option, the YWizard will enable Metwork Address
Translation (MNAT) to share the [P address among the PC's and other network
devices on your Local Area Network (AN

If you want to continue and use MAT, click "Next". Otherwise, click "Back” to
select another option.

< Back | Ilext > | Cancel |

The Obtain an IP address automatically window states that the ISP dynamically assigns
an IP address to the SonicWALL. To confirm this, click Next.
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Configuring LAN Network Settings

/2 SonicWALL Installation Wizard - Miciosoft Intemet Explorer

Fill in information about your LAN

Since you are using MNAT | you will need to specify information about your LAN.
You can choose this information arbitrarily, but it's a good idea to use "private”
addresses (such as 10.0.0.1 or 192.168.168.1). Mote that the default values
below will work well for most netwarks.

SonicWALL LAN P Address: |192 163165 1
LAN Subnet Mask: [255 255 255.0

< Back | Mext = | Cancel |

7. The Fill in information about your LAN window allows the configuration of the
SonicWALL LAN IP Address and the LAN Subnet Mask.The SonicWALL LAN IP Address is
the private IP address assigned to the LAN port of the SonicWALL. The LAN Subnet Mask
defines the range of IP addresses on the LAN. The default values provided by the
SonicWALL work for most networks. If you do not use the default settings, enter the
SonicWALL LAN settings and click Next to continue.

Configuring the SonicWALL DHCP Server

7§ SonicWALL Installation Wizard - Microsoft Intemet Explarer e |
Optional - SonicWALL's DHCP Server

SonicWWALL contains a Dynamic Host Configuration Protocol (DHCP) server to
automatically configure the IP settings for the PC's and other netwark devices on
your LAN. If you wish to use SonicWALL's DHCP Server, check the "Enable
DHCP Server" checkbox below and enter a range of IP addresses to assign to
the network devices on your LAN

The address range must be in the same subnet as the SonicWALL Web
management address (currently set to 192.168.168.1). The range below has
already been set up. You may change it here if you wish

If you don't want to use the DHCP server, uncheck the "Enable DHCP Server"
checkbox and click "Mext"

Enable DHCP Sewver [
Beginning of LAN client address range: |192.168.168.2
End of LAN client address range: |192.168.168.254

< Back | Mext> | Cancel |

8. The Optional-SonicWALL DHCP Server window configures the SonicWALL DHCP
Server. If enabled, the SonicWALL automatically configures the IP settings of computers
on the LAN. To enable the DHCP server, select the Enable DHCP Server check box, and
specify the range of IP addresses that are assigned to computers on the LAN.

If the Enable DHCP Server check box is not selected, the DHCP Server is disabled. Click
Next to continue.
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Configuration Summary

T SonicWALL Installation Wizard - Microsoft Internet Explorer e |
Configuration Summary

+ NAT is enabled
o The SonicWWALL LAN IP Address is 192.168.168.1.

Print This Page

If this is OK, click "Next”. If you would like to make a change, click "Back”

< Back | Mext> | Cancel |

9. The Configuration Summary window displays the configuration defined using the
Installation Wizard. To modify any of the settings, click Back to return to the
Connecting to the Internet window. If the configuration is correct, click Next to
proceed to the Congratulations window.

Congratulations

7§ SonicWALL Installation Wizard - Microsoft Intemet Explarer e |
Congratulations!

You have completed the initial configuration of your SonicWWALL. It is now
necessary to restart the unit.

Remember, from now on you will contact the Web Management Interface at
URL: http:#192.168.168.1
User Name: admin

Password <set @s praviousiy>

Once the SonicWWALL is up, you should register it at SonicWWALL's YWeb Site.
This will be necessary before you can take advantage of firmware updates and
CyberNOT content filtering features.

< Back | Reslanl Cancel |

Note:The new SonicWALL LAN IP address, displayed in the URL field of the Congratulations
window, is used to log in and manage the SonicWALL.

10. Click Restart to restart the SonicWALL.
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Restarting

SonicWALL Installation Wizard - Mi

osoft Internet Explorer O] ]

SonicWALL is restarting.

Since you have activated SonicWWALL's DHCP server, you should now configure

all the PC's and other network devices on your LAN to "Obtain an IP address
autormatically”. Mote that it may be necessary to restart a PC or network device
after changing its network configuration.

Note: This includes the cormputer you are currently using to configure
SonicWWALL. You will not be able to re-contact SonicWALL until you have
reconfigured your PC.

Once you have reconfigured your PC, and SonicWWALL has finished restarting,
you should be able to access the Internet. Note that the restarting process will
take approximately 90 seconds to complete. Remember, from now on you will
contact SonicYWALL's Web Management Inteface at http://192.168.168.1

Thank you for selecting SonicYWALL.

Print This Page

Close

Note:The final window provides important information to help configure the computers on the
LAN. Click Print this Page to print the window information.

The SonicWALL takes 90 seconds to restart. During this time, the yellow Test LED is lit. Click
Close to exit the SonicWALL Wizard.

Log into the SonicWALL Management Interface
Once the SonicWALL restarts, contact the SonicWALL Management interface at the new

SonicWALL LAN IP address. Enter the User Name

“admin” and enter the new

administrator password to log into the SonicWALL.The Status page is displayed.

Access
Advanced
DHCP
Anti-Virus
High Availabliy

Logout

GENERAL

Status Network Time Password

AutoUpdate failed. Please try agein later
Status

SonicWALL Serial Number.0040100F 1B9E

Number of LAN I addresses allowed with this license: Unlimited
Registration code: 15584796

SonicWALL has been up: 4 Days, 3 Hours, 11 Minutes, 32 Seconds
Firmware version: 6.3.0.064

ROM version: 5.0.1.0

CPU. StrongARM / 233 Mhz (PRO)

VPN Hardware Accelerator Detected

RAM: 16 M

Flash: 4 M

Ethernet Speeds: WAN [No Link], DMZ [No Zink], LAN 100 Mbps Full Duplex
Current connections

o The password hasn't been changed.
o Since NAT s on, you will need to reconfigure the machines on your LAN. Set their Internet Gateway address to 192.168.168.1

o You are protected from the following aftacks: Syn flood, Ping of death, IP Spoofing, Land attack, Smurf amplification, sequence mumber
prediction
o Stealth Mode is not enabled

« Content Filter Type: SonicWALL
« Web Blocking is not enabled.

« The URL List has not been loaded,

« Automatic URL List downloading has not been activated.

Network Address Translation is activated.

‘The only device connected to your WAN lnk is your Internet rovter.

There are no rouers (other than an Internet router) anywhere on your nefwork.
There are no machines on your DMZ.

Log messages cannot be sent because you have not specified an outbound SMTP server address
o The log will be overwritten i ils up.

STATUS: The configuration has been updated.

=l et
OHelp g

\\\w
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The Status tab displays the following information:

SonicWALL Serial Number - the serial number of the SonicWALL unit.

Number of LAN IP addresses allowed with this license - number of IP addresses that
can be managed by the SonicWALL

Registration code - the registration code generated when the SonicWALL is registered
at <http//www.mysonicwall.com>.

SonicWALL Active time - the length of time in days, hours and minutes that the
SonicWALL is active.

Firmware version - shows the current version number of the firmware installed on the
SonicWALL.

ROM version - the version number of the ROM.
CPU - the type and speed of the SonicWALL processor.

VPN Hardware Accelerator Detected - indicates the presence of a VPN Hardware Ac-
celerator in the firewall. This allows better throughput for VPN connections.

RAM - the amount of Random Access Memory on the board

Flash - the size of the flash on the board

Ethernet Speeds - network speeds of the network card

Current Connections - number of computers connected to the SonicWALL.

Other SonicWALL general status information is displayed in this section relating to other
features in the SonicWALL such as the type of network settings in use, log settings, content
filter use, and if Stealth Mode is enabled on the SonicWALL.

Refer to the SonicWALL Internet Security Appliance User's Guide for detailed information on
managing and configuring your SonicWALL.
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Basic Network Terminology and Configurations

Simple Home Network
Configuration

/éﬁj? Internet Service Provider
Gateway IP Address =

Internet

WAN

TR acemarn co
o % suzuzg

66. XXX XXX XXX
WAN [P Address
from ISP

- LAN IP Address

192.168.168.1

TP,
LAN !
: ’@ Small Hub } Optional
JE— I
I |

LAN IP Address i E’ :
192.168.168.20 ! — I

== | ——— :
! i

Computer

Optional

LAN IP Address
192.168.168.10

The above diagram depicts a simple home network solution with the SonicWALL Internet

Security appliance.

Note:The WAN IP address is an example of an IP address and does not reflect the actual IP

address supplied by your ISP.
Basic Networking Terminology

This section provides a non-technical overview of the network protocols supported by the
SonicWALL and includes a discussion of Internet Protocol (IP) addressing.

It can be helpful to review a book on TCP/IP for an overview of protocols such as TCP
(Transmission Control Protocol), UDP (User Datagram Protocol), and ICMP (Internet Control
Message Protocol). The following book is recommended for beginner and intermediate network

administrators:

Teach Yourself TCP/IP in 14 Days Second Edition
Timothy Parker, Ph.D

SAMS Publishing

ISBN # 0-672-30885-1
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Network Hardware Components

Computers - IBM- compatible, MAC, notebooks, and PDAs

Resources - printers, fax machines, tape backup units, and file storage devices
Cables - crossover, ethernet

Connectors - bridges, routers

Network Interface Card (NIC) - a card installed inside a computer that physically con-
nects a computer to a network and controls the flow of data from the network to the com-
puter. The NIC has a port where the network cable is connected.

Network Types

LAN stands for Local Area Network. Local area refers to a network in one location, Local
Area Networks connect computers and devices close to each other such as on one floor of
a building, one building, or a campus. LANs can connect as few as two computers or as
many as 100 computers.

WAN (Wide Area Network) connects LANs together. The networks that make up a WAN
can be located throughout a country or even around the world. If a single company owns
a WAN, it is often referred to as an enterprise network. The Internet is currently the largest
WAN.

Firewalls

A firewall is a software or hardware system that prevents unauthorized outside access, theft,
deletion, or modification of information stored on a local network. Typically, unauthorized
access would be via an organization’s Internet connection.

Gateways

A gateway can be a computer that acts as a connector between a private internal network and
another network such as the Internet. A gateway used as a firewall can transmit information
from an internal network to the Internet. Also, gateways can examine incoming information and
determine if the information is allowed access to the network.

Network Protocols

The method that used to regulate a workstation’s access to a computer network to prevent data
collisions. The SonicWALL uses the TCP/IP protocol.

TCP/IP - Internet Protocol, or "IP", provides connectionless data transfer over a TCP/IP
network. Since IP alone does not provide end-to-end data reliability as well as some other
services, other protocols such as TCP (Transmission Control Protocol) can be added to
provide these services. In TCP/IP, TCP works with IP to ensure the integrity of the data
traveling over the network. TCP/IP is the protocol of the Internet.

FTP - File Transfer Protocol (FTP) is used to transfer documents between different types
of computers on a TCP/IP network.
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HTTP - HyperText Transfer Protocol (HTTP) is a widely used protocol to transfer
information over the Internet. Typically, it is used to transfer information from Web servers
to Web browsers.

UDP - User Datagram Protocol (UDP) transfers information using virtual ports between two
applications on a TCP/IP network. Slightly faster than TCP, it is not as reliable.

DNS - Domain Name System (DNS) is a protocol that matches Internet computer names
to their corresponding IP addresses. By using DNS, a user can type in a computer name,
such as www.sonicwall.com, instead of an IP address, such as 192.168.168.168, to access
a computer.

DHCP - Dynamic Host Configuration Protocol (DHCP) allows communication between
network devices and a server that administers IP numbers. A DHCP server leases IP
addresses and other TCP/IP information to DHCP client that requests them. Typically, a
DHCP client leases an IP address for a period of time from a DHCP server which allows a
larger number of clients to use a set pool of IP addresses.

WINS - Windows Internet Naming System (WINS), used on Microsoft® TCP/IP Networks,
matches Microsoft® network computer names to IP addresses. Using this protocol allows
computers on the Microsoft® network to communicate with other networks and computers
that use the TCP/IP suite.

HTTPS - Secure HyperText Transfer Protocol (HTTPS) is a protocol to transfer information
securely over the Internet. HTTPS encrypts and decrypts information exchanged between
a Web server and a Web browser using Secure Socket Layer (SSL).

SMTP - Simple Mail Transfer Protocol (SMTP) is used to send and receive e-mail messages.
Typically, SMTP is used only to send e-mail while another protocol, POP3, is used to receive
e-mail messages.

POP3 - Post Office Protocol 3 (POP3) is used to receive e-mail messages and storing
messages on a server, referred to as a POP server.

ICMP - Internet Control Messages Protocol (ICMP) reports errors and controls messages
on a TCP/IP network. PING uses ICMP protocol to test if a network device is available.

IP Addressing

To become part of an IP network, a network device must have an IP address. An IP address is
a unigue number that differentiates one device from another on the network to avoid confusion
during communication. To help illustrate IP addresses, the following sections compare an IP
address to the telephone numbering system, a system that is used every day.

Like a phone number with its long distance “1” and area code, an IP address contains a set of
four numbers. While we separate phone number components with dashes, for example 1-408-
555-1212, IP address number components are separated by decimal points or dots (called
dotted decimal notation), for example 123.45.67.89. Because computers use a binary number
system, each number in the set must be less than 255.
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There are three components of IP addressing:

e IP address

e Subnet mask

e Default gateway
IP Address

Just as each household or business requires a unique phone number, a networked device (such
as a computer, printer, file server, or router) must have a unique IP address. Unlike phone
numbers, an IP address requires the entire number when communicating with other devices.

There are three classes of IP addresses: A, B, and C. Like a main business phone number that
one can call, and then be transferred through interchange numbers to an individual’'s extension
number, the different classes of IP addresses provide for varying levels of “interchanges” or
subnetworks, and “extensions” or device numbers. The classes are based on estimated network
size:

e Class A — used for very large networks with hundreds of subnetworks and thousands
of devices. Class A networks use IP addresses between 0.0.0.0 and 127.0.0.0.

e Class B — used for medium to large networks with 10—-100 subnetworks and hundreds
of devices. Class B networks use IP addresses between 128.0.0.0 and 191.0.0.0.

e Class C — used for small to medium networks, usually with only a few subnetworks
and less than 250 devices. Class C networks use IP addresses between 192.0.0.0 and
223.0.0.0.

Just as one would go to the phone company for a phone number, there are controlling bodies
for IP addresses. The overall controlling body for IP addresses worldwide is InterNIC.
Businesses or individuals can request one or many IP addresses from InterNIC. It's a good idea
to estimate the network’s future growth when requesting the class and number of IP addresses
requested.

Subnet Mask

The IP addressing system allows subnetworks or “interchanges” to be created and device
numbers or “extensions” to be established within these subnetworks. These numbers are
created using a mathematical device called a subnet mask. A subnet mask, like the IP address,
is a set of four numbers in dotted decimal notation. Subnet masks typically take three forms:

e 255.0.0.0
e 255.255.0.0
e 255.255.255.0

The number 255 “masks” out the corresponding number of the IP address, resulting in IP
address numbers that are valid for the network. For example, an IP address of 123.45.67.89
and a subnet mask of 255.255.255.0 results in a sub network number of 123.45.67.0 and a
device number of 89. The IP address numbers that are actually valid to use are those assigned
by InterNIC. Otherwise, anyone could set up IP addresses that are duplicates of those at
another company.
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The subnet mask used for the network typically corresponds to the class of IP address assigned.
If the IP address is Class A, it uses a subnet mask of 255.0.0.0. Class B addresses use a subnet
mask of 255.255.0.0, and Class C IP addresses use a subnet mask of 255.255.255.0.

Default Gateway

A default gateway is like a long distance operator. Users can dial the operator to get assistance
connecting to the end party. In complex networks with many subnetworks, gateways keep
traffic from traveling between different subnetworks unless addressed to travel there. While
this helps to keep overall network traffic more manageable, it also introduces another level of
complexity.

To communicate with a device on another network, one must go through a gateway that
connects the two networks. Therefore, users must know the default gateway IP address. If
there is no gateway in the network, use an IP address of 0.0.0.0 in fields that apply to a default
gateway.

Network Address Translation (NAT)

NAT hides internal IP addresses by converting all internal host IP addresses to the IP address
of the firewall as packets are routed through the firewall. The firewall then retransmits the data
payload of the internal host from its own address using a translation table to keep track of
which sockets on the exterior interface equate to which sockets on the interior interface. To the
Internet, all of the traffic on the network appears to come from the same computer.

Nodes

A node is a device, such as a PC or a printer, on a network with an IP address. The feature
chart shows how many node licenses for PCs or printers are included with a SonicWALL Internet
Security appliance. The TELE3 has a non-upgradeable 5-node license, but the SOHO3 is
upgradeable up to have 10, 50, or an unlimited number of node licenses. The PRO 100, PRO
200, and PRO 300 have an unlimited number of node licenses.

The TELE3, SOHO3-10, and SOHO3-50 allow a maximum of 5, 10, or 50 LAN IP addresses,
respectively, to exist on the LAN (Local Area Network). The licenses for the nodes are
counted cumulatively, not simultaneously. When the SonicWALL is turned on and
configured, the SonicWALL begins to count IP addresses against the license, and continues
to count new LAN IP addresses accessing the Internet until the appliance is rebooted.

When a computer or other device connects to the LAN port of the SonicWALL, it is detected
via broadcast and stores the computer or other device IP address in memory. If 5, 10, or
50 IP addresses have been stored in the SonicWALL, the SonicWALL does not permit any
additional machines to access the Internet. Therefore, the SonicWALL restricts the number
of IP addresses on the LAN, not the number of simultaneous connections to the Internet.

If you have fewer than the maximum number of computers or other devices on your LAN,
but it appears that the IP license limit is exceeded, download a Tech Support Report and
review the devices with IP addresses. Rogue devices such as printers are filling up the
SonicWALL IP address limit. Tech Support Reports are explained in the Tools chapter
of this manual.
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Additionally, computers with two (2) Network Interface Cards (NIC) can take up two IP
addresses. You must reconfigure your network to avoid these problems by turning off IP
forwarding on Windows® NT or Windows2000® servers using two NICs.
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3

Registering at mySonicWALL.com

After you complete the initial installation and configuration of your SonicWALL, you should
register your SonicWALL Internet Security Appliance at http://www.mysonicwall.com. You
must create a user account to activate and manage services, as well as access technical
support, for all of your SonicWALL Internet Security Appliances.

Important: You must register your SonicWALL on mySonicWALL.com to access
technical support. By registering your SonicWALL, you provide the initial information
necessary for technical support if any problems arise during installation.

ONLINE SUPPORT

Submit your request
for support here.

For registered products only

Note: User interface screens may vary as mySonicWALL.com is updated with new
features. For the latest version of this manual and other SonicWALL documentation, go
to http://www.sonicwall.com/products/documentation. htm/

What is mySonicWALL.com?

MySonicWALL.com delivers a convenient, centralized way to register all your SonicWALL
Internet Security appliances and Security Services. It eliminates the need to individually
register SonicWALL appliances and upgrades to streamline the management of all your
SonicWALL security services. Instead of registering each SonicWALL product individually,
using mySonicWALL.com allows you to have a single user profile where you can manage
all of your product registrations and security services.

What Can | Do with mySonicWALL.com?
You can do the following with MySonicWALL.com:

e Centrally register all your SonicWALL appliances and services
e Access firmware and security service updates
e Get SonicWALL alerts on services, firmware, and products

e Check status of your SonicWALL services and upgrades linked to each registered
SonicWALL Internet security appliance

e Manage (activate, change or delete) your SonicWALL security services online
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Creating a New User Account

If you currently have a mySonicWALL.com user account, you can skip this section and
proceed to Adding New Appliances or Services.

1. Type http://www.mysonicwall.com into your web browser.

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

usermame: [ | VIRUS ALERT:
Passworc ! W32/NIMDA@MM

IS YOUR ANTI-VIRUS

SOFTWARE UP TO DATE?

SEE HOW YoU CAN BE SURE

[&10oe [ [ 1B @ eret Y

2. Asanew user, locate the statement, “If you are not a registered user, click here.” Click
the link, and an information form appears.

Account Information

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS
Soluton Center | Channet partners

L.COM SUBSCRIPTION

Fields marked by (*) are Required

in length
Canfirm Password *

et Question, which you will

2. PERSONAL INFORMATION

mySonicWALL 1.6.24 izt (oo Last Name *

Company Title

Street Address *

— —m

3. All field marked with an * are required fields. Be sure to fill out the form completely
before submitting to the user database. Create a User Name and password for your
mySonicWALL account. Confirm the password by typing it in the Confirm Password
field. For your convenience, you can record the information below.

User Name: Password:
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Important: You must remember your user name and password until you have activated
your account. You cannot obtain your password if you forget it before activating your
account. If you do forget your password before your user account is active, you have to
create a new user account.

Note: If your security policy doesn't allow you to write down passwords, write down a hint
or a prompt for your password.

4. Create a Secret Question and Answer to prompt you for your password if you forget

it.

Personal Information

5. Complete the Personal Information section of the Registration form.

Fie Edt View Favoies Toos Hep

Back - & - D [ 4| QSeach alFsvoies GMeda 3| By b A - ] D

Agdes €] Wos s mysoninol con/Fe

=] s |

I we will 3sk you the Secret Question, which you will
eset your p

Secret Qus

2. PERSONAL INFORMATION

First Name * Last Name *

Company Title

Street Address *

mySonicWALL 1.6.24

City *

State *
(If in the United States)
[Select One |

Pravince -
(If outside the United States)

Gountry * Postal Code *
[United States | [

Phane Number * Fax Number
[ [

Please note that a valid E-mail address
il # te you

Cade. You will need this cade to actival
E-mail Address *

URL

ritp: 7

3. PREFERENCES

Time Zone [ (GMT-0B:00)Pacific Time(US & Canada), Tjuana =l
™ es, T would like to be a Beta Tester

™
M1
M1

Be sure to enter the correct e-mail address as the subscription code for your SonicWALL
user account is e-mailed to you. The subscription code is necessary to activate your

account.
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6. Select your time zone from the Time Zone menu, and then select any or all of the
following options:

e Yes, | would like to be a Beta Tester.

 No, I do not want to be contacted by SonicWALL via e-mail.

1 would like to receive security alerts from SonicWALL.

1 would like to receive product information from SonicWALL.

7. Click Submit.

8. Review your information carefully to ensure that it is accurate. Click Back on your Web
browser navigation bar to go back to the form and re-enter any information.

2} Confirm Mysonicwall.com Subscription - Micrasoft Internet Explorer

File Edt View Favoites Took Help |

GBack » = - () ] | Dseach [ilFavoies PMeds B |- S - H 2w QD
Address [€] hitps: /4w mpsanicwall com/Rregistiation. asp =] @6o |

COMPREHENSIVE HOMENEWS T WHERETO DUY | CONTACTUS =
INTERNET SECURITY SOLUTIONS
Products Solution Center | Channel Partners Technical Support Download Center Company

CONFIRM MYSONICWALL.COM SUBSCRIPTION

Please confirm the information provided. If you would like to modify any
information, use the browser's Back buttan. Flease nots that the password is not

1 gou are treing to use| displaved for security reasons.,

register.sonicwall.com,
please dick here for User Name: SonicWALL_User
more information,

Personal Information:  Contact Information:
Jane Doe Time Zone: (GMT-08:00)Pacific Time(US &
1234 Any Street Canada); Tijuana
Anytown, CA, 94588 Phone: 925-555-1212
United States Email: anyone@anycompany com
Every Company,
IT Manager
http://

Secret Question: World Series
Answer: Winning_Team

Copyright 2001

-]
& Dore [ [ 2[4 ntemet 7

9. If all the information is correct, click OK. A confirmation message appears notifying you
that your account must be activated within 72 hours of creating it. You also receive an
e-mail with your subscription key in it. You can return to the mySonicWALL.com login
screen, or alternatively, click on the link within the e-mail message.

Page 54



| Fie Edt i at To s e I
| oBepy | foReotonl | o Fomad [ & 7 [0 X [ & - w - 4@ |47 w E|
n Sent: Mon 12/3/2001 10:54 AM

Subjet: Your Hysonicwal.com Sbscrtion

|
=
Uelcome o mySomicUALL. Tour account information is as follows:
Aicernacively, you can click on the folloving link and he direcced to the
Login screen.
eeps:// 11 com/L B n 2001
Thank you,
SomicuALL Support Team.

|

Note: For security reasons, the subscriber name and part of the subscription code are
masked.

10. The next time you access your mySonicWALL.com account, you must provide your
subscription code to activate your account. Write your subscription code below.

Subscription code:

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY | CONTACT US
INTERNET SECURITY SOLUTIONS

Company

USER LOGIN - PLEASE LOGIN T0 REGISTER AND UPGRADE YOUR SONICWALL PRODUCT.

To complete the subscription process, please enter the Subseription Cade, which has been emailed to

VIRUS ALERT:
W32/NIMDA@MM

IS YOUR ANTI-VIRUS

EE EE SOFTWARE UP TO DATE?

N K

fen [ 3 [ ntemet

11. Type the subscription code you received via e-mail into the Subscription Code field,
and click Submit. Your Account Management interface appears and you can now
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register SonicWALL Internet Security appliances or services. You can also delete or
move appliances from your user account.

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

Logged in: LAP_Wente

Status and Options =

rySonicWALL 1,6,24 | Summary of Products
{View Serfal Numbers & Registration Codes)

QUICK REGISTER

Enter the of
S/ of & Kly acti
the

Activation Key of a Service or the
ct to quich eqist
uct.

N K

21 Wips wnmysoricnal con/Profle HonePage ol [ [ 1B @ eret

Problems Creating a MysonicWALL.com user Account?

If you're having trouble creating a user account on the mySonicWALL.com website, be sure
to check the following items in your browser:

e Accept Cookies

e Internet Explorer 5.0 or higher

* Netscape 4.5 or higher

e Allow Java scripts

e Correct Password for MysonicWALL.com

User Name and Password Functions

If you forget your user name, you must send an e-mail message to Tech Support

requesting your user name. Be sure to include the e-mail address used to create the
MysonicWALL.com account.

If you forget your password, use the Forget Password? Click here. link to use your
Secret Question and Answer to remember your password. If you did not set up a
Secret Question and Answer for your password, a link appears allowing you to reset
your password. Be sure to use the same user name and e-mail address as your
MysonicWALL.com user account.
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Registering Your SonicWALL Internet Security Appliance

To register your SonicWALL Internet Security appliance, click the hyperlink, Click Here, in
the Registered SonicWALL Products section. Or to quickly register your appliance,
enter the Activation Key of a service, or a SonicWALL Internet Security appliance serial
number into the field in the Quick Register section.

Click Here Registration

If you use the hyperlink, Click Here, a My Products page appears, and you can register
your appliance by entering the Serial Number in the Add New Product field. You can also
create a Friendly Name, such as San Francisco Office, to identify the SonicWALL. Using
Friendly Names can assist you with managing multiple SonicWALLs.

COMPREHENSIVE

SONICWALL > INTERNET SECURITY SOLUTIONS

I |
& | [ 18 @ inemet v

Quick Registration

To quickly register a SonicWALL Internet Security appliance, type the serial number in the
field under the Quick Register section, and click Go. The serial number automatically
appears in the Serial Number field. You can then create a Friendly Name for the
appliance. If you type the incorrect serial number into the Serial Number field, a message
stating that the appliance is previously registered may be returned. Write your SonicWALL
serial number below.

SonicWALL Serial Number:
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COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

Status and Options

mySonicWALL 1.6.24

N K

21 Wips wnmysoricnal con/Profle HonePage ol [ [ 1B @ eret

After you register the SonicWALL, the Friendly Name appears as a hyperlink under
Registered SonicWALL Products. Click on the Friendly Name to view the services
activated on the appliance.

ach (glFavortes PMede (F |- Sl - D v

PRODUCTID=1BLSERIALY

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

SERVICE MANAGEMENT

Logged in: LAP_Wente
Node Support: Unlimited
Registration Code:

You can manage this product by clicking the apprapriate button;
mySonicWALL 1.6.24

MANAGE PRODUCT

soune ©)
Servi ame Status Expiry/Key

12, Support 8x5 ATVATE €))

13. Support 24x7 ATvATE )]

14, 1ntl Support ATvATE €))

I |
Z

& [ [ 1B @ eret

Note: Services may vary from model to model and may not have the same activated fields
as the above appliance. Also, the serial number, registration code, and activation keys are
masked for security reasons.
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Status and Options

Click Status and Options underneath the login information to search for the status and
options relating to a particular SonicWALL appliance. Enter the SonicWALL serial number
to search for the related information.

atus of Pre
the serial

[ I3 [ emet

ions and Upgrades -

Microsoft Internet Explorer

SONICWALL |

STATUS OF OPTIONS AND UPGRADES

This product is registered

Serial Mumber:

Node Support:
Upgrade Key:

PRO-¥X

Unlimited

APPLICABLE SERVICES
VPN

Enabled
(Uparade Key

Enabled (Expires: 27 Feb 2002 )
27 Feb 2002 )
06 Aug 2002 )

N[

GIED

[ [ 15 @ inemet

Information displayed includes

e Serial Number
e Product
e Registration Code

e Node Support Upgrade Key
There is also a list of applicable services with their activation keys as well as expiration

dates for subscriptions.
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Managing Your SonicWALL

You can rename your SonicWALL, transfer your SonicWALL, or delete your SonicWALL in
this section of Services Management.

Renaming Your SonicWALL

You can rename your SonicWALL at any time in order to manage your SonicWALLs. To
rename your SonicWALL, click Rename in the Manage Products section. Type the new
name in the Friendly Name field, and click Submit.

GBack - = - @ [B) 4| @Sench [lFavoites @Meds (BB G- H D W R

Ao [€) s/ /wwmnysonicnallcon/Pole RenaneProduc sp

SONICWALL

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY | CONTACT US
INTERNET SECURITY SOLUTIONS

RENAME PRODUCT: PRO-VX

Logged in: LAP_Wente
lease enter the new friendly name for the product.

00401001566
[PROVX

(Ex. San Jose Branch Office) May be up to 30 characters.

N K

& [ [ 1B @ eret

After clicking Submit, a new page appears with the message that you have successfully
renamed your SonicWALL.

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY | CONTACT US
INTERNET SECURITY SOLUTIONS

MY PRODUCTS
Logged in: LAP_Wente

REGISTERED PRODUCTS
Ut To manage the services of a product, please click on the appropriate product link

SERIAL NUMBER REGISTRATION CODE
0040100F1566 01425436

ber of the new praduct to be registered. You may also
for the product.

(0040XxXXXXKx) 12 digit number on bottom of unit.

(Ex. San Jose Branch Office) May be up to 30 characters.

[&10oe [ [ 1B @ eret

N K
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Transfer Product

You can transfer a SonicWALL to another mySonicWALL.com user at any time. Transferring
a SonicWALL is necessary if you sell the appliance to another user, or if you want to transfer
it to another person in your company. For example, the sales manager for the East Coast
has left, and you were managing the services for his SonicWALL. However, another
manager may have an immediate need for the SonicWALL, and requests that you transfer
the appliance to him. To transfer a SonicWALL to another user, click Transfer in the
Manage Product section.

COMPREHENSIVE HOME | NEWS | WHERE T0 8UY | CONTACT US
INTERNET SECURITY SOLUTIONS

SONICWALL

TRANSFER PRODUCT: PRO-VX

Logged in: LAP_Wente
Please specify the username and E-mail address. An E-mail confirmation will be
sent.

New User Name

N K

[&10oe [ [ 1B @ eret

Type in the User Name of the new owner, and the e-mail address ID in the appropriate
fields. Click Submit. A page is returned with the message that you've successfully
transferred the SonicWALL to the new user.

Ele Edt View Favortes Ioos Help |
Gk - = - @ [ 4| QSeach [alFavates @Meda 3| E DA~ 2 D W R
agdes [@) Bl
TR | CoMPREHENSIVE HOME [ NEWS | WHERE T0 BUY 1 CONTACT Us
HLL[Q7 1R inrerner Security SoLutions

MY PRODUCTS
Logged in: LAP_Wente

Product has been successfully transferred.
Manage or register new products.

REGISTERED PRODUCTS
nage the

services of a produst, please click on the appropriate product link

SERIAL NUMBER REGISTRATION CODE

of the new product to be registered. You may also
the product.

Serisl urbers |

(0040XxXX¥Xx) 12 digit number on bottom of unit.

(Ex. San Jose Branch Office) May be up to 30 characters.
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Also, an e-mail message is sent to both the old and new user as a notification that the
appliance was transferred.

¥ SonicWALL Transfer Product - Message [Plain Text) M=
| Fie Edit View Insent Fomat Took Actions Help

| @ioRepl | B Reptodl | WE o | G 2 [ DY X | & -w - & @A £ U 2
From: Reqgistration Sent: Mon 12/3(2001 3:49 PM

To:

Ci:

Subject:  SonickwALL TransFer Produck

Dear Customer,

This is to confirm that the device with Serial Number "004

has

been transferred from User " " to

Thank you,

SonicWiLL Support Tesm.

Note: You can only transfer a SonicWALL to another registered user of mySonicWALL.com.
Delete Product

You can also delete a SonicWALL from your mySonicWALL.com user account. Click on the
Friendly Name for the appliance, and then click Delete. A confirmation message appears
in the next window, and you have successfully deleted a SonicWALL from your user
account. You can add the SonicWALL back to your account at anytime.
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Applicable Services for SonicWALL Internet Security Appliances

In the Applicable Services section of mySonicWALL.com, a list of installed and
unactivated services for your SonicWALL is displayed.

| @Qseach (iFavoites GMeda (BB S Ei-H 2w R

Address [€]

SONICWALL

HOME | NEWS | WHERE TO BUY | CONTACT US

COMPREHENSIVE
INTERNET SECURITY SOLUTIONS

SERVICE MANAGEMENT

Logged in: LAP_Wente

You can manage this product by clicking the appropriate button

MANAGE PRODUCT

PRO-VX RENAME ©)

ut
APPLICABLE SERVICES

N K

[&10oe [ [ 1B @ eret

Activated services are indicated by the Installed icon with a green check mark.

Inactive services are indicated by the Activate icon with a red arrow.
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Activated service names are also hyperlinked to an information page with Activation
Status and the Expiration Date of the service. Services can also be renewed by clicking
on the name, and entering the activation key into the Activation Key field.

COMPREHENSIVE

SONICWALL

STATUS - CONTENT FILTER

INTERNET SECURITY SOLUTIONS

Logged in: LAP_Wente
Mlosour | > activation Status:
> Expiration Date:

i b

RENEW SERVICE

Enabled
8/6/2002 6:52:00 PM

Activation Key

Please enter the Activation Key.

—
BTl

[ [ 1B @ eret

Available Services on SonicWALL Appliances

SOHO3,
Services TELE3, & PRO 200 PRO 300 GX 2500 GX 6500
PRO100
Content Filter
ACTIVATE 0 Optional Optional Optional

VPN Upgrade

VPN Client One License 50 Licenses 100 Licenses 100

Upgrade Included Included Licenses
Included

Premium

Comtiont | ncvare E)RR acvare QYRR acrvare QYR Acvare €)

(optional) activare )N Activare )N activare €N AcTivate €) m
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Available Services on SonicWALL Appliances

SOHO3,
Services TELE3, & PRO 200 PRO 300 GX 2500 GX 6500
PRO100
Extended
Warranty

AcTIvATE 63) AcTIvATE 63) AcTIVATE ) acTivate )0l AcTivate €))

Authentication

Service - Admin

AcTIvATE 63) AcTIvATE 63) AcTIVATE ) AcTIVATE £ AcTvaTe €3

Authentication

Service - Client

AcTIvATE 63) AcTIvATE 63) AcTIVATE ) AcTIVATE £

High Availability

ViewPoint
AcTIvATE 63) AcTIvATE 63) AcTIVATE ) AcTIVATE £ AcTvaTe €3
Anti-Virus
Upgrade
P9 ACTIVATE ) ACTIVATE ) acrivate E)l Activate €I AcTivaTE £)
Firmware
download

AcTIvATE 63) AcTIvATE 63) acrivate )Ml activare )Rl AcTivate €)

Support 8X5

ACTIVATE ) ACTIVATE ) acivate E)l activate E)BNl AcTivateE )

Support 24X7

(US only)

AcTIvATE 63) AcTIvATE 63) acrivate )Ml activare )Rl AcTivate €)

Int’l Support

=

=

=

&

=

=

=

&

=

=

=

&)

=

=

=

&)
5 = 5
= o =
O &) O

ACTIVATE ) ACTIVATE ) acTivate E)l AcTIVATE €3
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Activating Services Using mySonicWALL.com
To activate a service such as Content Filter, use the following steps:

1. Log into mySonicWALL.com using your username and password. Select the appliance
to be upgraded with the Content Filter List subscription, and click the name.

2. Click Activate next to Content Filter. The following screen appears with an
Activation Key field, and a Terms and Conditions message.

3. Type the Activation Key into the Activation Key field, and select | have read and
agreed to all of the above terms and conditions. Click Submit.

4. The Content Filter List subscription is now active, and you can download the
Content Filter List through your SonicWALL appliance.

Note: The Anti-Virus service also needs to be activated on your SonicWALL appliance.See
the Anti-Virus User's Guide for more information.
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4

Hardware Description

This chapter provides detailed illustrations and descriptions of the SonicWALL Internet Security
Appliances front and back panels by model. Refer to this chapter to learn the location of LEDs,
switches, and connectors.

SonicWALL PRO 200 and PRO 300 Front Panel

The SonicWALL PRO 200 front panel is shown below, followed by a description of each item.
The SonicWALL PRO 300 is identical to the SonicWALL PRO 200 except for the PRO 300 label
on the front panel and has 64MB of RAM.

INTERNET SECURITY APPLIANCE [ ]

LAN Port LEDs
Power, Test, and WAN Port LEDs Link, Activity

Link, Activity DMZ Port LEDs
Link, Activity

Alarm LEDs

SonicWALL PRO 200 and SonicWALL PRO 300 Front Panel Description

e Power
Lights up when power is applied to SonicWALL PRO or SonicWALL PRO 300.

e Test

Lights up when the SonicWALL is powered up and performing diagnostic tests to check for
proper operation. These tests take about 90 seconds. If the Test LED remains lit after this
time, the software is corrupt and must be reinstalled.

e Alarm

Lights up and flashes for 10 seconds when an event generates an alert. Alarm LED flashes
for 10 seconds. Alert events are defined in the Log Settings section in Chapter 5 of the
SonicWALL Internet Security Appliance User’s Guide.
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There are three Ethernet ports; one for each of the LAN, DMZ, and WAN ports:

e Link
Lights up when a Twisted Pair connection is made to another Ethernet device (usually a
hub) on the port. Note that the device connected to the SonicWALL must support the
standard Link Integrity test.

e Activity
Lights up when the SonicWALL transmits or receives a packet through the Twisted Pair port
onto the network.

SonicWALL PRO 200 and PRO 300 Back Panel

The SonicWALL PRO 200 back panel is shown below, followed by a description of each item.
The SonicWALL PRO 300 back panel is identical to the SonicWALL PRO 200.

RS-232 Reset
Serial Port Switch

Cooling
Vents

10Mbps/100Mbps

LAN Ethernet Port 5VDC, 2A
10Mbps/100Mbps 10Mbps/100Mbps

Power Input
DMZ Ethernet Port WAN Ethernet Port

SonicWALL PRO 200 and SonicWALL PRO 300 Back Panel Description

e (3) Twisted Pair (10Base-T, 100Base-T) Ethernet Ports

(3) Auto switching 10Mbps/100Mbps Ethernet ports provide connectivity for both Ethernet
and Fast Ethernet networks. The Ethernet ports connect the SonicWALL to the LAN, DMZ,
and WAN using Twisted Pair cable with RJ45 connectors.

e Serial
DB-9 RS-232 Serial port

e Reset Switch

Resets the SonicWALL PRO 200 or the SonicWALL PRO 300 to its factory clean state. This
can be required if you forget the administrator password, or the SonicWALL firmware has
become corrupt.
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e Power Input

Connects the SonicWALL to power input. The use of an Uninterruptible Power Supply (UPS)
is strongly recommended to protect the SonicWALL against damage, or loss of data due to
electrical storms, power failures, or power surges.

e Power Switch
Powers the SonicWALL on and off.

e Cooling Vents

The SonicWALL is convection cooled; an internal fan is not necessary. Do not block the
cooling vents on the SonicWALL side panels.

SonicWALL PRO 100 Front Panel
The SonicWALL PRO 100 front panel is shown below, followed by a description of each item.

*
Jir

aeth

Test LED

Power LED WAN Port LEDs DMZ Port LEDs LAN Port LEDs
Link, 100, Activity Link, 100, Activity Link, 100, Activity

SonicWALL PRO 100 Front Panel Description

e Power
Lights up when power is applied to the SonicWALL PRO 100.

e Test

Lights up when the SonicWALL PRO 100 is first powered up and performing diagnostic tests
to check for proper operation. These tests take about 90 seconds. If the Test LED remains
lit after this time, the software is corrupt and must be reinstalled.
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There are three Ethernet ports; one for each of the LAN, DMZ, and WAN ports:
e Link
Lights up when the Twisted Pair port is connected to a 10Mbps or 100Mbps hub or switch,

or directly connected to a computer. Note that the connected Ethernet device must support
the standard Link Integrity test.

e 100

Lights up when the Twisted Pair port is connected to a 100Mbps hub or switch or directly
connected to a computer with a 100Mbps network interface.

e Activity

Flashes when the SonicWALL PRO 100 transmits or receives a packet through the Twisted
Pair port.

SonicWALL PRO 100 Back Panel
The SonicWALL PRO 100 back panel is shown below, followed by a description of each item.

Cooling Vents

Reset Switch RS-232 5VDC,2A
Serial Port  1OMbps/100Mbps 10Mbps/100Mbps
LAN Ethernet Port DMZ Ethernet Port  10Mbps/100Mpbs
WAN Ethernet Port

Power input

The SonicWALL PRO 100 Back Panel Description

e Reset Switch

Erases the firmware and resets SonicWALL PRO 100 to its factory clean state. This can be
necessary if the administrator password is forgotten, or the firmware has become corrupt.
Instructions for erasing the SonicWALL firmware are Guide.

e Serial
DB-9 RS-232 Serial port.

e (3) Twisted Pair (10Base-T, 100Base-T) Ethernet Ports

(3) Auto switching 10Mbps/100Mbps Ethernet ports provide connectivity for both Ethernet
and Fast Ethernet networks. The Ethernet ports connect the SonicWALL PRO 100 to the
LAN, DMZ, and WAN using Twisted Pair cable with RJ45 connectors.
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e Power Input

Connects to the external power supply that is provided with the SonicWALL PRO 100. The
use of an Uninterruptible Power Supply (UPS) is recommended to protect the SonicWALL
PRO 100 against damage or loss of data due to electrical storms, power failures, or power
surges.

e Cooling Vents

e The SonicWALL PRO 100 is convection cooled; an internal fan is not necessary. Do not
block the cooling vents.

SonicWALL SOHO3 and TELE3 Front Panel

The SonicWALL SOHO3 front panel is shown below, followed by a description of each item.
The SonicWALL TELES is identical to the SonicWALL SOHO3 except for the TELE3 label on
the front panel and the inclusion of SonicWALL VPN.

Test LED

LAN Port LEDs
Link, 100, Activity
WAN Port LEDs

Power LED Link, 100, Activity

SonicWALL SOHO3 and SonicWALL TELE3 Front Panel Description

e Power
Lights up when power is applied to the SonicWALL SOHO3 or SonicWALL TELE3.

e Test

Lights up when the SonicWALL is first powered up and performing diagnostic tests to check
for proper operation. These tests take about 90 seconds. If the Test LED remains lit after
this time, the software is corrupt and must be reinstalled.

SonicWALL Installation Guide Page 71



There are two Ethernet ports; one of the following for the LAN and WAN ports:

Link

Lights up when the Twisted Pair port is connected to a 10Mbps or 100Mbps hub or switch
or directly connected to a computer. Note that the connected Ethernet device must support
the standard Link Integrity test.

100

Lights up when the Twisted Pair port is connected to a 100Mbps hub or switch or directly
connected to a computer with a 100Mbps network interface.

Activity

Flashes when the SonicWALL transmits or receives a packet through the Twisted Pair port.

SonicWALL SOHO3 and TELE3 Back Panel

The SonicWALL SOHO3 back panel is shown below, followed by a description of each item. The
SonicWALL TELE3 back panel is identical to the SonicWALL SOHOS3.

Cooling Vents

5VDC,2A
Power Input

Reset Switch

10Mbps/100Mbps 10Mbps/100Mbps

RS-232 WAN Ethernet Port
Serial Port LAN Ethernet Port

The SonicWALL SOHO3 and TELE3 Back Panel Description

Reset Switch

Erases the firmware and resets the SonicWALL to its factory clean state. This can be
necessary if you forget the administrator password or the firmware has become corrupt.

Serial Port
DB-9 RS-232 Serial port
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(2) Twisted Pair (10Base-T, 100Base-T) Ethernet Ports

(2) Auto switching 10Mbps/100Mbps Ethernet ports provide connectivity for both Ethernet
and Fast Ethernet networks. The Ethernet ports connect the SonicWALL to the LAN and
WAN using Twisted Pair cable with RJ45 connectors.

Power Input

Connects to the external power supply which is provided with the SonicWALL SOHO3 and
the SonicWALL TELE3. The use of an Uninterruptible Power Supply (UPS) is recommended
to protect against damage or loss of data due to electrical storms, power failures, or power
surges.

Cooling Vents

The SonicWALL is convection cooled; an internal fan is not necessary. Do not block the
cooling vents on the SonicWALL SOHO3 or the TELE3 side panels.

SonicWALL GX 250 and GX 650 Front Panel

The SonicWALL GX 250 front panel is shown below, followed by a description of each item. The
SonicWALL GX 650 is identical to the SonicWALL GX 250 except for the GX 650 label on the
front panel and the types of network interfaces installed.

Serial Cable Port

Power LED Test LED

Slot 1 Expansion DMz
Reset Button

Slot 3
LAN

SonicWALL GX Models Front Panel Description

Power

Lights up green if both power supplies are functioning on the SonicWALL GX Models.
If it is red, one of the power supplies has failed, and an audible alarm also sounds.
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e Test
Lights up when the SonicWALL is powered up and performing diagnostic tests for
proper operation. These tests take up to 5 minutes. If the Test LED remains lit after
this time, the firmware is corrupt and must be reinstalled.

e Serial Port
DB-9 RS-232 Serial port for a modem or null-modem cable to support Command Line
Interface Management.

There are three network interfaces on the GX Models from left to right:

-  WAN
 LAN
- DMz

The GX 250 includes two Fast Ethernet network interfaces.The GX 650 includes either Fast
Ethernet or 1000Base-SX over Fiber network interfaces. A fourth slot for upgrades is available
on the GX 250.

Two types of network cards are available in the GX series:

e Fast Ethernet (10/100Base-T)
e Gigabit over Fiber (1000Base-SX)

GX 250 Front Panel

Three Fast Ethernet interfaces provide connectivity for either Ethernet and Fast Ethernet
networks. The Ethernet ports connect the SonicWALL to the LAN, DMZ, and WAN using
category 5 twisted pair cable with RJ-45 connectors. There is an additional slot available for
upgrading the appliance. The standard NIC has two LEDs:

e Link/Activity

The Link light is green when a twisted pair connection is made to another Ethernet
device (usually a switch or a hub) on the port. Note that the device connected to the
SonicWALL must support the standard link integrity test. The Link LED blinks,
indicating Activity, when the SonicWALL transmits or receives a packet through the
Twisted Pair port onto the network.

e Network Speed
The Network Speed LED is not lit if the network speed is 10 Mbps, and the LED is
green if the network speed is 100 Mbps.

e« GX650 Front Panel

Three Gigabit over Fiber ports provide connectivity for Gigabit networks. Before inserting
the cables into the network ports on the fiber optics card, remove the plug from the ports.
The 1000Base-SX interface has the following LED lights:

e Transmit (TX)
The TX light is lit when the network is transmitting data over the network connection.
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Receive (RX)

The RX light is lit when data is received over the network connection.

Link

The Link LED indicates that the interface is connected to a valid link partner and is
receiving link pulses.

The 1000Base-T network interface has the following LEDs:

Link

The Link light is green when a network connection is made to another Ethernet device
(usually a hub) on the port.

Activity

The Activity LED blinks, indicating Activity, when the SonicWALL transmits or
receives a frame.

Network Speed

The Network Speed light remains off if there is no connection or if a 10Mbps
connection is made. If a 100 Mbps connection is made, the LED is green. If a 1000
Mbps connection is obtained, the LED is yellow.

Reset Switch

Resets the SonicWALL GX 250 or the SonicWALL GX 650 to its factory clean state. This may be
required if you forget the administrator password, or the SonicWALL firmware has become

corrupt.

SonicWALL GX 250 and GX 650 Rear Panel

The SonicWALL GX 250 back panel is shown below, followed by a description of each item. 7he

SonicWALL GX 650 back panel is identical to the SonicWALL GX 250.

Power Input

Cooling Vent

Alarm Reset Button

Power
Switches

SonicWALL GX 250 and SonicWALL GX 650 Back Panel Description

Power Inputs
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There are two power input receptacles to connect the SonicWALL to the AC power
input. The unit comes standard with redundant hot swappable power supplies with
active power function correction (100-240 VAC 50/60 Hz).

e Power Switches
One power switch for each hot swappable power supply module. The audible alarm
sounds if only one power supply is functioning.

e Alarm Reset Button
The Alarm Reset button resets the audible alarm.

e Cooling Vents

The SonicWALL is convection cooled and has an internal fan that is not crucial to the
function of the GX, but provides additional cooling to the unit. Do not block the cooling
vents on the SonicWALL front and back panels.
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5 Troubleshooting Guide

Tips for Cable/DSL Modem Users
No Internet Access

If you are experiencing problems connecting to the Internet after installing your SonicWALL,
you should turn off your cable modem for five (5)minutes, and then turn it back on. Restart the
SonicWALL and try to access it using the LAN IP address. This is an easy fix that's worth trying
before contacting tech support.

If you are using NAT with DHCP Client network configuration, log into the SonicWALL and
click General, then Network. Verify that the Host Name field has information in it. Your ISP
may require a Host Name to connect to the Internet.

Some ISPs require the MAC address or the Ethernet address of the SonicWALL before the IP
lease can be established. The MAC address of the SonicWALL is the serial number located on
the bottom of the appliance. It is also displayed on the Status page of the General window.

Cannot Maintain IP Address

Typically, cable modem users obtain an IP address dynamically via DHCP. The IP address is
leased for a specific period of time and then renewed by the DHCP server. If you are
experiencing trouble maintaining your lease from your service provider, configure the
SonicWALL to be “pingable” from the WAN. Some ISPs assume that if they cannot ping you,
you must not be online and the lease is not renewed by the DHCP server. Use the following
steps to solve this problem:

1. Open your Web browser and enter the LAN IP address of the SonicWALL to access the
Management interface.

2. Log into the Management interface using the user name and password you created during
configuration.

3. Click Access, then Rules.

4. Click Add New Rule.

Add Network Access Rule

Action & Allow © Deny
Service|Ping -

Ethernet Addr Range Begin Addr Range End
Source [WaN >/ 192.168.168.1
Destination [ =] [ =

Apply this rule [ahways = to (24-Hour Format)
Sun ¥ to |Sun =]

Inactivity Timeout in Minutes |5

Allow Fragmented Packets ™

Update | Reset

5. Select Allow from the Action choices.
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6. Select Ping from the Service menu.
7. Select WAN from the Source menu. Enter the LAN address of your SonicWALL.
8. Click Update and the Rule is added to your Rule list.

Fle Edi View

ch (ilFavoites iteda P D- F i - H D ¥

ementhim

Back + =

General
_m |

Current Network Access Rules

_ e | Priority / Actlon  Service Source Destination Time Day Enable
Tools 1 Allow Ping WAN  192.168.168.1 (LAN) F Ia
Aecess 2 Allow  Web (HTTP) WAN  LAN r a
Advanced 3 Allow Ping LAN WAN F Ia
DHCP 4 Allow  Default WAN  DMZ [ |
veN 5 Allow  Default DMZ  WAN PO d
AntiVirus 6 Allow  Default LAN  * [ |
High Avalailty 7 Allow  Default e LAN LA |
8 Allow  Default WAN % [ |

Add New Rule, Restore Rules to Defaults

oot | STATUS: The configuration has been updated.
& [ @

Other Troubleshooting Tips

Be sure you can connect from your computer directly to the cable modem and establish an
Internet connection. If you can do this with your computer, but not with the SonicWALL, record
all of your Network settings and check them against the information in the SonicWALL.

Erasing the Firmware

There can be instances when it is necessary to reset the SonicWALL to its factory clean state if
the following events happen to the appliance:

e Administrator password is forgotten.

e The firmware has become corrupt, and you cannot contact the Management Interface.

e The test light comes on and stays on for more than a few minutes.

e During the troubleshooting process, you must start from a “known” state.

Once the firmware is erased, new firmware must be loaded, and the SonicWALL must be
reconfigured.

The following procedure erases all settings and reverts the unit to the factory default state. It
is necessary to follow the initial configuration procedures detailed in this manual's QuickStart
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section to reconfigure the SonicWALL. If you need the firmware, download it from <http://
firmware.sonicwall.com> or load it from the CD included with the appliance. You can also
download firmware by logging into <http://www.mysonicwall.com> as a registered user.

Locating the Reset button on your SonicWALL Internet Security Appliance

SonicWALL SOHO3, PRO 100, TELE3, SOHO 10, SOHO 50, XPRS, SOHO Telecommuter, PRO
200, PRO 300, and newer SonicWALL DMZ models use the small recessed button on the back
of the unit for this procedure. If your SonicWALL DMZ unit has a square reset button that is not
recessed on the back of the unit, follow the procedure below to locate the blue reset button.

SonicWALL 10 and 50 models, SonicWALL Plus, and older SonicWALL DMZ models have a blue
reset button inside. Open the SonicWALL unit by unscrewing the screws on the bottom and
gently pulling the top cover off. (The front and back panels remain in place.) Locate the blue
button towards the front between the Power, Test, and WAN LEDs.

If your SonicWALL DMZ unit has a circular reset button that is recessed in the back of the unit,
then it's an older DMZ model and you should follow the procedure for locating the reset button
inside the unit.

Erasing the Firmware for all Models
1. Turn off the SonicWALL and disconnect all cables to the network.
2. Locate the recessed Reset Switch on the back panel of the SonicWALL.

3. Press and hold the Reset Switch and then apply power to the SonicWALL. Once the
Test LED starts to flash, let go of the Reset Switch.

The Test LED flashes for approximately 90 seconds while the firmware is erased. After
completing the diagnostic sequence, the Test LED stays lit, indicating that the firmware has
been erased. It is normal for the Test LED to stay lit after erasing the firmware. It does not go
off until the firmware is installed and loaded into memory by the automatic restart.

4. Log back into the SonicWALL at the default IP address, "http://192.168.168.168".
Make sure that the Management Station's IP address is in the same subnet as the Son-
icCWALL--for example, "192.168.168.200".

5. The SonicWALL Management Interface displays a message stating that the firmware
has been erased. Click Browse to locate the SonicWALL firmware file on the Manage-
ment Station hard drive. Or upload the firmware file that is located on the SonicWALL
Companion CD.

6. Reconfigure the SonicWALL as described in Chapter 2 of this guide.

SonicWALL Installation Guide Page 79



6  SonicWALL Support Solutions

SonicWALL's powerful security solutions give unprecedented protection from the
risks of Internet attacks. SonicWALL's comprehensive support services protect your
network security investment and offer the support you need - when you need it.

Knowledge Base

All SonicWALL customers have immediate, 24X7 access to our state-of-the-art
electronic support tools. Power searching technologies on our web site allow
customers to locate information quickly and easily from our robust collection of
technical information - including manuals, product specifications, operating
instructions, FAQs, web pages, and known solutions to common customer
guestions and challenges.

Internet Security Expertise

Technical Support is only as good as the people providing it to you. SonicWALL
support professionals are Certified Internet Security Administrators with years of
experience in networking and Internet security. They are also supported by the
best in class tools and processes that ensure a quick and accurate solution to your
problem.

Support Offers

Warranty Support - North America and International

SonicWALL products are recognized as extremely reliable as well as easy to
configure, install, and manage. SonicWALL Warranty Support enhances these
features with

<1 year, factory replacement for defective hardware

«90 days of advisory support for installation and configuration assistance during lo-
cal business hours.

*90 days of software and firmware updates

eAccess to SonicWALL's electronic support and Knowledge Base system.
SonicWALL Support 8X5

Designed for customers who need advanced technical support and the additional
benefits of ongoing software and firmware updates, SonicWALL Support 8X5 is an
annual service that includes

eFactory replacement for defective hardware

eTelephone or electronic technical support during local business hours

eAccess to SonicWALL's electronic support and Knowledge Base systems
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<All software and firmware updates and upgrades
SonicWALL Support 24X7
For customers with mission-critical network requirements who cannot afford downtime,
SonicWALL Support 24X7 is an annual subscription service that offers
e Advanced-exchanged replacement of defective hardware
e Telephone or electronic support, 24 hours, 7 days a week
e Enhanced escalation for high priority problems
e Access to SonicWALL's electronic support and Knowledge Base systems

All of SonicWALL Support Services offer a variety of support services to meet your unique
needs including fast, responsive service, instant access to electronic support tools, and high
quality technical support.

SonicWALL Support Services Features and Benefits

Telephone or Web-based Technical Support. SonicWALL's technical support experts
help solve your problems or answer your questions quickly, reducing your risk of Internet
attack.

Knowledge Base. Instant access to solutions and documentation provides answers to
guestions and solves problems electronically.

Firmware/Software Upgrades. Automatic firmware and software upgrades give instant
access to new features and capabilities, allowing you to extend your Internet security
investment.

Annual Support Agreement. Low, fixed prices for support services allow you to budget
accurately and protect you from unexpected technical support expenses.

SonicWALL SonicWALL Super
Warrant Support 8X5 SONICWALL
y PP Support
Telephone/Web-based 90 days 1-year 1-year
technical support 8:00a.m.-5:00 p.m., | 8:00a.m.-5:00 p.m., | 24 hours by 7 days a
local time, Monday - local time, Monday - week
Friday Friday
Hardware Replacement | 1 year, return to 1 year, return to 1 year, advanced
factory factory exchange
Software/Firmware 90 days 1-year 1-year
Updates
Enhanced Escalation Yes




SonicWALL Support 24X7

Overview

Available for all SonicWALL products, SonicWALL Support 24X7 includes software/
firmware technical support, and factory replacement of defective hardware. Coverage is
provided 24 hours a day, 7 days a week.

Deliverables
Coverage Hours

Support is provided during standard business hours, 24 hours per day local time, seven
days per week, including locally-recognized SonicWALL holidays.

Telephone and Web-based Support

SonicWALL provides technical assistance during standard coverage hours by telephone or
through web-based support tools. A SonicWALL technical specialist works with you to
remotely diagnose and identify firmware and hardware not performing to documented
specifications. Web-based support includes interactive communication with a SonicWALL
technical specialist. SonicWALL also provides general assistance regarding usage and
documentation on a limited basis.

Hardware Service

SonicWALL Support 24X7 includes the repair or replacement of failing hardware
returned to the SonicWALL factory.

Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. SonicWALL
ships a replacement appliance to you based upon the RMA information. You are responsible
for returning the failed appliance to SonicWALL with 30 days or be charged for the full
replacement cost.

SonicWALL does not accept failed appliances without a valid RMA number.
Software/Firmware Support

SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support under this agreement.

SonicWALL Support 24X7 includes priority escalation based on problem severity.

Support for software, firmware, and documentation is limited to the most current version
and the immediate prior revision.

Software/Firmware Updates

All software and firmware maintenance releases and updates are included with this
agreement. SonicWALL notifies administrators via electronic mail of new updates. The
updates are delivered exclusively via the web.
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Support Tools

SonicWALL Support 24X7 provides access to SonicWALL's web-based support tools,
including FAQs, documentation, and Knowledge Base systems.

Availability

SonicWALL Support 24X7 is an annual service available for sale at the time of product
purchase or anytime before warranty expiration.

SonicWALL Support 8X5

Overview

Available for all products, SonicWALL Support 8X5 includes software/firmware technical
support and factory hardware replacement. Coverage is provided during standard business
hours.

Deliverables

Coverage Hours

Support is provided during standard business hours, 8:00 a.m. - 5:00 p.m. local time,
Monday through Friday, excluding locally-recognized SonicWALL holidays.

Telephone and Web-based Support

SonicWALL provides technical assistance during standard coverage hours by telephone or
through web-based support tools. A SonicWALL technical specialist works with you to
remotely diagnose and identify firmware and hardware not performing to documented
specifications. Web-based support includes interactive communication with a SonicWALL
technical specialist. SonicWALL also provides general assistance regarding usage and
documentation on a limited basis.

Hardware Service

SonicWALL Support 8X5 includes the repair or replacement of failing hardware returned
to the SonicWALL factory.

Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. Upon receipt
of the failed appliance, SonicWALL ships a fully functional replacement appliance to you.
The replacement appliance is equivalent to a new appliance.

SonicWALL does not accept failed appliances without a valid RMA number.
Software/Firmware Support

SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support under this agreement.
SonicWALL Support 8X5 includes priority escalation based on problem severity.

Support for software, firmware, and documentation is limited to the most current version
and the immediate prior revision.



Software/Firmware Updates

All software and firmware maintenance releases and updates are included with this
agreement. SonicWALL notifies administrators via electronic mail of new updates. The
updates are delivered exclusively via the web.

Support Tools

SonicWALL Support 8X5 provides access to SonicWALL's web-based support tools,
including FAQs, documentation, and Knowledge Base systems.

Availability

SonicWALL Support 8X5 is an annual service available for sale at the time of product
purchase or anytime before warranty expiration.

Warranty Support - North America
Overview

Included with all SonicWALL products, SonicWALL warranty support includes return-to-
factory hardware replacement for one year. Warranty Support also includes technical
support and software/firmware updates for 90 days. Coverage is provided during normal
business hours.

Deliverables
Coverage Hours

Support is provided during standard business hours, 24 hours per day local time, seven
days per week, including locally-recognized SonicWALL holidays.

Telephone and Web-based Support

SonicWALL provides technical assistance during standard coverage hours by telephone or
through web-based support tools for 90 days after the date of purchase. A SonicWALL
technical specialist works with you to remotely diagnose and identify firmware and
hardware not performing to documented specifications. Web-based support includes
interactive communication with a SonicWALL technical specialist. SonicWALL also provides
general assistance regarding usage and documentation on a limited basis.

Hardware Service

Warranty Support includes the repair or replacement of failing hardware returned to the
SonicWALL factory for a period of year following the date of purchase.

Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. SonicWALL
ships a replacement appliance to you based upon the RMA information. Upon receipt of the
failed appliance, SonicWALL ships a fully functional replacement appliance to you. The
replacement appliance is equivalent to a new appliance.

SonicWALL does not accept failed appliances without a valid RMA number.
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Software/Firmware Support

SonicWALL logs, tracks, prioritizes, and resolves software, firmware and/or documentation
bug reports and enhancement requests for software support for a period of 90 days after
the date of purchase.

Software/Firmware Updates

All software and firmware maintenance releases and updates are included for 90 days after
the date of purchase. SonicWALL notifies administrators via electronic mail of new updates.
The updates are delivered exclusively via the web.

Support Tools

Warranty Support provides access to SonicWALL's web-based support tools, including
FAQs, documentation, and Knowledge Base systems.

Availability

This warranty is available only in the United States and Canada.

Warranty Support - /nternational
Overview

Included with all SonicWALL products, SonicWALL warranty support includes return-to-
factory hardware replacement for one year. Warranty Support also includes technical
support and software/firmware updates for 90 days. Coverage is provided during normal
business hours.

Deliverables
Coverage Hours

Support is provided during standard business hours, 24 hours per day local time, seven
days per week, including locally-recognized SonicWALL holidays.

Hardware Service

Warranty Support includes the repair or replacement of failing hardware returned to the
SonicWALL factory for a period of year following the date of purchase.

Upon diagnosis of a hardware failure, a SonicWALL technical specialist issues an RMA
number and provides instructions for returning the hardware to SonicWALL. Upon receipt
of the failed appliance, SonicWALL ships a fully functional appliance. The replacement
appliance is equivalent to a new appliance.

SonicWALL does not accept failed appliances without a valid RMA number.
Software/Firmware Updates

All software and firmware maintenance releases and updates are included for 90 days after
the date of purchase. SonicWALL notifies administrators via electronic mail of new updates.
The updates are delivered exclusively via the web.



Support Tools

Warranty Support provides access to SonicWALL's web-based support tools, including
FAQs, documentation, and Knowledge Base systems.

Availability

This warranty applied to products sold in Europe, the Middle East, Africa, Asia, Central and
South America.
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