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Chapter 1: Introduction

Introduction to your Router

Welcome to the BiIPAC 7402NX(L) 802.11n 3G/ ADSL2+ (VPN) Firewall Router. The router is an
“all-in-one” ADSL router, combining an ADSL modem, ADSL router and Ethernet network switch
functionalities, providing everything you need to get the machines on your network connected to the
Internet over your ADSL broadband connection. With features such as an ADSL Quick-Start wizard and
DHCP Server, you can be online in no time at all and with a minimum of fuss and configuration, catering
for first-time users to the guru requiring advanced features and control over their Internet connection and
network.

Features

Express Internet Access

This router complies with worldwide ADSL standards. It supports downstream rates of up to 12/24
Mbps with ADSL2/2+, 8 Mbps with ADSL, and upstream rates of up to 1 Mbps. With this technology,
users enjoy not only high-speed ADSL service but also broadband multimedia applications such as
interactive gaming, video streaming and real-time audio much more quickly and easily than ever. In
particular, by doubling the upstream data rate, the Annex M standard included in the BiPAC 7402NX
model supports the latest ADSL2/2+ for higher upload speeds.

Virtual Private Network (VPN) (VPN model only)

It allows user to make a tunnel with a remote site directly to secure the data transmission among
the connection. User can use embedded PPTP and L2TP client/server, IKE and IPSec which are
supported by this router to make a VPN connection or users can run the PPTP client in PC and the
router already provides IPSec and PPTP pass through function to establish a VPN connection if the
user likes to run the PPTP client in his local computer.

3G

With 3G-based Internet connection (requires an additional 3G USB modem), user can access
internet through 3G - whether you're seated at your desk or taking a cross-country train trip.

EWAN

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a
WAN port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster
method to connect to the internet will provide users more flexibility to get online.

Dual WAN

Dual WAN is a new way of getting connected to the internet which is to use each two of the
3G/ADSL/EWAN to deal with the unexpected case and balance ftraffic load. That is a way of
improving greatly the robustness.

802.11n Wireless AP with WPA Support

With an integrated 802.11n Wireless Access Point in the router, the device delivers up to 6 times
faster speeds and 3 times farther range than an 802.11b/g wireless network. It offers a quick yet
easily accessible and mobile to the users among wired network, wireless network, broadband
connection (ADSL). In addition to having a 300Mbps. data rate, it is also backward compatible with
existing 802.11b/11g equipments. The supported features of Wi-Fi Protected Access (WPA-PSK/
WPA2-PSK) and Wired Equivalent Privacy (WEP) enhance the security level of data protection
and access control via Wireless LAN.
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@ Fast Ethernet Switch
A 4-port 10/100/1000Mbps fast Ethernet switch is built in with automatic switching between MDI
and MDI-X for 10Base-T, 100Base-TX and 1000Base-TX ports. An Ethernet straight or crossover
cable can be used directly for auto detection.

@ Multi-Protocol to Establish a Connection
It supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483 encapsulation over
ATM (bridged or routed), PPP over Ethernet (RFC 2516), and IPoA (RFC1577) to establish a
connection with the ISP. The product also supports VC-based and LLC-based multiplexing.

@  Quick Installation Wizard
It supports a WEB GUI page to install this device quickly. With this wizard, end users can enter the
information easily which they get from their ISP, then surf the Internet immediately.

@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices and PCs
from many different vendors. It makes network simple and affordable for users. UPnP architecture
leverages TCP/IP and the Web to enable seamless proximity networking in addition to control and
data transfer among networked devices. With this feature enabled, users can now connect to Net
meeting or MSN Messenger seamlessly.

@ Network Address Translation (NAT)
Allows multi-users to access outside resources such as the Internet simultaneously with one IP
address/one Internet access account. Many application layer gateway (ALG) are supported such as
web browser, ICQ, FTP, Telnet, E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@ SOHO Firewall Security with DoS and SPI
Along with the built-in NAT natural firewall feature, the router also provides advanced hacker
pattern-filtering protection. It can automatically detect and block Denial of Service (DoS) attacks.
The router is built with Stateful Packet Inspection (SPI) to determine if a data packet is allowed
through the firewall to the private LAN.

@ Domain Name System (DNS) Relay
It provides an easy way to map the domain name (a friendly name for users such as
www.yahoo.com) and IP address. When a local machine sets its DNS server with this router’s IP
address, every DNS conversion request packet from the PC to this router will be forwarded to the
real DNS in the outside network.

@ Dynamic Domain Name System (DDNS)
The Dynamic DNS service allows you to alias a dynamic IP address to a static hosthame. This
dynamic IP address is the WAN IP address. For example, to use the service, you must first apply for
an account from a DDNS service like http://www.dyndns.org/. More than 5 DDNS servers are
supported.

@  Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority by the
router, ensuring important data like gaming packets, customer information, or management
information move through the router ay lightning speed, even under heavy load. The QoS features
are configurable by source IP address, destination IP address, protocol, and port. You can throttle
the speed at which different types of outgoing data pass through the router, to ensure P2P users
don’t saturate upload bandwidth, or office browsing doesn’t bring client web serving to a halt. In
addition, or alternatively, you can simply change the priority of different types of upload data and let
the router sort out the actual speeds.
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IPv6 supported

Internet Protocol version 6 (IPv6) is a version of the Internet Protocol that is designed to succeed
IPv4.

IPv6 has a vastly larger address space than IPv4. This results from the use of a 128-bit address,
whereas IPv4 uses only 32 bits. The new address space thus supports 2128 (about 3.4x1038)
addresses. This expansion provides flexibility in allocating addresses and routing traffic and
eliminates the primary need for network address translation (NAT), which gained widespread
deployment as an effort to alleviate IPv4 address exhaustion.

IPv6 also implements new features that simplify aspects of address assignment (stateless address
autoconfiguration) and network renumbering (prefix and router announcements) when changing
Internet connectivity providers. The IPv6 subnet size has been standardized by fixing the size of the
host identifier portion of an address to 64 bits to facilitate an automatic mechanism for forming the
host identifier from Link Layer media addressing information (MAC address).

Network security is integrated into the design of the IPv6 architecture. Internet Protocol Security
(IPsec) was originally developed for IPv6, but found widespread optional deployment first in IPv4
(into which it was back-engineered). The IPv6 specifications mandate IPsec implementation as a
fundamental interoperability requirement.

Virtual Server (“port forwarding”)

Users can specify some services to be visible from outside users. The router can detect incoming
service requests and forward either a single port or a range of ports to the specific local computer to
handle it. For example, a user can assign a PC in the LAN acting as a WEB server inside and
expose it to the outside network. Outside users can browse inside web servers directly while it is
protected by NAT. A DMZ host setting is also provided to a local computer exposed to the outside
network, Internet.

Rich Packet Filtering
Not only filters the packet based on IP address, but also based on Port numbers. It will filter packets
from and to the Internet, and also provides a higher level of security control.

Dynamic Host Configuration Protocol (DHCP) Client and Server

In the WAN site, the DHCP client can get an IP address from the Internet Service Provider (ISP)
automatically. In the LAN site, the DHCP server can allocate a range of client IP addresses and
distribute them including IP address, subnet mask as well as DNS IP address to local computers. It
provides an easy way to manage the local IP network.

Static and RIP1/2 Routing
It has routing capability and supports easy static routing table or RIP1/2 routing protocol.

Simple Network Management Protocol (SNMP)
It is an easy way to remotely manage the router via SNMP.

Web based GUI

It supports web based GUI for configuration and management. It is user-friendly and comes with
on-line help. It also supports remote management capability for remote users to configure and
manage this product.

Firmware Upgradeable
Device can be upgraded to the latest firmware through the WEB based GUI.

Rich Management Interfaces

It supports flexible management interfaces with local console port, LAN port, and WAN port. Users
can use terminal applications through the console port to configure and manage the device, or
Telnet, WEB GUI, and SNMP through LAN or WAN ports to configure and manage the device.
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Chapter 2: Installing the Router

Important note for using this router

4 Y

& Do not use the router in high humidity or high temperatures.

& Do not use the same power source for the router as other equipment.

& Do not open or repair the case yourself. If the router is too hot, turn off the
Warning powveer immediately and hawve it repaired at a qualified service center.

& Avoid using this product and all accessories outdoors.

_'\
/

& FPlace the router on a stahle surface.

& Only use the power adapter that comes with the package. Using a different
Attention voltage rating power adaptor may damage the router.

e »,

Package Contents

BiPAC 7402NX(L) 802.11n 3G/ ADSL2+ (VPN) Firewall Router
CD containing the on-line manual

RJ-11 ADSL/ telephone cable

Ethernet (CAT-5 LAN) cable

Three 2dbi detachable antennas

Power adapter

PS2-RS 232 console cable

Quick Start Guide

Splitter/ Micro-filter (Optional)

CO00CO00O0COOCOEG
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The Front LEDs
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Both red and green LEDs lit together when power is ON.
Lit red means system failure.

1 P
ower Restart the device or contact support.
Lit green when the device is ready.
Lit when one of LAN ports are connected to Ethernet devices.
Ethernet Port If the speed of transmlssml.w hlts 1.000Mbps |Ig.ht WI|.| appear
2 1X - 4X Green; If the speed of transmission hits 100Mbps light will appear

(RJ-45 connector)

Orange. If the speed of transmission hits 10Mbps, light will not
shine.

Blinking when data is Transmitted / Received.

3 usB

Lit green when the device is connected to a USB device and
ready.
Flashing when the device is sending/receiving data.

4 Wireless

Lit green when the wireless connection is established.
Flashing when the device is sending/receiving data.
Flash once per second while wi-fi protected setup is in progress.

Lit Green when the device is successfully connected to an ADSL

° PSL DSLAM (“line sync”).
Lit red when WAN port fails to get IP address.
6 Internet Lit green when WAN port gets |IP address successfully.

Lit off when the device is in bridge mode or when WAN connection
is absent.

Chapter 2: Installing the router




The Rear Ports
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1 | Antenna

Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Connect the detachable antenna to this port.

Connect the supplied RJ-11 (“telephone”) cable on this port

(RJ-45 connector)

2 |DSL when connecting to the ADSL/telephone network.
Ethernet Connect a UTP Ethernet cable (Cat-5 or Cat-5¢) to one of the
3 [1X-4X LAN ports when connecting to a PC or an office/lhome

network of 10Mbps, 100Mbps or 1000Mbps.

4 |USB

Connect the USB cable on this port.

5 | Console

Console port.
3G/ HSDPA USB modem backup for Internet access.

To be sure the device is being turned on - press RESET
button for:

1-3 seconds: quick reset the device.

6 seconds above, and power off, power on the device:

6 | RESET restore to factory default settings. (Cannot login to the router
or forgot your Username/Password. Press the button for more
than 6 seconds).

Caution: After pressing the RESET button for more than 6
seconds, to be sure you power cycle the device again.
Push WPS button for less than 5 sec to trigger Wi-Fi

7 | WPS Protected Setup function; push WPS button for more than 5
sec to enable/disable WLAN Service.

g | Power Power ON/OFF switch

g9 | Power Switch

Connect the supplied power adapter to this jack.

Chapter 2: Installing the router
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Cabling

One of the most common causes of problems is the bad cabling or ADSL line(s). Make sure that all
connected devices are turned on. On the front of the product is a bank of LEDs. Verify that the LAN Link
and ADSL line LEDs are lit. If they are not, verify that you are using the proper cables.

Ensure that all other devices connected to the same telephone line as your router (e.g. telephones, fax
machines, analogue modems) have a line filter connected between them and the wall socket (unless you
are using a Central Splitter or Central Filter installed by a qualified and licensed electrician), and ensure
that all line filters are correctly installed and the right way around. Missing line filters or line filters installed
the wrong way around can cause problems with your ADSL connection, including causing frequent
disconnections.

Chapter 2: Installing the router
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Chapter 3: Basic Installation

The router can be configured with your web browser. A web browser is included as a standard application
in the following operating systems: Linux, Mac OS, Windows 7/98/NT/2000/XP/Me, etc. The product
provides an easy and user-friendly interface for configuration.

Please check your PC’s network components. The TCP/IP protocol stack and Ethernet network adapter
must be installed. If not, please refer to your Windows-related or other operating system manuals.

There are ways to connect with the router, either through an external repeater hub to the router or directly
connecting with PCs. However, to be sure PCs have an Ethernet interface installed properly prior to
connecting to the router device. You ought to configure your PCs to obtain an IP address through a
DHCP server or a fixed IP address that must be in the same subnet as the router. The default IP address
of the router is 192.168.1.254 and the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the
same subnet, and have an IP address in the range of 192.168.1.1 to 192.168.1.253). The best and
easiest way is to configure the PC to get an IP address automatically from the router using DHCP. If you
encounter any problem accessing the router’s web interface it may also be advisable to uninstall any
kind of software firewall on your PCs, as they can cause problems accessing the 192.168.1.254 IP
address of the router. Users should make their own decisions on how to best protect their network.

Please follow the steps below for your PC’s network environment installation.

Any TCPI/IP capable workstation can be used to communicate with

”07-5' or through the router. To configure other types of workstations,
please consult the manufacturer’s documentation.

Chapter 3: Basic Installation
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Connecting Your Router

Connect this router to a LAN (Local Area Network) and the ADSL/telephone (ADSL) network.
Power on the device.

Make sure the Power is lit steadily and that the LAN LED is lit.

Connect RJ-11 cable to LINE Port when connecting to the telephone wall jack.

Connect USB 2.0 cable.

Al A

usBe
Eﬁﬂ T T i G ECD"SO’B e _'_ON Puwer
i i T:Ethamal__. 1 ..)) & OFF .‘
e
2
T
@
c
s
Line 3
. g
Splitter ] 8
Phone
3G Modem
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Configuring PCs in Windows
7

1. Go to Start. Click on Control Panel.

Then click on Network and Internet.

2. When the Network and Sharing
Center window pops up, select and click
on Change adapter settings on the left
window panel.

3. Select the Local Area Connection,
and right click the icon to select
Properties.

QQ |& » control Panel » ~ 4]

Adjust your computer’s settings View by:

Category v

System and Security
Review

User Accounts and Family Safety
@) Add or remove user accounts

]

omputer's status

ur computer
Find and fix problems

w,  Network and Internet
&l View network ststus and tasks

<2, Choose homegroup and sharing options

Set up parental contr

rany user

Appearance and Personalization

% Change the theme
‘& Clock, Language, and Region
1=

Change keyboards or other input metheds

/ Hardware and Sound
\ and printers

Adjust

commonly used mobility settings Ease o Aicass
Windows suggest settings
e visual display

\‘_3

Programs

Uninstall a program

@‘\_/"lt‘: <« MNetwork and Internet b Network and Sharing Center

BB Control Pane ol

Control Panel Home

View your basic network information and set up connections

A See full map
LS ~—

QG.TESTVPC BGS10N-CNC Internet
(This computer)
settings .
View your active networks Connect or disconnect
Accesstype Intemnet

S5 BGS10N-CNC

™S pPublic network Connection:

rk Connection

Change your networking settings
iGH Set up 3 new connection or netwaork
Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access
point.
=y Connect to a network

Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

=]

@uv i « Network and Internet » Network Connections b

- [ 4]

Organize + Disable this network device Diagnose this cennection Rename this connection  » g~ 0

Local Area Connection " Metwork Extender J Standalone Network Extender

Netf @ Disable _ Disconnected _ Disconnected
K Brog ot s Network Extender SSLVPN Adapter S Standalone Network Extender S5L...
Status
u Wire| Disgnose u Wireless Netwerk Cennection 3
¥  BGs] gnes IR Not conr

Microsoft ¥

Athg #) Bridge Connections ual WiFi Miniport A...

Create Shortcut
Delete
@ Rename

% Properties I

10

Chapter 3: Basic Installation
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4. Select Internet Protocol Version 4 [ : : ]
(TCP/IPv4) then click Properties. w Local Area Connection Properties [

Metworking | Sharing

Connect using:

l_:l" Broadcom 57(k Gigabit Integrated Contraller

This connection uses the following tems:

0% Cliert for Microsaft Netwarks

1 0105 Packet Scheduler

.@. File and Printer Sharing for Microsoft Networks
i Vmreine £ TED Byl

4
i Link-Layer Topology Liscovery Mapper /0 Driver
<& |ink-Layer Topology Discovery Responder

EARCARCARIARCY

[ el ] Unin

@
i
o

Properies

Description

Transmission Control Protocal /Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected netwonks.

[ ]y ] [ Cancel ]
5. In the TCP/IPv4 properties window _ _
. ’ Internet Protocol Vi 4 (TCP/IPv4} Propert
select the Obtain an IP address T BB
automatically and Obtain DNS Server General | Alternate Configuration |
address automatically radio buttons.
Then click OK to exit the setting. ‘fou can get IP settings assigned automatically if your network suppaorts

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP setfings.

6. Click OK again in the Local Area
Connection Properties window to apply @ Obtain an IF address automatically
the new configuration.

() Use the following IP address:

(@ Obtain DNS server address automatically

() Use the following DMS server addresses:

Validate settings upon exit

[ 0K ][ Cancel ]

11
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Configuring PCs in Windows Vista
1. Go to Start. Click on Network.

This computer is not connected to a network. Click to connect...

2. Then click on Network and Sharing
Center at the top bar

Favortetinks Name, Category Workgroup Metwork location

E| Documents

E_; Pictures

Q" Muzic

% Recently Changed
E Searches

) Public

3. When the Network and Sharing Center
window pops up, select and click on | 55 = Mot and ket » Metuwodk and S Crinis
Manage network connections on the left '
window column.

¥ | *¢ [l Search

Network and Sharing Center

View computers and devices

Connect to a netwark

Set up a connection or network }&\r U
3 | ——

Manage network connections
TESTI-WHQL Internet
Diagnose and repair (This computer)

5‘ Not connected

You are currently not connected to any networks,

Connect to a network

4. Select the Local Area Connection, and
right click the icon to select Properties.

— Views -

Marne Status Device Mame Connectivity MNetwaork Cate

Dial-up (2)
I- i Metwork Extender l-.- Standalone Metwork Extende
e Disconnected -_."'ﬂ_ Disconnected

£ Metwork Extender SSLVEN A... s 150N WAN Device

L&AM er High-5Speed Internet (1)

= | Local Area Connection
rJ £ Lo mmbl | mel
% D In Disable

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

Rename

Properties

12
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r - .

5. Select Internet Protocol Version 4

(TCP/IPv4) then click Properties.

14, Local Area Connection Properties

Networking

Connect using:
l_?.i' Intel(B) 825660M Gigabit Netwaork Connection

' This connection uses the following tems:

i [v] "% Cliert for Microsaft Networks

¥l J=l0i0S Packet Scheduler

.@ Filz= and Printer Sharing for Microsoft Netwoarks

-2 |mtemet Protocol Version & (TCP/IPvE)

& Link-Layer Topology Discovery Mapper 170 Driver
& Link-Layer Topology Discoverny Responder

| Install... Lininstall Properties

Description

Transmission Control Protocol/Intemet Protocal. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| ok || cance |
6. In the TCP/IPv4 properties window, rInternet Protocol Version 4 (TCP/IPv4) Properties M
select the Obtain an I[P address =
automatically and Obtain DNS Server General | Alternate Configuration |

address automatically radio but- tons.
Then click OK to exit the set- ting.

‘You can get IP settings assigned automatically it your network supports
thiz capability., Otherwize, you need to ask your network administrator

7. Click OK again in the Local Area for the appropriate IP settings.
Connection Properties window to
app|y the new configuration i@ Obtain an IP address automatically

(71 Use the following IP address:

(@) Obtain DNS server address automatically
(71 Use the following DMS server addresses:

Preferred DMNS server:

Advanced...

[ Ok J’ Cancel ]
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Configuring PCs in Windows in Window XP

B Conirol Panel
Fie Edt ¥ew Favortes Tools Help e

1. Go to Start / Control Panel (in Classic View). In the Control » O 3| Pswen [roses [-

Panel, double-click Network Connections.
2. Double-click Local Area Connection. (See Figure 3.1)

Phone and  Pawer Options
Hodem ...

See Also = g 3

Printers and  Regional and  Scanners and
& Windows Update Faxes Language .. Cameras

@) Help and Support A e
4 9 &

acheduled Sounds and speech
Tasks Audio Devices

3 swicch to Category View

Figure 3.1: LAN Area Connection

L Local Area Connection Status

General | Support

3. In the LAN Area Connection Status window, click Ll
Properties. (See Figure 3.2) Status: Cornected

Diuration: 00:05:34
Speed: 100.0 Mbps
Aactivity

Sent ﬂ Feceived

Eptes: 1.403 1,749

Figure 3.2: LAN Connection Status

L Local Area Connection Properties.

General | Authentication | Advanced

Connect using:

| EE ASUST ek /Broadcem 440x 10100 Integrated Contraller |
4. Select Internet Protocol (TCP/IP) and click Properties.
. This cornection uses the following items:
(See Flgure 33) 5 Client for Microsaft Netwarks
4=l File and Printer Sharing for Microsaoft Nebwarks

4= oS Packet Scheduler
Intermet Protocol [TCPAP)

Drescription

Transmizzion Contral Protocol/linternet Pratocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

[ ok ][ cancel |

Figure 3.3: TCP / IP

Internet Protocol (TCR/IP) Properties

General | Aternate Configuration
“Y'ou can get IP settings assioned sutomatically if your network supports
thig capability. Othenwise, you need to ask your networls administrator for
the appropriate [P settings.
(= Obtain an IP address automatically
2 Use the following IF address:
5. Select the Obtain an IP address automatically and Obtain S
. . e
DNS server address automatically radio buttons. (See C
Figu re 3_4) (® Obtain DNS server address sutomatically
6. Click OK to finish the configuration. .
[

Figure 3.4: IP Address & DNS
Configuration
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Configuring PCs in Windows 2000

1. Go to Start / Settings / Control Panel. In the Control Panel,
double-click Network and Dial-up Connections.

2. Double-click Local Area (“LAN”) Connection. (See Figure
3.5)

3. In the LAN Area Connection Status window,
Properties. (See Figure 3.6)

click

4. Select Internet Protocol (TCP/IP) and click Properties.
(See Figure 3.7)

5. Select the Obtain an IP address automatically and Obtain
DNS server address automatically radio buttons. (See
Figure 3.8)

6. Click OK to finish the configuration.

4 Network and Dial-up Connections N

| Eile  Edit W¥ew Favortes Took Advanced  Help
| wBadk - = - (1] | @search CYFolders (BHistory |
=] @en ‘

EIEEE

| Address [#1] network and Dial-up Connections

o § =,
Make New \: &

Network and Dial- Connection
up Connections
Local Area Connection
Type: LAN Conneckion
Stahis: Frahled -]
A
Figure 3.5: LAN Area Connection
Local Area Connection Status 2=
General |
— Connection
Status: Connected
Diuration: 06:16:26
Speed: 100.0 Mbps
— Activit =
Sent —— 1 —— Feceived
L4
Packets: 12.215 I 109,427
Properties Dizable |

Cloze |

Figure 3.6: LAN Connection Status
2=l

Local Area Connection Properties

General |

Cornect Lsing

I Hg ASUSTeK/Broadcom 440x 10/100 Integrated Controllsr

Components checked are used by this connection:

Client for Microsoft Netwarks
le and Printer Sharing for Microsoft Metwarks
g Internet Protocol [TCPAP)

Irstall, Uninstall Properties

Description
Transmission Control Protocol/Intermet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected netwarks.

I Show icon in taskbar when connected

ok Corcel |
Figure 3.7: TCP / IP

Internet Protocol (TCP/IP) Properties 7Ix|

General |

You can get P seftings assigned automatically if your network. supports
this capability. Othenwise. you need to ask your network, administratar for
the appropriate |P ssttings

= Obtain an IP address automatically

—" Usa the follawing IP addisss:

P address: I
Subnet mask: [
Default aateway: [

& Obtain DNS server address automatically

— Use the following DMS server addiesses———————————————
Advanced.

|

Prefered DNS server:

Sliemate DHE semver:

Figure 3.8: IP Address & DNS
Configuration
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Configuring PC in Windows 95/98/ME

. Hetwork EE4
1. Go to Start / Settings / Control Panel. In the Control Panel, Coriuation | IeneFation| Aoess Gt
double-click Network and choose the Configuration tab. e ol et commononte el
2. Select TCP /IP -> NE2000 Compatible, or the name of any = Microsoh Famiy Logan =
B 4505 Tek Broadeom 440y 10100 Integrated Contraller

Network Interface Card (NIC) in your PC. (See Figure 3.9) S5 Dicl-LIp Adepler

3. Click Properties. IT| Bt e
4

Add... I Femaove I { Properties I

Primary Metwork Lagon:
IMichsoft Farnily Lagon ;I

File and Print Sharing.

Description
TCP/IP is the protocol you use to connect to the Intermet and
wide-area networks.

QK. | Cancel |
Figure 3.9: TCP / IP

TCP/IP Properties il S
. . . Bindings I Advanced I MNetBlOS |
4. Selectthe IP Address tab. In this page, click the Obtain an IP DN Confiquiation | Gateway | WINS Confiquration P Addiess
address aUtomatlca”y radlo bUtton (See Figure 3‘10) An IP address can be automatically assianed ta this computer.

If wour network, does not automatically assign IP addreszes, agk
yvour netwark, administrator for an address, and then twpe it in
the space below.

& Obtain an |P address automaticalye

£~ Specily an [P address:

,TI Canicel |
Figure 3.10: IP Address

TCP/IP Properties 7]

Bindings I Advanced | MetBIOS I
DMS Canfiguration I Gateway I WNS Configuration I IP Address

5. Then select the DNS Configuration tab. (See Figure 3.11)
6. Select the Disable DNS radio button and click OK to finish
the configuration.

[ S S erven Searsh [Hrder

- pdd |

Eemove
[omain Suffiz Searchdrdey ——
I Add

Femove:

Cancel |
Figure 3.11: DNS Configuration
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Configuring PC in Windows NT4.0

Network (7] =]
1. Go to Start / Settings / Control Panel. In the  Control Idenification| Senvices Protocols | Adeptrs | Bindings
Panel, double-click Network and choose the Protocols tab. Nonah
2. Select TCP/IP Protocol and click Properties. (See Figure ¥ NetBEU Proloco
3 .1 2) & NwLink |P+/SP Compatible Transport

& NwLink NetBIOS

asd. | Remove |CPropener )

1+ Descption:
Transport Control Protocol/Intemet Protocol. The default wide

area network protocol that provides communécation across
diverse interconnected networks.

[ ok ] _coce |

Figure 3.12: TCP / IP

Micrasolt TCP/IP Properties

3. Select the Obtain an IP address from a DHCP server radio 1P Addess | ONS | WAINS Address | Fouiig |
button and click OK. (See Figure 3.13)

An P addess canba automnaticall azsigmed bo this network: card
by a DHCP seqwer. IF pour netwoek, does mot have a DHCF server.
azk pour rebyoek. admmistrator for an address, and then e itin
the space belfow,

% Obtan an P address fom 2 DHCF s2rver

" Specily an 1P addess

Figure 3.13: IP Address
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Factory Default Settings
Before configuring your, you need to know the following default settings.

Web Interface (Username and Password)

B Username: admin
® Password: admin
The default username and password are “admin” and “admin” respectively.

If you ever forget the username/password to login to the router, you may

press the RESET button up to 6 seconds to restore the factory default

settings.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power
Attention cycle the device again.

Device LAN IP settings

P |P Address: 192.168.1.254
# Subnet Mask: 255.255.255.0

ISP setting in WAN site
» PPPoOE

DHCP server

B DHCP server is enabled.
B Start IP Address: 192.168.1.100
# |IP pool counts: 100

LAN and WAN Port Addresses

The parameters of LAN and WAN ports are pre-set in the factory. The default values are shown below.

LAN Port WAN Port
IP address 192.168.1.254
Subnet Mask 255.255.255.0 The PPPOoE function is enabled

to automatically get the WAN

DHCP server function Enabled port configuration from the ISP.
IP addresses for | 100 IP addresses continuing from
distribution to PCs 192.168.1.100 through 192.168.1.199

18
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Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider) to find out
what kind of service is provided such as DHCP (Obtain an IP Address Automatically, Static IP (Fixed IP
Address) and PPPoE.

Gather the information as illustrated in the following table and keep it for reference.

VPI/VCI, VC / LLC-based multiplexing, Username, Password, Service Name,
and Domain Name System (DNS) IP address (it can be automatically

HARESIRA L, assigned by your ISP when you connect or be set manually).

VPINCI, VC /| LLC-based multiplexing, Username, Password and Domain
PPPoA(RFC2364) Name System (DNS) IP address (it can be automatically assigned by your ISP
when you connect or be set manually).

VPI/NCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway

ol PRSI SRE address, and Domain Name System (DNS) IP address (it is a fixed IP
C2684)
address).
VPINCI, VC / LLC-based multiplexing, IP address, Subnet mask, Gateway
IPOA(RFC1577) address, and Domain Name System (DNS) IP address (it is a fixed IP
address).
Pure Bridge VPI/NVCI, VC / LLC-based multiplexing to use Bridged Mode.

19
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Configuring with your Web Browser

Open your web browser, enter the IP address of your router, which by default is 192.168.1.254, and click
“Go”, a user name and password window prompt will appear. The default username and password are
“admin” and “admin” respectively. (See Figure 3.14)

Connect to 192.168.1.254

@

The server 192,168, 1,254 at Webfdmin requires a username
and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic aukhenkication
without & secure conneckion),

Lser narne; | £ admin v |
Password! |m |

Remember my password

[ Ok ] [ Zancel ]

Figure 3.14: User name & Password Prompt Window

Congratulations! You are now successfully logon to the Router!

20
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Chapter 4: Configuration

At the configuration homepage, the left navigation pane where bookmarks are provided links you directly
to the desired setup page, including:

=

@ Status

ADSL Status
3G Status
EWAN Status
IBurst Status
ARP Table
DHCP Table
Routing Table
NAT Sessions
UPnP Portmap

PPTP Status
IPSec Status
L2TP Status
Event Log
Error Log
IDS Log
Diagnostic

Quick Start

Configuration

LAN

Virtual Server
Wake on LAN
Time Schedule
Advanced

Language (provides user interface in English and French languages)
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Status

ADSL Status

This section displays the ADSL overall status, which shows a number of helpful information such
as DSP firmware version.

ISIaius wtt .
A -

*ADSL Status

Parameters

DSP Firmware Version E254155A
Connected false
Operaticnal Mode Inactive
Annex Type

Upstream ]
Downstream 0
Elapsed Time

SMR Margin{Upstream}

SMR Margin{Downstream)

Line Attenuation{Upstream)

Line Attenuation{Downstream)

CRC Errorsil/pstream] 0

CRC ErrorsiDownstream) ]

Latency(Upstream)

Latency(Downstream)

22
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3G Status

This section displays the 3G Card’s overall status, which shows you a number of helpful information such
as the current signal strength and statistics on current and total bytes transferred and received (Note: 3G
card/modem does not come with the router).

IS{a‘:Lls u\- .
i E .

¥ 3G Status

Parameters

Status » 3G Card not found
Signal Strenath [IA
Metwaork Name MIA
Card Mame PIA
Card Firmware MIA
Card IME MIA
Card IMS M4
Current TX Bytes | Fackets 0/ 0
Current RX Bytes | Packets 0/ 0
Total TA Bytes [ Packets 0/ 0
Total RX Bvles | Packets 0/ 0
Current Connection Time 0:00:00s
Total Connection Time 0:00:00s

3G usage allowance

Amount used
0 of 2000MB

e

Billing period Ciay. 7

[ Refresh || Clear |

Status: The current status of the 3G card.

Signal Strength: The signal strength bar indicates current 3G signal strength.
Network Name: The network name that the device is connected to.

Card Name: The name of the 3G card.

Card Firmware: The current firmware for the 3G card.

Card IMEI: the IMEI (International Mobile Equipment Identity) of the 3G card.
Card IMSI: International Mobile Subscriber Identification Number.

Current TX Bytes / Packets: The statistics of transmission, count for this call.
Current RX Bytes / Packets: The statistics of receive, count for this call.
Total TX Bytes / Packets: The statistics of transmission, count from system ready.
Total RX Bytes / Packets: The statistics of receive, count from system ready.

Current Connection Time: The duration for the current connection.
23
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Total Connection Time: The cumulative connection time.
Amount used: Show the traffic or hours has been used.

Billing period: The day from which the fee is charged.

Note: Only after you have checked to enable Usage Allowance +, the following information will be shown.

3G usage allowance

Amaunt used
0 of 2000MB

Billing period Day: ?

Refresh ][Clear ]
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EWAN Status

Besides using 3G/ADSL to get connected to the Internet, the router offers its Ethernet port 1 as a WAN
port to be used to connect to Cable Modems and fiber optic lines. This alternative, yet faster method to
connect to the internet will provide users more flexibility to get online.

IS{aius u\t- .
i -

¥ EWAN Status

Parameters
Total TX Bytes | Packets 0.7M 7 1194
Total R Bytes | Packets 0IM /! 682

Fefresh

Total TX Bytes / Packets: The statistics of total data transmission in bytes / packets since

system ready.
Total RX Bytes / Packets: The statistics of total data received in bytes / packets since system

ready.
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iBurst Status

Displays additional information of the 3G status when iBurst function is enabled in the 3G configuration
such as its signal strength, card name, connection status and port class Ethernet.

IS{aiLls \ u\t- .
i =

*iBurst USB status

Parameters

Version 1.00

Port Class Ethernet true

Modem Aftached false

Connected false

Card Mame A

Signal Strenath [IA

Status » iBurst Card not found
MAC 00:04:ed:a3i1hi46
Tx Error Packets ]

R Error Packets ]

Current Tk Bytes | Packets R

Current RX Bytes /| Packets 0/ 0

Total TA Bytes / Packets 0+o

Total RX Bytes [ Packets 0/ 0

Card Name: The name of the card.

Signal Strength: The signal strength bar indicates the current signal strength.

Current TX Bytes / Packets: The statistics of data transmission in bytes / packets during a call.
Current RX Bytes / Packets: The statistics of data received in bytes / packets during a call.

Total TX Bytes / Packets: The statistics of total data transmission in bytes / packets since system ready.

Total RX Bytes / Packets: The statistics of total data received in bytes / packets since system ready.
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ARP Table

This section displays the router’'s ARP (Address Resolution Protocol) Table, which shows the mapping of
Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a quick way of determining the
MAC address of the network interface of your PCs to use with the router’s Firewall — MAC Address
Filter function. See the Firewall section of this manual for more information on this feature.

IS{aius u\i‘ .
'y =~

* ARP Table

Wired

IP Address MAC Address Interface Static
192.166.1.102 00:1a:ab:ad: 121 iplan no
Wireless

IP Address MAC

IP Address: A list of IP addresses of devices on your LAN (Local Area Network).
MAC Address: The MAC (Media Access Control) addresses for each device on your LAN.
Interface: The interface name (on the router) that this IP Address connects to.
Static: Static status of the ARP table entry:
® “no” for dynamically-generated ARP table entries.
® ‘“yes’” for static ARP table entries added by the user.

DHCP Table
IS{aius u\i‘ .
4 —
T DHCP Table
Type
Leased » Expired » Permanent »

Leased Table

IF Address MAC Address Client Host Mame Expiry

Leased: The DHCP assigned IP addresses information.
Expired: The expired IP addresses information.

Permanent: The fixed host mapping information

IP Address: The IP address that assigned to client.

MAC Address: The MAC address of client.

Client Host Name: The Host Name (Computer Name) of client.

Expiry: The current lease time of client.

27

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Routing Table

IS{EIELIS WE .
& —

T Routing Table
Routing Table

Valid Cestinaticn Metmask GatewayInterface Cost

RIP Routing Table

Destinaticn Metmask Gateway Cost

Routing Table

Valid: It indicates a successful routing status.

Destination: The IP address of the destination network.

Netmask: The destination Netmask address.

Gatewayl/Interface: The IP address of the gateway or existing interface that this route will use.

Cost: The number of hops counted as the cost of the route.

RIP Routing Table
Destination: The |IP address of the destination network.

Netmask: The destination Netmask address.
Gateway: The IP address of the gateway that this route will use.

Cost: The number of hops counted as the cost of the route.
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NAT Sessions

This section lists all current NAT sessions between interface of types external (WAN) and internal (LAN).

ISIaaLls WE .
& —_—

*HAT Sessions

|No actiwve NAT =seszszions between interfaces of tvpes external and internal.

UPnP Portmap

The section lists all port-mapping established using UPnP (Universal Plug and Play. See Advanced
section of this manual for more details on UPnP and the router’s UPnP configuration options.

ISIaius l“}[‘ .

*UPnP Portmap
UPnP Portmap Table

Mame Protocal External Port Redirect Port IP Address Duration{s)

29

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

PPTP Status

This shows details of your configured PPTP VPN Connections.

IS{aiLls

T PPTP Status
VPHN/PPTP for Remote Access Application

; S Tunnel Call
Mame Type Enable Active Consicciad Connected
VPHN/PPTP for LAN-to-LAN Application

) Tunnel Call
Mame Type Enable Active Eotinected e

Name: The name you assigned to the particular PPTP connection in your VPN configuration.

Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.
Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.

IPSec Status

This shows details of your configured IPSec VPN Connections.

IStaius

T |PSec Status
VPH Tunnels

Mame Active Connection State Statistics Local Subnet Remaote Subnet

Name: The name you assigned to the particular VPN entry.

Active: Whether the VPN Connection is currently Active.
Connection State: Whether the VPN is Connected or Disconnected.
Statistics: Statistics for this VPN Connection.

Local Subnet: The local IP Address or Subnet used.

Remote Subnet: The Subnet of the remote site.

Remote Gateway: The Remote Gateway IP address.

SA: The Security Association for this VPN entry.

e

Encryption

Encryption

e

Remote Gateway
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L2TP Status

This shows details of your configured L2TP VPN Connections.

IS{aiLls “'.}E .
A _—

T L2TP Status
VBHN/L2TP for Remote Access Application

; ey Tunnel Call T
Mame Type Enable Active Cotioaa Connected Encryption
VPN/LZTP for LAN-to-LAN Application

) Tunnel Call .
Mame Type Enable Active Cobreriad L Encryption

Name: The name you assigned to the particular L2TP connection in your VPN configuration.
Type: The type of connection (dial-in/dial-out).

Enable: Whether the connection is currently enabled.

Active: Whether the connection is currently active.

Tunnel Connected: Whether the VPN Tunnel is currently connected.

Call Connected: If the Call for this VPN entry is currently connected.

Encryption: The encryption type used for this VPN connection.
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Event Log

This page displays the router’s Event Log entries. Major events are logged to this window, such as when the
router’'s ADSL connection is disconnected, as well as Firewall events when you have enabled Intrusion or
Blocking Logging in the Configuration — Firewall section of the interface. Please see the Firewall section of
this manual for more details on how to enable Firewall logging.

Iszaius ;Q’\i: .

~Event Log

——————————— zyztem log buffer head —————————-

Jan 01 00:00:13 home. gateway:im:none: Changed iplan TP address to 182, 168.1. 254
Jan 03 00:00:01 home. gateway:im:none: Reset SHIMP community to factory default
settings

I Refresh ] | Clear I | Save I

Click Refresh button to get the latest event log information.
Click Clear button to clear the log information.

Click Save button to backup the event log information to your computer. Click Save button, you will enter page
as follows to save the backup to your computer.

Event Log Save

Save event log to your computer,

IE Return *
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Error Log

Any errors encountered by the router (e.g. invalid names given to entries) are logged to this window.

IStaius “}[‘* .
i —

T Error Log
Error Log (times are in seconds since fast reboot)

When Process Error Log

IDS Log

Any records about hacker attacks and intrusion attempts from the Internet are logged to this window.

ISIatus m[é .
A =

DS Log

Mum Source [P Destination IP Protocol Port  Duration Time Time Remaining
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Diagnostic
It tests the connection to computer(s) which is connected to LAN ports and also the WAN Internet

connection. If PING www.google.com is shown FAIL and the rest is PASS, you ought to check your
PC’s DNS settings is set correctly.

ISIaius wtt .
A -

T Diagnostic

LAN Connection
Testing Ethernet LAN connection FASS
Testing Wireless LAMN connection PASS

VAN Connection

Testing ADSL Synchronization FaIL
Testing WAN connection FAIL
Ping Primary Domain Mame Server FAIL
PING www.google.com FAIL
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Quick Start

1. Click Quick Start. Select the connect mode you want. There are two options you can choose, ADSL,
EWAN and 3G. Select ADSL from Connect Mode drop-down menu, and click Continue.

IGuicH Start l“}t{ .

¥ WAHN Port ({ WAN = Wireless

Select WAN Port

Connect Mode [ADSL [+
[ Continue H Jump to Wireless setting ]

2. If your ADSL line is not ready, you need to check your ADSL line has been set or not.

IGuicH Start *“‘}g .

* WAN Port  (WAN = Wireless
ADSL Line Is Not Ready Please Check your ADSL Line and wait for a while.

[ Jump to Wireless setting ]

3. If your ADSL line is ready, the screen appears ADSL Line is Ready. Choose Auto radio button and click
Apply. It will automatically scan the recommended mode for you. Manually mode makes you to set the
ADSL line by manual. (If you choose Manually, you will directly go to step 5.)

IGuicH Start *Q‘}E_ .

¥ WAN Port { WAN = Wireless
ADSL Line Is Ready.
Auto Scan & auto O Manually

IGuicH Start *“‘}g .

T WAN Port (WAN = Wireless

ADSL Line Is Ready..

Scanning

Please wait for |9 |seconds
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4. The list below has different mode applied for your choice. Choose 0/33/PPPoE (Recommended) and

click Apply.

I-;'uics; Start

v Auto Scan

1. 0I33PPPSE
2. 0/33/RFC1483 SMAPILLC Bridged

| Apply || Cancel

5. Please enter “Username” and
click Apply to continue.

I(Juick Start

¥ WAN Port  {WAN = Wireless

Connection
Profile Port

Protocol
VPINGCI
Lsername
Password
Senvice Mame

Auth. Protacol

W N

“Password” as supplied by your ISP(Internet Service Provider) and

N N

ADSL w
PPPcE { RFC2516, PPP over Ethernet “
0 133

Chap(auto)

WMTU 1492

0
IP Address DDD

("0.0.0.0° means 'Obtain an IP address automatically’)

Oktain DS automatically Enable
Frimary DMNES/Secondary DMNE
42\ Please note: This change will clear all seltings that related to WAN interface, like Virtua! Server. Ifvou want to keep the
zefling, please swiltch to Advanced mode

Profile Port: Select the connection mode. There are ADSL and 3G.

Encapsulation: Select the encapsulation mode. The default mode is PPPoE.
VPI/VCI: Enter the VPI and VCI information provided by your ISP.
Username: Enter the username provided by your ISP.

Password: Enter the password provided by your ISP.

Service Name: This item is for
information.

identification purposes. If it is required, your ISP provides you the

Authentication Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

IP Address: Your WAN [P address. Leave this at 0.0.0.0 to obtain automatically an IP address from your

ISP.
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6. Configure the Wireless LAN setting.

IOuic'H Start “i\-g .
& -

* Wireless { WAN = Wireless

Parameters

WLAN Senice (® Enable O Disable
ESSID wlan-ap

ESSID Broadcast (® Enable O Disable
Regulation Domain M.America o |

Channel ID | Channel 1(2.412 GHz) v

Security Parameters

Security Mode Disable bl

[ﬁ.ppl;. ] | Cancel ]

WLAN Service: Default setting is set to Enable. If you want to use wireless, 802.11n, 802.11g and
802.11b device in your network, you can select Enable.
ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security propose, change to a unique ID name to the AP which is already built-in to the router’s
wireless interface. It is case sensitive and must not excess 32 characters. Make sure your wireless clients
have exactly the ESSID as the device, in order to get connected to your network.
ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enable.
® Enable: When Enable is selected, you can allow anybody with a wireless client to be able to
locate the Access Point (AP) of your router.
®© Disable: Select Disable if you do not want broadcast your ESSID. When select Disable, no one
will be able to locate the Access Point (AP) of your router.
Channel ID: Select the ID channel that you would like to use.
Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The default
mode of wireless security is Disable.

7. Wait for the configuration.

Iomck Start u‘}g .
) —

~ WAN Port (WAN = Wireless
Save confguration.
Save configuration to FLASH. Please wait for 5 seconds

8. If connection is successful the following image will be shown.

Iomck Start Wc' .
A -

~ WAN Port (WAN = Wireless |

Process finished

Success.

The Quick Start process is finished. Your device has been successfully configured.

37

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Configuration

When you click this item, you get following sub-items to configure the ADSL router.

- LAN, WAN, System, Firewall, VPN, QoS, Virtual Server, Wake on LAN, Time Schedule and
Advanced

These functions are described below in the following sections.

LAN - Local Area Network

Here are the items within the LAN section: Bridge Interface, Ethernet, IP Alias, IPv6 Autoconfig,
Ethernet Client Filter, Wireless, Wireless Security, Wireless Client Filter, WPS, Port Setting and
DHCP Server.

Bridge Interface

ICaniguraiiDn L“}[‘! .

¥ Bridge Interface

Parameters

Bridge Interface WLAM Port

ethernet» P11 P2 [FP3 [FIP4 [Flwireless
ethernet1 F1 F2 P3 Fd Wireless
ethernet2 Bl P2 P3 F4 Viireless
ethernetl P1 P2 P3 P4 \Wireless
ethernetd P P2 P3 P4 Wireless

Device Management

Management Interface {®) ethernet

You can setup member ports for each VLAN group under Bridge Interface section. From the example, two
VLAN groups need to be created.

Ethernet: P1 and P2 (Port 1, 2).

Ethernet1: P3, P4 and Wireless (Port 3, 4, Wireless). Uncheck P3, P4 and Wireless from Ethernet VLAN
port first.

Note: You should setup each VLAN group with caution. Each Bridge Interface is arranged in this order.

Bridge Interface VLAN Port (Always starts with)
ethernet P1 /P2 / P3/ P4/ Wireless
ethernetl P2 / P3 / P4 / Wireless

ethernet2 P3 / P4 / Wireless

ethernet3 P4 / Wireless

ethernet4 Wireless

Management Interface: To specify which VLAN group has possibility to do device management, like
doing web management.

Note: NAT/NAPT can be applied to management interface only
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Ethernet
ICanigura{iDn WE .
i —
* Ethernet

Primary IP Address

IP Address 192 | [168 1 | [254
Subnet Mask 255 [|258  ||255 ||D
RIF OrRPvt ORIPvZ [ RIP w2 Multicast

Apply

Primary IP Address

IP Address: The default IP on this router.

Subnet Mask: The default subnet mask on this router.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

IP Alias

This function creates multiple virtual IP interfaces on this router. It helps to connect two or more local
networks to the ISP or remote node. In this case, an internal router is not required.

ICr:nﬁgura{iDn WE .
i -

T IP Alias
Parameters
IP Address Metmask Security Interface
. Internal »
Add
Edit IF Address Subnet Mask Security Interface Delete

IP Address: Specify an IP address on this virtual interface.
Netmask: Specify a subnet mask on this virtual interface.
Security Interface: Specify the firewall setting on this virtual interface.

Internal: The network is behind NAT. All traffic will do network address translation when sending out to
Internet if NAT is enabled.

External: There is no NAT on this IP interface and connected to the Internet directly. Mostly it will be used
when providing multiple public IP addresses by ISP. In this case, you can use public IP address in local
network which gateway IP address point to the IP address on this interface.

DMZ: Specify this network to DMZ area. There is no NAT on this interface.

39

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

IPv6 Autoconfig

The IPv6 address composes of two parts, thus, the prefix and the interface ID.

BiPAC 7402NX(L) dynamically configure IPv6 address on host with Stateless auto-configuration mode.

Stateless auto-configuration requires no manual configuration of hosts, minimal (if any) configuration of
routers, and no additional servers. The stateless mechanism allows a host to generate its own addresses
using a combination of locally available information (MAC address) and information(prefix) advertised by
routers. Routers advertise prefixes that identify the subnet(s) associated with a link, while hosts generate
an "interface identifier" that uniquely identifies an interface on a subnet. An address is formed by
combining the two. When using stateless configuration, you needn’t configure anything on the client.

I Configuration QBE .
i -

~IPvE Autoconfig
Parameters

For example:Please enter”(:0:0:2" intstead of "n2",
Link Local Address fed0:204 edfffe00:d

Dynamic IPvE Address

Static LAN IPv6 Address Configuration
Interface Address/Prefix Length

IPvG LAN Application

Issue Router Advertisements [IEnakle

Apply

Link Local Address: the Link local address for this device.

Dynamic IPv6 Address: this field displays the dynamic obtained IPv6 address if you haven't set static
IPv6 address.

Interface Address/Prefix length: enter the static LAN IPv6 address.

Issue Router Advertisements: check whether to enable issue Router Advertisement feature. It is to

send Router Advertisement messages periodically.

40

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Ethernet Client Filter

The Ethernet Client Filter supports up to 16 Ethernet network machines that helps you to manage your
network control to accept traffic from specific authorized machines or can restrict unwanted machine(s) to
access your LAN.

There are no pre-define Ethernet MAC address filter rules; you can add the filter rules to meet your
requirements.

ICDnﬁguratiDn 1“‘}6 -

* Ethernet Client Filter
Filtering Rules
Ethernet Client Filter (# Disable O Allowed O Blocked

MAC Address List Candidates »
(MAC Address Format i5 XX xx )

Ethernet Client Filter: Default setting is set Disable.
© Allowed: check to authorize specific device accessing your LAN by insert the MAC Address in
the space provided or click “#ndidaies » ‘Make sure your PC’s MAC is listed.
® Blocked: check to prevent unwanted device accessing your LAN by insert the MAC Address in
the space provided or click “#ndidais v Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in hexadecimal
characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.

Candidates: automatically detects devices connected to the router through the Ethernet.
wandidates » — Active PC in LAN

42 hitp:#/192.168.1 254 - Active PC in LAN - Micro... |

Active PC in LAN

|P Address MAC Address
[119z2168.1.14 00:05:5d:71:92:68

Active PC in LAN displays a list of individual Ethernet device’s IP Address & MAC Address which
connecting to the router.

You can easily by checking the box next to the IP address to be blocked or allowed. Then, Add to insert to
the Ethernet Client Filter table. The maximum Ethernet client is 16.
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Wireless
IC-:unﬂgur'atiI}n iwt" .

T Wireless
Parameters
WLAM Service & Enable O Disable
Mode 02 1Mh+g+n ™
ESsID [wlan-ap
ESSID Broadcast &) Enable ) Disable
Regulation Domain N.L.mn_arica w
Channel Width 40020 MHZ |»
Channel ID [Channel 1 (2.412 GHz} |v|
Tx PowerLevel [100 . {Range: 1 ~ 100, unit in percentage)
Connected true
AP MAC address 00:1D:92:C013CD
AR Firmware Yersion 2203
VIR (O Enable (¥ Disable

Wireless Distribution System (WDS5)

WD'S Service (O Enable &) Disable
) 1. 2,
Feer WD3s MAC address
3. 4.
* - WDS depends on the seftings of main security encryption type

| Apply | | Cancel | wireless security »

Parameters
WLAN Service: Choose Disabled/Enable/TimeSlot from the drop-down list.

Mode: The default setting is 802.11b+g+n (Mixed mode). If you do not know or have both 11g and 11n
devices in your network, then keep the default in mixed mode. From the drop-down manual, you can
select 802.11g if you have only 11g card. If you have only 11b card, then select 802.11b. If you have only
11n card, then select 802.11n.

ESSID: The ESSID is the unique name of a wireless access point (AP) to be distinguished from another.
For security purpose, change the default wlan-ap to a unique ID name to the AP which is already built-in
to the router’s wireless interface. It is case sensitive and must not excess 32 characters. Make sure your
wireless clients have exactly the ESSID as the device, in order to get connected to your network.

Note: It is case sensitive and must not excess 32 characters.

ESSID Broadcast: It is function in which transmits its ESSID to the air so that when wireless client
searches for a network, router can then be discovered and recognized. Default setting is Enabled.

® Disable: If you do not want broadcast your ESSID. Any client uses “any” wireless setting cannot
discover the Access Point (AP) of your router.

®© Enable: Any client that using the “any” setting can discover the Access Point (AP).

Regulation Domain: There are seven Regulation Domains for you to choose from, including North
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America (N.America), Europe, France, etc. The Channel ID will be different based on this setting.

Channel Wdith: Select either 20 MHz or 20/40 MHz for the channel bandwidth. The higher the bandwidth
the better the performance will be.

Channel ID: Select the wireless connection ID channel that you would like to use.
Note: Wireless performance may degrade if select ID channel is already being occupied by other AP(s).

TX PowerLevel: It is a function that enhances the wireless transmitting signal strength. User may adjust
this power level from minimum 1 up to maximum 100.

Note: The Power Level maybe different in each access network user premises environment and choose the most
suitable level for your network.

Connected: Representing in true or false. That it is the connection status between the system and the
build-in wireless card.

AP MAC Address: It is a unique hardware address of the Access Point.
AP Firmware Version: The Access Point firmware version.

WMM: This feature works concurrently with QoS that enables the system to prioritize the flow of data
packets according to 4 categories: Voice, Video, Best Efforts and Background.

B Enable: Click to activate WMM feature.
B Disable: Click to deactivate WMM feature.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other access point.
It is easy to be installed simply to define peer's MAC address of the connected AP. WDS takes
advantages of cost saving and flexibility which no extra wireless client device is required to bridge
between two access points and extending an existing wired or wireless infrastructure network to create a
larger network. It can connect up to 4 wireless APs for extending cover range at the same time.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption must be the
same for both access points.

WDS Service: The default setting is Disabled. Check Enable radio button to activate this function.

1. Peer WDS MAC Address: It is the associated AP’'s MAC Address. It is important that your peer’'s AP
must include your MAC address in order to acknowledge and communicate with each other.

2. Peer WDS MAC Address: It is the second associated AP’'s MAC Address.
3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.

4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.
Note: For MAC Address, Semicolon ( : ) must be included.
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Wireless Security

You can disable or enable with WPA or WEP for protecting wireless network.
The default mode of wireless security is disabled.

Iijnuﬁulu ation A u\; .

FWireless Security
Parameters
Security Mode Digable

Cancel

WPA-PSK / WPA2-PSK

ICr:nfigur'a:iDn “3'[‘ .
'y —

*Wireless Security

Parameters
Security Mode WEA-PSK |
WPRA  Algorithm TKIP &

WA Shared Key

Group Key Renewal G00 seconds

| 4oply | [ Cancel |

Security Mode: You can disable or enable with WPA or WEP for protecting wireless network. The default
mode of wireless security is Disable.

WPA Algorithms: There are two types of the WPA-PSK, and WPA2-PSK. The WPA-PSK adapts the
TKIP (Temporal Key Integrity Protocol) encrypted algorithms, which incorporates Message Integrity Code
(MIC) to provide protection against hackers. The WPA2-PSK adapts CCMP (Cipher Block Chaining
Message Authentication Code Protocol) of the AES (Advanced Encryption Security) algorithms.

WPA Shared Key: The key for network authentication. The input format is in character style and key size
should be in the range between 8 and 63 characters.

Group Key Renewal: The period of renewal time for changing the security key automatically between
wireless client and Access Point (AP). Default value is 600 seconds.
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WEP

I Configuration u\; .
5 —

*Wireless Security

Parameters

Security Mode WEP v

WEF Authentication Open System &

WEFP Encrypticn ) WEPs4 (WEP1258 | Hex (v
FPassphrase

Default Used WEP Key £ | (1~4)

Key 1 _EIEIEIEIEIEIEIEIEIEI

Key 2 0ooo000o00

Key 3 0000000000

Key 4 0000000000

HIMT: Input 10 hexadecimal digits (0-2, a-f) in Key.

Apply Zancel

WEP Authentication: To prevent unauthorized wireless stations from accessing data transmitted over
the network, the router offers secure data encryption, known as WEP. If you require high security for
transmissions, there are two options to select from: Open System, Share key.

WEP Encryption: To prevent unauthorized wireless stations from accessing data transmitted over the
network, the router offers highly secure data encryption, known as WEP. If you require high security for
transmissions, there are two alternatives to select from: WEP 64 and WEP 128. WEP 128 will offer
increased security over WEP 64. The encryption can either be HEX or ASCII.

Passphrase: This is used to generate WEP keys automatically based upon the input string and a
pre-defined algorithm in WEP64 or WEP128. You can input the same string in both the AP and Client card
settings to generate the same WEP keys. Please note that you do not have to enter Key (1-4) as below
when the Passphrase is enabled. Passphrase will convert an inputted string into the HEX format which
will automatically fill the input space for Key 1 to Key 4.

Default Used WEP Key: Select the encryption key ID. There are 4 keys to choose from so that you will
not have to re-create a key every time you decide to have it as something different. You can just have 4
sets of keys to rotate instead of jus having 1 key. Please refer to Key (1~4) below.

Key (1-4): Enter the key to encrypt wireless data this can be in ASCII or HEX depending on the WEP
Encryption that you have selected above. To allow encrypted data transmission, the WEP Encryption Key
values on all wireless stations must be the same as the router. There are four keys for your selection. The
input format is in HEX (10 and 26 HEX codes) or ASCII style (5 and 13 ASCII codes) are required for
WEP64 and WEP128 respectively-no any separator is included.
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Wireless Client / MAC Address Filter

The MAC Address supports up to 16 wireless network machines and helps you manage your network
control to accept traffic from specific authorized machines or to restrict unwanted machine(s) to access
your LAN.

There are no pre-define MAC Address filter rules; you can add the filter rules to meet your requirements.

ICDn!iguratiDn ‘“‘}; .

*\Wireless Client { MAC Address ) Filter

Filtering Rules

Filter Action ® Disable O Allowed O Blocked

MAC Address List Candidates » -
(MAC Address Format is socaoocxeocxx) [

Wireless Client Filter: Default setting is set to Disable.

® Allowed: To authorize specific device accessing your LAN by insert the MAC Address in the
space provided or click “@ndidates » - Make sure your PC’'s MAC is listed.

® Blocked: To prevent unwanted device accessing the LAN by insert the MAC Address in the
space provided or click “&nfifaies v Make sure your PC’s MAC is not listed.

The maximum client is 16. The MAC addresses are 6 bytes long; they are presented only in hexadecimal
characters. The number 0 - 9 and letters a - f are acceptable.

Note: Follow the MAC Address Format xx:xx:xx:xx:xx:xx. Semicolon ( : ) must be included.
Candidates: it automatically detects devices connected to the router through the Wireless.
Landidaies » > Associated Wireless Clients

7 hitp:#/192.168.1.254 - Associated ... [2 |51

Associated Wireless Clients

] 00:18:de:04:9d:ee

Associate Wireless Client displays a list of individual wireless device’s MAC Address that currently
connects to the router.

You can easily by checking the box next to the MAC address to be blocked or allowed. Then, Add to
insert to the Wireless Client (MAC Address) Filter table. The maximum Wireless client is 16.
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WPS

WPS (WiFi Protected Setup) feature is a standard protocol created by Wi-Fi Alliance. This feature greatly
simplifies the steps needed to create a Wi-Fi network for a residential or an office setting. WPS supports 2

types of configuration methods which are commonly known among consumers: PIN Method & PBC
Method.

ICr;nfigur'a{iDn i“ﬁ}[‘ .

Y WPS

Parameters

WPS Senvice (O Enable & Disable
Role Registrar Enrollee
WPS PIN 25879310

Enrocllee’s PIM
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Wi-Fi Network Setup
PIN Method: Configure AP as Registrar

1. Jot down the client’s Pin (e.g. 16837546).

IConﬁguraiinn 1“‘}; .

TWPS

Parameters

WPS Sernvice @ Enable Disable
Role @ Registrar Enrollee
WPS PIM 25879810

Enrollee’s PIN 16837546

[Start] [Caneel]

2. Enter the Enrollee’s PIN number and then press Start.

3. Launch the wireless client’s WPS utility (eg. Ralink Utility). Set the Configure Mode as Enrollee, press
the WPS button on the top bar, select the AP (eg. wlan-ap) from the WPS AP List column.Then press the
PIN button located on the middle left of the page to run the scan.

E =~ w & @ ¢ 2 Z @

Profile Netwaork Advanced Statistics WAMM WPS Radio On/Off  About
WPS AP List
Rescan
1D : Ox0000 wian-ap 00-1D-92-C0-13-CD 1 = Information
ID: wian-ap 00-04-ED-00-00-01 1 e Pin Code

4 m k 16837546  Renew

WPS Profile List Config Mode

Enrolles 57

PIM [l WPs Associate IE Progress == 0%

PEC (] W5 Prabe IE Disconnect

WPS status is disconnected

s,
Status »» Disconnected Link Quality => 0%
Extra Info => Signal Strength 1 > 0%
Channel > Signal Strength 2 == 0%
Authentication == Noise Strength == 0%
Encryption ==
Network Type == Transmit
IP Address == Link Speed ==
Sub Mask ==
Throughput == 0.000
Default Gateway »» Kbps
Receive
HT Max
Link Speed ==
BW ==n/a SMRD => nia
Throughput == 0.000
Gl == nfa MCS5 == nfa SHR1 == nfa

Ebps
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4. The client’ s SSID and security setting will now be configured to match the SSID and security
setting of the registrar.

—~ @ & @ ¢ 7 =z

Profile Metwark Advanced Statistics WM WPS Radio .(.}n JOff  About

WPS AP List

Rescan
ID: wian-ap 00-10-92-C0-13-CD 1 Information

1D: wlan-ap 00-04-ED-38-F7-2E 1 > Pin Code

A n 4 16837546  Renew

WPS Profile List Config Mode

’ wian-ap Enroles -
4 T "

o @eessooc: oo o

PEC [ vPs Probe IE PIN - Get WPS profile successfuly. Disconnect
Export Profile
b
Status => wlan-ap <--» 00-10-92-C0-13-CD ] Link Quality == 100%
Extra Info ==  Link is Up [TxPower:100%] Signal Strength 1 =» 64%
Channel >> 1 <--> 2412 MHz; central channel : 3 B - o 5irencth 2 - 343

Authentication == Open Noise Strength == 26%

Encryption == NONE
Network Type ==  Infrastructure Transmit
IP Address =» 192.168.1.100 Link 5peed == 270.0 Mbps
Subr Mask == 255.255.255.0
Default Gateway == 192.168.1.254

Throughput == 5.600 Kbps

Receive
HT Max
Link Speed == 54.0 Mbps
BW =40 SHRO == 19
Throughput =>81.608 Kbps 146.840
Gl == long MC5=> 15 5MR1 == nfa Kbps
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PIN Method: Configure AP as Enrollee

1. In the WPS configuration page, change the Role to Enrollee. Then press Start.
2. Jot down the WPS PIN (e.g. 25879810).

IConﬂguration

TWPS

Parameters

WPS Service @ Enable () Disable
Role () Registrar @ Enrollee
WPS PIN 25879810

Mode PIN

Start| | Cancel |

3. Launch the wireless client's WPS utility (e.g. Ralink Utility). Set the Config Mode as Registrar. Enter the
PIN number in the PIN Code column then choose the correct AP (eg. wlan-ap) from the WPS AP List
section before pressing the PIN button to run the scan.

= % B © ¢ Z »

Profile Network Advanced Ctatistics WMM WPS Radio lC.}m' Off A'bout

WPS AP List
Rescan

ID & 00000 wian-ap 00-1D-92-C0-13-CD 1 i Information

D: DZ-VPHN 00-1B-11-E4-DA-DR 7 bl b Pin Code

1| n EL 75879810

WP5 Profile List Cnnfig Mnde

ExRegNWEA4DS6 9 Registrar hd

PIN [@ll] WPs Associate IE Progress == 0% Rotate
PEC (] wPs Probe IE Disconnect
Export Profilc
.
Status == Disconnected Link Quality == 0%
Extra Info == Signal Strength 1 == 0%
Channel == Signal Strength 2 == 0%
Authentication == Moise Strength == 0%

Encryption ==

Network Type == Transmit
IP Address »» Link Speed »» Max
Sub Mask == Throughput == 0.000
Default Gateway == Kbps
= Receive
Max
Link Speed »= =
BW ==n/fa SHRO == nfa
Throughput == 0.000
Gl => n/a MC5>== nfa SMR1 == nfa

Kbps

4. The router’s (AP’s) SSID and security setting will now be configured to match the SSID and security
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setting of the registrar.

—~ % & @ © 3 Z
WMM

Profile Network  Advanced  Statistics WPS  Radio On/Off  About

WPS AP List

descan
1D : ExRegMWEA4DGH 00-1D-92-C0-13-CD 1 Infarmation

ID: wlan-ap 00-04-ED-38-F7-2E 1 > Fin Code

A I 4 25879810

WPS Profile List Config Mode

} ExRegNWEA4D36 9 Registrar o

P EWS Asecate € | rmeswREN e

PEC [ wPs Probe IE PIM - Get WPS profile successfuly. Disconnect
Export Profile
il
Status »>  ExRegNWEA4036 <--» 00-10-92-C0-13-CD Link Quality >> 100%
Extra Info =>  Link is Up [TxPower:100%] Signal Strength 1 == 65%
Channel >> 1 <--> 2412 MHz; central channel : 3 Signal Strength 2 => 39%
Authentication >»  WPA2-PSK MNOISE SLrENgLh »> 16%

Encryption == AES
Network Type ==  Infrastructure Transmit
IP dddress =>  192.168.1.100 Link Speed == 243.0 Mbps
Sub Mask »> 255.255.255.0
Default Gateway == 192.168.1.254

Throughput == 0.000 Kbps

Receive
HT
Link Speed == 40.5 Mbps
BW =40 SMRO == 20
Throughput >=98.612 Kbps
Gl == long MCS == 14 SMR1 == nfa
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5. Now to make sure that the setup is correctly done, cross check to see if the SSID and the security
setting of the registrar setting match with the parameters found on both Wireless Configuration and
Wireless Security Configuration page.

- # & @ 0 3 Z @

Netwark Advanced Statistics WMM WPS Radio n /Off ﬁ:bout

WPS AP List
Rescan
ID: wian-ap 00-10-92-C0-13-CD 1 & Information
ID: wian-ap 00-04-FD-22-22-23 1 & Pin Code
| m k 25879810
WPS Profile List Config Mode
ExRegNWEA4036 T Registrar :]'
Detail
a m r
Connect
BIN [l ¥PS Associate IE Progress == 0% Rotate
REG @wps Probe IE 'WPS status is disconnected Rizcounccl
Export Profile
il
SSID == ‘E;-:REENWEM{IG&
BSSID ==  (0-00-00-00-00-00
Authentication Type > |WPﬁ.2-P5K j Encryption Type == |AE5 j
Key Length == |5 J Key Index == | J
Key Material == 31 '1 B5B9F34030:CBOBBATIEF3 E4?8?5 31 C3?DC4BDD14?C4E&252&D4ESC39DBF?S
[@l] show Password
OK Cancel
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ICDnﬁguratiDn l‘% .

*\Wireless

Parameters

WLAN Service ® Enable (O Disable

Maode 1802 11b+g+n v|

ESSID \ExRegNWEA4038 |

ESSID Broadcast () Enable @ Disable

Regulation Domain Fm

Channel Width [ 40/20 MHz |

Channel ID |Channe| 12412 GHz) v|

Tx PowerLevel i1UU | {Range: 1~ 100, unitin percentage)

Connected true

AP MAC address 00:10:92:C0:13:CD

AP Firmware Version 2203

WM O Enable () Disable

Wireless Distribution System (WDS5)

WDS Semice (C)Enable @ Disahle

Peer WDS MAC address 1'! | E'I |
3 | 4 |

*:WDS depends on the settings of main security encryption type.

[.-*F'II'"I'] [CEHCE| ] Wireless Security *

ICDnﬁguratiun l‘\é_ .

T Wireless Security

Parameters

Security Mode m

WPA  Algarithm |AES |[w

WPA Shared Key |E=1 1EIEEIEIF34EI3DCEIEIE=I!

Group Key Renewal ESEIZIIZI |sec:nn|:|s

[.Appl'f] [ Cancel ]
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PBC Method:

1. Press the PBC button of the AP.

2. Launch the wireless client’s WPS Utility (eg. Ralink Utility). Set the Config Mode as Enrollee. Then
press the WPS button and choose the correct AP (eg. wlan-ap) from the WPS AP List section before
pressing the PBC button to run the scan.

=~ ¥ & @ © 3 Z @

ﬁ
H
E]
3

Profile Metwaork Advanced Statistics WMM WPS Radio On/Off  About
WPS AP List
Rescan
ID: wian-ap 00-04-ED-00-00-01 1 Information
1D = 00004 wdan-ap 00-1D-92-C0-13-CD 1 S Pin Code

1 i 4 16837546 Renew

WPS Profile List Config Mode

Enrolee -

4 I b
EIN [l WS Associate IE Progress =» 0%
PEC [@ s Probe IE WPS status is disconnected Disconnect
.
Status > Disconnected Link Quality == 0%
Extra Info == Signal Strength 1 == 0%
Channel => Signal Strength 2 == 0%
Authentication == Moise Strength == 0%

Encryption >
Hetwork Type == Transmit
IP Address == Link Speed ==

Sub Mask =»

Default Gateway ==

Throughput ==

Receive
HT Max
Link Speed ==
BW ==n/fa SMRO == nfa
Throughput == 147.408
Gl == nfa MC5 > nia 5MR1 => n/fa

Kbps
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3. When the PBC button is pushed, a wireless communication will be established between your router
and the PC. The client’s SSID and security setting will now be configured to match the SSID and security
setting of the router.

E #F B O ? £

Pro_fiLe Metwork Advanced Statistics WMM WPS Radio On/Off ;!(bout

WPS AP List

iescan
ID: wian-ap 00-1D-92-C0-13-CD 1 i Information

ID: wlan-ap 00-04-ED-38-F7-2E 1 T Fin Code

A L r 16837546  Renew

WPS Profile List Config Mode

’ Man-ap Enrollee -

4 I 3

B Ewsasocatcre e o . oisc

BEC [ wPs Probe IE PDC - Get WF5 profile successfuly. Cisconnect
Export Profile
b
Status >> wlan-ap <--= 00-1D-92-C0-13-CD Link Quality == 100%
Extra Info > Link is Up [TxPower: 100%] Signal Strength 1 == 60%
Channel »» 1 <--» 2412 MHz; central channel : 3 Signal 5trength 2 => 44%

Authentication ==  Open Moise Strength == 26%

Encryption == NONE
Network Type ==  Infrastructure Transmit
IP dddress =>  192.168.1.100 Link Speed == 243.0 Mbps
Subr Mask > 255.255.255.0
Default Gateway == 192.168.1.254

Throughput == 0.192 Kbps

Receive
HT
Link Speed => 81.0 Mbps
BW ==40 SMHEU => 20
Throughput ==93.732 Kbps 1.798
Gl == long MC5=> 14 SMR1 => nfa

Mbps
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Wi-Fi Network Setup with Windows Vista WCN:

1. Jot down the AP PIN from the Web (eg. 25879810).
2. In your Vista operating system, access the Control Panel page, then select Network and Internet >
View Network Computers and Devices. Double click on the router icon and enter the AP PIN in the

column provided then press Next.

=i

O"«:«' |li," v Metwork »

r -
- | *4 || Search

EVOre Links
El Locuments
ﬁ Pictures
ﬂ Ml
More

Folders

M Deidtop
B user
v Pubhc
M Computer
¥ Nebwerk
& USER-PC
E Control Pand
4 Recycle Bin

File Edit View Ti
-i;:;; Corfigune a WCN device

Type the PIN for the selected device

mformation that came with the device or on 2 sticker on the deace.

P:
F5a7ea10|

] Display characters

I_Illzlﬁ

Ta configure this device for use on your nebwork, tfype the PIM, You can find the PIN in the

I BiFAC T402ZNX

Categories: Network Infrastructure

3. Enter the AP SSID then click Next.

F=
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[=[=] = ]

O_G ‘? F Metwork

- | ‘rl | Search Pl

Faworite Links
E"| Decuments
B Pictures
B Music

Pors =

Folders

. ] Dresktop
E.i user
L Public
1™ Computer
¥ Metwark
E Contral Panal
2 Recycle Bin

2 items

e

File Edit View Took Help

- Organeze =

OQ & Network »

a2 Add 3 prnter

=

Metwork location

[ESSE=5

@ Configure a WCN device

Give your network a name
Choote a name that people who connect te your netwark will recognize

Metwark name (25100

USER-PC_Network

You can type up to 32 letbers or numbers,

I [ Cancel

| Net

4. Enter the passphrase then click Next.

o | =]
r | 1‘_} | [ Seare -ﬂ_|

File

| Faworite Links
El Documerts
B Pictures
B Music
More »
Faolders
B Desktop

B user

Ii Public

% Computer
&Y etwork

lﬂ Cantrol Panel
& Recycle Bin

L 5..' 2 items

Edit View Tools Help [

Fpran AT =] = S
‘ Urganize ¥ om -] y

Wnrkg;oup Metwark locabon

| == |

E

@ Configure 8 WCN device

Help make your network more secure with a passphrase

Windows will use the passphrass provided below to generate a W22 security key For you, The first
time that people connect to this network, they will need the pascphrase.

Passphrase:

NHF1B3619NExxiNul E645

The passphrase must be at least 8 characters and cannot begin or end with a space.

Display characters

Create a different pasephirace for me

Show advanced network secuinity options

5. When you have come to this step, you will have completed the Wi-Fi network setup using the built-in
WCN feature in Windows Vista.
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&, Configure a WCN device

Configured the selected device for wps_test
If this can be used wirelessly, you can disconnect the cable.

To use this with other netwerk computers, you might need te install the appropriate drivers first,
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Port Setting

This section allows you to configure the settings for the router’s Ethernet ports to solve some of the
compatibility problems that may be encountered while connecting to the Internet, as well allowing users to
tweak the performance of their network.

ICr;nfigur'a{iDn i wg .

* Port Setting

Parameters

FPort1 Connection Type Alto LY
Port2 Connection Type Auto v
Fort3 Connection Type [ "~'.L|t-3_ ¥
FPord Connection Type Auto ¥
IPv4 TOE Priority Control { Enable & Disable

Set High Priarity TGOS

Oe3e2 061 060 Os9 58 [57 (56 (055 (54 (53 [052 [151 050 49 (48
O47 O 46 45 44 43 42 041 a0 O39 038 037 O3s (35 O34 033 a2
031020029028 O27 26 25 24 C23f22 021020 C1a 0418017018
FlisFluaE et FnBwElsBesbrBs a4 32 El1 Elo

Apply

Port # Connection Type: There are Six options to choose from: Auto, 10M half-duplex, 10M full-duplex,
100M half-duplex, 100M full-duplex, 1000M full-duplex and Disable. Sometimes, there are Ethernet
compatibility problems with legacy Ethernet devices, and you can configure different types to solve
compatibility issues. The default is Auto, which users should keep unless there are specific problems
with PCs not being able to access your LAN.

IPv4 TOS priority Control (Advanced users): TOS, Type of Services, is the 2™ octet of an IP packet.
Bits 6-7 of this octet are reserved and bit 0-5 are used to specify the priority of the packet.

This feature uses bits 0-5 to classify the packet’s priority. If the packet is high priority, it will flow first and
will not be constrained by the Rate Limit. Therefore, when this feature is enabled, the router’s Ethernet
switch will check the 2™ octet of each IP packet. If the value in the TOS field matches the checked values
in the table (0 to 63), this packet will be treated as high priority.
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DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or enable the router’s
DHCP relay functions. The DHCP protocol allows your router to dynamically assign IP addresses to PCs
on your network if they are configured to obtain IP addresses automatically.

I Configuration WE .
5 —

*DHCP Server

DHCP Server Mode

DHCP Server Status
Allow Bootp
Allow Unknown Clients
Enable
Subnet Definitions
Subnet Value
Subnet Mask
Maximum Lease Time

Default Lease Time

(0 Disable
& DHCP Server
() DHCF Relay Agent

true
true

true

192.168.1.0

25

(8]
(8]
(8]

0
86400 seconds

43200 seconds

Ise local host address as DRNS server true
Lse local host address as default gateway  true

zet subnet from IP interface iplan
IP Range 192 168 1.100- 192.168.1.199

Option domain-name-servers=0.0.0.0

To disable the router’s DHCP Server, check Disabled and click Next, then click Apply. When the DHCP
Server is disabled you will need to manually assign a fixed IP address to each PCs on your network, and
set the default gateway for each PCs to the IP address of the router (by default this is 192.168.1.254).

To configure the router's DHCP Server, check DHCP Server and click Next. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP address to be
allocated to PCs on your network), lease time for each assigned IP address (the period of time the IP
address assigned will be valid), DNS IP address and the gateway IP address. These details are sent to
the DHCP client (i.e. your PC) when it requests an IP address from the DHCP server. Click Apply to
enable this function. If you check “Use Router as a DNS Server”, the ADSL Router will perform the
domain name lookup, find the IP address from the outside network automatically and forward it back to
the requesting PC in the LAN (your Local Area Network).

If you check DHCP Relay Agent and click Next, then you will have to enter the IP address of the DHCP
server which will assign an IP address back to the DHCP client in the LAN. Use this function only if
advised to do so by your network administrator or ISP.

Click Apply to enable this function.
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WAN - Wide Area Network

WAN refers to your Wide Area Network connection, i.e. your router’s connection to your ISP and the
Internet. Here are the items within the WAN section: WAN Interface, WAN Profile and ADSL Mode.

WAN Interface
The factory default has the Connection Mode as ADSL and the Protocol as PPPoE.

ICaningraiiDn l“}[‘t .

T WAN Interface
WAN Interface

Main Part |ADSL %/ (Current Main Port: ADSL)
|Dual WAN

Main Port—Dual WAN

In dual wan mode, it supports failover function. When WAN1 fails, it will switch to WAN2, and when
WANT1 is OK, it will switch to WAN1 again.

ICDnIiguratiDn l“}[‘t .

*WAHN Interface
VWAN Interface

lMain Port | Dual WAN ~| (Current Main Port ADSL)
Mode @ Failover
Parameters
WAN [ADSLipwan) ||apsL »
WANZ 3f‘r|pwan2 - g »
Time Schedule [Always On v |
leep Backup Interface Connected [JEnanble
Connectivity Decision Mot in service when probing failed aﬂeré:ﬁ | consecutive times.
Failover Prabe Cycle Every[12 |seconds
Faliback Probe Cycle Every|3 | seconds
1 ADEL Down
2. Ping Fail
Dstect Rule (sither one) O Ne Ping
(& Ping Gateway
O Ping Host|

Main Port: Select Dual WAN.
Mode Failover: Set to trigger ADSL / 3G failover function ready.
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WAN1: Select “ADSL” “EWAN” or “3G” mode for WAN1.

WAN2: Select the left WAN mode for WAN2 as backup port. For example, if 3G is set for main port, then
there can be no option for failover/failback.

Time Schedule: A self defined time period. You may specify a time schedule for failover/failback
functioning. For setup and detail, refer to Time Schedule section.

Keep Backup Interface Connected: Select Enable this function, the backup WAN port will connect
always.

Connectivity Decision: Set how many times of probing failed to switch backup port.

Failover Probe Cycle: Set the time duration for the Failover Probe Cycle to determine when the router
will switch to the backup connection (backup port) once the main connection (main port) fails.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by connection Decision amount (e.g. From the image
above it will be 60 seconds multiplied by 5 consecutive fails).

Failback Probe Cycle: Set the time duration for the Failback Probe Cycle to determine when the router
will switch back to the main connection (main port) from the backup connection (backup port) once the
main connection is communicating again.

Note: The time set is for each probe cycle, but the decision to change to the backup port is
determined by Probe Cycle duration multiplied by Connection Decision amount (e.g. From the image
above it will be 60 seconds multiplied by 5 consecutive fails).

Detect Rule:
Rule 1. ADSL Down
Rule 2. Ping Fail

® No Ping: It will not send any ping packet to determine the connection. It means to disable the ping

fail detection.

® Ping Gateway: It will send ping packet to gateway and wait response from gateway in every

“Probe Cycle”.

® Ping Host: It will send ping packet to specific host and wait response in every “Probe Cycle”. The

host must be an IP address.
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PPPoE Connection

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services

using PPP.

IC.}nﬂguraiion

*\WAN Connection

PPPoE Routed

R

Profile Fort . ADSL |

Protocol PFFoE ( RFC25i'3. PFF over Ethernet ) v

Description PPPoE WAN Link VPINCI 1135 AT Class UBR |w
Lsername Password Service Name

MAT Enable IP (0.0.0.0; Auto) 0.000 Auth. Protocol Cha|:|r_i-.ut-:!': w
Connection ' Always On W Idle Timeout minis) MTu 1492

RIP O ripvt [ RIPv2 [ RIP v2 Multicast TCP W8S Clamp [¥] Enable
MAC Spoofing ClEnanle | |

(btain DNS Autornatic Primary Secondary

Default Route ¥l Enable

[PV [IEnable

Edit Mame Description Creator YPI VCI Delete
(O] wanlink FPFFoE WAN Link Factory Defaults g 35

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This is in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing the single IP address. If users on your LAN have public IP addresses and
can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address from
your ISP.

Auth. Protocol: Default is Auto. Your ISP should advises you on whether to use Chap or Pap.
Connection:

® Always on: If you want the router to establish a PPP session when starting up and to
automatically re-establish the PPP session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPP session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
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Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line for a
predetermined period of time.

© Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

MAC Spoofing: This option is required by some service providers. You must fill in the MAC address that
specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to obtain
DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
Default Route: Check to enable default route.

IPv6: check to enable IPv6 service. If enabled, please set the IPv6 Address, Ipv6 DNS, similar as IPv4.

IPvE g"__‘gEnahle
IPv6 Address » (’means 'Obtain an IPvE address automatically’)
Obtain IPvG DNE [¥] Automatic Frimary Secondary
IPv6 Address: type the IPv6 address from your ISP, or get it automatically. ”::” means to obtain IPv6

address automatically.

Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the exact one in
the Primary field.
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PPPoA Connection

IConfigura:i-}n u‘{f .
A -

> WAN Connection

PPPoA Routed

Profile Port ADSL v

Protocol PPPoA (RFC2364, PPP over AALS ) |

Cescription FPFPoA Routed YPINVCI g f _3:' ATM Class UBR |»
IUsername Passwaord

MAT Enable IF (0.0.0.0; Auta) 0000 Auth. Protocol Chap(Auto) »
Connection Always On v Idle Timeout 0 | minis) T | 1500

RIP O riPvt O RIPv2 [ RIP v2 Multicast TCP MSS Clamp [“IEnable
Obtain DMNS Lutomatic Primary Secondary

Default Route Enahble

IPvE

IPvE Address (“means ‘Obtain an IPvE address automatically’)

Cbtain IPvG DNS Automatic Primary Secondary

Edit Mame Descripticn Creator VPI VCl Celete
@ wanlink FPFPoE WAN Link Factary Defaults g 35

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device..
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This is in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

Service Name: This item is for identification purposes. If it is required, your ISP provides you the
information. Maximum input is 15 alphanumeric characters.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing the single IP address. If users on your LAN have public IP addresses and
can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address from
your ISP.

Auth. Protocol: Default is Auto. Your ISP should advises you on whether to use Chap or Pap.
Connection:

® Always on: If you want the router to establish a PPP session when starting up and to
automatically re-establish the PPP session when disconnected by the ISP.

® Connect on Demand: If you want to establish a PPP session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the
Internet).

Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity on the line for a
predetermined period of time.
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® Detail: You can define the destination port and packet type (TCP/UDP) without checking by
timer. It allows you to set which outgoing traffic will not trigger and reset the idle timer.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to
obtain DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route

IPv6: check to enable IPv6 service. If enabled, please set the IPv6 Address, Ipv6 DNS, similar as IPv4.

IPvE [“]Enable

IPVE Address s (“’means "Cbtain an IPvE address automatically)

Obtain IPvE DS [#] Automatic Frimary Secondary

IPv6 Address: type the IPv6 address from your ISP, or get it automatically. ” ::” means to obtain IPv6

address automatically.

Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the concrete ones
in the Primary and Secondary fields.
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MPoA Connection

4
Il:oniiguralion A Wt‘ .

*WAN Connection
RFC 1483 Routed

Profile Port ADSL ¥

Protacal I.IF'_-:li.l RF_CHBS.-'RFCEBB-L I'.-ILIIti_pr_Dt-:!_C-jI I_En-:E_!pSLIIaTi-Jn over AALS ) (&

Description RFC 1483 reuted mode| VPINVC] 8 135 ATM Class .UEIR v:
NAT Enahle Encap. Method  |LLCBridged v NTU [1500 |
IP(0.0.0.0: Auta) _EI.EI._"J_.D | Metmask DDDD | Gateway |

RIF O riPvt O RIPW2 [ RIP 2 Multicast TCP MSS Clamp [¥]Enable
MAC Spoofing [Enatle [ |

Obtain DNS Autormatic Primary ' Secondary

Default Route Enable

IPvaE [CEnanle

Edit Mame Description Creator WPl VeI Delete
® wanlink PPPoE WAM Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.

Protocol: The ATM protocol will be used in the device.

Description: A given name for the connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

Encap. mode: Choose whether you want the packets in WAN interface as bridged packet or routed
packet.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address from
your ISP.

Netmask: The default is 0.0.0.0. User can change it to other such as 255.255.255.128. Type the subnet
mask assigned to you by your ISP (if given).

Gateway: Enter the IP address of the default gateway (if given).

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.

TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.
MAC Spoofing: This option is required by some service providers. You must fill in the MAC address that
specify by service provider when it is required. Default is disabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to obtain
DNS automatically.

Primary DNS: Enter the primary DNS.

Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
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IPv6: check to enable IPv6 service. If enabled, please set the IPv6 Address, Ipv6 DNS, similar as IPv4.

IPvE ¥ Enable
IPvG Address Automatic IP/Frefix Length Gateway
Cbtain IPvE DMNS Automatic Primary Secondary

IPv6 Address: Check Automatic to obtain IPv6 address automatically. If not, please type the IP and
the prefix length for the IPv6 address from your ISP.

Gateway: Type the gateway to which the WAN packets are forwarded.

Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the concrete one
in the Primary and Secondary fields.
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IPoA Routed Connection

ICl:rnfiguraiicn 1 Wt- .
A

*WAN Connection

IPoA Routed

Profile Port ADSL |w

Protocol | IPoA ( RFC1577, Classic IP and ARP over ATH ) v

Description IF':|~ _r:_:utn:—_n:‘f | VPINCI _8_ 3:‘ ATM Class l__IE':_R |
MAT Enable MTL 1500

IP (0.0.0.0: Auto) |0.0.0.0 Netmask [0.0.0.0 Gateway

RIP O rRiPvt O RIPv2 [ RIP v2 Multicast TCF WSS Clamp [F] Enable
Qhbtain DS Automatic Frimary Secondary

Default Routs [“] Enable

|4dd]| EditDelete |

Edit [ame Description Creator YPI WCl Delete
(O] wanlink PPFPoE WAN Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.
Protocol: The ATM protocol will be used in the device.
Description: A given name for the connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing a single IP address. If users on your LAN have public IP addresses and can
access the Internet directly, the NAT function can be disabled.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address from
your ISP.

Netmask: The defaultis 0.0.0.0. User can change it to other such as 255.255.128. Type the subnet mask
assigned to you by your ISP (if given).
Gateway: Enter the IP address of the default gateway (if given).

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to obtain
DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.

69

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Pure Bridge

ICr;nfigura{iDn A WE .

VAN Connection
RFC 1483 Bridged

Profile Port ADSL b

Frotocol | Pure Bridge v

Description  |RFC 1483 bridged mad|  VPINC '8 |35 ATM Class |
Encap. Method |LLC Bridged % Acceptable Frame Type .acceptall + | Filter Type
|Add|| Edit/Delete

Edit  MName Description Creator VPl val
O] wanlink FPPoE WARM Link Factory Defaults a 35

Profile Port: Select the profile port either ADSL or 3G.
Protocol: The ATM protocol will be used in the device.
Description: A given name for this connection.
VPI/VCI: Enter the information provided by your ISP.
ATM Class: The Quality of Service for ATM layer.

LBR Lv

All v

Delete

Encap. mode: Choose whether you want the packets in WAN interface as LLC bridged packet or VcMux

bridged packet.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or only

VLAN tagged.
Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain

name and IP

addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to obtain

DNS automatically.
Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.
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Multiple Session

ICanigura{iDn \ \- .

*WAN Connection
* PPPoE Routed
Profile Port | ADSL v

Frotocol _.f.'lLIItiIJIE Seaaicn v

Description .f.'lLll_tH:IlE Eesa_icn with F'_ YRINCI _B 135 ATM Class L__IE_R ¥
sername Password Service Mame

AT Enakle IP (0.0.0.0: Auto) [0.0.0.0 Auth. Protocol ChapiAuto) v:
Connection [ Always On + | |dle Timeout 0 .rninr_s': [TU 1492

RIF O riP vt [ RIPv2 [ RIP 2 Multicast TCP M2S Clamp [¥] Enahble
Obtain DMS  [+] Automatic Primary : Secondary

Default Route [¥] Enable

F Multipe Session-5Second Session [] Enable

F Multipe Session-Third Session [] Enable

* Multipe Session-Fourth Session [ Enable

(Eat]

Edit Mame Description Creator WPl VCl Celete
= wanlink PPPoE WAN Link Factory Defaults 8 35

Profile Port: Select the profile port as ADSL.

Protocol: The Multiple Session protocol will be used in the device.
Description: A given name for this connection.

VPI/VCI: Enter the information provided by your ISP.

ATM Class: The Quality of Service for ATM layer.

Username: Enter the username provided by your ISP. You can input up to 128 alpha-numeric characters
(case sensitive).

Password: Enter the password provided by your ISP. You can input up to 128 alpha-numeric characters
(case sensitive).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through
a single IP account, sharing the single IP address. If users on your LAN have public IP addresses and
can access the Internet directly, the NAT function can be disabled.

IP (0.0.0.0:Auto): Your WAN IP address. Leave this at 0.0.0.0 to obtain automatically an IP address from
your ISP.

Auth. Protocol: Default is Auto. Your ISP should advise you on whether to use Chap or Pap.
Connection:

Always on: If you want the router to establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.

Connect on Demand: If you want to establish a PPPoA session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the Internet).
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Idle Timeout: Auto-disconnect the router when there is no activity on the line for a predetermined period
of time.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

RIP: RIP v1, RIP v2, and RIP v2 Multicast. Check to enable RIP function.
TCP MSS Clamp: This option helps to discover the optimal MTU size automatically. Default is enabled.

Obtain DNS: A Domain Name System (DNS) contains a mapping table for domain name and IP
addresses. DNS helps to find the IP address for the specific domain name. Check the checkbox to obtain
DNS automatically.

Primary DNS: Enter the primary DNS.
Secondary DNS: Enter the secondary DNS.

Default Route: Check to enable default route.
Multiple Session Second Session / Multiple Session Third Session / Multiple Session Forth

Session: Check Enable to activate the second/third/forth session.
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EWAN
Obtain an IP Address Automatically

When connecting to the ISP, This router also functions as a DHCP client. It can automatically obtain an IP
address, netmask, gateway address, and DNS server addresses if the ISP assigns this information via
DHCP.

ICDnﬂguramn .\\ i\: .

¥ WAN Connection

Obtain an IP Address Automatically

Profile Port [EWAN =
VAN Port [EthernetPart1 |

Protocol Qmain an IP i.l:_!d(gsls %.ut-;unc.-ni.cc-_nll;.- v

NAT [ Enable MAC Spoofing Olenavte [0 |:fo0 |:foo |:foo Foo |:[o0

Obtain DNS AT Primary ' ' Secondary [0.0.00
IPVE CJEnable

Profile Port: Select the profile port as EWAN.

WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable Modems
and fiber optic lines.

Protocol: Select Obtain an IP Address Automatically.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through a
single IP account, sharing the single IP address. If PCs in LAN should share the WAN IP for WAN access,
please enable NAT. If users on your LAN have public IP addresses and can access the Internet directly, the
NAT function can be disabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the MAC
address that specify by service provider when it is required. Default is disabled.
Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers.
The DNS servers are passed to the DHCP clients along with the IP address and the subnet mask.

IPv6: check to enable IPv6 service. Enter IPv6 Gateway address and set IPv6 DNS as same in IPv4
mode.

IPvE {[#lEnable
Gateway

Obtain IPvE DNS Autamatic Primary Secondary

Gateway: type the gateway address to which WAN packets are forwarded.

Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the concrete ones
in the Primary and Secondary fields.
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Fixed IP Address

Select this option to set static IP information. You will need to enter in the Connection type, IP address,
netmask, and gateway address, provided to you by your ISP. Each IP address entered in the fields must
be in the appropriate IP form, which is four IP octets separated by a dot (x.x.x.x). The Router will not
accept the IP address if it is not in this format.

IConfigurazir}n u\. .
i E .

~ WAN Connection

Fixed IP Address

Profile Port EWAN |»

WAN Port Ethernet Port1 s

Protocol Fixed IP Address v

IP {0.0.0.0: Auto) EIJ.D.D.D | Metmask '_D.D.D.D | Gateway

MAT [ Enable MAC Spoofing Clenable |00 ::DD (00 |ijoo [j00 |:|00

Obtain DNS AOEE Primary 0,000 Secondary 0.0.0.0
IPvE CEnable

Profile Port: Select the profile port as EWAN.

WAN Port: the router offers its Ethernet port 1 as a WAN port to be used to connect to Cable Modems
and fiber optic lines.

Protocol: Select Fixed IP Address.

IP: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your ISP.
Netmask: The default is 0.0.0.0. User can change it to other such as 255.255.255.0.Type the netmask
assigned to you by your ISP (if given).

Gateway: You must specify a gateway IP address (supplied by your ISP).

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through a
single IP account, sharing the single IP address. If PCs in LAN should share the WAN IP for WAN access,
please enable NAT. If users on your LAN have public IP addresses and can access the Internet directly, the
NAT function can be disabled.

MAC Spoofing: Some service providers require the configuring of this option. You must fill in the MAC
address that specify by service provider when it is required. Default is disabled.

Obtain DNS: Select Automatic to use DNS.
Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are

passed to the DHCP clients along with the IP address and the subnet mask.

IPv6: check to enable IPv6 service. Enter IPv6 Gateway address and set IPv6 DNS as same in |IPv4
mode.

IPvE Enable
IF/Frefix Length Gateway
Obtain IPvG DNG Automatic Primary Secondary

IP/Prefix Length: Please specify the IP and the prefix length for the IPv6 address from your ISP.
Gateway: Type the gateway to which the WAN packets are forwarded.
Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the concrete ones

in the Primary and Secondary fields.
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PPPOE

PPPoE (PPP over Ethernet) provides access control in a manner which is similar to dial-up services
using PPP.

ICanigura:ion *\ i \-_ .

¥ WAN Connection
PPPoE Routed

Profile Port EWAN (v

WAN Port EthernetPort 1 v

Protacol FFFPoE w

Username Password Senice Name

IP (0.0.0.0: Auta) Auth. Protocel | x_.."hapn%_ut_-:j: |

Connection '-".I'-.-va;.s on » Idle Timeout 0 'mims_: MTU 1500
NAT [l Enable MAC Spocfing ClEnable |oo [7]00  |z]00 |:[00 |00  |:|00
Obtain DMS [¥] automatic Frimary Secondary 0.0.0.0
IPYE Clenable

Profile Port: Select the profile port as EWAN.

Username: Enter the username provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive). This is in the format of “username@ispname” instead of simply “username”.

Password: Enter the password provided by your ISP. You can input up to 128 alphanumeric characters
(case sensitive).

Service Name: Enter a name for this connection.
IP: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP address from your ISP.
Connection:

Always on: If you want the router to establish a PPPoE session when starting up and to
automatically re-establish the PPPoE session when disconnected by the ISP.

Connect on Demand: If you want to establish a PPPoE session only when there is a packet
requesting access to the Internet (i.e. when a program on your computer attempts to access the Internet).

Idle Timeout: Auto-disconnect the router when there is no activity on the line for a predetermined period
of time.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

NAT: The NAT (Network Address Translation) feature allows multiple users to access the Internet through a
single IP account, sharing the single IP address. If PCs in LAN should share the WAN IP for WAN access,
please enable NAT. If users on your LAN have public IP addresses and can access the Internet directly, the
NAT function can be disabled.

Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

MAC Spoofing: Select Enable and enter a MAC address that will temporarily change your router’'s MAC
address to the one you have specified in this field. Leave it as Disabled if you do not wish to change the
MAC address of your router.

Obtain DNS: Select Automatic to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask

IPv6: check to enable IPv6 service. Enter IPv6 Gateway address and set IPv6 DNS as same in IPv4
mode.
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IPVG [¥]Enable

IPvG Address ('means "'Obtain an IPvG address automatically’)

Cbtain IPvG DNES [¥] sutomatic Frimary Secondary

IPv6 Address: type the IPv6 address from your ISP, or get it automatically. ” ::” means to obtain IPv6

address automatically.

Obtain IPv6 DNS: check Automatic to obtain DNS automatically. If not, please type the concrete one
in the Primary and Secondary fields.

Pure Bridge

ICDHﬂgura{iDn 1\1\-‘ .

*WAHN Connection

Pure Bridge

Frofile Port | EWAN |w |

WAN Port |Ethernet Part 1 '+

Protocol [ Pure Bridge v
Acceptakle Frame Type -_acceptall » | Filter Type | All v:

Profile Port: Select the profile port as EWAN.
Protocol: Select Pure Bridge.

Acceptable Frame Type: Specify which kind of traffic goes through this connection, all traffic or only
VLAN tagged.

Filter Type: Specify the type of ethernet filtering performed by the named bridge interface.

All Allows all types of ethernet packets through the port.
Ip Allows only IP/ARP types of ethernet packets through the port.
Pppoe Allows only PPPoE types of ethernet packets through the port.
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3G

The router allows you to insert a 3G/HSDPA card to its USB slot, enabling you to use a 3G/HSDPA,
UMTS, EDGE, GPRS, or GSM Internet connection, makes downstream rates of to 14.4 Mbps*.

Ir:onﬂguralil}n w&. .
i B

*WAN Connection

Parameters

Prafile Port 36 M

iBurst [CEnable

Usage Allowance » [ Enable

Time Schedule .-.;il:':-‘."GI_::-'S- on v:

lode UKTS first il
TEL Mo. f et

AFN |internet

Username

Password

Auth. Protocol | Q!wﬂqpfjb.g_t-fnjg |

LCP Echo Period E'v'EI'_\":1|J :sec-:nnds { 0 means disabled )
WTU [1500

FIM

Connection Always On -
Keep Alive [CEnabie

NAT Enahle

Obtain DNE automatically Enable

Primary DNS/Secondary DNS

“Warning Fntering the wrong PIM code three timeas will lack the SIk

Profile Port: Select the profile port as 3G.

iBurst: Enable or Disable the router’s iBurst functionality.

Usage Allowance: Check to enable usage allowance function.
Click Usage Allowance * to continue the detailed configuration.

ICI::nfiElura{iDn \ WE .

¥ 3G Usage Allowance

Parameters
® Volume-hased
._Olﬂr' Download b .E.EIDDD MB data volume per month included
Mode O Time-hased
_ [hours per month included
The hilling pericd always begins on da;.-"_1 of a month.
Owver usage allowance action Disconnect w
Save the statistics to ROM _. Every one h-:ur. b

In order to query online time or volume used, you can set the following options.
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Mode: Two methods are provided, that is, Volume-based and Time-based.
Volume-based: The volume amount you can use per month.

Only Download: Only make statistics of Download Traffic.
Only Upload: Only make statistics of Upload Traffic.
Download and Upload: Make statistics of both Download and Upload Traffic.

Time-based: The hours you can use per month.

Over usage allowance action: If the online time or traffic you have used exceeds the usage allowance
you set. The system will do the followings operations.

E-mail Alert and Disconnect
E-mail Alert

E-mail Alert and Disconnect

Disconnect

Save the statistics to ROM: Choose the time interval for saving statistics. You can choose to save for
Every one hour or Disable the function.

Time Schedule: Specify time duration for your 3G WAN connection.

Mode: select your wanted mode of 3G operation from the drop-down menu.

TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may be provided by your
mobile service provider.

APN: An APN is similar to a URL on the WWW, it is what the unit makes a GPRS / UMTS call. The
service provider is able to attach anything to an APN to create a data connection. Requirements for APN
assignment varies between different service providers. Most service providers have an internet portal
which they connect a DHCP Server to, giving you access to the internet i.e. Some 3G operators use the
APN ‘internet’ for their portal. The default value of APN is “internet”.

Username: Enter the username provided by your service provider.
Password: Enter the password provided by your service provider.

Auth. Protocol: Manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP
(Password Authentication Protocol) if you know which authentication type the server is using (when
acting as a client), or the authentication type you want the clients to use when they are connecting to you
(when acting as a server). When using PAP, the password is sent unencrypted, while CHAP encrypts the
password before sending, and also allows for challenges at different periods to ensure that an intruder
has not replaced the client.

MTU: Maximum Transmission Unit. The size of the largest datagram (excluding media-specific headers)
that IP will attempt to send through the interface.

PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used in certain
systems as a password to gain access, and authentication. In mobile phones a PIN code locks the SIM
card until you enter the correct code. If you enter the PIN code incorrectly into the phone 3 times in a row,
then the SIM card will be blocked and a PUK code will be required from your network / service provider to
unlock it.

Connection:
Connection Always On L
Keep Alive ClEnable

Always On: The router will make UMTS/GPRS call when starting up. Enabling Always On, will give
you an option of Keep Alive.

Keep Alive: Set Enable to keep the router on line and prevent to be disconnected by the ISP when
they think there is no activity on the line.
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Connection Connect on Demand s

Idle Timeaout 10 minis)

Connect to Demand: If you want to make UMTS/GPRS call only when there is a packet requesting
access to the Internet (i.e. when a program on your computer attempts to access the Internet). In this
mode, you must set Idle Timeout value at same time. Enabling Connect on Demand will give you an
option of Idle Timeout.

Idle Timeout: Auto-disconnect the connection when there is no activity on this call for a
predetermined period of time. The default value is 10 min(s).

Obtain DNS Automatically: Select this checkbox to use DNS.

Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS servers are
passed to the DHCP clients along with the IP address and the subnet mask.

Note: If you don’t know how to set these values and please keep them untouched.
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ADSL Mode
I Configuration \ u}g .

¥ ADSL Mode
Parameters
Connect Mode All w
Maodulation G.OmtBisFlusAuta
Profile Type AR “
Activate Line frue |»
Coding Gain -EMG v-
Tx Attenuation _ EIis_D_D_E w
Elapsed Time

Apply Cancel

Connect Mode: This mode will automatically detect your ADSL line code, ADSL2+, ADSL2, AnnexM2
and AnnexM2+, ADSL, All. Please keep the factory setting unless ADSL is detected as the symptom of
synchronization problem.

Modulation: It will automatically detect capability of your ADSL line mode. Please keep the factory
setting unless ADSL is detected as the symptom of synchronization problem.

Profile Type: Please keep the factory settings unless ADSL is detected as the symptom of low link rate
or unstable problems. You may need to change the profile setting to reach the best ADSL line rate, it
depends on the different DSLAM and location.

Activate Line: Aborting (false) your ADSL line and making it active (true) again for taking effect with
setting of Connect Mode.

Coding Gain: It reduces router’s transmit power which will effect to router’s downstream performance.
Higher the gain will increase the downstream rate but it sometimes causes unstable ADSL line. The
configurable ADSL coding gain is from 0 dB to 7dB, or automatic.
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System

Here are the items within the System section: Time Zone, Remote Access, Firmware Upgrade,
Backup/Restore, Restart and User Management.

Time Zone
ICaniguratiDn \ “}t‘h -

¥ Time Zone

Parameters

Time Zone ® Enable O Disable

Time Zone List & By City O By Time Difference

Local Time Zone (+-GMT Time} :_r-3r.-1_T':_-5‘_r_!3_en'-.:ﬁ_a'_in:_lj .r_-.jh_3;_a|_1_:l'li_n_1.e aa|
1_§carl.css.g-3v | 2_:i|1dia.|:-:|ll:|radu:|.edL|

SMTP Server IP Address - ST
3_;time.nist.gcr—; _ 4_;time—h.nist.g-:r\-

Daylight Saving []Enabled

Fesync Period :_1:1-10 .jminiaj:

V

[.-*-.DDH'] [ Cancel ]

The router does not have a real time clock on board; instead, it uses the Simple Network Time Protocol
(SNTP) to get the current time from an SNTP server outside your network. Choose your local time zone,
click Enable and click the Apply button. After a successful connection to the Internet, the router will
retrieve the correct local time from the SNTP server you have specified. If you prefer to specify an SNTP
server other than those in the list, simply enter its IP address as shown above. Your ISP may provide an
SNTP server for you to use.

Daylight Saving is also known as Summer Time Period. Many places in the world adapt it during
summer time to move one hour of daylight from morning to the evening in local standard time. Check
Automatic box to auto set your local time.

Resync Period (in minutes) is the periodic interval the router will wait before it re-synchronizes the
router’s time with that of the specified SNTP server. In order to avoid unnecessarily increasing the load
on your specified SNTP server you should keep the poll interval as high as possible — at the absolute
minimum every few hours or even days.
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Remote Access

ICl:rnfiEIura{iDn \ WE .

T Remote Access

You may temporarily permit remote administration of this network device

Allow Access for 30 minutes. ( 0 means allowed always |

To temporarily permit remote administration of the router (i.e. from outside your LAN), select a time period
the router will permit remote access for and click Enable. You may change other configuration options for
the web administration interface using Device Management options in the Advanced section of the GUI.

If you wish to permanently enable remote access, choose a time period of 0 minute.

Firmware Upgrade

Ii:olrrigjul ation y u’\\v“. .
A —

FFirmware Upgrade

You may upgrade the system software on your network device

Mews Firmware lmage

Your router’s “firmware” is the software that allows it to operate and provides all its functionality. Think of
your router as a dedicated computer, and the firmware as the software it runs. Over time this software

may be improved and revised, and your router allows you to upgrade the software it runs to take
advantage of these changes.

Clicking on Browse will allow you to select the new firmware image file you have downloaded to your PC.
Once the correct file is selected, click Upgrade to update the firmware in your router.

4 )

Don’'t power down the router or interrupt the firmware while itis
still in process.Improper opteration could damage the router.

;\Warning )
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Backup / Restore

I Configuration WI:' .
4 =

rBackupRestore

Allows you to backup the configuration settings to your computer,
of restore configuration from your computer.

Backup Configuration

Backup configuration to your computer.

Restore Configuration

Configuration File

“Rastore" wili overarte the current configuration and restart the device. §F o want fo e the current configuration, pioase yse "Backun® first to
sava current canfiguration.

These functions allow you to save and backup your router’s current settings to a file on your PC, or to
restore a previously saved backup. This is useful if you wish to experiment with different settings,
knowing that you have a backup handy in the case of any mistakes. It is advisable to backup your router’s
settings before making any significant changes to your router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also change the name
of the file when saving if you wish to keep multiple backups.

Press Browse to select a file from your PC to restore. You should only restore settings files that have
been generated by the Backup function, and that were created when using the current version of the
router’s firmware. Settings files saved to your PC should not be manually edited in any way.

After selecting the settings file you wish to use, pressing Restore will load those settings into the router.
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Restart Router

Click Restart with option Current Settings to reboot your router (and restore your last saved
configuration).

Ii:-l.}llﬁijlll ation i “}E .

*Restart Router

After restarting, please wait for a few seconds for system to come up.if you would like to reset all configur ation to factory default
settings,please select the "Factory Default Settings™ option.

Restart Router with ?}CurrentSemngs
(! Factory Default Settings

If you wish to restart the router using the factory default settings (for example, after a firmware upgrade or
if you have saved an incorrect configuration), select Factory Default Settings to reset to factory default
settings.

You may also reset your router to factory settings by holding the small Reset pinhole button more than 6
seconds on the back of your router.

Caution: After pressing the RESET button for more than 6 seconds, to be sure you power cycle the device again.
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User Management

ICr;nfigur'a{iDn “}u .
| E —_

¥ User Management

Current Defined Users

Valid User

Comment Fassword Confirm Password Login Mode
¥l Basic v
Add
Edit Yalid ser Comment Delete
@ true admir

Default admin user

In order to prevent unauthorized access to your router’s configuration interface, it requires all users to
login with a password. You can set up multiple user accounts, each with their own password.

You are able to Edit existing users and Add new users who are able to access the device’s configuration
interface. Once you have clicked on Edit, you are shown the following options:

I Configuration

W N

¥ User Management

Current Defined Users

Yalid User Comment Password Confirm Password Laogin Mode
admin Default admin usei TTIT I Basic W
|Add| | Edit/Delete

Edit Walid ser Comment Dielete

@ true admin Default admin user

You can change the user’s password, whether their account is active and valid, as well as add a
comment to each user account. Click Edit/Delete button to save your revise. You cannot delete the
default admin account, if you do you will be log out. However, you can delete any other created accounts
by clicking Delete when editing the user. You are strongly advised to change the password on the default

“admin” account when you receive your router, and any time you reset your configuration to Factory
Defaults.

I Configuration

N N

¥ User Management

Current Defined Users

Yalid User Comment Fassword Confirm Passward Login Mode
F] Basic v
Add

Edit YWalid Lser Comment Delete

@ true admir

Default admin user
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When you create a user account, you check Valid to fill in the blank with User, Comment, Password and
Confirm Password. Later, click Add button to add your new user account.

ICDnriguratiDn

¥ User Management

Current Defined Users

Yalid User Comment
[Test |Test

Edit Yalid Iser

@ true admitt

For deleting the user account, you choose Delete optio

delete the chosen user account.

ICDnriguratiDn

¥ User Management

Current Defined Users

Yalid User Comment
|

|4dd| | Edit/Delete

Edit Yalid I ser

@ true admin

£y true Test

Password

Comment

Default admin user

Fassword

Comment
Default admin user
Test

N N

Confirm Password Laogin Mode
..lilll Basic b
Dielete

n. In the end, you click Edit/Delete button to

N N

Confirm Password Login Mode

Basic o

Celete

Chapter 4: Configuration

86



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Mail Alert

Mail alert is designed to keep system administrator or other relevant personnels alerted of any
unexpected events that might have occured to the network computers or server for monitoring efficiency.
With this alert system, appropriate solutions may be tackled to fix problems that may have arisen so that
the server can be properly maintained.

ICr:nﬂgur'a:iDn WE .
& —

T Mail Alert

Server Information

Frofile Port [ADSL » Apply the same settings to (136 C1EWAR
SMTP Server

Username

Fassword

Senders E-mail _ ir.-mst be mx@yyy.zz
Failover | Fallback

Recipient's E-mail _ |Must be wo@yyy.zz
Recipient's E-mail Must be a@yyy.zz
VAN IP Change Alert

Fecipient's E-mail . Must be xoo@yyy.zz

[.é.pply] [ Cancel ]

SMTP Server: Enter the SMTP server that you would like to use for sending emails.
Username: Enter the username of your email account to be used by the SMTP server.
Password: Enter the password of your email account.

Sender’s Email: Enter your email address.

Recipient’s Email (Failover / Failback): Enter the email address that will receive the alert message
once a computer / network server failover occurs.

Recipient’s Email (WAN IP Change Alert): Enter the email address that will receive the alert message
once an WAN IP change has been detected.
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Firewall and Access Control

Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet access from
your LAN, as well as helping to prevent attacks from hackers. Besides, when using NAT, the router acts
as a “natural’ Internet firewall, as all PCs on your LAN will use private |IP addresses that cannot be
directly accessed from the Internet.

_t;ll
B A
i t-
--__t-- | @ ;
. Fouter Firewall
I
Access Control

' -NAT

- Packetfilter -
i : - Packetfilter - Unauthorized users &
Pt . H:E ff::ter § itinie DEtectnn applications
- Urvwranted wehsite i PARE - Blacklisting - Malicious attacks

dACCESS

Firewall & Filter

Firewall: Prevents access from outside your network. The router provides three levels of security
support:

NAT natural firewall: This masks LAN users’ IP addresses which is invisible to outside users on the
Internet, making it much more difficult for a hacker to target a machine on your network. This natural
firewall is on when NAT function is enabled.

”07‘5: When using Virtual Servers your PCs will be exposed to the degree
g specified in your Virtual Server settings provided the ports specified are
opened in your firewall packet filter settings.

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules to prevent
unauthorized computers or applications accessing your local network from the Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent and log malicious attacks.
Access Control: Prevents access from PCs on your local network:

Firewall Security and Policy (General Settings): Outbound direction of Packet Filter rules to prevent
unauthorized computers or applications accessing the Internet.

URL Filter: To block PCs on your local network from unwanted websites.

Here are the items within the Firewall section: General Settings, Packet Filter, Intrusion Detection,
URL Filter, IM/P2P Blocking and Firewall Log.
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General Settings

You can choose not to enable Firewall and still able to access to URL Filter, Intrusion Detection and
IM/P2P Blocking or enable the Firewall using preset filter rules and modify the port filter rules as required.
The Packet Filter is used to filter packets based-on Applications (Port) or IP addresses.

There are four options when you enable the Firewall, they are:

® All blocked/User-defined: no pre-defined port or address filter rules by default, meaning that
all inbound (Internet to LAN) and outbound (LAN to Internet) packets will be blocked. Users have to
add their own filter rules for further access to the Internet.

® High/Medium/Low security level: the predefined port filter rules for High, Medium and Low
security are displayed in Port Filters of Packet Filter.

Select either High, Medium or Low security level to enable the Firewall. The only difference between
these three security levels is the preset port filter rules in the Packet Filter. Firewall functionality is the
same for all levels; it is only the list of preset port filters that changes between each setting. For more
detailed on level of preset port filter information, refer to Table 1: Predefined Port Filter.

If you choose of the preset security levels and add custom filters, this level of filter rules will be saved
even and do not need to re-configure the rules again if you disable or switch to other firewall level.

The “Block WAN Request’ is a stand-alone function and not relate to whether security enable or disable.
Mostly it is for preventing any scan tools from WAN site by hacker.

ICDnﬂgur'a{iDn “i\; .
& —

¥ General Settings
Firewall Security
Security O Enable () Disable
All blockediUser-defined

High security level

Policy
Medium security level
Low security level
(42N ir som ori after enabling Firewall, please check the Packetl Filter especially Poit Filter rules. Fo
example, adding | 443 outbound allowed) let HTTPS data go throlgh Firewall )
Block WAN Request O Enable & Disable
I.LE:'.-S.':.'E for preventing any ping test from Internetl, such as hacker aliack.)
SIP ALG & Enable O Disable
FTP ALG ® Enable O Disable
Apply
”0?2;‘ Any remote user who is attempting to perform this action may result in
blocking all the accesses to configure and manage of the device from the
Internet.
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Packet Filter

This function is only available when the Firewall is enabled and one of these four security levels is chosen
(All blocked, High, Medium and Low). The preset port filter rules in the Packet Filter must modify
accordingly to the level of Firewall, which is selected. See Table1: Predefined Port Filter for more
detail information.

Ilionfiguralion \ WE .

¥ Packet Filter

Parameters

Rule Mame == —Select— ~

IP Version IPv4 ||

Time Schedule _ﬁ.l-.-va,.-'s Cn v_:

Source IP Addressies) DUDU | Metmask Etl.tl.D.I]

Destination IP Address(es) [0.0.0.0 Netmask [0.0.00

Type TCP v Protocal Number '

Source Port 0

Destination Port il

Inbound Allow %

Outbound Allow |

Edit Crder Rule Mame Time Schedule SOUF,CE ”,: SRk Protocal SourFe p.ort(s} iR Delete
Destination IP / Metmask Destination pori(s) Cuthound

IR — o [ e e
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Example: Predefined Port Filters Rules

The predefined port filter rules for High, Medium and Low security levels are listed. See Table 1.

Note: Firewall — All Blocked/User-defined, you must define and create the port filter rules yourself. No predefined
rule is being preconfigured.

Table 1: Predefined Port Filter

Port Number| Firewall - Low Firewall - Medium Firewall — High
Application |Protocol

Start |End Inbound | Outbound | Inbound | Outbound | Inbound |Outbound
HTTP(80) TCP(6) |80 80 NO YES NO YES NO YES
IDNS (53) UDP(17) [53 53 NO YES NO YES NO YES
IDNS (53) TCP(6) |53 53 NO YES NO YES NO YES
FTP(21) TCP(6) |21 21 NO YES NO YES NO NO
Telnet(23) TCP(6) |23 23 NO YES NO YES NO NO
SMTP(25) TCP(6) |25 25 NO YES NO YES NO YES
IPOP3(110) TCP(6) 110 [110 NO YES NO YES NO YES
[NEWS(NNTP)
(Network ~ News|TCP(6) [119 1119 NO YES NO YES NO NO
Transfer Protocol)
RealAudio/
RealVideo UDP(17) {7070 [7070 YES YES YES YES NO NO
(7070)
IPING ICMP(1) |IN/A [N/A NO YES NO YES NO YES
H.323(1720) |TCP(6) 1720 [1720 YES YES NO YES NO NO
T.120(1503) |[TCP(6) [1503 1503 YES YES NO YES NO NO
SSH(22) TCP(6) |22 22 NO YES NO YES NO NO
INTP /SNTP  |UDP(17) |123 1123 NO YES NO YES NO YES
HTTP/HTTP
|Proxy TCP(6) (8080 [8080 NO YES NO NO NO NO
(8080)
HTTPS(443) |TCP(6) {443 443 NO YES NO YES N/A N/A
ICQ (5190) |TCP(6) 15190 5190 YES YES N/A N/A N/A N/A
MSN (1863) |TCP(6) |1863 |1863 YES YES N/A N/A N/A N/A
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|MSN (7001) |UDP(17) [ro01 [7001 [vEs  [vES NA  INA NA NA
|'(\g§g‘0) VEDIOIr b6y l0000 lo000 |NO YES NA  INA NA  INA

Inbound: Internet to LAN ; Outbound: LAN to Internet.
YES: Allowed ; NO: Blocked ; N/A: Not Applicable

Packet Filter — Add TCP/UDP Filter

IC.}nﬂguraiicn A QBE .

¥ Packet Filter

Parameters

Rule Name =< | —-Select— v

IP Version IPvd w

Time Schedule Always On  w

Source IP Address(es) 0.0.0.0 Netmask [0.0.0.0
Destination IP Address(es) D._D.D.D_ Metmask :IJ.IJ.D._D
Type TCRUDF w Frotocol Mumber '
Source Port [0 |-[ag538

Destination Port D |- ﬁ:';'_35

Inkeound Allow (v

CQutbound i:licw v

Rule Name: Users-define description to identify this entry or click “Select” drop-down menu to select
existing predefined rules. The maximum name length is 32 characters.

IP version: select IPv4 or IPv6.

Time Schedule: It is self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section

Source IP Address(es) / Destination IP Address(es): This is the Address-Filter used to allow or block
traffic to/from particular IP address(es). Selecting the Subnet Mask of the IP address range you wish to
allow/block the traffic to or form; set IP address and Subnet Mask to 0.0.0.0 to inactive the Address-Filter
rule.

Tip: To block access, to/from a single IP address, enter that IP address as the Host IP Address and use
a Host Subnet Mask of “255.255.255.255".

Source Port: This Port or Port Ranges defines the port allowed to be used by the Remote/WAN to
connect to the application. Default is set from range 0 ~ 65535. It is recommended that this option be
configured by an advanced user.

Destination Port: This is the Port or Port Ranges that defines the application.

Type: It is the packet protocol type used by the application, select TCP, UDP or both TCP/UDP. Protocol
Number: Insert the port number.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Add button to apply your changes.
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Packet Filter — Add Raw IP Filter
Go to “Type” drop-down menu, select “Use Protocol Number”.

I Configuration u\; .
4 2 _

~ Packet Filter

Parameters

Rule Mame | == | —3elect- A

IF Version [ IPvd (»

Time Schedule | Always On v

Source IP Address(es) ;EI.D.D._D_ | Metmask _IJ.IJ.D:EI
Destination IP Address(es) [0.0.00 Netmask [0000
Type | Use F'r-:ni-:nc-:ll MNumber | Protocol Mumber .
Source Port -

Destination Paort

Inbound :i.ll-c-.-\,' w
Cutbound -L.II-J-.-\,' w

Rule Name Helper: Users-define description to identify this entry or choosing “Select” drop-down menu
to select existing predefined rules.

IP version: select IPv4 or IPv6.

Time Schedule: It is self-defined time period. You may specify a time schedule for your prioritization
policy. For setup and detail, refer to Time Schedule section

Protocol Number: Insert the port number, i.e. GRE 47.

Inbound / Outbound: Select Allow or Block the access to the Internet (“Outbound”) or from the
Internet (“Inbound”).

Click Add button to apply your changes.
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The predefined port filter rule for HTTP (TCP port 80) is the same no matter whether the firewall is setto a
high, medium or low security level. To setup a web server located on the local network when the firewall is
enabled, you have to configure the Port Filters setting for HTTP.

As you can see from the diagram below, when the firewall is enabled with one of the three presets
(Low/Medium/High), inbound HTTP access is not allowed which means remote access through HTTP to

your router is not allowed.

Note: Inbound indicates accessing from Internet to LAN and Outbound is from LAN to the Internet.

If:onﬂguratir:n

~ Packet Filter

R

.._. -—

Parameters
Rule Mame << | —Select—
IP Version IPvd v
Time Schedule Always On v
Source IP Address(es) DDDD MNetmask DDDEI
Destination IP Addressies) |0.0.0.0 Netmask |0.000
Type TER . v: Frotocol Mumber .
Source Port [0 i= .
Destination Port [0 :
Inbound Allow » |
Outhound [Allow [+ |
QLT
) ) Source IP / Netmask Source portis) Inbound
Edit Crder Rule Mame Time Schedule —— Protocol ey Delete
Destination IF / Metmask Destination port(s} Outbound
== . . 0.0.00/0.0.0.0 0 ~ 65535 Block =
O mei_hitp Always On JGE O
0.0.00/0.0.0.0 a0 ~80 Allow
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Configuring Packet Filter:

1. Click Packet Filters. You will then be presented with the predefined port filter rules screen (in this
case for the low security level), shown below:

Note: You may click Edit the predefined rule instead of Delete it. This is an example to show to how you add a
filter on your own.

IConﬁguration 1“\{" .

~ Packet Filter

Parameters

Rule Mame ' :<=::' —Select— b ]|

IP Version IF_';d \f:

Timea Scheduls [ Always On v

Source P Address(es) 0.0.0.4 MNetmask ’-U.U.U.D
Cestination IP Addressies) DUUD Metmask IJIJEID
Type . , Frotocol Mumber [
Source Port

Destination Port

USl_E !_:'I'D_t'_:! co I ll:l mber

Inbound Allow |+ |
Qutbound [allow [~
t Reorder

2. Choose the radio button you want to delete the existing HTTP rule. Click Edit/Delete button to
delete the existing HTTP rule.

Ifju)ntiguralion WE .
) —

* Packet Filter

Parameters

Fule Mame |tel-http | ==| —Select— b

IP Version [IPv4 ]

Time Schedule | Always On v:

Suuice IP Addressies) DDDD Melimask :-_EI.U.U.U
Destination IP Address(es) [0.0.0.0 MNetmask DDEID :
Type .TCF' v Protocol Mumber

Source Port [0 | |gs5a3:

Destination Port |30

Inbound _.ElllZlCl-’ v_'_

OQuthound _."ﬁ'.ll-:n'-fy' 2|

3. Input the Rule Name, Time Schedule, Source/Destination IP, Type, Source/Destination Port,
Inbound and Outbound.
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Example:

Application: Cindy_HTTP

Time Schedule: Always On

Source / Destination IP Address(es): 0.0.0.0 (I do not wish to active the address-filter, instead | use
the port-filter)

Type: TCP (Please refer to Tablel: Predefined Port Filter)

Source Port: 0-65535 (I allow all ports to connect with the application))

Redirect Port: 80-80 (This is Port defined for HTTP)

Inbound / Outbound: Allow

IConﬂguration i‘\t‘! .

~ Packet Filter

Parameters
Rule Name [Cindy-nttp |<<[-select— |
IP Version 1Pv4 [

Time Schedule

Source [P Address(es) Netmask DDD_D
Destination IP Address(es) [0.0.0.0 : Netmask [0.0.0.0
Type 'I_'éP_ _v Protocol Mumber [ ]
Source Port D i
Destination Port EX
Inbaund LIlcuf\-v
outoound LT
|
4. The new port filter rule for HTTP is shown below:
) 0.0.0.0/0.0.0.0 0 ~E5535 Al Oty
@ Cindy_HTTP  Always On TCFP "1
0.0.0.0/0.0.0.0 80~ 80 Al oty

5. Configure your Virtual Server (“port forwarding”) settings so that incoming HTTP requests on port 80
will be forwarded to the PC running your web server:

Note: For how to configure the HTTP in Virtual Server, go to Add Virtual Server in Virtual Server section for more
details.

ICDnIiguratiDn l‘\g .

T Port Forwarding

Virtual Server Entry

Application i == :_-_—Select— v

Frotocaol I:tn:p v_ug Time Schedule !._.rﬁ.l'-,n'a:.-'s an v_ug

External Port fram |0 a0 RedirectPort  from|0 o]0 |
Internal IP Address ;<<§:—Selem— ;.

Edit Application  Time Schedule Protocol  Esxternal Port Redirect Port IP &ddress Interface  Delete
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Intrusion Detection

IC.}nﬂt_:ur'a:icn | u\" .
4 L= -

¥ Intrusion Detection

Parameters

Intrusion Detection (& Enable O Disable
Victim Protection Block Duration 00 :secgndg
Scan Aftack Block Duration SEMD lseconds
DOs Attack Block Duration 1800 seconds
Maximum TCP Cpen Handshaking Count {100 per second
Maximum Ping Count 15 per second
Maximum ICKP Count 100 |per second
| ClearBlacklist || Blackist |

The router’s Intrusion Detection System (IDS) is used to detect hacker attacks and intrusion attempts
from the Internet. If the IDS function of the firewall is enabled, inbound packets are filtered and blocked
depending on whether they are detected as possible hacker attacks, intrusion attempts or other
connections that the router determines to be suspicious.

Blacklist: If the router detects a possible attack, the source IP or destination IP address will be added to
the Blacklist. Any further attempts using this IP address will be blocked for the time period specified as the
Block Duration. The default setting for this function is false (disabled). Some attack types are denied
immediately without using the Blacklist function, such as Land attack and Echo/CharGen scan.

Intrusion Detection: If enabled, IDS will block Smurf attack attempts. Default is false.
Block Duration:

® Victim Protection Block Duration: This is the duration for blocking Smurf attacks. Default
value is 600 seconds.

® Scan Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Scan attack. Scan attack types include X'mas scan, IMAP SYN/FIN scan and similar attempts.
Default value is 86400 seconds.

©® DoS Attack Block Duration: This is the duration for blocking hosts that attempt a possible
Denial of Service (DoS) attack. Possible DoS attacks this attempts to block include Ascend Kill and
WinNuke. Default value is 1800 seconds.

Max TCP Open Handshaking Count: This is a threshold value to decide whether a SYN Flood attempt
is occurring or not. Default value is 100 TCP SYN per seconds.

Max PING Count: This is a threshold value to decide whether an ICMP Echo Storm is occurring or not.
Default value is 15 ICMP Echo Requests (PING) per second.

Max ICMP Count: This is a threshold to decide whether an ICMP flood is occurring or not. Default value
is 100 ICMP packets per seconds except ICMP Echo Requests (PING).

Clear Blacklist: Clear the current blacklist.
Blacklist: Show the blacklist information.

For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the Event Log. It cannot
protect against such attacks.
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Table 2: Hacker attack types recognized by the IDS

Type of Block

Intrusion Name Detect Parameter |Blacklist Drop Packet |Show Log

Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139,|Src IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf Des IP is broadcast Pst IP |Protection Yes Yes
Land attack SrclP = DstIP Yes Yes

UDP Echo Port and
Echo/CharGen Scan CharGen Port Yes Yes

UDP Dst Port

Echo Scan Echo(7) Src IP Scan Yes Yes
UDP Dst Port =
CharGen Scan CharGen(19) Src IP Scan Yes Yes
X’mas Tree Scan TCP Flag: X’mas  [Src IP Scan Yes Yes
ImAP TCP Flag: SYN/FIN
SYN/FIN Scan DstPort: IMAP(143) [Src IP Scan Yes Yes
SrcPort: 0 or 65535
TCP,
SYN/FIN/RST/ACK |No Existing session Src IP Scan Ves Ves
Scan And Scan Hosts
more than five.
TCP

No Existing session

Net Bus Scan DstPort = Net Bus SrclP Scan Yes Yes
12345,12346, 3456
Back Orifice Scan UDP,  DstPort = SrclP Scan Yes Yes

Orifice Port (31337)

Max TCP Open
SYN Flood Handshaking Count Yes
(Default 100 c/sec)

Max ICMP Count
(Default 100 c/sec)

ICMP Flood Yes

Max PING Count
ICMP Echo (Default 15 c/sec) =

Src IP: Source IP Src Port: Source Port
Dst Port: Destination Port Dst IP: Destination IP
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URL Filter

URL (Uniform Resource Locator — e.g. an address in the form of http://www.abcde.com or
http://www.example.com) filter rules allow you to prevent users on your network from accessing particular
websites by their URL. There are no pre-defined URL filter rules; you can add filter rules to meet your
requirements.

ICanigur'a{iDn i“}t‘ .

~ URL Filter

Configuration

LIRL Filtering (CEnable () Disable
Block Made [ Always on s |[ NULL v |[ nuLL w |[ nuLL v
Keywaords Filtering ] Enable Details *

Lorgp e [] Enable Details
Domains Filtering
[ ] Disable all WEB traffic except for Trusted Domains
[] Block Java Applet

[ Block surfing by IP address

Apply Cancel | Exception List

Restrict LIEL Features

Enable/Disable: To enable or disable URL Filter feature.

Block Mode: It can support up to 4 timeslots.
) Disabled: No action will be performed by the Block Mode.

E ] Always On: Action is enabled. URL filter rules will be monitoring and checking all hours of the
day.

] TimeSlot1 ~ TimeSlot16: It is self-defined time period. You may specify the time period to
check the URL filter rules, i.e. during working hours. For setup and detail, refer to Time
Schedule section.

Keywords Filtering: Allows blocking by specific keywords within a particular URL rather than having to
specify a complete URL (e.g. to block any image called “advertisement.gif’). When enabled, your
specified keywords list will be checked to see if any keywords are present in URLs accessed to determine
if the connection attempt should be blocked. Please note that the URL filter blocks web browser (HTTP)
connection attempts using port 80 only.

For example, if the URL is http://www.abc.com/abcde.html, it will be dropped as the keyword “abcde”
occurs in the URL.
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ICDnﬂgur'a{iDn WE .
& —

* Keywords Filtering
Create

Keywoaord

Add

Block WEB URLs which contain these keywords

Mame Keyword Celete

Domains Filtering: This function checks the whole URL not the IP address, in URLs accessed against
your list of domains to block or allow. If it is matched, the URL request will be sent (Trusted) or dropped

(Forbidden). For this function to be activated, both check-boxes must be checked. Here is the
checking procedure:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection attempt
is sent to the remote web server.

2. If not, check if it is listed in the forbidden list. If yes, then the connection attempt will be
dropped.

3. If the packet does not match either of the above two items, it is sent to the remote web server.

Please be note that the completed URL, “www” + domain name shall be specified. For example
to block traffic to www.google.com.au, enter “www.google” or “www.google.com”

In the example below, the URL request for www.abc.com will be sent to the remote web server because it
is listed in the trusted list, whilst the URL request for www.google or www.google.com will be dropped,
because www.google is in the forbidden list.
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ICanigur'aziDn WE .
& —

T Domains Filtering
Domain Name

Domain Mame

Type Forbidden Domain v.

Trusted Domain

Mame Ciomain Celete

Forbidden Domain

Mame Lomain Delete

itemi www.google

Return »

Example: Andy wishes to disable all WEB traffic except for ones listed in the trusted domain, which
would prevent Bobby from accessing other web sites. Andy selects both functions in the Domain
Filtering and thinks that it will stop Bobby. But Bobby knows this function, Domain Filtering, ONLY
disables all WEB traffic except for Trusted Domain, BUT not its IP address. If this is the situation,

Block surfing by IP address function can be handy and helpful to Andy. Now, Andy can prevent Bobby
from accessing other sites.

Restrict URL Features: This function enhances the restriction to your URL rules.

© Block Java Applet: This function can block Web content that includes the Java Applet. It is to
prevent someone who wants to damage your system via standard HTTP protocol.

© Block surfing by IP address: Preventing someone who uses the IP address as URL for
skipping Domains Filtering function. Activates only and if Domain Filtering enabled.
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IM / P2P Blocking

IM, short for Instant Message, is required to use client program software that allows users to
communicate, in exchanging text message, with other IM users in real time over the Internet. A P2P
application, known as Peer-to-peer, is group of computer users who share file to specific groups of people
across the Internet. Both Instant Message and Peer-to-peer applications make communication faster and
easier but your network can become increasingly insecure at the same time. Billion’s IM and P2P
blocking helps users to restrict LAN PCs to access to the commonly used IM, Yahoo and MSN, and P2P,
BitTorrent and eDonkey, applications over the Internet.

Ii.‘.nnfis guration u\‘\r‘ .
Y - -

HIMP2P Blocking

Configuration

Instant Message Blocking Dizsabled  w
Yahoo Messenger [ Block

MSM Messenger [ miock
FPeerto Peer Blacking | Dizabled »
BitTarrent (BitTorrent, BitComet) [ Block
eDonkey (eDonkey, eMule) [ Black

Instant Message Blocking: The default is set to Disabled.
©® Disabled: Instant Message blocking is not triggered. No action will be performed.
® Always On: Action is enabled.

® TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time period
to trigger the blocking, i.e. during working hours. For setup and detalil, refer to Time Schedule
section.

Yahoo/MSN Messenger: Check the box to block either or both Yahoo or/and MSN Messenger. To be
sure you enabled the Instant Message Blocking first.

Peer to Peer Blocking: The default is set to Disabled.
© Disabled: Instant Message blocking is not triggered. No action will be performed.
© Always On: Action is enabled.

® TimeSlot1 ~ TimeSlot16: This is the self-defined time period. You may specify the time period
to trigger the blocking, i.e. during working hours. For setup and detail, refer to Time Schedule
section.

BitTorrent / eDonkey: Check the box to block either or both Bit Torrent or/and eDonkey. To be sure you
enabled the Peer to Peer Blocking first.
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Firewall Log

Ii:nllfi_ulll ation \ Q\}r‘ .

FFirewall Log

Event will be shown in the Status - Event Log

Filtering Log O Enable & Disahle
Intrusion Log ) Enable @ Disahle
URL Blocking Log O Enable @ Disable
Apply

Firewall Log display log information of any unexpected action with your firewall settings.
Check the Enable box to activate the logs.

Log information can be seen in the Status — Event Log after enabling.
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VPN - Virtual Private Networks (BiPAC 7402NX only)

Virtual Private Networks is ways to establish secured communication tunnels to an organization’s network
via the Internet. Your router supports three main types of VPN (Virtual Private Network), PPTP, IPSec
and L2TP.

PPTP (Point-to-Point Tunneling Protocol)

There are two types of PPTP VPN supported; Remote Access and LAN-to-LAN (please refer below for
more information.). Click Configuration/VPN/PPTP.

Edit Active Harme Connection Type Type Delete
Test remoteaccess dialout

Name: A given name for the connection.

Active: This function activates or deactivates the PPTP connection. Check Active checkbox if you want
the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be available.
Connection Type: It informs your PPTP tunnel connection condition.

Type: This refers to your router operates as a client or a server, Dialout or Dialin respectively.

PPTP Connection - Remote Access

ICr;nfigur'a{iDn \ Qi\[d .

¥ PPTP

Parameters

Mame | . Connection Type .Remcte ACCESS W

Type | Dial out v: Server IP Address{or Domain Name;) |

Username | Password Auth. Type '._Ch_ap{ﬁu_t_-:u:: \{
Data Encryption Auto w key Length ALto b | Mode _-stateful v:
Active as default route [ ] Enahle

Edit Active Mame Connection Type Type Delete
= il Test remaoteaccess dialout =

Name: A given name for the connection (e.g. “connection to office”).
Connection Type: Remote Access or LAN to LAN

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

® When configuring your router as a Client, enter the remote Server IP Address (or Domain
Name) you wish to connect to.

a) When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.
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Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to use,
or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server). When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that an intruder has not replaced the client.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm. Default
is Auto, so that this setting is negotiated when establishing a connection, or else you can manually
Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto, it is
negotiated when establishing a connection. 128 bit keys provide stronger encryption than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when you
select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Active as default route: Commonly used by the Dial-out connection which all packets will route through
the VPN tunnel to the Internet; therefore, active the function may degrade the Internet performance.

Click Edit/Delete button to save your changes.
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Example: Configuring a Remote Access PPTP VPN Dial-out Connection

A company’s office establishes a PPTP VPN connection with a file server located at a separate location.
The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Public IP
69.121.1.33 192.168.1.2%

.{:::- {:&ﬁ

Server Rowuter

Encryption Data
PPTP Servel —aaiiisssssssssssssssssssss e PPTP Client

VPN C onnection

Dial-out
192.168.1.0/24

PPTP VPN-Remote Access (Dial-out)
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Configuring the PPTP VPN in the Office

Click Configuration/VPN/PPTP. Choose Remote Access from Connect Type drop-down menu.
You can either input the IP address (69.121.1.33 in this case) or hostname to reach the server.

ICDnriguratiDn “E[& .
A -
- PPTP
Parameters
[ame 5'-.-"F'r-J_F'F'TF' Connection Type | Remote Access |w
Type I.Dial aut | Senver IP Address{or Domain I‘Jalﬂe}?ISQ.'lE'I.TEE
sername ;Llsername | Password [e—— Auth. Type '.Chap[auta': v
Data Encryption Auto v Key Length (aute ™ Mode  |stateful v
Active as default route []Enable
Add
Edit Active Mame Connection Type Type Delete
i) [F] Test remoteaccess dialout )
Item Function Description
1 Name VPN_PPTP Given name of PPTP connection
. Select Remote Access from Connection Type
2 | Connection Type Remote Access yp
drop-down menu
Type Dial out Select Dial out from Type drop-down menu
3 | IP Address (or .
! ( 69.121.1.33 An Dialed server IP
Domain name)
Username username .
4 A given username & password
Password 123456
Auth.Type Chap(Auto) Keep as default value in most of the cases,
5 Data Encryption Auto PPTP server & client will determine the value
Key Length Auto automatically. Refer to manual for details if
Mode stateful you want to change the setting.
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PPTP Connection - LAN to LAN

I Configuration A Q\t‘ .

*PPTP

Parameters

Mame VPN_PPTP Connection Type [ LAN ta LAN v

Type Dial out ~| Senver IP Addressior Domain Mame] :'39.121.1.33

Feer Metwork [P Metmask '

Isername LUSEMmame Password :a.aaaaaa Auth. Type | ChapiAuto) \{
Diata Encrypticn ..#.thc w Key Length : Auto v Mode . stateful ¥
Active as defaultroute | | Enable

Edit Active Mame Connection Type Type Celete
&) | Test remoteaccess dialout &)

Name: A given name of the connection.
Connection Type: Remote Access or LAN to LAN.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

® When configuring your router as a Client, enter the remote Server IP Address (or Domain
name) you wish to connect to.

® When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Peer Network IP: Enter Peer network |IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to use,
or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server). When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that the client has not been replaced by an intruder.

Data Encryption: Data sent over the VPN connection can be encrypted by an MPPE algorithm. Default
is Auto, so that this setting is negotiated when establishing a connection, or else you can manually
Enable or Disable encryption.

Key Length: The data can be encrypted by MPPE algorithm with 40 bits or 128 bits. Default is Auto, it is
negotiated when establishing a connection. 128 bit keys provide stronger encryption than 40 bit keys.

Mode: You may select Stateful or Stateless mode. The key will be changed every 256 packets when you
select Stateful mode. If you select Stateless mode, the key will be changed in each packet.

Active as default route: As the connection type is LAN to LAN, this function will become to disable.
Click Edit/Delete button to save your changes.
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Example: Configuring a PPTP LAN-to-LAN VPN Connection

The branch office establishes a PPTP VPN tunnel with head office to connect two private networks over
the Internet. The routers are installed in the head office and branch offices accordingly.

Branch Office Head Office
Public IP
192.168.0.254 69.121.1.33 192.168.1.24
Rowter Rowter

E tion Diat
PPTP Client -%—- PPTP Server

VPN C onnection

192.168.0.0/24 192.168.1.0/24
PPTP VPN-LAN to LAN

Both office LAN networks MUST in different subnet with LAN to LAN
application.

Attention

g J
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The IP address 192.168.1.201 will be assigned to the router located in the branch office. Please make

sure this IP is not used in the head office LAN.

- At
ICanlgurailon i“‘f 1%
v PPTP
Parameters
Narme HeadOffice | Connection Type [LANtoLAN v
Type .'_Dial in v Private IP Address Assigned to Dialin user [192.168.1.200
Peer Netwark IP |192.168.0.0 | Metmask | 255.255.255.0
Lsername |username | Password [aseseese Auth. Type -ﬁhap[.&uta; v
Data Encrypticn -ﬁuto v-_ koey Length ::-3.L|1-J : v Mode ;-lst“étefil-i- v
Active as default route Enahkle
Add
Edit Active MName Connection Type Type Delete
£ Pl Test remaoteaccess dialout &
Item Function Description
1 Name HeadOffice Given a name of PPTP connection
2 Connection Type LAN to LAN ieelre“cj:t LAN to LAN from Connection Type drop-down
3 Type Dial in Select Dial in from Type drop-down menu
IP Address 192.168.1.200 | IP address assigned to branch office network
4 Peer Network IP 192.168.0.0 Branch office network
Netmask 255.255.255.0
5 Username username Input username & password to authenticate branch
Password 123456 office network
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP
6 Data Encryption Auto server & client will determine the value automatically.
Key Length Auto Refer to manual for details if you want to change the
Mode stateful setting.
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The IP address 69.121.1.33 is the Public IP address of the router located in head office. If you registered
the DDNS (please refer to the DDNS section of this manual), you can also use the domain name instead
of the IP address to reach the router.

ICDnﬁguration \ u‘}t‘ .
*PPTP
Parameters
rame |BranchOfice connection Type [ LA&M to LAN |
Type .- Dial out | Server IF Address(or Domain MName) |63.121.1.33
Feer Metwork IF ;192.158.1{! | Metmask 255.255.256.0
Username |username Passwaord sevevene j Auth. Type | ChapiAuto) v.
Data Encryptian (Ao ] Key Length Auto v Mode  |[stateful v
Active as default route Enahle
Edit Active Mame Connection Type Type Delete
(] El] Test remoteaccess dialout O
Item Function Description
1 Name BranchOffice Given a name of PPTP connection

Select LAN to LAN from Connection Type drop-down

2 Connection Type LAN to LAN
menu
Type Dial out Select Dial out from Type drop-down menu
3
'[')3 Address (or 69.121.1.33 | IP address of the head office router (in WAN side)
omain name )
4 Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
5 Username username Input username & password to authenticate head office
Password 123456 network
Auth.Type Chap(Auto) Keep as default value in most of the cases, PPTP
6 Data Encryption Auto server & client will determine the value automatically.
Key Length Auto Refer to manual for details if you want to change the
Mode stateful setting.
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IPSec (IP Security Protocol)

ICDnﬁgura:iDn \ WE .

TIPSec
Parameters

Mame
Local Metwaork Single Address v“ IF Address

Remote Secure Gateway IP |

Remaote Metwaork Single Address w IP Address
IKE Mode [ain v| Pre-shared Key |
Local ID Type Default w | |IDContent
Remote ID Type Default v IDContent |
Hash Function [MD5 [+ Encryption [3DES | DH Group | MODP1024 (DH2) +
IPSec Proposal [#*]ESP Authentication 'I.1D5 w Encryption | 3DES

JaH Authentication |MDE  »
Perfect Forward Secrecy | MCDP1024 (DH2) w»

B [480 o

FPhase 1 (IKE}ZA Lifetime e Phase 2 (IPSec) |60 minis)

minis) ? '

: T 1 PIMG to the IP 1 T 1

PIMG for keepalive Mang (0.0.0.0:NEVER) | | Interval _1D |seconds *
Disconnection Time after '1EH:| 1 .
no traffic seconds (180 at least)
Reconnection Time 3 minis) (3 at least)
Add
VPN Tunnels
Edit Active MName  Local Subnet Remote Subnet Remote Gateway IPSec Proposal Delete

Active: This function activates or deactivates the IPSec connection. Check Active checkbox if you want
the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be available.
Name: This is a given name of the connection.

Local Subnet: Displays IP address and subnet of the local network.

Remote Subnet: Displays IP address and subnet of the remote network.

Remote Gateway: This is the IP address or Domain Name of the remote VPN device that is connected
and established a VPN tunnel.

IPSec Proposal: This is selected IPSec security method.
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IPSec VPN Connection

ICr:nﬁgura:iDn . i i\- .
i -

TIPSec
Parameters

Mame
Local Metwaork Single Address v- IF Address

Remate Secure Gateway IP

Remote Metwaork Single Address » IP Address
IKE Mode . Iain | Fre-shared Key
Local ID Type Default w | |IDContent .
Remote ID Type Default w | |IDContent
Hash Function r.—lDE‘- v- Encrypticn 3DES b OH Group | MODP1024 (DHZ2) »
IPSec Proposal ESP Authentication ' MD5 » Encryption | 3DES s

JaH Authentication |MD5  »
Ferfect Forward Secrecy MCODP1024 (DH2) »

§ — 480 - P e

FPhase 1 (IKE}SA Lifetime e Phase 2 (IPSec) [G0 minis)

minis) i

z I 1 FIMG to the IP 1 I 1

PIMG for keepalive Maone [ (0.0.0.0:NEVER) | Interval 10 seconds *
Disconnection Time after 180 1 ) .
no traffic seconds (180 at least)
Reconnection Time 3 minis) (3 at least)
Add
VPN Tunnels
Edit Active MName Local Subnet Remote Subnet Remote Gateway IPSec Proposal Delete

Name: A given name for the connection (e.g. “connection to office”).
Local Network: Set the IP address, subnet or address range of the local network.
® Single Address: The IP address of the local host.

® Subnet: The subnet of the local network. For example, IP: 192.168.1.0 with netmask
255.255.255.0 specifies one class C subnet starting from 192.168.1.1 (i.e. 192.168.1.1 through
to 192.168.1.254).

® IP Range: The IP address range of the local network. For example, IP: 192.168.1.1, end IP:
192.168.1.10.

Remote Secure Gateway Address (or Domain Name): The IP address or hostname of the remote VPN
device that is connected and establishes a VPN tunnel.

Remote Network: Set the IP address, subnet or address range of the remote network.

IKE (Internet key Exchange) Mode: Select IKE mode to Main mode or Aggressive mode. This IKE
provides secured key generation and key management.

Local ID:

® Content: Input ID’s information, like domain name www.ipsectest.com.

Remote ID:
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b) Identifier: Input remote ID’s information, like domain name www.ipsectest.com.

Hash Function: It is a Message Digest algorithm which coverts any length of a message into a unique
set of bits. It is widely used MD5 (Message Digest) and SHA-1 (Secure Hash Algorithm) algorithms.
SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

® MDS5: A one-way hashing algorithm that produces a 128-bit hash.
® SHAM1: A one-way hashing algorithm that produces a 160-bit hash

Encryption: Select the encryption method from the pull-down menu. There are several options, DES,
3DES and AES (128, 192 and 256). 3DES and AES are more powerful but increase latency.

c) DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

d) 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

® AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

DH (Diffie-Hellman) Group: It is a public-key cryptography protocol that allows two parties to establish a
shared secret over an unsecured communication channel (i.e. over the Internet). There are three modes,
MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for Modular Exponentiation Groups.

IPSec Proposal: Select the IPSec security method. There are two methods of checking the
authentication information, AH (authentication header) and ESP (Encapsulating Security Payload). Use
ESP for greater security so that data will be encrypted and authenticated. Using AH data will be
authenticated but not encrypted.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash Algorithm (SHA1) or
NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

e) MD5: A one-way hashing algorithm that produces a 128-bit hash.
f) SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are several options, DES,
3DES, AES (128, 192 and 256) and NULL. NULL means it is a tunnel only with no encryption. 3DES and
AES are more powerful but increase latency.

g) DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

h) 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

i) AES: Stands for Advanced Encryption Standards, you can use 128, 192 or 256 bits as
encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time. Diffie-Hellman is a public-key cryptography protocol that
allows two parties to establish a shared secret over an unsecured communication channel (i.e. over the
Internet). There are three modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for
Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering the pre-shared key
into both sides (router or hosts).

SA Lifetime: Specify the number of minutes that a Security Association (SA) will stay active before new
encryption and authentication key will be exchanged. There are two kinds of SAs, IKE and IPSec. IKE
negotiates and establishes SA on behalf of IPSec, an IKE SA is used by IKE.

© Phase 1 (IKE): To issue an initial connection request for a new VPN tunnel. The range can be

114

Chapter 4: Configuration


http://www.ipsectest.com/�

Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

from 5 to 15,000 minutes, and the default is 480 minutes.

® Phase 2 (IPSec): To negotiate and establish secure authentication. The range can be from 5 to
15,000 minutes, and the default is 60 minutes.

A short SA time increases security by forcing the two parties to update the keys. However, every
time the VPN tunnel re-negotiates, access through the tunnel will be temporarily disconnected.
PING for Keep Alive:

®None: The default setting is None. To this mode, it will not detect the remote IPSec peer has
been lost or not. It only follows the policy of Disconnection time after no traffic, which the remote IPSec
will be disconnected after the time you set in this function.

®PING: This mode will detect the remote IPSec peer has lost or not by pinging specify IP address.

®©DPD: Dead peer detection (DPD) is a keeping alive mechanism that enables the router to be
detected lively when the connection between the router and a remote IPSec peer has lost. Please be
noted, it must be enabled on the both sites.

PING to the IP: It is able to IP Ping the remote PC with the specified IP address and alert when the
connection fails. Once alter message is received, Router will drop this tunnel connection. Re-establish of
this connection is required. Default setting is 0.0.0.0 which disables the function.

Interval: This sets the time interval between Pings to the IP function to monitor the connection status.
Default interval setting is 10 seconds. Time interval can be set from 0 to 3600 second, 0 second disables
the function.

Ping to the IP Interval (sec) Ping to the IP Action
0.0.0.0 0 No
0.0.0.0 2000 No
XXX.XXX.XXX.XxX (A valid IP Address) 0 No
XXX XXX XXX.XXX(A valid IP Address) 2000 Yes, activate it indevery 2000
second.

Disconnection Time after no traffic: It is the NO Response time clock. When no traffic stage time is
beyond the Disconnection time set, Router will automatically halt the tunnel connection and re-establish it
base on the Reconnection Time set. 180 seconds is minimum time interval for this function.

Reconnection Time: It is the reconnecting time interval after NO TRAFFIC is initiated. 3 minutes is
minimum time interval for this function.

Click Edit/Delete to save your changes.
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Example: Configuring a IPSec LAN-to-LAN VPN Connection

Branch Office Head Office

Public IP Public IP
192.168.0.25  69.121.1.30 69.121.1.3 192.168.1.24

Encryption Data

VPN Connection

192.168.0.0/24 192.168.1.0/24
IPSec VPN-LAN to LAN

Table 3: Network Configuration and Security Plan

Branch Office Head Office
Local Network ID 192.168.0.0/24 192.168.1.0/24
Local Router IP 69.121.1.30 69.121.1.3
Remote Network ID 192.168.1.0/24 192.168.0.0/24
Remote Router IP 69.1.121.3 69.1.121.30
IKE Pre-shared Key 12345678 12345678
VPN Connection Type Tunnel mode Tunnel mode
Security Algorithm ESP:MD5 with AES ESP:MD5 with AES

Both office LAN networks MUST in different subnet with LAN to LAN application.
Functions of Pre-shared Key, VPN Connection Type and Security Algorithm
MUST BE identically set up on both sides.
K Attention j
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Configuring IPSec VPN in the Head Office

ICDnriguraiiDn \ u\g .

~IPSec

Parameters

MName [IPSec_HeadOffice

Local Network [ Subnet E P Address (10216810 | Netmask [255.255.255.0

Remote Secure Gateway IP |69.121.1.30

Remate Netwark | Subnet v P Address  [192.168.0.0 | Metmask [255.255.255.0
IKE Mode [Main ] Pre-shared Key |12345 |
Local ID Type | Default v| IDCantent
Remote ID Type . Default _ v-_ IDContent [ |
Hash Function [MD5 || Encryption [3DES | DH Group | MODP1024 (DH2) v
IPSec Proposal FlEsP Authentication  |WMDS v Encryption | 3DES | v|
C]aH Authentication : MD5 w

Perfect Forward Secrecy MODP1024 (DH2) |+ |

Fhase 1 (IKE}3A Lifetime .-4?-0 - Phase 2 (IPSec) EEEI | minis)
minis; :
PING for keepalive [None | FE:Pé%tS:kTEEIER |intenal 10 |seconds -
Disconnection Time after [ 1 )
6 (180 |seconds (180 atleast)
Reconnection Time |2 min{s} (3 at least)
Add
VPH Tunnels
Edit Active MNMame Local Subnet Remote Subnet Femote Gateway IPSec Froposal Delete
Item Function Description
1 Name IPSec_HeadOffice | Given a name of IPSec connection
Local Network Subnet Select Subnet from Local Network
2 drop-down menu.
IP Address 192.168.1.0 Head office network
Netmask 255.255.255.0
3 Remote Secure Gateway IP 69.121.1.30 IP address of the branch office router (in
(or Hostname) T WAN side)
Remote Network Subnet Select Subnet from Remote Network
4 drop-down menu
IP Address 192.168.0.0 Branch office network
Netmask 255.255.255.0
Authentication MD5
5 Encryption . 3DES Security plan
Prefer Forward Security None
Pre-shared Key 12345
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Configuring IPSec VPN in the Branch Office

ICaniguratiDn \ “Sl:‘ .
TIPSec
Parameters
Mame 'IPSEC_EIranchOfﬁu:e
Local Metwork | Subnet | IP Address [192.168.0.0 | Metmask 255255 2550
Remaote Secure Gateway IFP 5912113
Remate Netwark Subnet v IP Address (192 168.1.0 Netmask [255 255 255 0
IKE Made (Main v Pre-shared Key |12345 |
Lacal ID Type | Default + | IDContent
Remote ID Type . Default v IDContent [ |
Hash Function [MD5  w| Encryption [3DES  w| DH Group | MODP1024 (DH2) v
IPSec Proposal [#]ESP Authentication 5 MDES % Encryption _EDES v:
[JaH Authentication | MDE  »
Ferfect Forward Secrecy r1GDP1024 njD_H?j:_ v
en 480 S
Fhase 1 (IKE)3A Lifetime e Phase 2 (IPSec) |60 minis)
minis;} : T :
[ = FINGtothelP | 1 I 1 .
FIMNG for keepalive Mane b (0.0.0.0:MEVER) | Interval _l1|2| |seconds
Disconnection Time after -1'8'EI 1 .
na traffic seconds (180 at least)
Recannection Time 3 | minis) (3 atleast)
Add
VPH Tunnels
Edit Active MName Local Subnet Remote Subnet Femuote Gateway IPSec Proposal Delete
Item Function Description
IPSec Branch . .
1 Name G Given a name of IPSec connection
Office
Select Subnet from Local Network
Local Network Subnet
2 drop-down menu.
IP Address 192.168.0.0 .
Branch office network
Netmask 255.255.255.0
Remote Secure Gateway IP IP address of the head office router (in WAN
3 69.121.1.3 .
(or Hostname) side)
Select Subnet from Remote Network
Remote Network Subnet
4 drop-down menu
IP Address 192.168.1.0 .
Head office network
Netmask 255.255.255.0
Authentication MD5
Encryption 3DES .
5 yp . Security plan
Prefer Forward Security None
Pre-shared Key 12345
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Example: Configuring a IPSec Host-to-LAN VPN Connection

Head Office

Public IP Public IP
69.121.1.30 69.121.1.3 192.168.1.254

> ﬂ“:}%

Windows XP Rowuter

IPSec Encryption Data e

VPN Connection

192.168.1.0:24
IPSec VPN-Host to LAN
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Configuring IPSec VPN in the Office

ICDnﬂguratiDn j,u\f! .
TIPSec
Parameters
Mame [IPSec
Local Network | Subnet v IP Address  |192.168.1.0 | Netmask [255.255 2550
Remote Secure Gateway P |§2.121.1.30
Remote Network Single Address (v IP Address  |69.121.1.30
IKE Mode ‘Main v Pre-shared Key 12345
Laocal ID Type | Default v | IDContent
Remate ID Type ' Default v IDCantent [ |
Hash Function D5 v Encryption (3DES  v| DH Group | MODP1024 (DH2) v
IPSec Proposal ¥]EsP Authentication 5r.1|:35 “ Encryption | 3DES v/
[1aH Authenfication  |MDS  »
Ferfect Forward Secrecy MODP1024 (DH2) |» |
ent e 480 =S
Fhaze 1 (IKE}3A Lifetime e Phase 2 (IPSec) |60 min(s}
min(s} k
- — PINGtothe IP | 1 r | .
FING for keepalive None » (0.0.0.0:NEVER) | Interval |10 |seconds
Disconnection Time after '1'8'0 ] )
nao traffic seconds (180 atleast)
Reconnection Time 3 | minis) (3 atleast)
Add
VPH Tunnels
Edit Active MName Local Subnet Femote Subnet Remote Gateway IPSec Proposal Delete
Item Function Description
1 Name IPSec Given a name of IPSec connection
Select Subnet from Network drop-down
Local Network Subnet P
2 menu
IP Address 192.168.1.0 .
Head office network
Netmask 255.255.255.0
Remote Secure Gateway IP ,
3 y 69.121.1.30 Remote worker’s IP address
(or Hostname)
. Select Single Address from Remote
Remote Network Single Address 9
4 Network drop-down menu
IP Address 69.121.1.30 Remote worker’s IP address
Authentication MD5
Encryption 3DES .
5 yp _ Security plan
Prefer Forward Security None
Pre-shared Key 12345
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L2TP (Layer Two Tunneling Protocol)

ICaniElura{iDn \ WE .

*LZTP
Parameters
Mame Connection Type | Remote &ccess [«
Type Dial out » Server IP Address(or Domain Mame; |
Username _ | Passwaord : Auth. Type | Chap(Auto) »
Tunnel : Active as
Authentication [Enable St L ! i [Enable
route
Remote Host ;
Mame Local Host Mame(Cptional;
(Cptional) :
IPSec [1Enable Authentication Encryption
Perfect Forward _
Secrecy Pre-shared Key
Add
Edit Active Mame Connection Type Type Delete
() E] Test remoteaccess dialout £

Two types of L2TP VPN are supported Remote Access and LAN-to-LAN (please refer below for more
information.). Fill in the blank with information you need and click Add to create a new VPN connection
account.

Active: This function activates or deactivates the L2TP connection. Check Active checkbox if you want
the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be available.
Name: This is a given name of the connection.
Connection Type: It informs your L2TP tunnel connection condition.

Type: This refers to your router operates as a client or a server, Dialout or Dialin in respectively.
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L2TP Connection - Remote Access

IC.}Hfic_:ura:icn \i‘\- .
i = -

LITP
Parameters
Mame Connection Type Remote Access
Type Dial out » Server IP Addressior Domain Name}
sername Passward . Auth. Type | ChapiAuta) w
Tunnel A
o
Authentication [lEnable A | i [L1Enable
route
Femuote Host
Mame Local Host NameiCptional)
(Opticnal)
IPSec ClEnable Authentication Encryption
Perfect Forward )
Secrecy Fre-shared Key
Edit Active Mame connection Type Type Delete
] E] Test remoteaccess dialout (8]

Connection Type: Remote Access or LAN to LAN

Name: A given name for the connection (e.g. “connection to office”).

Active: This function activates or deactivates the L2TP connection. Check Active checkbox if you want
the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be available.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

When configuring your router as a Client, enter the remote Server IP Address (or Hostname)
you wish to connection to.

When configuring your router as a server, enter the Private IP Address Assigned to Dial in
User address.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to use,
or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server). When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that the client has not been replaced by an intruder.

Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host. This is
only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Active as default route: Commonly used by the Dial-out connection which all packets will route through
the VPN tunnel to the Internet; therefore, active the function may degrade the Internet performance.
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Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier from the
Remote VPN device matches with the Remote hostname provided. If remote hostname matches, tunnel
will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be used by advanced users
only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes a
VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash Algorithm (SHA1) or
NONE. SHA1 is more resistant to brute-force attacks than MD5, however it is slower.

®© MDS5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES, 3DES,
AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are more powerful but
increase latency.

® DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

® 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

© AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time. Diffie-Hellman is a public-key cryptography protocol that
allows two parties to establish a shared secret over an unsecured communication channel (i.e. over the
Internet). There are three modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for
Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering the pre-shared key
into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring a L2TP VPN - Remote Access Dial-in Connection

A remote worker establishes a L2TP VPN connection with the head office using Microsoft's VPN Adapter
(included with Windows XP/2000/ME, etc.). The router is installed in the head office, connected to a

couple of PCs and Servers.
Office LAN

Public IP
61.56.158.112 192.168.1.2M

Remote Worker

I—CD——
Rowuter

Encryption Data

L2TP Client ——iessssssssssssssssiis L2 TP Server

VPN Connection

lllllllllllllllllllllllllllllllllllllllllll>
Dial-in
192.168.1.0/24

L2TP VPN-Remote Access (Dial-in)
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Configuring L2TP VPN in the Office

The input IP address 192.168.1.200 will be assigned to the remote worker. Please make sure this IP is

not used in the Office LAN.

IConriguraiion ng' !
~L2TP
Parameters
Mame E_"»"F'N_LETF' . Connection Type ' Remaote Access v
Type :-lDiaI in ot Private IP Address Assigned to Dialin user 5192.158.1.200 -
Username fgl_s_grqal_n_e Password [sssanans 1 Auth. Type :_Q_I_1_c-||3_i%:ll.lltl-3_': v
Tunnel | Active as
Authentication [Enable i 1 default route Enable
Remote Host S %
Name(Optional) Local Host Mame(Cptional)
IPSec Enable Authentication MDE  w Encryption 3DES w
Ferdect Forward | I ) e
Secrecy L .N:Z.IIj!E bl Fre-shared Key 12345678
Add
Edit Active Mame Connection Type Type Delete
(] il Test remoteaccess dialout )
Item Function Description
1 Name VPN_L2TP Given a name of L2TP connection
. Select Remote Access from Connection Type
2 | Connection Type Remote Access yp
drop-down menu
3 Type Dial in Select Dial in from Type drop-down menu
IP Address 192.168.1.200 An assigned IP address for the remote worker
4 Username username Input username & password to authenticate
Password 123456 remote worker
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
IPSec Enable Enable for enhancing your L2TP VPN security.
Authentication MD5
Encryption 3DES
6 .
Perfect Forward N Both sites should use the same value.
one
Secrecy
Pre-shared Key 12345678
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Example: Configuring a Remote Access L2TP VPN Dial-out Connection

A company’s office establishes a L2TP VPN connection with a file server located at a separate location.
The router is installed in the office, connected to a couple of PCs and Servers.

Office LAN

Pullic IP
69.121.1.33 192.168.1.2M

.{;‘::} {ﬂ:bﬁ

Server Rowter

Encryption Data
L2TP Servel ——maiessssssssssssssssssssiis L 2TP Client

VPN Connection

‘llIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Dial-out
192.168.1.0/24

L2TP VPN-Remote Access (Dial-out)

126

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Configuring the L2TP VPN in the Office

IC::rn!iguraiiDn ng !
~LZTP
Parameters
Mame "»"F'N_LETF' Caonnection Type '_'Rem-:ute #.ccess- b |
Type | Dial out v._ Server IP Address{or Domain Name) ;59.121.1.33
Username ;_L_lge_rn_qnje Password f_nuun _: Auth. Type :_Qlljiapu;ﬁg_tl-j_': v
p s | Active as
Tunnel Authentication [ Enable Secret | default route [1Enable
Remote Host Name | : .
(Optional) Local Host Mame(Optional)
IPSec | Enable Authentication MDE | » Encryption 3DES L
Perfect Forward T 1 1. E—
Secrecy _"r-J_-l:!p_u_a i) Fre-shared Key 1.:3_-:1_.:-78
Add
Edit Active Mame Connection Type Type Delete
[} il Test remoteaccess dialout (]
Item Function Description
1 Name VPN_L2TP Given name of L2TP connection
. Select Remote Access from Connection Type
2 Connection Type Remote Access yp
drop-down menu
Type Dial out Select Dial out from Type drop-down menu
3 | IP Address (or .
( 69.121.1.33 An Dialed server IP
Hostname)
Username username .
4 A given username & password
Password 123456
5 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
IPSec Enable Enable for enhancing your L2TP VPN security.
Authentication MD5
6 Encryption 3DES
Perfect Forward N Both sites should use the same value.
one
Secrecy
Pre-shared Key 12345678
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Example: Configuring your Router to Dial-in to the Server

Currently, Microsoft Windows operation system does not support L2TP incoming service. Additional
software may be required to set up your L2TP incoming service.

L2TP Connection - LAN to LAN

I Configuration u\t‘ .
L .

TL2ZTP
Parameters
Mame Connection Type LAM to LAM w
Type Dial out » Server IP Addressior Domain MName)
Feer Metwork IP Metmask
Username Fassward Auth. Type ChaplAuta) s
. N Active as
Tunnel Authentication [ Enakle Secret | e Enahle
Remaote Host Mame ) .
(Dpticnal) Local Host Mame(Optional)
IPSec [JEnanble Authentication Encryption
Ferfect Forward
Secrecy Pre-shared Key
Add
Edit Artive Mame Connection Type Type Delete

L2TP VPN Connection
Name: A given name of the connection.

Connection Type: Remote Access or LAN to LAN.

Active: This function activates or deactivates the L2TP connection. Check Active checkbox if you want
the protocol of tunnel to be activated and vice versa.

Note: When the Active checkbox is checked, the function of Edit and Delete will not be available.

Type: Check Dial Out if you want your router to operate as a client (connecting to a remote VPN server,
e.g. your office server), check Dial In operates as a VPN server.

j)  When configuring your router establish the connection to a remote LAN, enter the remote Server
IP Address (or Hosthame) you wish to connection to.

k) When configuring your router as a server to accept incoming connections, enter the Private IP
Address Assigned to Dial in User address.

Peer Network IP: Enter Peer network |IP address.
Netmask: Enter the subnet mask of peer network based on the Peer Network IP setting.

Username: If you are a Dial-Out user (client), enter the username provided by your Host. If you are a
Dial-In user (server), enter your own username.

Password: If you are a Dial-Out user (client), enter the password provided by your Host. If you are a
Dial-In user (server), enter your own password.

Authentication Type: Default is Auto if you want the router to determine the authentication type to use,
or else manually specify CHAP (Challenge Handshake Authentication Protocol) or PAP (Password
Authentication Protocol) if you know which type the server is using (when acting as a client), or else the
authentication type you want clients connecting to you to use (when acting as a server). When using PAP,
the password is sent unencrypted, whilst CHAP encrypts the password before sending, and also allows
for challenges at different periods to ensure that the client has not been replaced by an intruder.
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Tunnel Authentication: This enables router to authenticate both the L2TP remote and L2TP host. This
is only valid when L2TP remote supports this feature.

Secret: The secure password length should be 16 characters which may include numbers and
characters.

Active as default route: As the connection type is LAN to LAN, this function will become to disable.

Remote Host Name (Optional): Enter hostname of remote VPN device. It is a tunnel identifier from the
Remote VPN device matches with the Remote hostname provided. If remote hosthame matches, tunnel
will be connected; otherwise, it will be dropped.

Cautious: This is only when the router performs as a VPN server. This option should be used by advanced users
only.

Local Host Name (Optional): Enter hostname of Local VPN device that is connected / establishes a
VPN tunnel. As default, Router’s default Hostname is home.gateway.

IPSec: Enable for enhancing your L2TP VPN security.

Authentication: Authentication establishes the integrity of the datagram and ensures it is not tampered
with in transmit. There are three options, Message Digest 5 (MD5), Secure Hash Algorithm (SHA1) or
NONE. SHA-1 is more resistant to brute-force attacks than MD5, however it is slower.

® MDS5: A one-way hashing algorithm that produces a 128-bit hash.
® SHA1: A one-way hashing algorithm that produces a 160-bit hash.

Encryption: Select the encryption method from the pull-down menu. There are four options, DES, 3DES,
AES and NULL. NULL means it is a tunnel only with no encryption. 3DES and AES are more powerful but
increase latency.

[) DES: Stands for Data Encryption Standard, it uses 56 bits as an encryption method.

m) 3DES: Stands for Triple Data Encryption Standard, it uses 168 (56*3) bits as an encryption
method.

n) AES: Stands for Advanced Encryption Standards, it uses 128 bits as an encryption method.

Perfect Forward Secrecy: Choose whether to enable PFS using Diffie-Hellman public-key cryptography
to change encryption keys during the second phase of VPN negotiation. This function will provide better
security, but extends the VPN negotiation time. Diffie-Hellman is a public-key cryptography protocol that
allows two parties to establish a shared secret over an unsecured communication channel (i.e. over the
Internet). There are three modes, MODP 768-bit, MODP 1024-bit and MODP 1536-bit. MODP stands for
Modular Exponentiation Groups.

Pre-shared Key: This is for the Internet Key Exchange (IKE) protocol, a string from 4 to 128 characters.
Both sides should use the same key. IKE is used to establish a shared security policy and authenticated
keys for services (such as IPSec) that require a key. Before any IPSec traffic can be passed, each router
must be able to verify the identity of its peer. This can be done by manually entering the pre-shared key
into both sides (router or hosts).

Click Edit/Delete to save your changes.
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Example: Configuring L2TP LAN-to-LAN VPN Connection

The branch office establishes a L2TP VPN tunnel with head office to connect two private networks over
the Internet. The routers are installed in the head office and branch office accordingly.

Branch Office Head Office
Pullic IP
192.168.0.254 69.121.1.33 192.168.1.2%4
= - = = - =
Rowuter Rowuter

E tion Dat
L2TP Client -%— L2TP Server

VPN Connection

192.168.0.0/24 192.168.1.0/24
L2TP VPN-LAN to LAN

4 )

Both office LAN networks MUST in different subnet with LAN to LAN application.

Functions of Pre-shared Key, VPN Connection Type and Security Algorithm
MUST BE identically set up on both sides.

Attention

\_ J
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Configuring L2TP VPN in the Head Office

The IP address 192.168.1.200 will be assigned to the router located in the branch office. Please make
sure this IP is not used in the head office LAN.

ICon!iguration l“.}t{ !
~L2TP
Parameters
Name |HeadOffice Connection Type [LAMtoLAN w2
Type :-_Dial in bt | Frivate IP Address Assigned to Dialin user 5192.158.1.2% -
Peer Network IP 15!215800 Metmask 2:‘52552550
Username username Passwoard [enanas Auth. Type ChaplAuto) v
Tunnel 1 Active as
Authentication [1Enable Seast | default route Enable
Remote Host T I .
Name(Optional) | Local Host Mame(Optional)
IPSec “|Enable Authentication MD5 || Encrypticn :_EDES >~
ggg?;é:ﬂmam _-H'JHE v Pre-shared Key 12345678
Add
Edit Active Mame Connection Type Type Delete
Item Function Description
1 Name HeadOffice Given a name of L2TP connection
. [ LAN to LAN from Connection T rop-down
2 Connection Type LAN to LAN Select to om Connection Type drop-do
menu
3 Type Dial in Select Dial in from Type drop-down menu
IP Address 192.168.1.200 | IP address assigned to branch office network
Peer Network IP 192.168.0. )
4 eer Netwo 92.168.0.0 Branch office network
Netmask 255.255.255.0
5 Username username Input username & password to authenticate branch
Password 123456 office network
6 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
IPSec Enable Enable for enhancing your L2TP VPN security.
Authentication MD5
7 Encryption 3DES
Perfect Forward N Both sites should use the same value.
n
Secrecy one
Pre-shared Key 12345678
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Configuring L2TP VPN in the Branch Office

The IP address 69.121.1.33 is the Public IP address of the router located in head office. If you registered
the DDNS (please refer to the DDNS section of this manual), you can also use the domain name instead
of the IP address to reach the router.

ICaniguratiDn 1“}; !

~LZTP
Parameters
rlame |Branchoffice Connection Type '_-Lﬂ.N to LAN : 5 |
Type | Dial out v' Sernver IP Address(or Domain Mame) :!39.121.1.33 '
Peer Metwork IP 1921'3810 MNetmask 5_2:':'.25:'.2:'5..0
IJsername |usemame Fassword ELTTYT] i Auth. Type ChaplAuto} vi
Tunnel Authentication [ ] Enable Secret -;Ei;ﬁl?rsnute Enable
rROe;SDD;ea:?ast bl Local Host Mame(Optional)
IPSec Enable Authentication HDE v. Encrypticn 3DES v.
gggf;;:”r‘“"am [None v | Pre-shared Key 12345678
Add
Edit Active Mame Connection Type Type Delete
Item Function Description
1 Name BranchOffice Given a name of L2TP connection
2 Connection Type LAN to LAN Select LAN to LAN from drop-down menu
3 Type Dial out Select Dial out from drop-down menu
IP Address (or Hostname) | 69.121.1.33 IP address of the head office router (in WAN side)
4 Peer Network IP 192.168.1.0 Head office network
Netmask 255.255.255.0
5 Username username Input username & password to authenticate head
Password 123456 office network
6 | Auth.Type Chap(Auto) Keep as default value in most of the cases.
IPSec Enable Enable for enhancing your L2TP VPN security.
Authentication MD5
7 i .
Encryption 3DES Both sites should use the same value.
Perfect Forward Secrecy None
Pre-shared Key 12345678
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QoS - Quality of Service

QoS function helps you to control your network traffic for each application from LAN (Ethernet and/or
Wireless) to WAN (Internet). It facilitates you to control the different quality and speed of through put for
each application when the system is running with full loading of upstream.

Here are the items within the QoS section: Prioritization and Outbound / Inbound IP Throttling
(bandwidth management).

Prioritization

There are three priority settings to be provided in the Router:

© High
®© Normal (The default is normal priority for all of traffic without setting)
®© Low

And the balances of utilization for each priority are High (60%), Normal (30%) and Low (10%).

To delete the application, you can choose Delete option and then click Edit/Delete.

I Configuration QL\E .
A 3

¥ Prioritization
Configuration (from LAN to WAN packet)

Mame Time Schedule Always On v|
Friority High Frotocal any |
Source [P Address Range |0.0.0.0 ~0.0.0.0 Source Port | -
Destination IF Address Ranage 0000 ~0.00.0 Destination Port ~
DSCP Marking 'Disahled v'

Edit Mame Time Schedule Frotocal Friority DSCF Marking Delete

Name: User-define description to identify this new policy/application.
Time Schedule: Scheduling your prioritization policy.

Priority: The priority given to each policy/application. Its default setting is set to High; you may adjust this
setting to fit your policy/application.

Protocol: The name of supported protocol.

Source IP Address Range: The source IP address or range of packets to be monitored.

Source Port: The source port of packets to be monitored.

Destination IP address Range: The destination IP address or range of packets to be monitored.
Destination Port: The destination port of packets to be monitored.

DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the ToS byte. DSCP
Marking allows users to assign specific application traffic to be executed in priority by the next Router
based on the DSCP value. See Table 4. The DSCP Mapping Table:
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Note: To be sure the router(s) in the backbones network have the capability in executing and checking the DSCP
through-out the QoS network.

Table 4: DSCP Mapping Table

DSCP Mapping Table
|(Wireless) ADSL Router Standard DSCP
|Disabled None
|Best Effort Best Effort (000000)
|Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)
Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
|Bronze service (L) Class 3, Gold (011010)
|Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)
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Outbound IP Throttling (LAN to WAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

ILZr,'nfigur'a{iDn 1\ i\. .

¥ Outbound IP Throttling
Configuration (from LAN to WAN packet)

MName Time Schedule Always On
Frotocaol any ™ Rate Limit 1 -5*32 {kbps)
Source IP Address Range 0000 ~0.000 Source portis) =
Destination IP Address Range 0.0.0.0 ~0.0.0.0 Destination port(s) . I

Edit MName Time 2chedule Protocol Rate Limit Delete

Name: User-define description to identify this new policy/name.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
Protocol: The name of supported protocol.

Rate Limit: To limit the speed of outbound traffic

Source IP Address Range: The source IP address or range of packets to be monitored.
Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.
Destination Port(s): The destination port of packets to be monitored.

135

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router
Inbound IP Throttling (WAN to LAN)

IP Throttling allows you to limit the speed of IP traffic. The value entered will limit the speed of the
application that you set to the specified value’s multiple of 32kbps.

ICr;nfigur'a{iDn lmt" .

T Inbound IP Throttling
Configuration (from YWAN to LAN packet)

Mame Time Schedule Always On  w
Frotocal any ™ Rate Limit 1 -5"32 {kbps)
Source IP Address Range 0.0.0.0 -0.0.0.0 Source portis) =f
Destination IF Address Ranage 0000 ~0.000 Destination portis) . -

Edit MName Time Schedule Frotocol Rate Limit Delete

Name: User-define description to identify this new policy/application.

Time Schedule: Scheduling your prioritization policy. Refer to Time Schedule for more information.
Protocol: The name of supported protocol.

Rate Limit: To limit the speed of for inbound traffic.

Source IP Address Range: The source IP address or range of packets to be monitored.
Source Port(s): The source port of packets to be monitored.

Destination IP Address Range: The destination IP address or range of packets to be monitored.
Destination Port(s): The destination port of packets to be monitored.
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Example: QoS for your Network

Connection Diagram

4 e
[ —

S,

Normal PCs

=)

4 == x|
J—yT T

R,

Restricted PC

Information and Settings

Upstream: 928 kbps
Downstream: 8 Mbps

VolIP User :192.168.1.1
Normal Users :192.168.1.2~192.168.1.5
Restricted User: 192.168.1.100

IConﬁqul ation L“% .

*Prioritization

Configuration (from LAN to WAN packet)

Mame Time Schedule IAIwa\;s on r.
Priority |HEh_vi Protocol ian)f_ :|

Source [P Address Range DEIIZID 1 ,é'u.u.u.u ] Source Port _L_J
Destination IP Address Range [0.0.00 | Joooo ] Destination Port b Mo ]
DSCP Marking | Disabled B

Edit Mame Time Schedule Protocal Priority DSCF Marking Delete
O FRTP Alwiays On GRE High Gold service (L) £

@ YalP Always On Any High Gold service (L) @]

@ Restricted TirneSiot1 Any High Gold service (L) @
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Throughput
500
400+
m VolP/VPN
3004 HIGH
kbps m Others
200 NORMAL
O Restricted
0,
VolP/VPN Others Restricted
HIGH NORMAL LOW
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Mostly the VPN connection is mission-critical application for doing data exchange between head and

branch office.

I Configuration

* Prioritization
Configuration {from LAN to WAN packet)
Marme
Pricrity
Source IP Address Range
Destination IP Address Rande

DECF Marking

Edit/ Delete

Edit Mame
® FFTP

Time Schedule
Always On

[FFTP

High w

0.0.0.0 ~0.0.0.0
10000 ~0.000

- Gold service (L) w

Protocol
GRE

Priority
High

Time Schedule
Protocal
Source Port

Destination Port

DSCF Marking
Gold service (L)

Abivays On W

gre

Delete

(]

The mission-critical application must be sent out smoothly without any dropping. Set priority as high level

for preventing any other applications to saturate the bandwidth.

Voice application

Voice is latency-sensitive application. Most VoIP devices are use SIP protocol and the port number will be
assigned by SIP module automatically. Better to use fixed IP address for catching VolP packets as high

priority.

I Configuration

TPrioritization
Configuration {from LAN to WAN packet)

Mame

Friority

Saource IP Address Range
Destination IP Address Range

DECP Marking

Edit/ Delete

Edit Mame Time Schedule
Y PFTF Alweays 0N
= YolP Always On

YolP
[High

(192168141 |J192.1681 1
0.0.0.0 o000

Gold senice (1)

Frotocol
GRE
Ay

Priarity
High
High

Time Schedule
Protocol
Source Port

Destination Port

DSCP Marking
Gold service (L)
Gold service (L)

W N

Alwrays On w

ary W

Delete
O

O

Above settings will help to improve quality of your VoIP service when traffic is full loading.

139

Chapter 4: Configuration



Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

Restricted Application

Some of companies will setup FTP server for customer downloading or home user sharing their files by
using FTP.

Ii.‘.nnfiuul ation Q'\E .
A -

T Prioritization

Configuration {from LAN to WAN packet)

Marme Restricted Time Schedule TimeSlotl  »
Priority High “ FProtocol any W

Source IP Address Range 1821681100 |182168.1.100 Source Port -~
Destination IP Address Range |0.0.0.0 ~0.000 Destination Port B

DECP Marking Gald sgwice gl_) w

EatiDelete |

Edit Marne Time Schedule Protocol Friarity DECF Marking Delate
€ PFPTF Alweays On GRE Hiigh Gold service (L) @
O YolP Always On Ay High Gold service (L) @
) Restricted TirneSlotl Ay High Gold service (L) =)

With above settings that help to limit utilization of upstream of FTP. Time schedule also help you to only
limit utilization at daytime.
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Advanced setting by using IP throttling
With IP throttling you can specify more detail for allocating bandwidth; even the applications are located in

the same level.

Upstream: 928kbps (29*32kbps)

Mission-critical Application: 192kbps (6*32kbps)
Voice Application: 128kbps (4*32kbps)
Restricted Application: 160kbps (5*32kbps)
Other Applications: 448kbps (14*32kbps)

6+4+14+5=29, 29*32kbps=928kbps

I Configuration

T Outhound IP Throttling

Configuration {from LAN to WAN packet)

MName

Frotacol any W

Source IP Address Range noon ~:D.D.D.D

Destination IP Address Range n.o0.0o ~0.0.0.0

Edit Iame Time Schedule Protocal
) FPTP Always On GRE
@ YalP Alwvays On Any

@ Restricted Timeslot Ay

'@ Others TimeSlot1 Any

Time Schedule
Rate Limit
Source part{s)

Destination port(s)

Rate Limit
G
4
]
14

Always On (W

1 "32 (khps)

Delete

ol

O C

Sometime your customers or friends may upload their files to your FTP server and that will saturate your
downstream bandwidth. The settings below help you to limit bandwidth for the restricted application.

I Configuration

T Outhound IP Throttling
Configuration {(from LAN to WAN packet)

MName
Frotocal
Source [P Address Range

Destination IP Address Range

Edit! Delete

Edit Mame
=) Restricted

lno0o

Time Schedule
Timeslot Ary

iRestricted

any v

|Joooo

192.168.1.100 |J192.188.1.100 |

Protocol

Time Schedule
Rate Limit
Source portis)

Destination port(s)

Rate Limit
G4

N N

Timeslot1 w |

fi4 [F32 (khps)

Celete

)
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Virtual Server (known as Port Forwarding)

In TCP/IP and UDP networks a port is a 16-bit number used to identify which application program (usually
a server) incoming connections should be delivered to. Some ports have numbers that are pre-assigned
to them by the IANA (the Internet Assigned Numbers Authority), and these are referred to as “well-known
ports”. Servers follow the well-known port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from other machines
on the Internet that are outside your local network), or any application that can accept incoming
connections (e.g. Peer-to-peer/P2P software such as instant messaging applications and P2P file-sharing
applications) and are using NAT (Network Address Translation), then you will usually need to configure
your router to forward these incoming connection attempts using specific ports to the PC on your network
running the application. You will also need to use port forwarding if you want to host an online game
server.

The reason for this is that when using NAT, your publicly accessible IP address will be used by and point
to your router, which then needs to deliver all traffic to the private IP addresses used by your PCs. Please
see the WAN configuration section of this manual for more information on NAT.

The device can be configured as a virtual server so that remote users accessing services such as Web or
FTP services via the public (WAN) IP address can be automatically redirected to local servers in the LAN
network. Depending on the requested service (TCP/UDP port number), the device redirects the external
service request to the appropriate server within the LAN network

I*."-ﬂllﬁ'J'll ation i Q\t‘ .
& —~

TPort Forwarding

Add Virtual Server in ‘ipwan’ IP interface
Virtual Server Entry

Application . | == --Eelect- M|

Frotacal :tcp W Time Schedule :Always On  »

External Port frarm |0 o |0 Redirect Port frarm |0 o |0

Intetnal IP Address - l== | --Select- v

Edit Application Time Schedule Frotocal External Paort Redirect Paort IP Address Interface Delate
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Add Virtual Server

Because NAT can act as a “natural” Internet firewall, your router protects your network from being
accessed by outside users when using NAT, as all incoming connection attempts will point to your router
unless you specifically create Virtual Server entries to forward those ports to a PC on your network.

When your router needs to allow outside users to access internal servers, e.g. a web server, FTP server,
Email server or game server, the router can act as a “virtual server”. You can set up a local server with a
specific port number for the service to use, e.g. web/HTTP (port 80), FTP (port 21), Telnet (port 23),
SMTP (port 25), or POP3 (port 110), When an incoming access request to the router for a specified port is
received, it will be forwarded to the corresponding internal server.

ICDnﬂgura:icn \ i\‘ .
FY -

* Port Forwarding

Virtual Server Entry

Application | == | -Select— w

Frotocol tcp L Time Schedule Always On W

External Port fram (0 to |0 Redirect Port from |0 to |0

Internal IF Address =;<: —-3elect— »

Add

Edit Applicaticn Time Schedule Frotocol External Port Redirect Fort IF &ddress Interface Delete

Application: Users-define description to identify this entry or click ===~ drop-down menu to select
existing predefined rules.

-selet-  ¥[; 20 predefined rules are available. Application, Protocol and External/Redirect Ports will be
filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port number to be
used, you will also need to specify the protocol used. The protocol used is determined by the particular
application. Most applications will use TCP or UDP.

Time Schedule: User-defined time period to enable your virtual server. You may specify a time schedule
or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to Time Schedule
section

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

application. ==t ¥ jst all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.
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Example:

If you like to remote accessing your Router through the Web/HTTP at all time, you would need to enable
port number 80 (Web/HTTP) and map to Router’s IP Address. Then all incoming HTTP requests from you
(Remote side) will be forwarded to the Router with IP address of 192.168.1.254. Since port number 80
has already been predefined, next to the Application click Helper. A list of predefined rules window will
pop and select HTTP_Sever.

Application: HTTP_Sever
Time Schedule: Always On
Protocol: tcp

External Port: 80-80
Redirect Port: 80-80

IP Address: 192.168.1.254

Il:rmfigur'a{icn \ i\. .
EY -

* Port Forwarding

Virtual Server Entry

Application HTTP_Server |<=|—-Select— v

Protocol tcp v Time Schedule Always On  |»

External Port from |80 to |80 Redirect Port from |80 to |80

Internal IP Address 192.168.1.254 <<: —Select— hd

Edit Application Time Schedule Frotocal External Fort Redirect Port IP Address Interface Delete
(&) HTTP_Server Always On tcp 80-80 80-80 192.168.1.254 ipwan ‘@,

Add: Click it to apply your settings.

Edit/Delete: Click it to edit or delete this virtual server application.

4 )

”v N Using port forwarding does have security implications, as outside users will be

07-5 able to connect to PCs on your network. For this reason you are advised to use
specific Virtual Server entries just for the ports your application requires,
instead of using DMZ. As doing so will result in all connections from the WAN
attempt to access to your public IP of the DMZ PC specified.

- J

/ If you have disabled the NAT option in the WAN-ISP section, the Virtual Serveh
function will hence be invalid.
If the DHCP server option is enabled, you have to be very careful in assigning
the IP addresses of the virtual servers in order to avoid conflicts. The easiest
Attention way of configuring Virtual Servers is to manually assign static IP address to

each virtual server PC, with an address that does not fall into the range of IP
addresses that are to be issued by the DHCP server. You can configure the
virtual server IP address manually, but it must still be in the same subnet as the

\ router. /
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Edit DMZ Host

The DMZ Host is a local computer exposed to the Internet. When setting a particular internal IP address
as the DMZ Host, all incoming packets will be checked by the Firewall and NAT algorithms then passed to
the DMZ host, when a packet received does not use a port number used by any other Virtual Server
entries.

Cautious: This Local computer exposing to the Internet may face varies of security risks.

Go to Configuration->Virtual Server>Edit DMZ Host

ICanigurazion i‘ l\. .

* Edit DMZ Host
DMZ Host
() Enabled & Disabled

Internal IP Address [ . —Select- v

o) Enabled: It activates your DMZ function.
p) Disabled: As set in default setting, it disables the DMZ function.

Internal IP Address: Give a static IP address to the DMZ Host when Enabled radio button is checked.
Be aware that this IP will be exposed to the WAN/Internet.

—seect-  ¥| jst all existing PCs connecting to the network. You may assign a PC with IP address and MAC
from this list.

Select the Apply button to apply your changes.
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Edit One-to-One NAT (Network Address Translation)
One-to-One NAT maps a specific private/local IP address to a global/public IP address.

If you have multiple public/WAN IP addresses from you ISP, you are eligible for One-to-One NAT to utilize
these IP addresses.

Go to Configuration->Virtual Server>Edit One-to-one NAT

I Configuration u\t‘ .
A =

*Global [P Pool
Global Address Pool
MAT Type @ Disable O Publicto Private Subnet O Public to OMZ Zone

&) Subnet IP Address Metmask
Global IP Addresses ;
()IP Range [P Address End IP

[ ﬂ.pply‘] [ One-to-one MAT Tahle ]

NAT Type: Select desired NAT type. As set in default setting, it disables the One-to-One NAT function.
Global IP Address:

® Subnet: The subnet of the public/WAN IP address given by your ISP. If your ISP has provided
this information, you may insert it here. Otherwise, use IP Range method.

® IP Range: The IP address range of your public/WAN IP addresses. For example, IP:
192.168.1.1, end IP: 192.168.1.10

Select the Apply button to apply your changes.

Check | Onedo-one N&TTable | 45 create a new One-to-One NAT rule:

ICr:nﬁgura{iDn ‘i\. .
'y _

* Add Virtual Server " IP interface

One-to-one NAT Table-Virtual Server Entry

Application | == | —-Select— W

Frotocol top w Time Schedule Always On  »

Global IP

External Fort fram |0 to EI Redirect Port fram D Ito |0

Internal IP Address == ' ——éelect—— v

Add Retum *

Edit  Application Time Schedule Frotocol External Port Redirect Port IP Address Interface Delete

Application: Users-defined description to identify this entry or click ~***=__ > drop-down menu to select
existing predefined rules.

~seeit- ¥ 20 predefined rules are available. Application, Protocol and External/Redirect Ports will be
filled after the selection.

Protocol: It is the supported protocol for the virtual server. In addition to specifying the port number to be
used, you will also need to specify the protocol used. The protocol used is determined by the particular
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application. Most applications will use TCP or UDP;

Time Schedule: User-defined time period to enable your virtual server. You may specify a time schedule
or Always on for the usage of this Virtual Server Entry. For setup and detail, refer to Time Schedule
section

Global IP: Define a public/ WAN IP address for this Application to use. This Global IP address must be
defined in the Global IP Address.

External Port: The Port number on the Remote/WAN side used when accessing the virtual server.
Redirect Port: The Port number used by the Local server in the LAN network.

Internal IP Address: The private IP in the LAN network, which will be providing the virtual server

application. == ¥ jst all existing PCs connecting to the network. You may assign a PC with IP
address and MAC from this list.

Select the Add button to apply your changes.
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Example: List of some well-known and registered port numbers.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the assignment of unique
parameter values for Internet protocols. Port numbers range from 0 to 65535, but only ports numbers 0 to
1023 are reserved for privileged services and are designated as “well-known ports” (Please refer to Table
5). The registered ports are numbered from 1024 through 49151. The remaining ports, referred to as
dynamic or private ports, are numbered from 49152 through 65535.

For further information, please see IANA’s website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on this list, please
see the FAQs (Frequently Asked Questions) at: http://www.billion.com

Table 5: Well-known and registered Ports

Port Number Protocol Description

20 TCP FTP Data

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)

53 TCP & UDP IDNS (Domain Name Server)

69 UDP TFTP (Trivial File Transfer Protocol)

80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)

119 TCP NEWS (Network News Transfer Protocol)

123 UDP NTP (Network Time Protocol) / SNTP (Simple Network Time
Protocol)

161 TCP SNMP

443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

4000 TCP ICQ

7070 UbP RealAudio
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Wake on LAN

Wake on LAN (WOL, sometimes Wol) is an Ethernet computer networking standard that allows a
computer to be turned on or woken up remotely by a network message.

I Configuration QBE.& .
& —

*Wake on LAN

Parameters
MAC Address (== | —3elect * |itype or select from listhax)
Edit Action WMAC Address Feady Delete

Select: Select MAC address of the computer that you want to wake up or turn on remotely.
Add: After selecting, click Add then you can perform the Wake-up action.
Edit/Delete: Click to edit or delete the selected MAC address.
Ready: “Yes” indicating the remote computer is ready for your waking up.
“No” indicating the machine is not ready for your waking up.
Delete: Delete the selected MAC address.
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Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet connection. In
each time profile, you may schedule specific day(s) i.e. Monday through Sunday to restrict or allowing the
usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real time clock on
board; it uses the Simple Network Time Protocol (SNTP) to get the current time from an SNTP server
from the Internet. Refer to Time Zone for details. You router time should correspond with your local time.
If the time is not set correctly, your Time Schedule will not function properly.

Ii.‘.nnfiul wation u\t‘ .
A

FTime Schedule

Mame |

Day [ sun. FMon. FTue Flwed FThu FFri. []sat

Start Time (08 |00 v

End Time [18 se]:[ 00 v|

Time Slot

Edit; [] MNarne Dayin a week Start Time End Time Delete
0 1 TimeSlot1 sWTWTFs 0g:00 18:00 )
O 2 Timeasiot2 SMTWTFS 0g: 00 18:00 O
ey 3 TimeSlot3 SMTWTFs 0800 18:00 O
O 4 TimeSlotd SMTWTFs 0800 18:00 )
i) L] Timeslots SMTWTFS 0g:00 18:00 i)
0 B TimeSlots SMTWTFs 0800 18:00 )
) 7 TimeSlot? SMTWTFs 0800 18:00 )
) 3 Timeslots SMTWTFs 0800 18:00 @
) 9 TimeSlotd sMTWTFs 0g:00 18:00 O
O 10 TimeSlot10 SMTWTFs 02:00 18:00 O
ey 11 TimeSlot11 SMTWTFs 0800 18:00 O
@) 12 Timeslot12 SMTWTFs 0800 18:00 £
@) 13 Timeslot13 SMTWTFS 0g:00 18:00 )
0 14 TimeSlot1 4 SMTWTFs 0800 18:00 O
O 15 Timeslat1 5 SMTWTFs 0g:00 18:00 O
@) 16 TimeSlot & SMTWTFs 0800 18:00 @
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Configuration of Time Schedule
Edit a Time Slot
1. Choose any Time Slot (ID 1 to ID 16) to edit, click Edit radio button.

Ii_‘.nmigm ation i “‘}t& .

FTime Schedule

Mame ,.Time.E‘..I.oﬁ

Day dsun. won. FTue [wed [ Thu [FFri. []5at.

Start Tirme 08 v ;[0 v

End Tirme [18 w|:[00 ]

Edit/f Delete

Time Slot

Edit; |n} Mame Day in aweek Start Time End Time Delete
@ 1 TirneSlot! SMTWTFs 0800 18:00 o

= 2 TimeSlot2 SMTWTF s 0g: 00 18:00 (@)
@) 3 TitmeSlot3 SMTWTFs 038:00 1800 @)

Note: Watch it carefully, the days you have selected will present in capital letter. Lower case letter shows the
day(s) is not selected, and no rule will apply on this day(s).

2. Adetailed setting of this Time Slot will be shown.

Il_‘.nmitjlll ation LWE' !

F Time Schedule

Marme [Timeslat
Day Osun. FIMon. M Tue Mwed M Tha FIF. [ sat
Start Time (08 w|:[00 ¥
End Time [18 v ;|00 v

Edit/ Delete
Time Slot
Edit; D Mame Day in aweek Start Time End Time Delete
@ 1 Tirneslot! sMTWTFS 0g:00 1800 )
(&) 2 TimeSlot2 SMTVWTF s 08:00 18:00 )
) 3 Timeslot3 SMTWTFs 0g:00 18:00 )

ID: This is the index of the time slot.
Name: A user-define description to identify this time portfolio.

Day in a week: The default is set from Monday through Friday. You may specify the days for the schedule
to be applied.

Start Time: The default is set at 8:00 AM. You may specify the start time of the schedule.
End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the schedule.
Choose Edit radio button and click Edit/Delete button to apply your changes.

Delete a Time Slot

Choose Delete radio button, and click Delete button to delete the existing Time profile, i.e. erase the Day
and back to default setting of Start Time / End Time.
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Advanced

Configuration options within the Advanced section are for users who wish to take advantage of the more
advanced features of the router. Users who do not understand the features should not attempt to
reconfigure their router, unless advised to do so by support staff.

Here are the items within the Advanced section: Static Route, Static ARP, Dynamic DNS, Device
Management, IGMP and VLAN Bridge.

Static Route

Go to Configuration/Advanced/Static Route.

ICDHﬂEIura{iDn \ wcz .

T Static Routing

Static Routing

Destination | | Metmask Gatewa:.-"' | Interface | v cost |1
Add
Edit Yalid Destination Metmask Gatewayinterface Delete

Destination: This is the destination subnet IP address.

Netmask: Subnet mask of the destination IP addresses based on above destination subnet IP.
Gateway: This is the gateway IP address to which packets are to be forwarded.

Interface: Select the interface through which packets are to be forwarded.

Cost: This is the same meaning as Hop. This should usually be left at 1.

Static ARP

Go to Configuration/Advanced/Static Route.

ICanigura{iDn \ WE .

¥ Static ARP
Parameters

IF Address MAC Address

Edit |F Address MAC Address Delete

IP Address: Fill in the IP address of the host computer that is sending the data packet.
MAC Address: Fill in the MAC address of the computer that the incoming data packets are to be

forwarded.
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Dynamic DNS

The Dynamic DNS function allows you to alias a dynamic IP address to a static hostname, allowing users
whose ISP does not assign them a static IP address to use a domain name. This is especially useful for
hosting servers via your ADSL connection, so that anyone wishing to connect to you may use your
domain name, rather than having to use your dynamic IP address, which changes from time to time. This
dynamic IP address is the WAN IP address of the router, which is assigned to you by your ISP.

I Configur ation u\r .
& =

FDynamic DNS

Parameters

Dynamic DNS OEnable @ Disable
Dynamic DS Server _www.d_\,rndn_s.nrg (I:_Ivnami_c) w
Wildeard [CIEnakle

Ciamain Mame
Username
Fassword

Period 25 [Daysr ~

You will first need to register and establish an account with the Dynamic DNS provider using their website,
for example http://www.dyndns.org/

There are more than 5 DDNS services supported.
Dynamic DNS:
© Disable: Check to disable the Dynamic DNS function.

® Enable: Check to enable the Dynamic DNS function. The following fields will be activated and
required:

Dynamic DNS Server: Select the DDNS service you have established an account with.

Domain Name, Username and Password: Enter your registered domain name and your username and
password for this service.

Period: Set the time period between updates, for the Router to exchange information with the DDNS
server. In addition to updating periodically as per your settings, the router will perform an update when
your dynamic IP address changes.
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Device Management

The Device Management advanced configuration settings allow you to control your router’s security
options and device monitoring features.

ICnnfiLlura{iDn ;LQ.}[" .

¥ Device Management

Device Host Hame

Host Mame :hu:nﬂe.gateway

Embedded Web Server

*HTETFE Pon BIII | (80 is default HTTP port)
[Management IP Address ;III.IZI.EI.IZI (0.0.0.0° means Any}
Management IP Netmask [255.255.255.255

[Management IF Address(2) ;III.EI.EI.EI

Management IP Metmaski2) fEEE.EEE.EEE.EEE

Expire to auto-logout f‘IE_IZI_ seconds

Universal Plug and Play (UPnP)
PP (® Enable (O Disable
* UPAF Port 2800 !

SHMP Access Control

SMNMP (®Enable O Disable

SHMP V1 and V2

Read Community ijI_hIi_!: IF Address ._l:!.EI.l:I.EI
Write Community ;DESS".-'I.-'-IIFEI IF Address .III.III.III.EI
Trap Community . IP Address .

SHMP V3

Usermame _ _ Password

~Access Right & Read O ReadiVrite IF &ddress

Device Host Name
Host Name: Give a name for it.

(The Host Name cannot be used with one word only. There are two words should be connected with a '
at least.

Example:

Host Name: homegateway ==> Incorrect

Host Name: home.gateway or my.home.gateway ==> Correct)

Embedded Web Server ( 2 Management IP Accounts)

HTTP Port: This is the port number the router’s embedded web server (for web-based configuration) will
use. The default value is the standard HTTP port, 80. Users may specify an alternative if, for example,
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they are running a web server on a PC within their LAN.

Management IP Address: You may specify an IP address allowed to logon and access the router’s web
server. Setting the IP address to 0.0.0.0 will disable IP address restrictions, allowing users to login from
any IP address.

Expire to auto-logout: Specify a time frame for the system to auto-logout the user’s configuration
session.

For Example: User A changes HTTP port number to 100, specifies their own IP address of 192.168.1.55,
and sets the logout time to be 100 seconds. The router will only allow User A access from the IP address
192.168.1.55 to logon to the Web GUI by typing: http://192.168.1.254:100 in their web browser. After 100
seconds, the device will automatically logout User A.

Universal Plug and Play (UPnP)

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along with control and
data transfer between devices. UPnP offers many advantages for users running NAT routers through
UPnP NAT Traversal, and on supported systems makes tasks such as port forwarding much easier by
letting the application control the required settings, removing the need for the user to control advanced
configuration of their device.

Both the user’s Operating System and the relevant application must support UPnP in addition to the
router. Windows XP and Windows Me natively support UPnP (when the component is installed), and
Windows 98 users may install the Internet Connection Sharing client from Windows XP in order to
support UPnP. Windows 2000 does not support UPnP.

© Disable: Check to disable the router’s UPnP functionality.
© Enable: Check to enable the router’s UPnP functionality.

UPNP Port: Its default setting is 2800. It is highly recommended for users to use this port value. If this
value conflicts with other ports already being used you may wish to change the port.

SNMP Access Control (Software on a PC within the LAN is required in order to utilize this function) —
Simple Network Management Protocol.

© Disable: Check to disable the router’s SNMP functionality.
© Enable: Check to enable the router’s SNMP functionality.
SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, user obtains this IP address will be able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, users from this IP address will be able to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP address. This
community string will be checked against the string entered in the configuration file. Once the string name
is matched, users from this IP address will be sent SNMP Traps.

SNMP V3:

Specify a name and password for authentication. And define the access right from identified IP address.
Once the authentication has succeeded, users from this IP address will be able to view and modify the
data.

155

Chapter 4: Configuration


http://192.168.1.254:100/�

Billion BiPAC 7402NX(L) 802.11n 3G/ADSL2+ (VPN) Firewall Router

SNMP Version: SNMPv2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the SNMPv2 security.
The "¢" comes from the fact that SNMPv2c¢ uses the SNMPv1 community string paradigm for "security",
but is widely accepted as the SNMPv2 standard.

SNMPv3 is a strong authentication mechanism, authorization with fine granularity for remote monitoring.
Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:
From RFC 1213 (MIB-Il):
M System group
Interfaces group
Address Translation group
IP group
ICMP group
TCP group

KNI S LV R N R S R

UDP group

EGP (not applicable)
Transmission

SNMP group

[

N ®

From RFC1650 (EtherLike-MIB):
M dot3Stats

From RFC 1493 (Bridge MIB):
M dot1dBase group
M dot1dTp group
M dot1dStp group (if configured as spanning tree)

From RFC 1471 (PPP/LCP MIB):
M pppLink group
pppLar group (not applicable)

From RFC 1472 (PPP/Security MIB):
M PPP Security Group)

From RFC 1473 (PPP/IP MIB):
M PPP IP Group

From RFC 1474 (PPP/Bridge MIB):
M PPP Bridge Group
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From RFC1573 (IfMIB):
M ifMIBObjects Group

From RFC1695 (atmMIB):
M atmMIBObjects

From RFC 1907 (SNMPv2):
M only snmpSetSerialNo OID
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IGMP

IGMP, known as Internet Group Management Protocol, is used to management hosts from multicast
group.

I Configuration 1 \ i\u
i

~IGMP
Parameters
IGMP Proxy (O Enable & Disable

Upstream Interface

IGMP Forward All ®Enable O Disable
IGMF Snooping (O Enable @ Disable

IGMP Proxy: Enables or disables the router’s IGMP Proxy.

Upstream Interface: When IGMP Proxy enabled, sets one of the router’s existing IP interfaces as the
upstream interface; all other router interfaces are designated downstream interfaces.

IGMP Forward All: Enables/Disables your router’s ability to forward multicast traffic to ALL interfaces.

IGMP Snooping: Enables/Disables the IGMP Snoop functionality in the bridge. When the IGMP snoop
functionality is enabled, all the attached bridge interfaces are designated as downstream interfaces.

MLD

MLD, short for Multicast Listener Discovery protocol, is a component if the Internet Protocol version
6(IPv6) suite. MLD is used by IPv6 to discover multicast listeners on a directly attached link, much as
IGMP used in IPv4. The protocol is embedded in ICMPV6 instead of using a separate protocol. MLDv1 is
similar to IGMPv2 and MLDv2 is similar to IGMPV3.

I.:onﬂguraiion \ i\- .
4

vMLD

Parameters
MLD Prusy C'knable @ Uisable

Upstream Interface

LD Forward Al O Enable () Disable
LD Snooping @ Enable O Disable
Apply

MLD Proxy: check whether to enable this function. MLD (Multicast Listener Discovery Protocol) Proxy
intercepts the MLD request from Clients and forwards it to the router after some dealings. Support MLDv1
and MLDv2.

Upstream Interface: When MLD Proxy enabled, sets one of the router’s existing IP interfaces as the
upstream interface; all other router interfaces are designated downstream interfaces.

MLD Forward All: select enable to forward the multicast packets to all ports. If select disable, the
multicast packets will be forwarded to ports set according to the MLD Snooping below.
MLD Snooping: similar to IGMP snooping, listens in on the MLD conversation between hosts and
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routers by processing MLD packets sent in a multicast network, and it analyzes all MLD packets between
hosts and the connected multicast routers in the network. Without MLD snooping, multicast traffic is
treated in the same manner as broadcast traffic - that is, it is forwarded to all ports. With MLD snooping,
multicast traffic of a group is only forwarded to ports that have members of that group.

VLAN Bridge

This section allows you to create VLAN group and specify the member.

ICnnﬂguratiDn l\ i\- .

*\/LAN Bridge

Parameters

Mame VLAR 1D Tagged Ports UnTagged Ports Edit Delete
Defaultylan 1 Mone ethernet, Edite

Create VLAN »

Edit: Edit your member ports in selected VLAN group.
Create VLAN: To create another VLAN group.

Logout

To exit the router’s web interface, choose Logout. Please ensure that you have saved the configuration
settings before you logout.

Be aware that the router is restricted to only one PC accessing the configuration web pages at a time.
Once a PC has logged into the web interface, other PCs cannot get access until the current PC has
logged out of the web interface. If the previous PC forgets to logout, the second PC can access the page
after a user-defined period, by default 3 minutes. You can modify this value using the Advanced —
Device Management section of the web interface. Please see the Advanced section of this manual for
more information.
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Chapter 5: Troubleshooting

If the router is not functioning properly, first check this chapter for simple troubleshooting before
contacting your service provider or Billion support.

Problems starting up the router

Problem

Corrective Action

None of the LEDs are
on when you turn on
the router.

Check the connection between the adapter and the router. If the error
persists, you may have a hardware problem. In this case you should
contact technical support.

You have forgotten
your router login
and/or password.

Try the default username "admin" and password "admin". If this fails, you
can restore your router to its factory settings by holding the Reset button on
the back of your router more than 6 seconds.

Problems with the WAN Interface

Corrective Action

Ensure that the telephone cable is connected properly from the ADSL port
to the wall jack. The ADSL LED on the front panel of the router should be
on. Check that your VPI, VCI, encapsulation type and type of multiplexing
settings are the same as those provided by your ISP. Reboot the router GE.
If you still have problems, you may need to verify these settings with your
ISP.

Problem
Initialization of the
PVC connection
(“linesync”) failed.
Frequent loss of
ADSL linesync

(disconnections).

Ensure that all other devices connected to the same telephone line as your
router (e.g. telephones, fax machines, analogue modems) have a line filter
connected between them and the wall socket (unless you are using a
Central Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly installed and the
right way around. Missing line filters or line filters installed the wrong way
around can cause problems with your ADSL connection, including causing
frequent disconnections.

Problems with the LAN Interface

Problem

Corrective Action

Can’t ping any PCs on
the LAN.

Check the Ethernet LEDs on the front panel. The LED should be on for a
port that has a PC connected. If it is off, check the cables between your
router and the PC. Make sure you have uninstalled any software firewall for
troubleshooting.

Verify that the IP address and the subnet mask are consistent between the
router and the workstations.
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APPENDIX A: Product Support and Contact Information

Most problems can be solved by referring to the Troubleshooting section in the User’'s Manual. If you
cannot resolve the problem with the Troubleshooting chapter, please contact the dealer where you
purchased this product.

Contact Billion

WORLDWIDE

http://www.billion.com/

Mac OS is a registered Trademark of Apple Computer, Inc.
Windows 7/98, Windows NT, Windows 2000, Windows Me and Windows XP are registered Trademarks of Microsoft

Corporation.
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