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Introduction

1.1 Introducing the BiPAC 7300GX

Thank you for purchasing the BiPAC 7300GX ADSL2+ Router by Billion. Your new router is
an all-in-one unit that combines an ADSL modem, ADSL2/2+ router , PC card slot for
3G/HSDPA data card and Ethernet network switch to provide everything you need to get
the machines on your network connected to the Internet over an ADSL broadband
connection.

The BIPAC 7300GX router complies with ADSL2+ standards for deployment worldwide and
supports downstream rates of up to 24 Mbps and upstream rates of up to 1 Mbps. Designed
for small office, home office and residential users, the router enables even faster Internet
connections. You can enjoy ADSL services and broadband multimedia applications such as
interactive gaming, video streaming and real-time audio much easier and faster than ever
before. Otherwise, the PC card slot in BiPAC 7300GX is ready for 3" generation (3G) data
service. You can insert the 3G/HSDPA data card into PC card slot to instead ADSL to enjoy
your internet connection.

The BIPAC 7300GX supports PPPoA (RFC 2364 — PPP (Point-to-Point Protocol) over ATM
Adaptation Layer 5), RFC 1483 encapsulation over ATM (bridged or routed), PPP over
Ethernet (RFC 2516) to establish a connection with your ISP. Your new router also supports
VC-based and LLC-based multiplexing.

The perfect solution for connecting a small group of PCs to a high-speed broadband
Internet connection, the BIiPAC 7300GX allows multiple users to have high-speed Internet
access simultaneously.

Your new router also serves as an Internet firewall, protecting your network from access by
outside users. Not only does it provide a natural firewall function with Network Address
Translation (NAT), it also provides rich firewall features to secure your network. All incoming
data packets are monitored and filtered. You can also configure your new router to block



internal users from accessing the Internet.

The BIPAC 7300GX provides two levels of security support. First, it masks LAN IP
addresses making them invisible to outside users on the Internet, so it is much more difficult
for a hacker to target a machine on your network. Second, it can block and redirect certain
ports to limit the services that outside users can access. To ensure that games and other
Internet applications run properly, you can open specific ports for outside users to access
internal services on your network.

The Integrated DHCP (Dynamic Host Control Protocol) client and server services allow
multiple users to get IP addresses automatically when the router boots up. Simply set local
machines as a DHCP client to accept a dynamically assigned IP address from the DHCP
server and reboot. Each time a local machine is powered up; the router recognizes it and
assigns an IP address to instantly connect it to the LAN.

For advanced users, Virtual Service (port mapping) functions allow the product to provide
limited visibility to local machines with specific services for outside users. For instance, a
dedicated web server can be connected to the Internet via the router and then incoming
requests for web pages that are received by the router can be rerouted to your dedicated
local web server, even though the server now has a different IP address.

Virtual Server can also be used to re-task services to multiple servers. For instance, you
can set the router to allow separated FTP, Web, and Multiplayer game servers to share the
same Internet-visible IP address while still protecting the servers and LAN users from
hackers.



1.2 Features

@ Express Internet Access — ADSL2/2+ capable

The BIPAC 7300GX complies with ADSL worldwide standards. Supporting downstream
rates of 8Mbps with ADSL, the router is capable of up to 12/24 Mbps with ADSL2/2+, and
upstream rates of up to 1 Mbps. Users enjoy not only high-speed ADSL services but also
broadband multimedia applications such as interactive gaming, video streaming and
real-time audio which are easier and faster than ever. The router is compliant with
Multi-Mode standard (ANSI T1.413, Issue 2; G.dmt (ITU G.992.1); Ghs (ITU G994.1);
G.dmt.bis (ITU G.992.3); and G.dmt.bisplus (ITU G.992.5)

@ Communication Diversity with HSDPA/UMTS

Including one PC card slot, the BIiPAC 7300GX router allows the users to insert a
3G/HSDPA PC card to share 3G/HSDPA, UMTS, EDGE, GPRS, or GSM Internet
connection.

@ 802.11g Wireless AP with WPA Support

With integrated 802.11g Wireless Access Point in the router, the device offers a quick and
easy access among wired network, wireless network and broadband connection (ADSL)
with single device simplicity, and as a result, mobility to the users. In addition to 54 Mbps
802.11g data rate, it also interoperates backward with existing 802.11b equipment. The
Wireless Protected Access (WPA) and Wireless Encryption Protocol (WEP) supported
features enhance the security level of data protection and access control via Wireless LAN.

@ Fast Ethernet Switch

A 4-port 10/100Mbps fast Ethernet switch is built-in with automatic switching between MDI
and MDI-X for 10Base-T and 100Base-TX ports, with auto detection allowing you to use
either straight or cross-over Ethernet cables.

@ Multi-Protocol to Establish a Connection

The router supports PPPoA (RFC 2364 - PPP over ATM Adaptation Layer 5), RFC 1483
encapsulation over ATM (bridged or routed), PPP over Ethernet (RFC 2516) to establish a
connection with an ISP. The router also supports VC-based and LLC-based multiplexing.



@ Universal Plug and Play (UPnP) and UPnP NAT Traversal

This protocol is used to enable simple and robust connectivity among stand-alone devices
and PCs from many different vendors, and it makes setting up a network simple and
affordable. UPnP architecture leverages TCP/IP and the Web to enable proximity
networking in addition to control and data transfer among networked devices. With this
feature enabled, you can seamlessly connect to Net Meeting or MSN Messenger.

@ Network Address Translation

Network Address Translation (NAT) allows multiple users to access outside resources such
as the Internet simultaneously with one IP address/one Internet access account. Many
application layer gateways (ALG) are supported such as web browser, ICQ, FTP, Telnet,
E-mail, News, Net2phone, Ping, NetMeeting, IP phone and others.

@ Firewall
NAT technology supports simple firewalls and provides options for blocking access from
the Internet, like Telnet, FTP, TFTP, WEB, SNMP and IGMP.

@ Domain Name System Relay

Domain Name System (DNS) relay provides an easy way to map a domain name with a
user-friendly name such as www.billion.com with an IP address. When a local machine sets
its DNS server to the router’s IP address, every DNS conversion request packet from the
PC to this router is forwarded to the real DNS on the outside network.

@ Dynamic Domain Name System (DDNS)

The Dynamic DNS service allows you to alias a dynamic IP address to a static hostname.
This dynamic IP address is the WAN IP address. To use the service, you must first apply for
an account from a DDNS service such as http://www.dyndns.org/.

@ PPP over Ethernet (PPPOE)

The BIPAC 7300GX provides an embedded PPPOE client function to establish a connection.
You get greater access speed without changing the operation concept, while sharing the
same ISP account and paying for one access account. No PPPoE client software is
required for the local computer. Automatic Reconnect and Disconnect Timeout (Idle Timer)
functions are also provided.



@ Quality of Service (QoS)

QoS gives you full control over which types of outgoing data traffic should be given priority
by the router, ensuring important data like gaming packets, customer information, or
management information move through the router ay lightning speed, even under heavy
load. The QoS features are configurable by Internal IP address, External IP address,
protocol, and port. You can throttle the speed at which different types of outgoing data pass
through the router, to ensure P2P users don’t saturate upload bandwidth, or office browsing
doesn’t bring client web serving to a halt. In addition, or alternatively, you can simply
change the priority of different types of upload data and let the router sort out the actual
speeds.

@ Virtual Server:

You can specify which services are visible to outside users. The router detects an incoming
service request and forwards it to the specific local computer for handling. For example,
you can assign a PC in a LAN to act as a Web server inside and expose it to the outside
network. Outside users can browse inside the web server directly while it is protected by
NAT. A DMZ host setting is also provided for local computers exposed to the outside
Internet network.

@ Dynamic Host Configuration Protocol (DHCP) Client and Server
On a WAN site, the DHCP client obtains an IP address from the Internet Service Provider
(ISP) automatically. On a LAN site, the DHCP server allocates a range of client IP
addresses, including subnet masks and DNS IP addresses and distributes them to local
computers. This provides an easy way to manage the local IP network.

@ Rich Packet Filtering
This feature filters the packet based on IP addresses as well as Port numbers. Filtering
packets to and from the Internet provides a higher level of security control.

@ Web-based GUI
A web-based GUI offers easy configuration and management. It also supports remote
management capability for remote users to configure and manage this product.

@ Firmware Upgradeable
You can upgrade the router with the latest firmware through its web-based GUI.



1.3 Applications of the BiPAC 7300GX
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Product Overview

Standards-Based Technology
The BIPAC 7300GX Wireless Router utilizes the 802.11g standard. The IEEE 802.11g

standard is an extension of the 802.11b standard. It increases the data rate up to 54Mbps*
within the 2.4GHz band, utilizing OFDM technology. This means that in most environments,
within the specified range of this device, you will be able to transfer large files quickly or
even watch a movie in MPEG format over your network without noticeable delays. This
technology works by transmitting high-speed digital data over a radio wave utilizing OFDM
(Orthogonal Frequency Division Multiplexing) technology. OFDM works by splitting the
radio signal into multiple smaller sub-signals that are then transmitted simultaneously at
different frequencies to the receiver. OFDM reduces the amount of crosstalk (interference)
in signal transmissions.

The BIPAC 7300GX is backwards compatible with 802.11b devices. This means that if you
have an existing 802.11b network, the devices in that network will be compatible with
802.119g devices at speeds of up to 11Mbps in the 2.4GHz range.

Installation Considerations

The BIPAC 7300GX Wireless Router lets you access your network, using a wireless
connection, from virtually anywhere within its operating range. Keep in mind, however, that
the number, thickness and location of walls, ceilings, or other objects that the wireless
signals must pass

Keep the number of walls and ceilings between the BIPAC 7300GX and other network
devices to a minimum - each wall or ceiling can reduce your BIPAC 7300GX wireless
product’s range from 3-90 feet (1-30 meters.)

Position your devices so that the number of walls or ceilings is minimized. Be aware of the
direct line between network devices. Position the devices so that the signal will travel
straight through a wall or ceiling (instead of at an angle) for better reception. Building
Materials can impede the wireless signal - a solid metal door or aluminum studs may have
a negative effect on range.

Try to position wireless devices and computers with wireless adapters so that the signal
passes through drywall or open doorways and not other materials. Keep your product away
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(at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate extreme
RF (radio frequency) noise.

2.1 Important Notes

4 N

v' Do not use the BIiPAC 7300GX in high humidity or high
temperatures.

v" Do not use the same power source for the BIiPAC 7300GX as
other equipment.

v' Do not open or repair the case yourself. If the BIPAC 7300GX
is too hot, turn off the power immediately and have it repaired
at a qualified service center.

\ v" Avoid using this product and all accessories outdoors. /

Warning

~

v" Place the BiPAC 7300GX on a stable surface.

v' Only use the power adapter that comes with the package. Using
a different voltage rating power adaptor may damage the router.
v' Have better use the 3G/ HSDPA data card that offered by ISP or

Attention
recommend on the color box. /

2.2 Package Contents

BiPAC 7300GX ADSL2+ Router
CD-ROM containing the online manual
RJ-11 ADSL/telephone Cable (1.8M)

Ethernet (CAT-5 LAN) Cable (1.8M Straight)
AC-DC power adapter (12V DC, 1A)
Quick Start Guide (130*185mm)

© © 0 060 ¢
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2.3 The Front LEDs

Antenna

+——— Ethernet———
Power 3G WLAN 1 2 3 4 DSL Internet

T — 7
S o o s i i

@ Lights Green when the power and router system are
ready.

@ Flickering Green when system is booting or system
upgrade.

@ Lights Red when device can not boot successfully.

@ Lights off means power off.

5 Power

6 3G @ Lights when 3G service is ready.

@ Lights Green when the wireless connection is established.
@ Flashes when sending/receiving data.

Ethernet @ Steady glow when connected to an Ethernet device.
8-11 Port 1-4 @ Glows green for 100Mbps; Orange for 10Mbps.
@ Blinking light when data is Transmitted / Received.

@ Lights Green when successfully connected to an ADSL
12 DSL DSLAM (linesync).
@ Flashing Green when DSL attempting sync.

@ Lights Green when the device has a WAN IP address.

@ Lights RED when device attempted to become IP
13 Internet connected and failed.

@ Lights off when modem power off, modem in bridged mode
or internet connection not present.

7 WLAN
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2.4 The Rear Ports

e

(&)

BSL

L

Re:

CIIT)

Port Description
1 g\(/)v\:\g;\ Power ON/OFF switch.
2 Power Connect the supplied power adapter to this jack.
3 gl((‘;)tcard Connect the 3G card bus data card to this slot
After the router is powered on, press this reset button using the
end of paper clip or other small pointed object to reset the router
and to restore it to factory default settings.
4 Reset y g
1. Recovery procedures for non-working routers (e.g. after a
failed firmware upgrade flash).
2. Recovery procedures for a lost web interface password:
5 WPS Push WPS button to trigger Wi-Fi Protected Setup function.
Connect a UTP Ethernet cable (Cat-5 or Cat-5e) to one of the
6 Ethernet four LAN ports when connecting to a PC or an office/home
network of 10Mbps or 100Mbps.
. DSL Connect the supplied RJ-11 (“telephone”) cable to this port when
connecting to the ADSL/telephone network.
8 Antenna Connect the detachable antenna to this port.
4 . .
The 3G card slot does not support hot swap (swapping whilst the
device is still turned on). If you need to change the 3G card, please
turn the power off before replacing the 3G card.
Attention

J
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& The detail instruction in Reset Button

1. Recovery procedures for non-working routers (e.g. after a failed firmware upgrade flash):
Hold the Reset Button on the back of the modem in. Keep this button held in and turn on
the modem. Once the lights on the modem have stopped flashing, release the Reset Button.
The modem's emergency-reflash web interface will then be accessible via
http://192.168.0.254 where you can upload a firmware image to restore the modem to a
functional state. Please note that the modem will only respond via its web interface at this
address, and will not respond to ping requests from your PC or to telnet connections.

2. Recovery procedures for a lost web interface password:

After turning the router on, please press the Reset Button on the back of the modem, and
hold the button in until all lights on the modem begins to flash and then it will reboot with
factory default settings. The login name will be reset to admin and the password will be
reset to admin, and the modem will be accessible via its default IP address at

http://192.168.1.254/
Before powering on the router to enter the recovery process, please
0’[' configure the IP address of the PC as 192.168.0.1 and proceed with the

following step by step guide.

1. Power the router off.

2. Hold the "Reset Button”.

3. Power on the router. Then Router's IP will reset to Emergency IP
address (Say 192.168.0.254)

4. Download the firmware.

- /
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2.5 Cabling

One of the most common causes of problems is because of bad cabling or ADSL line(s).
Make sure that all connected devices are turned on. On the front of the product is a bank of
LEDs. Verify that the LAN Link and ADSL line LEDs are lit. If they are not, verify that you are
using the proper cables.

Ensure that all other devices connected to the same telephone line as your Billion router
(e.g. telephones, fax machines, analog modems) have a line filter connected between them
and the wall socket (unless you are using a Central Splitter or Central Filter installed by a
gualified and licensed electrician), and to ensure that all line filters are correctly installed
and the right way around. Missing line filters or line filters installed being the wrong way
around can cause problems with your ADSL connection, which includes frequent
disconnections.

14



Installation

You can configure the BIPAC 7300GX router through the convenient and user-friendly
interface of a web browser. Most popular operating systems such as Linux and Windows
98/NT/2000/XP/Me include a web browser as a standard application.

3.1 Before Configuration

PCs must have a properly installed Ethernet interface which connects to the router directly
or through an external repeater hub. In addition, PCs must have TCP/IP installed and
configured to obtain an IP address through a DHCP server or a fixed IP address that must
be in the same subnet as the router. The default IP address of the router is 192.168.1.254
and the subnet mask is 255.255.255.0 (i.e. any attached PC must be in the same subnet,
and have an IP address in the range between 192.168.1.1 and 192.168.1.253). The easiest
way is to configure the PC is to obtain an IP address automatically from the router using
DHCP. If you encounter any problems accessing the router’s web interface you are advised
to uninstall any kind of software firewall on your PCs, as they can cause problems when
trying to access the 192.168.1.254 IP address of the router.

Please follow the steps below for installation on your PC’s network environment. First of all,
check your PC’s network components. The TCP/IP protocol stack and Ethernet network
adapter must be installed. If not, please refer to your Windows-related or other operating
system manuals.

”0’5‘ Any TCP/IP capable workstation can be used to communicate with or
?3\ through the BIPAC 7300GX. To configure other types of
workstations, please consult the manufacturer’s documentation.
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Configuring a PC in Windows XP

1. Goto Start / Control Panel (in Classic
View). In the Control Panel, double-click

on Network Connections

2. Double-click Local Area Connection.

3. Inthe Local Area Connection Status
window, click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

B Control Panel

File Edit Wiew Tools  Help

(€ ) e < T J}_j Search

Address |G' Control Panel

Favorites

Folders

(3]

&/' Control Panel

[}- Switch bo Categary Yiew

See Also

Fhone and
Modem ...

= @

Printers and

Fower Options

Regional and  Scanners and

‘“ ‘Windows Update Faxes Language ... Cameras
€) Help and Support ’:} @ e )
Scheduled Sounds and Speech

Tasks Audio Devices

- Local Area Connection Status

" General | Support |

Connection
Status: Connected
Druration: a0:19:32
Spead: 100.0 FMbp=
Achiniby -
Sent ﬁ" Received
oA,
FPackets: 27 u]
Froperties Dizable

Close

& local Area Connection Properties

General | Authentication | Advanced |

Connect using:
| E= ASUSTek Broadcom 440= 10100 Integrated Controller

This connection uses the following items:
= Cliert for Microsoft Metvaorks
4=l File and Printer Sharing for Microsoft Metwarks
4=l 0 oS Packet Scheduler

|nternet Protocol [TCPAIF)

Uninstall

instail. [T~
DessiEien S—

Transmizsion Contral Protocol/lntermet Protocol. The default
wide area netwark pratocol that provides communication
across diverse interconnected nebworks.

[ Show icon in motification area when conmected

Internet Protocol (TCP#IP) Properties

General | Alternate Configuration |

“ow can get IP_settings assigned autornatically iF vour network supports
this capability. Othenvize. pou Feed to ask pour fetork, sdrministrator for

o e appropriate |F settings.
Obtsin an IP address automatically
> Use the following IF address:

]
(I

P
&) Obtain DNS server address automatically

2 Use the following DMS server addresses:

]
[

[ ok I [

Cancel |
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Configuring a PC in Windows 2000

1. Go to Start / Settings / Control Panel.

In the Control Panel, double-click on
Network and Dial-up Connections.

2. Double-click Local Area Connection.

3. In the Local Area Connection Status
window click Properties.

4. Select Internet Protocol (TCP/IP) and
click Properties.

5. Select the Obtain an IP address
automatically and the Obtain DNS
server address automatically radio
buttons.

6. Click OK to finish the configuration.

{1 Network and Dial-up Connections _|o ﬂ

Flle Edit View Favorkes Tools Advanced Help ﬁ

Ghack v = - ‘ Qssarch [YFolders ¢ ‘ BLxm | -

Address I Metwark and Dial-up Connections j @GU
= d = -
| 3| y
L Y

= Make Hew
Network and Dial-up  Connection
Connections

Local Area Connection
Type: LAM Connection
Status: Enabled

ASUUSTek [Broadcam 440x 10/100
Inkegrated Controller

Local Area Connection Status = =
General I

Connection
Status: Connected
D uration: 0OE:16:26
Speed: 100.0 kMbp=s

Ay chiviby =

Sent —— '| Received
(=

Packets: 12215 | 109,427
Properti=s I Dizable I

Local Area Connection Properties =] =<

Gieneral |

Connect using:

I B ASUSTeK/Broadcom 440x 10,100 Integrated Contraller

Components checked are used bw this connection:
Client For bdicrozoft Metwarks

Fil= and Frinter Sharing for Microsaoft Hetworks
Irnternet

Install | Uninstall | Properties |

D escription
T ransmission Contral Pratocol/intermst Protacol. The default
wide area network protocol that provides communication
across diverse interconnected nebworks.

I Show icon in tazkbar when connected

ok | Cancel |

Internet Protocol {TCP/IP) Properties = i |

General |

“ou can get IP_settings assigned autamatically if pour netwerk supparts
thiz capability. Othenwise., pou need to ask pour netwark, administrator for
the appropriate IP settings

= Obtain an IP address automatically

1 Uses the following IP address:

IP addiess: I E
Subnet mask I -
Diefault gateveay: I ) E )

= Obtain DMS server address automatically

% Use the following DMHS server addresses:

Freferred DS serwern I ° s °
Alternate NS senver I -

advanced.. |
DK | Cancel |
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Configuring PC in Windows 98/Me
1.Go to Start / Settings / Control Panel.
In the Control Panel, double-click on
Network and choose the
Configuration tab.

2.Select TCP/IP ->NE2000 Compatible,
or the name of your Network Interface
Card (NIC) in your PC.

3.Select the Obtain an IP address
automatically radio button.

4.Then select the DNS Configuration
tab.

5.Select the Disable DNS radio button

and click OK to finish the configuration.

I B3

Hetwork

Configuration I Identification | Access Contral |

The following network. components are installed:

-

bdicrozoft Family Logorn

B ASUSTek /Broadcom 440:= 10100 Integrated Controller
Dial-Up Adapter
T TCRPAP -» ASUSTek /Broadcorn 440x 10100 Integrated
=
»

& TCPAP -» Dial-Up Adapter
all| |

. | GlEmois | [ Fiopeiies.

Frirmnary Hetwork Logon:
IMiclosoft Family Logon - |

FEile and Print Sharing... I

D ezcription
TCF/IF iz the protocol you uze o connect to the Intermet and
wide-area nebworks.

Ok I Cancel I

TCP/IP Properties = E3

Bindingz | Advanced | MetBIOS 1
DMS Configuration I G ateway I WARS Configuration IP Address

An |P address can be automatically azsigned to this computer.
If wour network does not automatically aszign |IF addresses. azsk
vour network adrinistrator for an address. and then type it in
the zpace belows.

= Obtain an I[P address automaticaliy

" Specify an IP address:

1B Eddiess: | . - . |

Subnet kMask: | - - - |

TCP/IP Propeities ElE3

Bindings | Advanced | MetBI0S |
DMS Configuration I G ateway I WIAMS Configuration I IP Addrezs
e 3]

— " Enable DNS

Host: I et I

S Seren Seanchbrder
| . . . | |

[ Erat) Stz S e arehnder
| el

Ok I Cancel I
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Configuring PC in Windows NT4.0
1.Go to Start / Settings / Control Panel.
In the Control Panel, double-click on

Network

Iden!itic:a\ion] Services Frotocols ]Adaptersf Bindingsl
Metwork Protocols:
Network and choose the Protocols tab. ¥ NetBELI Protocol

F NwLink IP/SP= Compatible Transport
F NwLink NetBIOS

2.Select TCP/IP Protocol and click
Properties.

add. |

Bemove | CEmpe >
el

Transport Control Protocol/Internet Protocol. The default wide

area network protocol that provides communication across
diverse interconnected networks.

— Description:

C o1

Cancel ]

3.Select the Obtain an IP address from a presersr=oryrmo
DHCP server radio button and click OK.

IF &ddress | NS | WWINS Address | Routing |

An P address can be automatically assigned to this nebwaork card
by a DHCP server. If pour network does not have a DHCP server.
azk vour network. administrator for an address. and then tepe it in
the space below.

Obtain an IP address from a DHCP server

— £ Specify an |IP address
| ddress: I
Sbmet kM asks |

[ efaub = atem e l

Odvanced. .. I
oK | Cancel | Eesi |
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3.2 Factory Default Settings

Before configuring the BIPAC 7300GX router, you need to know the following default

settings.
@ Web Interface: (Username and Password)
# Username: admin
X Password: admin
The default username and password are “admin” and “admin” respectively.

the factory default settings.

Attention to be sure you power cycle the device again.

/ If you ever forget the username/password to login to the router, you
may press the RESET button up to 6 seconds then release it to restore

Caution: After pressing the RESET button for more than 6 seconds then release it,

J

@ LAN Device IP Settings:
X |P Address: 192.168.1.254
X Subnet Mask: 255.255.255.0
@ ISP setting in WAN site:
X PPPoE
@ DHCP Server:
X DHCP server is enabled.
X Start IP Address: 192.168.1.100
X IP pool counts: 100

20



3.3 LAN and WAN Port Addresses

The parameters of LAN and WAN ports are preset at the factory. The default values are
shown below.

IP address 192.168.1.254 The PPPoE function is
enabled to automatically get

Subnet Mask 255.255.255.0 _ _

the WAN port configuration
DHCP server function Enabled from the ISP, but you have to
IP addresses for 100 IP addresses continuing setthe use.rname and
distribution to PCs from 192.168.1.100 through password first

192.168.1.199
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3.4 Information from your ISP

Before configuring this device, you have to check with your ISP (Internet Service Provider)
what kind of services are provided, such as PPPoE, PPPoA, MPoA or Pure Bridge.

Gather the information as illustrated in the following table and keep it for reference.

PPPoE VPI/VCI, VC-based/LLC-based multiplexing, Username, Password,
Service Name, and Domain Name System (DNS) IP address (it can be
automatically assigned by your ISP when you connect or be set
manually).

PPPOA VPI/VCI, VC-based/LLC-based multiplexing, Username, Password, and

Domain Name System (DNS) IP address (it can be automatically
assigned by your ISP when you connect or be set manually).

RFC1483 Bridged

VPI/VCI, VC-based/LLC-based multiplexing to use Bridged Mode.

RFC1483 Routed

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).

IPOA

VPI/VCI, VC-based/LLC-based multiplexing, IP address, Subnet mask,
Gateway address, and Domain Name System (DNS) IP address (it is
fixed IP address).

22




3.5 Configuring with your BiPAC 7300GX

1. To configure this device, you must have IE 5.0 / Netscape 4.5

-
” 0’ E;' or above installed

2. You may configure the router for Internet access in two ways:

A) Easy Sign-On (EZSO B) Web Configuration
\_ (A) y Sig ( ) (B) a )

Easy Sign On:

After setting up the router with appropriate cables plugged, proceed to load the internet
browser to surf Internet, the EZSO WEB GUI will be popped up and request you to input
some basic information you get from ISP. After this, you can surf Internet right away.

Follow the Easy Sign-On configuration wizard and it will guide you to complete the basic

network configuration.

1. Select the connect mode which you wants to set up and than click continue. (There are
two mode that you may select, one is “ADSL” another is “3G")

ADSL Firewall Router Poweering conmnigion
w

IEasy Sign On l‘\é .
TWAN Port  (WAN = Wireless) )
Select WAN Port
Connect Mode [W
Protocol PPPOE (RFC2516, PPP over Ethernet)
VPIIVCI 8135

Username Username

IF Address 0.0.0.0

[ continue | [ Jumpto Wireless setting |

2. Choose “Auto” or “Manually” to scan ADSL information.

ADSL Firewall Router Powering commuriccsons
wih Security

A
IEasy Sign On ‘“_\-tﬁ_ !

TWAN Port (WAN = Wireless )
ADSL Line Is Ready.

Auto scan @ Auto & Manually
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ADSL Firewall Router Powering commricton
wih Security

I Easy Sign On

TWAN Port (WAN = Wireless )

Please wait while the ADSL is scanning.

[ Aportto manually setting |

3. Show Auto scan result - Protocol information.

w ADSL Firewall Router

IEasy sign on i‘-\é— .

TWAN Port  (WAN = Wireless )

Auto scan result
Protocal VPINGI 0/33 LLC PPPOE (RFC2518, PPF over Ethernet)

4. Please enter “Username” and “Password” as supplied by your ISP (Internet Service
Provider) and click continue.

ADSL Firewall Router Powering ccmmncoon
wih SECUFity

IEESY Sign On i‘%

~WAN Port (WAN = Wireless )
Select protocol

[T p———

wih SECUFity

Protocol | PPPOE (RFC2516, PPP over Ethernet) ~
VPI/VCI o iz

Usemame W—

Password T

Senvice Name l—

Encapsulation method C1vehux @ LLS

Authentication Pratocol

IP Address 0.0.0.0 ("0.0.0.0° means "Obtain an IP address automatically’y

5. Wait for the device to be configured.

ADSL Firewall Router Powering communcotons
w i e Sacurity

IEasy Sign On 1‘% .

~WAN Port (WAN = Wireless )

Please wait while the device is configured.
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6. You've have completed the WAN port setup and now click “next to wireless” to proceed

to the wireless configuration.

=y

IEﬁsy Sign On

VAN Port (WAN = Wireless )
Congratulations !

Your WAN port has been successfully configured

ADSL Firewall Router Powering commriczions

wih SeCurity
A0

7. Please configure the Wireless LAN setting and click Continue.

=

IEasy Sign On

vWireless (WAN > WLAN )
Set Wireless configuration.
WLAN Senice

ESSID

Channel ID

Security Mode

8. Save Configuration.

=

IEasy Sign On

~ Save confguration

/ Powering communicoions

ADSL Firewall Router ,
wih Security

A N

;Iéf‘inable () Disable

.|w|an-ap

Disable ~

Powering commnicotions

ADSL Firewall Router
wih SECUrity

e N

Save configuration to FLASH. Please wait for 10 seconds

9. Congratulations!! You've completed the setup procedure and you are now ready to surf

e
wih Security

e N

the Internet, enjoy.

==

IEasy Sign On

¥ Process finished

Success.

ADSL Firewall Router

The Easy-Sign-On process is finished. Your device has been successfully configured.
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Web Configuration:

Open your web browser, enter the IP address of your router, which by default is
192.168.1.254, and click “Go”, a user name and password window prompt appears. The
default username and password are “admin” and “admin”.

Connect to 192.168.1.254

Liser name: | €3 admin w |

Password: |-uu |

[ ]Remember my passwaord

[ ok H Cancel ]

Congratulations! You have successfully logged on to your BiPAC 7300GX ADSL2+ Router!
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Basic Configuration

Once you have logged on to your BiPAC 7300GX ADSL2+ Router via your web browser,
you can begin to set it up according to your requirements. On the configuration homepage,
the left navigation pane links you directly to the setup pages, which include:

@ Advance (Switch to Advance Configuration mode)
@ Status

@ Quick Start

@ WAN

@ WLAN

ADSL Firewall Router s Powering communicosion

wih Decurity

N N

~ Device Information ~*Port Status

Model Mame BiPAC 73005 Ethernet v
System Up-Time 15 Hour(s) 46 min{s) ADSL w 0i0kbps
Hardware Version 73000 3G b
Software Yersion 1.03A-RC2 Wiraless » !
TVWAN
Port»  Protocol WPINCI Operation Connection IP Address Hetmask Gateway Primary DHNS
ADSL  PFPPOE 8135 Link Down
[ save Config «* Restart 2] Logout

Copyright @ Billion Electric Co., Lid. Al rights resered.
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4.1 Status

I Status \ Q\{ .

* Device Information ~Port Status

Model Mame BIiPAC 73005 Ethernet o

System Lp-Time 1 Hour(s) 45 min{s) ADSL % 070 khps

Hardweare Wersion T300GK 3G b

Software Yersion 1.034-RC2 Wirglessr +

“WAN

Port ¥ Protocol VPIVCE Operation Connection IP Address Hetmask Gateway Primary DNS
ADEBL FFFQE 8r35 Link Down

Device Information

@ Model Name: Provide a name for the router for identification purposes.
@ System Up-Time: Records system up-time.

@ Hardware Version: Device version

@ Software Version: Firmware version

Port Status
@ Port Status : User can look up to see if they are connected to Ethernet, ADSL, 3G or
Wireless.

WAN
@ Port: Name of the WAN connection.
@ Protocol VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Operation: The current status in WAN interface.
@ Connection: The current connection status.
@ IP Address: WAN port IP address.
@ Net mask: WAN port IP subnet mask.
@ Gateway: The IP address of the default gateway.
@ Primary DNS: The IP address of the primary DNS server.
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4.2 Quick Start

ADSL Firewall Router Pdwuﬂng cemmunicasons
Security
BaSIC 1 Oluck Start
TWANPort {WAN = Wireless )
m Select WAN Port
% Connect Mode |ADSL (Recommended) V|
_ Protocol PPPoE {(RFC2516, PPF over Ethernef)
WRIIYC 8/35
Username Usermame
IP Address 0.0.0.0

Continue ] [ Jump to Wireless setting ]

[ Save Config 4" Restart s ] Logout

Copyright @ Billion Electric Co., Ltd. Al rights reserved.

B Select WAN Port

I Quick Start l ‘_‘é_ -

TWANPort (WAN = Wireless)

Select WAN Port

Connect Mode kle] v
TEL Mo. Qg

Usernarne

APM internet

[ Caontinue ] [ Jump to Wireless setting ]

@ Connect Mode: User can choose either “ADSL” or “3G” mode.

@ TEL No.: The dial string to make a GPRS / 3G user internetworking call.
@ Username: The username provided by your service provider.

@ APN: An APN is similar to a URL on the WWW, it is what the unit makes a
GPRS / UMTS call.
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Ilelich Start Q“? .
A =

TWAN Port  (WAN = Wireless)

Select WAN Port

Cannect Mode |ADEL (Recommended) v

Frotocol FPPFOE (RFC2516, PPP over Ethernet)
VPRI G ar3s

Lisername Lsername

IP Address 0.0.0.0

[ Continue ] [ Jump to Wireless setting ]

@ Protocol: The current ATM protocol in the device.

@ VPI/VCI: The current value of VPI/VCI in the device.

@ Username: To show current authentication username.

@ IP Address: To show current value of IP address in the device.

B Set Wireless configuration

IQuick Start \ “‘% .

“Wireless {YWaN = WLAM )

Set Wireless configuration.

WLAMN Service () Enable () Disable
ESSID wlar-ap

Channel ID C_h_a_nnel_1 (2412 GHZ)_ v:
Security Mode Disable w |
[ Contirue |

@ WLAN Service: Default setting is set to Enable. If you don’t want to use wireless, both
802.11g and 802.11b, device in your network, you can select Disable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the
device, in order to get connected to your network.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.
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4.3 WAN

ADSL Firewall Router

I Configuration

TWAN Port

WAN Connection

Main Port { Current Main Part : ADSL )

Parameters

Frotocal |F'F'F'0E (RFC2516, FPP over Ethernet) ~
YPIEYC] e s

Usemame W

Passward W

Serice Mame ]—

Encap. method Oyvehux @) LLC

Auth. Protocol

IP Address W‘ {'0.0.0.0"means 'Ohtain an IP address automatically)

[ Save Config <" Restart S Logout

Copyright @ Billion Electric Cao., Ltd. All rights reserved.

B 3G Mode ( Main Port : 3G)

I Quick Start L‘_\é_ .

*WAN Port

WAN Connection

Main Part [36° ~| (CurrentMain Port: ADSL)
Parameters

APN [ntemet

Username ].—.

Password ]—,

FIN —

*Warning. Entering the wrang PIN code three fimes will lock the Si.

@ APN: An APN is similar to a URL on the WWW, it is what the unit makes a
GPRS / UMTS call. The service provider is able to attach anything to an APN to create a
data connection, requirements for APNs varies between different service providers. Most
service providers have an internet portal which they use to connect to a DHCP

Server, thus giving you access to the internet i.e. Some 3G operators use the APN ‘internet’
for their portal. The default value is “internet”.
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@ Username: Enter the username provided by your service provider.

@ Password: Enter the password provided by your service provider.

@ PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used
in certain systems as a password to gain access, and authenticate. In mobile phones a PIN
code locks the SIM card until you enter the correct code. If you enter the PIN code
incorrectly into the phone 3 times in a row, then the SIM card will be blocked and you will
require a PUK code from your network/service provider.

E ADSL Mode ( Main Port : ADSL)
&@ PPPoOE Connection

PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.

Ir.nmiunn ation Q\T‘ .
' £ —

*WAN Port

WAN Connection

Main Port _ADSL v | { Current Main Part: ADSL)

Parameters

Protocal <[ PPPOE (RFC25616, PPP aver Ethemet) R =
YR |3 e

Username |Username

Password [sesansus

Service Mame |

Encap. method o Wehux &) LLC

Auth. Protocol Auto

IF Address |EI.EI.EI.D (0.0.0.0° means 'Okbtain an IF address automatically

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive)

@ Service Name: This item is for identification purposes. If it is required, your ISP
provides you the information. Maximum input is 15 alphanumeric characters.

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
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provided by your ISP

@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

& PPPoA Connection

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides
access control and billing functionality in a manner similar to dial-up services using PPP.

I Configuration “EE .
4 -

*WAN Port

WAN Connection

Main Port ADSL » | { Current Main Port: ADSL )

Parameters

Pratocol @864, PPF over ASLS) >
WPV |3 1|25

Username |Username

Passward [eesosene

Encap. method Civehux 3 LLG

Auth. Protocol Auto w

IP Address |IZI.IZI.III.D {'0.0.0.0"' means 'Ohtain an IP address automatically’

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP

@ Auth. Protocol: Default is Auto. Your ISP should advises you on whether to use Chap
or Pap.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

& MPoA Connection
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Ii:nnfi_um ation 1“‘}; .

*WAN Port
WAN Connection

Main Port QAD.SL | [ Current Main Part: ADSL Y
Parameters

Protacol .MPDPx (RFC1483/RFC2684, Multiprotocol Encapsulation over AALS) »

WPV |3 1|25

Encap. method Cvehux &) LLC

Encap. mode (=) Bridged () Routed

IP Address |D.D.D.D {'0.0.0.0' means 'Obtain an IP address automatically?)
MNetmask |

Gateway |

@ VPI and VCI: Enter the VPI and VCI information provided by your ISP,

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP.

@ Encap. mode: Choose whether you want the packets in WAN interface as bridged
packet or routed packet.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Netmask: The default is 255.255.255.0. User can change it to other such as
255.255.255.128. Type the subnet mask assigned to you by your ISP (if given).

@ Gateway: Enter the IP address of the default gateway (if given).

&@ Pure Bridge Connections

Ii:nmiulu ation A “i\c‘ .

*WAN Port
WAN Connection

Main Port ADS.L | [ Current Main Port: ADSL )

Parameters

Fratacal @ge >

WPV |3 ES
Encap. method Oy Wehduy (3 LLG
Apply

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.
@ Encap. method: Select the encapsulation format, this is provided by your ISP.
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4.4 WLAN

:

ADSL Firewall Router Powering communonons

IBasic "fﬁ - ICunﬁguraiiun l“‘\E‘L .
¥ 3
v
Wireless Parameters
WLAN Service @ Enable O Disable
wan SR L e
wian
Hide ESSID (D Enable (& Disable
Regulation Domain ‘__E{ﬂmﬂi_cg__ii
Channel ID Channel 1 (2412 GH %]
Security Parameters
Security Mode iﬁsgﬁle 7?.']

[ Save Config " Restart %] Logout

Copyright @ Billion Electric Co., Lid. Al rights reserved

Wireless Parameters

@ WLAN Service: Default setting is set to Enable. If you don’t want to use wireless, both
802.11g and 802.11b, device in your network, you can select Disable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the
device, in order to get connected to your network.

Note: ESSID is case sensitive and must not excess 32 characters.

@ Hide ESSID: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default
setting is Disable.

© Enable: Select Enable if you do not want broadcast your ESSID. When select
Enable, no one will be able to locate the Access Point (AP) of your router.
© Disable: When Disable is selected, you can allow anybody with a wireless client to
be able to locate the Access Point (AP) of your router.

@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
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different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.

Security Parameters
& WPA Pre-Shared Key

Security Parameters
Security Mode WPAT Pre-Shared Key »

WiPA Shared Key |

Group kKey Renewsal |35EIEI seconds

@ WPA Shared Key: The key for network authentication. The input format is in character
style and the key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key between
wireless client and Access Point (AP). This process is done automatically.

& WPA Pre-Shared Key

Security Parameters
Security Mode WPAZ Pre-Shared Key w

WPA Shared Key |

Group Key Renewal |35IZIIZI seconds

@ WPA2 Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key between
wireless client and Access Point (AP). This process is done automatically.

@ WEP
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TWireless Security

Parameters

Security Made v

YWEF Authentication

Default Used WEF Key Shared Ke

Fassphrase (Generate Key) Bioth WEPE4 || WEP128
ey 1 [Hex |

Key 2 Hex » |

ey 3 Hex v..|

Key 4 THex v

WEF B4 - Hex: 10 Hex codes, (1~8, a~f A~F). EX 11aa22cc33.

WER B4 - ASCIE 8 ASCI characters are required. Insert your YWEP key manually. ExX: 1a3eh.

YWWEPR 128 - Hex: 26 Hex caodes, (1~9, a~f, A~F). EX. 11832 2cc33ddd4eeqseffie 357

YWWER 128 - ASCIE 13 ASCH characters are reguired, Insert your WEPR key manually, EX Tade?dbd3arn.

@ WEP Authentication: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers secure data encryption, known as WEP. If
you require high security for transmissions, there are three options to select from: Open
System, Share key or Both.

@ Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.
@ Passphrase: This is used to generate WEP keys automatically based upon the input
string and a pre-defined algorithm in WEP64 or WEP128. You can input the same string in
both the AP and Client card settings to generate the same WEP keys. Please note that you
do not have to enter Key (1-4) as below when the Passphrase is enabled.

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format is in HEX or ASCII style, 5 and 13
ASCII codes are required for WEP64 and WEP128 respectively-no any separator is
included.
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Advance Configuration

Once you have logged on to your BIiPAC 7300GX ADSL2+ Router via your web browser,
you can begin to set it up according to your requirements. On the configuration homepage,
the left navigation pane links you directly to the setup pages, which include:

@ Basic (Switch to Basic Configuration Mode)
@ Status (ADSL Status, 3G Status, ARP Table, DHCP Table, System Log, Firewall Log)

@ Quick Start

@ Configuration (LAN, WAN, System, Firewall, QoS, Virtual Server, Time Schedule and
Advanced)

The following sections provide an overview of the settings available for configuring your
Billion router.
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5.1 Status

ALSL Status
' 36 Status
* ARP Table
* DHCP Tahle
* System Log
* Firewall Log
ek Start
» Configuration

Status

*Device Information
Model Marme

Host Mame ¥
System Up-Time
Current Tirme »
Hardware Version
Software Yersion

ADSL Firewall Router

BiPAC 73000GX

home. gateway

15 Hours) 51 min{s)
SatJan 1 15:51:25 2000
T300GK

1.03A-RC2

MAC Address 00:04:ed:aachbice

TAWAN

Port » Protocol YPINCI Operation Connection
ADSL»  PPPoE 8/35 Link Davwn

Billion El

*Port Status
Ethernet S
ADSLr b
Gk ®
ireless» v
IP Address Netmask
[ Save Config

Powering communia

wih Security

010 khps
Gateway  Primarny DNS
< Restart %] Logout

ISta‘lus

T Device Information

hodel Mame
Host Marne #
System Up-Time
Zurrent Tirme »
Hardweare Warsion
Software Yersion

BiPAC 7300Gx

horme. gateweay

1 Hour(s) 48 minis)
Satdan 1 01:48:08 2000
7300

1.03ARC2

MAC Address 00:04:ed:aa:bhice

TWAN

Port ¥ Protocol VPINGI Operation
ADSLE FFPFoE 8135

Device Information

@ Host Name: Provide a name for the router for identification purposes. Host Name lets
you change the router name.

~Port Status
Ethernet
ADSL»

AGe
Wirelegs »

Connection IP Address

Link Down

Netmask

N\

0i0kbps

Gateway

Primary DNS
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Ii.‘.nmii gur ation i “.‘\E .

*Device Management

Devi ame
nst Mame |hnme.gateway
Embedded Web-Sersas

HTTP Port a0 (The default HTTF port number is 80
Expire to auto-logout I?.D— mings)

Universal Plug and Play (UPnP)

LIFnP (&1 Enable () Disable

LPhP Port 2800

@ System Up-Time: Records system up-time.

@ Current time: Set the current time. See the Time Zone section for more information.
@ Hardware Version: Device version.

@ Software Version: Firmware version.

@ MAC Address: The LAN MAC address.

WAN
@ Port: Name of the WAN connection.
@ Protocol VPI/VCI: Virtual Path Identifier and Virtual Channel Identifier
@ Operation: The current status in WAN interface.
@ Connection: The current connection status.
@ IP Address: WAN port IP address.
@ Net mask: WAN port IP subnet mask.
@ Gateway: The IP address of the default gateway.
@ Primary DNS: The IP address of the primary DNS server.

Port Status

@ Port Status : User can look up to see if they are connected to Ethernet, ADSL, 3G or
Wireless.
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5.1.1 ADSL Status

ISmtlls Q’\t‘ .
i .

T ADSL Status
Parameters
DSP Firmware Yersion DMT Fwifer 352604 TC, HewVer T14F7_3.0

DT Status ADSL Dowen

Operational Mode »

Lpstream 0 khps
Downstream 0 khps
Moise Margin (Upstrearn) A (ADSL s not LIPY
Maise Margin (Downstrearn) IA (ADSL is not LIP)
Attenuation (LUpstrearm) MBS ADSL is not LIPY
Attenuation (Downstream) FA ADSL is not LIP)

@ DSP Firmware Version: DSP code version

@ DMT Status: Current DMT Status

@ Operational Mode: To show the state when user select “AUTO” on connect mode.
@ Upstream: Upstream rate.

@ Downstream: Downstream rate.

@ Noise Margin (Upstream): This is noise margin in upstream.

@ Noise Margin (Downstream): This is noise margin in downstream.

@ Attenuation (Upstream): This is attenuation of signal in upstream.

@ Attenuation (Downstream): This is attenuation of signal in downstream.

Ii.‘.nnfh (ur ation A Q\; .

TADSL Mode
WAN Connection

ADSL Mode Open Annex Type and !;'nllnw I.ZJS.LAM'S Setting «
Modulatar Auto “

@ ADSL Mode: There are four modes “Open Annex Type and Follow DSLAM’s
Setting”, "Annex A", "Annex L”, "Annex M” and “Annex J” that user can select for this
connection.

@ Modulator: There are seven modes “AUTO”,”ADSL

multimode”,”ADSL2", "ADSL2+","G.Lite”", “T1.413” and “G.DMT” that user can select for
this connection.
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5.1.2 3G Status

This section displays the 3G Card’s overall status, which shows you a number of helpful
information such as the current signal strength and statistics on current and total bytes
transferred and received.

A = .

¥ 3G Status

Parameters

Status » 3G Card not found
Signal Strength

Metwork Mame T,
Metwark Made A
Card Mame Fd1A,
Card Firmware A
Current Tx Bytes f Packets nso
Current Ry Bytes f Packets nro
Total T Bytes ! Packets nsa
Total B Bytes f Packets aso

@ Status: The current status of the 3G card.
@ Signal Strength: The signal strength bar indicates current 3G signal strength.
@ Network Name: The network name that the device is connected to.
@ Network Mode: The current operation mode in 3G card, it depends on service provider
and card’s limitation. It may be UMTS (3G),GPRS, EDGE, or GSM .
@ Card Name: The name of the 3G card.
@ Card Firmware: The current firmware for the 3G card.
@ Current TX Bytes / Packets: The statistics of transmission, count for this call.
@ Current RX Bytes / Packets: The statistics of receive, count for this call.
@ Total TX Bytes / Packets: The statistics of transmission, count from system ready
@ Total RX Bytes / Packets: The statistics of receive, count from system ready
@ Clear: Click Clear button to reset the statistics value of Total TX/RX.
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5.1.2 ARP Table

This section displays the router's ARP (Address Resolution Protocol) Table, which shows
the mapping of Internet (IP) addresses to Ethernet (MAC) addresses. This is useful as a
quick way of determining the MAC address of the network interface of your PCs to use with
the router’s Firewall — MAC Address Filter function. See the Firewall section of this
manual for more information on this feature.

ISmtus u.}g .
i .

*ARP Table

Wireless

IP Address MAC Address
Wired

IF Address MAC Address
182.168.1.100 00:00:8818.TDFY

@ IP Address: Itis IP Address of internal host that join this network.
@ MAC Address: The MAC address of internal host.
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5.1.3 DHCP Table

= n o
A _
*DHCP Tahle

Leased Table

|P Address » MAC Address Client Host Name
192.168.1.100 00:20:ed: 234734 hilliontest

Register Information
Remains 10:028:34

@ IP Address: The current corresponding DHCP-assigned dynamic IP address of the
device.

@ MAC Address: The MAC Address of internal dhcp client host.
@ Client Host Name: The Host Name of internal dhcp client.
@ Register Information: Register time information
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5.1.4 System Log

Display system logs accumulated up to the present time. You

information with this function.

ISmtus

¥ System Log

Current Time:

Sat Jan 1 00:22:38 2000

can ftrace

ne

historical

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

Ot P T B o P . O T e o

00:00:05 syslog:
00:00:05 syslog;
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog:
00:00:02 syslog:
00:00:03 syslog;
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog:
00:00:05 syslog;

Refresh ] [Clear]

Detected TC3162 (FRID: cd01)
Enable IMEM addr=1e4000
Enable DMEM addr=1e2000
CPL! revision is: 0000cdady

32 entry TLE.

Frimary instruction cache 8kb, linesize 16 bytes
Frimary data cache 4kb, linesize 16 bytes

05 (15:06:08, Aug 15 2007)

Determined physical RAM map:

mermory: 01000000 @ 00000000 (usahble)

On node O totalpages: 4098
rone(0): 40596 pages.
rone(1): 0 pages.

Zone(2) 0 pages.
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5.1.5 Firewall Log

Firewall Log display log information of any unexpected action with your firewall settings.
This page displays the router’s Firewall Log entries. The log shows log entries when you
have enabled Intrusion Detection or Block WAN PING in the Configuration — Firewall
section of the interface. Please see the Firewall section of this manual for more details on
how to enable Firewall logging.

i -

*Firewall Log

Current Time: Sat Jan 1 00:24:20 2000

Refresh ] [Clear]
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5.2 Quick Start

ADSL Firewall Router Powering commuricatons
wih Security

I.ﬂ.dvance y 1% - It)uick Start l‘_\%_ -

TWAN Port (WAN = YWireless )
EECTON | select WAN Port
QuickStart |

Connect Mode |ADSL (Recommended) v|
Frotocol PFPPoE (RFC2516, PPP over Ethernef)
WPV CI 8735
Username Userame
IP Address 0.0.0.0

continue | [ Jumptowireless setting |

[ Save Config 4" Restart B Logout

Copyright @ Billion Electric Co., Ltd. Al rights reserved.

For detailed instructions on configuring WAN settings, see the WAN section of this manual.

The information you need for the Quick Start wizard to get you online are your login (often in
the form of username@ispname), your password, and the encapsulation type.

Your ISP can supply all the details you need. Alternatively, if you have deleted the current
WAN Connection in the WAN — ISP section of the interface, you can use the router’'s PVC
Scan feature to determine the Encapsulation types offered by your ISP.
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B Select WAN Port
I{mick Start

*WAN Port  {WAN = YWireless)
Select WAN Port

Connect Mode
Frotocol

WP T
sername

IP Address

R

|ADSL (Recormended) v

FPFoE (RFZ2516, PPP over Ethernet)
aris

Username

0.0.0.0

[ Continue ] [ Jump towWireless setting ]

@ Connect Mode: User can choose either “ADSL” or “3G” mode.
@ Protocol: The current ATM protocol in the device.

@ VPI/VCI: The current value of VPI/VCI in the device.

@ Username: To show current authentication username.

@ IP Address: To show current value of IP address in the device.

I Quick Start

TWANPort (WAN = Wireless)

Select WAN Port

Connest Mode EC v
TEL Mo. Qg

Usernarne

APM internet

[ Caontinue ] [ Jump to Wireless setting ]

@ TEL No.: The dial string to make a GPRS / 3G user internetworking call.
@ Username: The username provided by your service provider.

@ APN: An APN is similar to a URL on the WWW, it is what the unit makes a
GPRS / UMTS call.

B Set Wireless configuration

48



IQuick Start \ “‘% .

“Wireless {YWaN = WLAM )

Set Wireless configuration.

WLAMN Service () Enable () Disable
ESSID wlar-ap

Channel ID C_h_a_nnel_1 (2412 GHZ)_ v:

Security Mode Disable w |

Continue

@ WLAN Service: Default setting is set to Enable. If you don’t want to use wireless, both
802.11g and 802.11b, device in your network, you can select Disable.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the
device, in order to get connected to your network.

@ Channel ID: Select the ID channel that you would like to use.

@ Security Mode: You can disable or enable with WPA or WEP for protecting wireless
network. The default mode of wireless security is Disable.
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5.3 Configuration

Click this item to access the following sub-items that configure the ADSL router: LAN, WAN,
System, Firewall, QoS, Virtual Server, Time Schedule and Advanced.
These functions are described in the following sections.

ADSL Firewall Router s Powering commuricosions
wih Security

- ' S
I Advance y :’ E I Configuration
T I

e
EEE raameters
* Quick St=r2 IP Address [raz 1661 254
> Cunfiguration
MNetmask [255 255 2550
»LAN
=
¥ Firewall
' QoS

F\irtual Server
* Time Schedule

[ save Config " Restart S Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.

50



5.3.1 LAN (Local Area Network)

A Local Area Network (LAN) is a shared communication system to which many computers

are attached and is limited to the immediate area, usually the same building or floor of a
building.

There are six items within the LAN section: Ethernet, IP Alias, Wireless, Wireless
Security, WPS and DHCP Server.

w ADSL Firewall Router

I Advarica g 1;; IConfiglll atien
" N
e
T Parameters
-QuickStart SRR [lozi6a1288
....... Metmask 265.255.255.0
* Ethernet RIF
* IP Alias apply
' Wireless
* Wireless Security
* WPS
' DHCP Server
b System
¥ Firewall
' Qos
Firtual Server
* Time Schedule
» Advanced
[ save Config P Restart B Logowut

Copyriaht @ Billion Electric Co., Ltd. All rights reserved.

B 5.3.1.1 Ethernet

IComigm ation l"\cl‘ .

* Ethernet

Parameters

IP Address [1az.188.1.254
Metmask |255.255.255.0
RIP | Disable v

51



The router supports more than one Ethernet IP addresses in the LAN, and with distinct LAN
subnets through which you can access the Internet at the same time. Users usually only
have one subnet in their LAN. The default IP address for the router is 192.168.1.254.

@ IP Address: The default IP on this router.
@ Netmask: The default subnet mask on this router.
@ RIP: RIP V1, RIP v2, RIP v1+v2 and RIP v2 Multicast.

B 53.1.2IPAlias

This function allows the creation of multiple virtual IP interfaces on this router. It helps to
connect two or more local networks to the ISP or remote node. In this case, an internal
router is not required.

I Configuration “.‘\E .
A -

*IP Alias

Parameters

IP Address Metmask

Edit/ Delete

Edit IP Address Metmask Delete
] 1892.168.1.55 2552552550 F
7 192.168.2.160 2552652550 ]

@ IP Address: Specify an IP address on this virtual interface.
@ Netmask: Specify a subnet mask on this virtual interface.
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B 5.3.1.3 Wireless

I Configuration

>Wireless
Parameters

WLAN Service

Maode

ESSID

Hide ESSID
Regulation Domain
Channel ID

T Powerlewvel

AP MAC Address

AP Firrmware Version
WS State
Wireless Distribution System (WDS)
WDE Service

e

(&) Enable () Disahle

80211h+g ¥

|w|an-ap

() Enable @) Disable
NAmerica v

Channel 1 {2.412 GHz)
oo (e84
00:19:0B:0D:CaAF
RT2561T1.1.0.0

) Configured (&) Unconfigured

() Enable (%) Disable
1. 2|

Peer'WDs MAC address

3. 4.

=IWDE depands on the settings of main security encrption type. =

Cancel

Parameters
@ WLAN Service: Default setting is set to Enable. If you don’t want to use wireless, both
802.11g and 802.11b, device in your network, you can select Disable.

@ Mode: The default setting is 802.11b+g (Mixed mode). If you do not know or have both
11g and 11b devices in your network, then keep the default in mixed mode. From the
drop-down manual, you can select 802.11g if you have only 11g card. If you have only 11b
card, then select 802.11b.

@ ESSID: The ESSID is the unique name of a wireless access point (AP) to be
distinguished from another. For security propose, change to a unique ID name to the AP
which is already built-in to the router’s wireless interface. It is case sensitive and must not
excess 32 characters. Make sure your wireless clients have exactly the ESSID as the
device, in order to get connected to your network.

Note: ESSID is case sensitive and must not excess 32 characters.

@ Hide ESSID: It is function in which transmits its ESSID to the air so that when wireless
client searches for a network, router can then be discovered and recognized. Default
setting is Disable.

© Enable: Select Enable if you do not want broadcast your ESSID. When select
Enable, no one will be able to locate the Access Point (AP) of your router.

© Disable: When Disable is selected, you can allow anybody with a wireless client to
be able to locate the Access Point (AP) of your router.
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@ Regulation Domain: There are seven Regulation Domains for you to choose from,
including North America (N.America), Europe, France, etc. The Channel ID will be
different based on this setting.

@ Channel ID: Select the ID channel that you would like to use.

@ Tx Power Level: It is function that enhances the wireless transmitting signal strength.
User may adjust this power level from minimum O up to maximum 255.

Note: The Power Level maybe different in each access network user premises
environment and choose the most suitable level for your network.

@ AP MAC Address: Itis a unique hardware address of the Access Point.

@ AP Firmware Version: The Access Point firmware version.

@ WPS State: Current WPS state in AP. It is be used for WCN (Windows Connect Now).

® Configured: This AP is be configured via WPS. It is not allow to configure via WCN.
® Unconfigured: This AP is un-configured via WPS. It can be configure via WCN.

Wireless Distribution System (WDS)

It is a wireless access point mode that enables wireless link and communication with other
access point. It is easy to be installed, simply define the peer's MAC address of the
connected AP. WDS takes advantages of cost saving and flexibility which no extra wireless
client device is required to bridge between two access points and extending an existing
wired or wireless infrastructure network to create a larger network.

In addition, WDS enhances its link connection security in WEP mode, WEP key encryption
must be the same for both access points.

Note: WDS function will disappear automatically if wireless security is not in WEP
mode.

@ WDS Service: The default setting is Disable. Check Enable radio button to activate this
function.

@ 1. Peer WDS MAC Address: It is the associated AP’s MAC Address. It is important that
your peer’s AP must include your MAC address in order to acknowledge and
communicate with each other.

@ 2. Peer WDS MAC Address: It is the second associated AP’s MAC Address.
@ 3. Peer WDS MAC Address: It is the third associated AP’s MAC Address.

@ 4. Peer WDS MAC Address: It is the fourth associated AP’s MAC Address.
Note: For MAC Address, Semicolon (:) or Dash (-) must be included.
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E 5.3.1.4 Wireless Security
You can disable or enable with WPA or WEP for protecting wireless network. The default
mode of wireless security is Disable.

Iiimrria guration i “’\t‘ .

*Wireless Security
Parameters

Security Mode 'Disallj.le b

@ WPAL Pre-Shared Key

Iilmrrigul ation “\f .
A —

Wireless Security

Parameters
Security Mode [wPA1 Pre-Shared ey
WRA Algorithms | TKIF »

WPA Shared Key |

Group kKey Reneawal |EEDD seconds

@ WPA Algorithms: TKIP (Temporal Key Integrity Protocol) / AES(Advanced Encryption
Standard) utilizes a stronger encryption method and incorporates Message Integrity Code
(MIC) to provide protection against hackers.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).
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@ WPA2 Pre-Shared Key

I Configuration j “\;“ .
Y —

TWireless Security

Parameters

Security Mode WPAE F're.-S.harec.i Keyrl |
WWPA Algorithms TKIP (8]

WP Shared Key |

Group kKey Renegwal |SBDD seconds

@ WPA Algorithms: TKIP (Temporal Key Integrity Protocol) / AES(Advanced Encryption
Standard) utilizes a stronger encryption method and incorporates Message Integrity Code
(MIC) to provide protection against hackers.

@ WPA Shared Key: The key for network authentication. The input format is in character
style and key size should be in the range between 8 and 63 characters.

@ Group Key Renewal: The period of renewal time for changing the security key
automatically between wireless client and Access Point (AP).

@ WEP
TWireless Security
Parameters
Security Mode WEP v

WEFR Authentication | Qpen System w |
Default Used WEP Key E

Fassphrase (Generate Key) WEPE4 || WEP128

Key 1 | Hex v|
Key 2 Hex » |
ey 3 Hex v..|
Key 4 THex v

WEF B4 - Hex: 10 Hex codes, (1~8, a~f A~F). EX 11aa22cc33.

WER B4 - ASCIE 8 ASCI characters are required. Insert your YWEP key manually. ExX: 1a3eh.

YWWEPR 128 - Hex: 26 Hex caodes, (1~9, a~f, A~F). EX. 11832 2cc33ddd4eeqseffie 357

YWWER 128 - ASCIE 13 ASCH characters are reguired, Insert your WEPR key manually, EX Tade?dbd3arn.

@ WEP Authentication: To prevent unauthorized wireless stations from accessing data
transmitted over the network, the router offers secure data encryption, known as WEP. If
you require high security for transmissions, there are three options to select from: Open
System, Share key or Both.

@ Default Used WEP Key: Select the encryption key ID; please refer to Key (1~4) below.
@ Passphrase: This is used to generate WEP keys automatically based upon the input
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string and a pre-defined algorithm in WEP64 or WEP128. You can input the same string in
both the AP and Client card settings to generate the same WEP keys. Please note that you
do not have to enter Key (1-4) as below when the Passphrase is enabled.

@ Key (1-4): Enter the key to encrypt wireless data. To allow encrypted data transmission,
the WEP Encryption Key values on all wireless stations must be the same as the router.
There are four keys for your selection. The input format is in HEX or ASCII style, 5 and 13
ASCII codes are required for WEP64 and WEP128 respectively-no any separator is
included.

FE 5315WPS

Billion WPS feature is follow Wi-Fi Alliance WPS standard and it ease set up of
security-enabled Wi-Fi networks in the home and small office environment. Reduces by half
the user steps to configure a network and supports two methods that are familiar to most
consumers to configure a network and enable security.

ICunﬁguraﬁun \ s i‘“ .

TWPS

Parameters

Riole {#) Registrar () Enrollee
WPES PIM 78740887

Enrollee's PIN ’—

Set up of security-enabled Wi-Fi network

Step 1: Note down the AP’s PIN from Web (Ex: 78749887).

Step 2: Open wireless client's WPS utility (Ex: Atheros Jumpstart WPS utility), select
“Configure a wireless network” and apply “next” button.
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E Jnmpstart Wi-Fi Protected Seinp

Welcome to Jumpstart Wi-Fi Frotected Setup
Thiz application will guide won through the wireless network configuration process,

TWhat do won want to do?
‘ () Join a wireless network
() Configare a wireless network |
() Add another device to my wireless network

JUMPSTART
| FOR WIRELESS ]

Step 3: Enter AP’s PIN into the utility and click on the “next” button.

E Jumpstart Wi-Fi Protected Setnp

Configure a Wireless Network
Tumpstart i= preparing to configure wour wireless network.

WWhat iz the PIN value for sour access point?
‘ Access Point PIN: i?E?#QEE—?

JUMPSTART
GIXTTEED

dhutormatically select the networz[+]

Step 4: These are two ways to trigger AP as Enrolee role, you can choose one to do it.
® Push AP’s WPS button 1 second and release it. Or
® Inthe AP’s WPS configuration page, change Role to “Enrollee” and apply
“Start” button.



I Configuration l‘\é

“WPS

Parameters

Raole (1 Registrar & Enrollee
WEE PIM 78740887

Mode PIM

[Start] [ Cancel ]

Step 5: Jumpstart WPS utility search WPS AP.

E Jumpstart Wi-Fi Protected Setnp

Detecting network device...

Searching for a network

Cureent PIN: 78749387

Step 6: SSID and security will be generated automatically (You can change it) and apply

“next” button.
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E Jompstart Wi-Fi Protected Setup

MNetwork Settings
Enter the network settings which wour network will be configared fo.

That will the wirelezs network name 33100 he?
| irelesshletwork] 800 |

Which security type do wow want to vse’?
() None
(%) Secure

Enter a WEA/MEAZ pazsphraze (8 to 63 ASCI] or 64 hex characters)
i A AR A AR A

Step 7: WPS set up complete. And you have set up security-enabled Wi-Fi networks.

E Jumpsztart Wi-Fi Frotected Setup

Jumpstart for Wireless Configuration Successfully Done

Configuration Information :
FSID o+ Wirelessletwork 1580
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Set up of security-enabled Wi-Fi network using WCN in Vista
Step 1: Note down the AP’s PIN from Web (Ex: 78749887).
Step 2: Set WPS State to “Unconfigured” at Wireless page and click “Apply”.

ICurrﬁguratiun

Wireless
Parameters

WILAMN Service
Maode

ESSID

Hide ESSID
Regulation Domain
Channel |0

T PowerlLevel

AP MAC Address
AP Firmware Yersion

WS State
Wireless Distribution System (WDS)
WDS Service

PeerWDS MAC address

e

{#1Enable () Disable

80211h+g v

|w|an-ap
(1 Enahle (&) Disahle
M.AMerica

Channel 1 (2412 GHz) v

100 {0 ~ 255)
00:19:0B:00:CaAF
RT2561T1.1.0.0

(1 Configured /7@ Unconfigured

{3 Enable (&) Disable
1. 2.
el 4|

=WWOE depends on the seftings of main security encrption fype, =

Step 3: In Vista's Control Panel, select Network and Internet and choose View network
computers and devices. Double click the “ADSL Firewall Router” icon and enter the AP's

PIN code then click “Next”.
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==
OQ [+ Network » ~ [ 42| searcn 2|

~ &5 Network and Sharing Center Addaprinter W Adda wirel

Organize > =

Favorite Links MName Category Workg;uup Metwork location
> - — =
[ Documents ADSL Firewsll Router .h' FAE-PC Il st Firewall fouter
Ef Bizeaia = = == e s mﬁ‘
ﬂ Music
Configure 3 WCH device
More »
foscee Type the PIN for the selected devi
e the | for the selecte evice
B Desktop yPel
E FAE 4 To configure this device for use on your network, type the PIN, You can find the PIN in the
1 Public information that came with the device or on a sticker on the device.
18 Computer
¥ Network
M FAE-PC PIN:
¥ MERLTN 78740887
E Control Panel
& RecycleBin Display characters

ADSL Firewall Router

Categories: Network Infrastructure

Step 4: Enter the AP SSID and apply “Next” button.
@ Configure a WCN device

Give your network a name

Choose a name that pecple who connect to your network will recognize

Metwork name (551070

wips_test

You can type up to 32 letters or numbers,

et I[ Cancel




Step 5: Enter the Passphrase and apply “Next” button.

@ Configure a WCH device

Help make your network more secure with a passphrase
Windows will use the passphrase provided below to generate 2 WPA security key for you. The first

time that people connect to this network, they will need the passphrase.

Passphrase:

ndhWkrIFuP30FcEzvry55

The passphrase must be at least & characters and cannct begin or end with a space.

[¥#] Display characters

Create a different passphraze for me

Show advanced network securiby options

[_ Iext }I Cancel I

Step 6: WCN set up complete. And you have set up security-enabled Wi-Fi networks.

l'\..:)l Configure a8 WCM device

Configured the selected device for wps_test
If thiz can be used wirelessly, you can disconnect the cable,

To use this with other network computers, you might need to install the appropriate drivers first.,

Close
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Adding a new WPS device (wireless client) to a network - Use PBC
Method

Step 1: Push AP’s WPS button more than one second and you will see AP’s WLAN led will
flashing per second.

Step 2: Open wireless client's WPS utility, select “Join a wireless network” and apply “next”
button.

Note: After you push AP’s WPS button, below steps should be completed between 2
minutes.

E Jumpsztart Wi-Fi Protected Setnp

Welcome to Jumpstart Wi-Fi Frotected Setup
Thiz application will guide o throngh the wireless network configuration process.

What do »ow want to do®?
‘ {*)Join a wireless network
(") Configure a wireless network
{7 Add another device to my wireless network

JUMPSTART
L FOR WIRELESS J

Step 3: Select “Push the button on my access point” and apply “next” button.

E Jumpstart Wi-Fi Protected Setnp

Join a Wireless Network
Tampstart iz preparing to jodn wour computer to a wireless network.

Which setup method do o want to vse?

(*)Fuch the bution on my access point

 Enter a PIN into my access point or a registrar
) Enter the PIN from my access point

Puzh the button on your access point and click Next to continue.

A utomatically select the network
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Step 4: New WPS device have join into the wireless network.

E Jnmpstart Wi-Fi Protected Setup

Jumpstart for Wireless Configuration Successfully Done

Configunration Information :
SRID : : WirelessMetwork1 880

Adding a new WPS device (wireless client) to a network - Use PIN
Method

Step 1: Open wireless client's WPS utility, select “Join a wireless network” and apply “next”
button.

E Jumpstart Wi-Fi Protected Setnp

Welcome to Jumpstart Wi-Fi Protected Setup
Thiz application will guide wyou thoough the wireles: network configuration process.

What do o want to do?
‘ {*)Join a wireles: network:
) Configure a wireless network
() Add another device to my wirelezs network

JUMPSTART
LFOR WIRELESS
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Step 2: Note down the wireless client’'s PIN (Ex: 41538142) and apply “Start” button for
active wireless client WPS PIN method.

E Jnmpztart Wi-Fi Protected Seinp

Join a Wireless Network
Jumpstart 1z prepanng to join your compuater to a wireless network.

Which setup method do won want to wze?
{ ) Pugh the bution on my access point

(#)Enter a PFIN into my access point or a regisirar

() Enter the PIN from my access point

Enter the PIN 41538142 into »our access point or external registrar and click Next to
contine.

Automatically select the network

Step 3: Enter wireless client’s PIN into “Enrollee’s PIN” of Web and apply “Start” button.

ICunﬁguratiun \ “_‘\ér_ .

TIPS

Parameters

Role {51 Reqistrar (3 Enrollee
WPS PIN TE740887

Entollee's PIM W

Step 4: New WPS device have join into the wireless network.
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E Jumpstart Wi-Fi Protected Setnp

Jumpstart for Wireless Configuranon Successfully Done

Configuration Information :
SelD : : WirelessNetwork1 230

Adding a new WPS device (wireless client) to a network - Use PIN
Method

Step 1: Open wireless client's WPS utility, select “Join a wireless network” and apply “next”
button.

B 5.3.1.6 DHCP Server

You can disable or enable the DHCP (Dynamic Host Configuration Protocol) server or
enable the router's DHCP relay functions. The DHCP protocol allows your router to
dynamically assign IP addresses to PCs on your network if they are configured to obtain IP
addresses automatically.

@DHCP Server Mode: Disable

To disable the router’'s DHCP Server, check Disabled and then click Apply. When the
DHCP Server is disabled, you will need to manually assign a fixed IP address to each PC
on your network, and set the default gateway for each PC to the IP address of the router
(the default is 192.168.1.254).
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Il.‘.nlifiulll ation u\;‘ .
& —

TDHCP Server
Parameters
DHCF Sener Mode I.I)i.sahl.e W

Current Mode:DHCF Server

@ DHCP Server Mode: DHCP Server

To configure the router’'s DHCP Server, check DHCP Server. You can then configure
parameters of the DHCP Server including the IP pool (starting IP address and ending IP
address to be allocated to PCs on your network), lease time for each assigned IP address
(the period of time the IP address assigned will be valid), DNS IP address and the gateway
IP address. These details are sent to the DHCP client (i.e. your PC) when it requests an IP
address from the DHCP server. Click Apply to enable this function. If you check “Use
Router as a DNS Server”, the ADSL Router performs the domain name lookup, finds the
IP address from the outside network automatically and forwards it back to the requesting
PC in the LAN (your Local Area Network).

I Configuration w:-‘ .
& L =

TDHCP Server

Parameters

DHCF Server Mode DHCF Server »

Damain Mame |h0me.gateway

Fange Start |192.1EB.1.1DD

Range End |192.1EB.1.199

Default Lease Time |432EIEI seconds
Maxirnurm Lease Tirme |854DD seconds
Use Router as DNS Server

Prirnary DNE Server Address |

Secondary DMS Server Address |
Apply | Fixed Host ¥

Zurrent Mode: DHCP Servar

@ DHCP Server Mode: DHCP Relay
If you check DHCP Relay and then you must enter the IP address of the DHCP server
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which assigns an IP address back to the DHCP client in the LAN. Use this function only if
advised to do so by your network administrator or ISP. Click Apply to enable this function.

Ii:ﬂllfi,tjlll ation A “.‘kce .

TDHCP Server
Parameters
DHCP Server Mode |DHCP Relay v |

DHCP Relay Sener
Apply

Current Mode:DHCP Server
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5.3.2 WAN (Wide Area Network)
A WAN (Wide Area Network) is an outside connection to another network or the Internet.

There are three items within the WAN section: WAN Interface, WAN Profile and ADSL
Mode.

w ADSL Firewall Router Pomng commumicoton
curlfy

M\rance I Status l‘_\%_

~ Device Information ~ Port Status
Model Name BIPAC T300GH Etharnet w.
Haost Mame » home.gateway ADSL» w010 kbps
Systerm Lp-Time 2 mings) G *
Current Tirme » SatJan 1 00:02:38 2000 ireless k o
Hardware Version  7300GK
* WAN Interface Software Version 1.04A.dj1
* WAN Profile MAZ Address 00:04:ed:aabhice
* ADSL Mode
System ~WAN
hEmaiall Port»  Protocol VPINCI Operation  Connection  IP Address  Metmask  Gateway  PrimaryDNS
S 403 ADSLr  PPFOE 8/35 Link Dawn
F Virtual Server
* Time Schedule
+ Advanced
[ Save Config «* Restart 2 Logout

Copyright @ Billion Electric Co,, Ltd. All rights reserved.

FE 5.3.2.1 WAN Interface
The factory default has the Connection Mode as ADSL and the Protocol as PPPoE.
WAN Connection-ADSL Mode
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*WAN Interface

WAN Connection
Main Fort ADSL » | { Current Main Port: ADSL)
Failover Parameters . ”
Failover ! Failback []Enahble
Backup Fart G
Cannectivity Decision Mot in service when prohing failed after li consecutive times.
Failover Prabe Cycle Every [0 seconds.
Failback Prohe Cycle Every ’7 seconds.
1. ADSL Doven
2. Ping Fail
Detect Rule (either onel Mo Ping
Fing Gatewary
Fing Host
Motification Enahle

Recipient's E-mail |

SMTF Server |

@ Main Port: User can select either “ADSL” or “3G” mode.
@ Failover / Failback: Set Enable to trigger ADSL / 3G failover / failback function ready.

Note: If 3G is set for main port, then there can be no option for failover/failback.

@ Backup Port: It links to backup port configuration page. It is necessary to configure it
when Failover/Failback be set.

@ Connectivity Decision: Set how many times of probing failed to switch backup port.

@ Failover Probe Cycle: Set the time duration for the Failover Probe Cycle to determine
when the router will switch to the backup connection (backup port) once the main
connection (main port) fails.

Note: The time set is for each probe cycle, but the decision to change to the backup
port is determined by Probe Cycle duration multiplied by connection Decision amount
(e.g. From the image above it will be 60 seconds multiplied by 5 consecutive fails).

@ Failback Probe Cycle: Set the time duration for the Failback Probe Cycle to
determine when the router will switch back to the main connection (main port) from the
backup connection (backup port) once the main connection is communicating again.

Note: The time set is for each probe cycle, but the decision to change to the backup
port is determined by Probe Cycle duration multiplied by Connection Decision amount
(e.g. From the image above it will be 60 seconds multiplied by 5 consecutive fails).

@ Detect Rule:
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Rule 1. ADSL Down
Rule 2. Ping Fail
® No Ping: It will not send any ping packet to determine the connection. It means to
disable the ping fail detection.
© Ping Gateway: It will send ping packet to gateway and wait response from gateway
in every “Probe Cycle”.
® Ping Host: It will send ping packet to specific host and wait response in every
“Probe Cycle”. The host must be an IP address.
@ Notification: Select Enable to send mail to notify the Failover/Failback occurred.
@ Recipient’s E-mail: Set the Recipient’s email address to which the email notification is
sent.
@ SMTP Server: Set the SMTP (mail) server address.
Failover / Failback
Failover/Failback function is a mechanism to cover internet service when it is down. In this
mode, 3G port is the only backup interface when ADSL service is not in service. It is
necessary to set up the 3G card ready in device before power up. The Failover/Failback
follows the rules base on “Failover Parameters” that user has defined.

An example for Failover / Failback

I Configuration u:\a .
) L= .

*WAHN Interface

WaAN Connection
Main Por ADESL » | Current Main Port: ADSL)
Failover Parameters -
Failover | Failback [¥] Enable
Backup Paort 3Gk
Connectivity Decision Mot in senice when probing failed after lﬁi cangecutive times.
Failover Probe Cycle Every |60  seconds.
Failback Prokbe Cycle Every iS— seconds.
1. ADSL Down
2. Ping Fail
Cetect Rule (either one) ) Mo Ping
(%) Ping Gateway
() Ping Host |
Motification Enable
Fecipient's E-mail |abc@m{.m.m
SMTF Server ety 22
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This is an example of Failover/Failback function. The device will determine ADSL status
and send ping packet to Gateway every 60 seconds. It will determine if the ADSL is Down
or not replying from Gateway. If this happens 5 times continuously, the device will switch to
3G mode and try to establish the internet connection. Device will send a mail to
abc@xxx.yyy.zzz via smtp server xxx.yyy.zzz to tell user(abc@xxx.yyy.zzz) this event had
occurred.

After switching to 3G mode, device will still check for the ADSL status and send ping packet
to Gateway every 3 seconds. The device will then go back to ADSL mode after it
determines that the ADSL is now UP. It only does this after it gets reply from Gateway 5
times consecutively. Just like the previous state of change, the device will send email to
notify the user of the event change.

WAN Connection-3G Mode

Ii.‘.nufiuul ation Q\; .
Y —

TWAN Interface
WAN Connection
Main Port G | Current Main Port  ADSL)

E 5.3.2.2 WAN Profile
Profile Port--ADSL

& PPPOE Connection

PPPoE (PPP over Ethernet) provides access control in a manner similar to dial-up services
using PPP.
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TWAN Profile

Parameters

Profile Port ADEL

Protocol @(RFCEE B, PPP over Ethernet) )

Description | WP YC] E EE Encap. method | LLC v
Username |Username Passwiord W Senice MName I—
MAT [Z]Enable IP (0000 A [0000  Auth Protocol | Auto v

Obtain ONS [¥] Automatic Primary ’— Secondary I—
Connection [w] Always Cn ldle Timeout ’7 mingsy MTL W

Protocol Interface Description YPI VI Encap. method MAT IP

PPFoE Wan_main B 35 LLC Enahle 0000

@ Description: A user-definable name for this connection.

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
provided by your ISP

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive)

@ Service Name: This item is for identification purposes. If it is required, your ISP
provides you the information. Maximum input is 15 alphanumeric characters.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single ISP account, sharing a single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.
@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.
@ Auth. Protocol: Default is Auto. Your ISP advises on using Chap or Pap.
@ Connection:
© Always on: If you want the router to establish a PPPOE session when starting up
and to automatically re-establish the PPPoE session when disconnected by the ISP.
© Connect to Demand (un-select Always On): If you want to establish a PPPoE
session only when there is a packet requesting access to the Internet (i.e. when a
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program on your computer attempts to access the Internet). In this mode, you must
set Idle Timeout value at same time.
@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity
on the line for a predetermined period of time. The minimum value is 10 minutes.
@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) an IP attempts to send through the interface.
@ Obtain DNS Automatically: Select this check box to use DNS.
@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the subnet mask.

& PPPoA Connection

PPPoA stands for Point to Point Protocol over ATM Adaptation Layer 5 (AALS). It provides
access control and billing functionality in a manner similar to dial-up services using PPP.

ICunﬁguratiun u\},f .
i = —

AN Profile

Parameters

Profile Port ADSL _»

Protocal @2864, PPF ouver AALA) >

Description | WRITVC] IE] Il35 Encap. method LLC  |w
Uzaername lUSername FPassword W

AT [#]Enable IP{0000 Austs) (0000  Auth Protocol At W
Dbtain DME [w] Autarmatic Prirmary ’— Secandary l—
Connection [w] Ahways On ldle Timeout ’7 mingsy  RMTU W
Protocol Interface Description WPl W Encap. method RAT [P
PPFoE WAN_Main 2 34 LLC Enable nooo

@ Description: User-definable name for the connection.

@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.

@ Username: Enter the username provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive). This is in the format of “username@ispname”
instead of simply “username”.

@ Password: Enter the password provided by your ISP. You can input up to 128
alphanumeric characters (case sensitive).

@ Encapsulation method: Select the encapsulation format, the default is LLC. Select the
one provided by your ISP

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single IP account, sharing a single IP address. If users on your LAN
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have public IP addresses and can access the Internet directly, the NAT function can be
disabled.
@ |P Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.
@ Authentication Protocol Type: Default is Auto. Your ISP should advises you on
whether to use Chap or Pap.
@ Connection:
® Always on: The router will establish a PPPoA session when starting up and to
automatically re-establish the PPPoA session when disconnected by the ISP.
® Connect to Demand (un-select Always On): If you want to establish a PPPoA
session only when there is a packet requesting access to the Internet (i.e. when a
program on your computer attempts to access the Internet). In this mode, you must set
Idle Timeout value at same time.
@ Idle Timeout: Auto-disconnect the broadband firewall gateway when there is no activity
on the line for a predetermined period of time. The minimum value is 10 minutes.
@ MTU: Maximum Transmission Unit. The size of the largest datagram (excluding
media-specific headers) that the IP attempts to send through the interface.
@ Obtain DNS Automatically: Select this check box to use DNS.
@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the subnet mask.

& MPoA Connection

Ii.‘.nuﬂulll ation Q\vf .
1 - —

*WAN Profile

Parameters

Profile Port ADSL |

Protocal @RFCEBM, Multiprotocol Encapsulation nv@

Description | TPTTWCT 15 T Encap. method |LLC v

Encap. mode . Bridged » MNAT Enable

IF {0000 Aoy (0000 Metrnask [255 2552550  Gateway I
Obtain DMS [¥] Autarnatic Primary | Seconday I
Protocol Interface Description WP WG| Encap. method MAT IP

FPFPFoE WaN_main g 35 LLC Enahle Q.o.0o

@ Description: Your description of this connection.
@ VPI and VCI: Enter the VPI and VCI information provided by your ISP.
@ Encap. method: Select the encapsulation format, the default is LLC. Select the one
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provided by your ISP.

@ Encap. mode: Choose whether you want the device to function as bridge mode or
routing mode.

@ NAT: The NAT (Network Address Translation) feature allows multiple users to access
the Internet through a single IP account, sharing the single IP address. If users on your LAN
have public IP addresses and can access the Internet directly, the NAT function can be
disabled.

@ IP Address: Your WAN IP address. Leave this at 0.0.0.0 to automatically obtain an IP
address from your ISP.

@ Netmask: The default is 255.255.255.0. User can change it to other such as
255.255.255.128. Type the subnet mask assigned to you by your ISP (if given)

@ Gateway: Enter the IP address of the default gateway.

@ Obtain DNS Automatically: Select this check box to use DNS.

@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the subnet mask.

&@ Pure Bridge Connections

Ii.‘.nufiuul ation Q\; .
& E —.

*WAHN Profile
Parameters
Frofile Port ADEL |»|

Protocal @dge v >

Description | YR1TWCI 8 i3a Encap. method | LLC
Protacal Interface Description WP Wil Encap. method MAT iEl
FPFFoE WaN_main g 35 LLC Enahle Q.o.oo

@ Description: A user-definable name for this connection.
@ VPI/VCI: Enter the VPI and VCI information provided by your ISP.
@ Encap. method: Select the encapsulation format, this is provided by your ISP.

Profile Port--3G

77



I Configuration \ Q\\ - .
A L= -

~WAN Profile

Parameters

Profile Port EE

TEL Mo, g

APM linternet

Usernarme |

Fassword |

PIM |

Connection (3 Abways On (&) Connect on Demand
Idle Timeout |EDIZI seconds
Dhtain DME Autornatically [#] Enahle

Primary DNS J Secondary DNS | i

#arning: Entering the wrong PIM code three times will lock the Sim.

Cancel

@ TEL No.: The dial string to make a GPRS / 3G user internetworking call. It may provide
by your mobile service provider.

@ APN: An APN is similar to a URL on the WWW, it is what the unit makes a

GPRS / UMTS call. The service provider is able to attach anything to an APN to create a
data connection, requirements for APN’s to be assigned varies between different service
providers. Most service providers have an internet portal which they connect a DHCP
Server to, giving you access to the internet i.e. Some 3G operators use the APN ‘internet’
for their portal. The default value of APN is “internet”.

@ Username: Enter the username provided by your service provider.

@ Password: Enter the password provided by your service provider.

@ PIN: PIN stands for Personal Identification Number. A PIN code is a numeric value used
in certain systems as a password to gain access, and authenticate. In mobile phones a PIN
code locks the SIM card until you enter the correct code. If you enter the PIN code
incorrectly into the phone 3 times in a row, then the SIM card will be blocked and you will
require a PUK code from your network/service provider.

@ Connection:

PIN |

Connection (& Always On {7 Connect on Demand
Keep Alive []Enable

Obtain DM Automatically [«] Enable

© Always On: The router will make UMTS/GPRS call when starting up. Enabling
Always On, will give you an option of Keep Alive.
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© Keep Alive: Set Enable to allow the router automatically reconnects the connection
when ISP disconnects it.

PIN |

Caonnection () Always Or| (&) Connect on Demand
Idle Timeout |EDIZI seconds
Ohtain DMNS Autornatically [#] Enahle

© Connect to Demand: If you want to make UMTS/GPRS call only when there is a
packet requesting access to the Internet (i.e. when a program on your computer
attempts to access the Internet). In this mode, you must set Idle Timeout value at same
time. Enabling Connect on Demand will give you an option of Idle Timeout.
© Idle Timeout: Auto-disconnect the connection when there is no activity on this call
for a predetermined period of time. The default value is 600 seconds, and Idle Timeout
not allow be set under 10 seconds.
@ Obtain DNS Automatically: Select this check box to use DNS.
@ Primary DNS/ Secondary DNS: Enter the IP addresses of the DNS servers. The DNS
servers are passed to the DHCP clients along with the IP address and the subnet mask.
Note: If you don’t know how to set these values and please keep them untouched.

F 5.3.2.3 ADSL Mode

ICnnfing ation 1“‘}6 .

> ADSL Mode
WAN Connection

ADSL Mode Cpen Annex Type and F.III||IZIW I:;SLA :

‘Open Annex Type and Follow DSLAM'S Setting

Modulator

@ ADSL Mode: There are four modes “Open Annex Type and Follow DSLAM’s
Setting”, "Annex A”, "Annex L”, "Annex M” and “Annex J” that user can select for this
connection.

@ Modulator: There are seven modes “AUTO”,”ADSL multimode”,”ADSL2","”ADSL2+",
“G.Lite:”, “T1.413” and “G.DMT” that user can select for this connection.
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ADSL Mode
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5.3.3 System

There are five items within the System section: Time Zone, Firmware Upgrade,
Backup/Restore, Restart and User Management.

ADSL Firewail Router
I Athanca _1';; IConﬁguratiun
\‘h -
T | oo
EETN Parameters
* Quicls Start Time Zone (@ Enable () Disable
>LA Local Tirne Zone (+-GMT Time) | (GMT) Greenwich Mean Time v |
192.43.244.18 128.138.140.44
AN SNTP Server [P Address J !
- 12961529 [131.107.110
Daylight Saving Automatic
' Firmware Upgiade
it Resync Period ]1440 minutes

i

* QoS
FVirtual Server

* Time Schedule
¥ Advanced

[ Save Config " Restart 2] Logout
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B 5.3.3.1Time Zone

*Time Zone
Parameters
Time Zone (®1Enable () Disable
Local Time Zone (+-GMT Time) {GMT) Greenﬁi"ch Mean T-i.me v
e 1182.43.244.18 1128.138.140.44
[128.6.15.29 1131.107.1.10
Dravlight Saving Automatic
Resync Period |144IZI minutes

The router does not have a real time clock on board; instead, it uses the Simple Network
Time Protocol (SNTP) to get the current time from an SNTP server outside your network.
Choose your local time zone, click Enable and click the Apply button. After a successful
connection to the Internet, the router retrieves the correct local time from the SNTP server
you have specified. If you prefer to specify an SNTP server other than those in the

drop-down list, simply enter its IP address as shown above. Your ISP may provide an SNTP
server for you to use.

Resync Period (in minutes) is the periodic interval the router waits before it resynchronizes
the router’s time with that of the specified SNTP server. To avoid unnecessarily increasing
the load on your specified SNTP server you should keep the poll interval as high as
possible — at the absolute minimum every few hours or even days.
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B 5.3.3.2 Firmware Upgrade

Your router’s “firmware” is the software that allows it to operate and provides all its
functionality. Think of your router as a dedicated computer, and the firmware as the
software it runs. Over time this software may be improved and modified. Your router allows
you to upgrade the software it runs to take advantage of these changes.

Clicking on Browse allows you to select the new firmware image file you have downloaded
to your PC. Once the correct file is selected, click Upgrade to update the firmware in your
router.

I Configuration “\ - .
i L= -

*Firmware Upgrade

You may upgrade the system software on your network device,
After upgrading,let your device restart with factory default settings or current settings.
(%) Factory Default Settings

Restart device with
() Current Seftings

Mew Firmware Image [ Erowse

| Upgrade ] | Cancel ]

@ Restart Router with: To choose “Factory Default Settings” or “Current Settings” which
uses your current setting on the new firmware (it is highly advised to use Factory Default
Settings over Current Settings for a clean firmware upgrade).

@ New Firmware Image: Type in the location of the file you wish to upload in this field or
click Browse... to locate it.

@ Browse...: Click Browse... to find the file with the .afw file extension that you wish to
upload. Remember that you must decompress compressed (.zip) files before you can
upgrade from the file.

@ Upgrade: Click upgrade to begin the upload process. This process may take up to
three minutes.

4 )

O DO NOT power down the router or interrupt the firmware upgrade while it
is still in process. Improper operation may damage the router. Please see
Warning section 2.4 for emergency recovery procedures.

- J
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B 5.3.3.3Backup / Restore

ICunﬁguratiun \ “1\: .

*Backup/Restore

Allows you to backup the configuration settings to your computer, or restore configuration from your comparter.
Backup Configuration

Backup configuration to your computer.

Restore Configuration
Configuration File 7 Bronase..

Restore will overwrite the current configuration and restan the device. Ifyou want to keep the current configuration, please use
"Backup" firstto save current configuration.

These functions allow you to save and backup your router’s current settings to a file on your
PC, or to restore a previously saved backup. This is useful if you wish to experiment with
different settings, knowing that you have a backup handy in the case of any mistakes. It is
advisable to backup your router’s settings before making any significant changes to your
router’s configuration.

Press Backup to select where on your local PC to save the settings file. You may also
change the name of the file when saving if you wish to keep multiple backups.

Press Browse... to select a file from your PC to restore. You should only restore settings
files that have been generated by the Backup function, and that were created when using
the current version of the router’s firmware. Settings files saved to your PC should not
be manually edited in any way.

Select the settings files you wish to use, and press Restore to load those settings into the
router.

B 5.3.3.4 Restart Router
Click Restart with option Current Settings to reboot your router and save the current
configuration to device.

Ii.‘.nnﬁum ation Wr‘ .
A —

*Restart

After restarting. Please wait for several seconds to let the system come up.

(3 Factory Default Settings
Restart device with

(=) Current Settings
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If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by holding the small Reset pinhole button
more than 6 seconds on the back of your router.
Caution: After pressing the RESET button for more than 6 seconds and release it, the
system will be restarted with the factory setting.

E 5.3.3.5User Management

I Configuration QBE .
4 =

T User Management

Parameters

Walid  User Password Camifitm

O | Y =
Edit Yalid User Delete

0 trug adirnin Administrator

In order to prevent unauthorized access to your router’s configuration interface, it requires
all users to login with a password. You can set up multiple user accounts, each with their
own password.

You are able to Edit existing users and Add new users who are able to access the device’s
configuration interface. Once you have clicked Edit on the account you want to edit, the
information of the account will be displayed above. Just go ahead and change the
password.

You can change the user’s password, whether their account is active and Valid. These
options are the same when creating a user account, with the exception that once created
you cannot change the username. You cannot delete the default admin account; however
you can delete any other created accounts by clicking ticking the box under Delete and
then press the Edit/Delete button.

You are strongly advised to change the password on the default “admin” account when you
receive your router, and any time you reset your configuration to Factory Defaults.
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5.3.4 Firewall

Firewall and Access Control
Your router includes a full SPI (Stateful Packet Inspection) firewall for controlling Internet

access from your LAN, as well as helping to prevent attacks from hackers. In addition to
this, when using NAT (Network Address Translation) the router acts as a “natural” Internet
firewall, since all PCs on your LAN use private IP addresses that cannot be directly
accessed from the Internet. See the WAN configuration section for more details on NAT.

bR —

s "

i — -

'_t‘! T Router
ACEESSUCDﬂtml

' _NAT

- Packetfilter _p, ket filter

- MAC filter
- URL filter

= Unauthorized users &
applications
- Malicious attacks

- Unauthorized users &
applications

- Unwanted website
ACLESS

- Intrusion Detection
- Blacklisting

Firewall & Filter

Firewall: Prevents access from outside your network.

NAT natural firewall: This masks LAN users’ IP addresses, which are invisible to outside
users on the Internet, making it much more difficult for a hacker to target a machine on your
network. This natural firewall is on when the NAT function is enabled.

4 )

”07'5' When using Virtual Servers (port mapping) your PCs are exposed to the
ports specified opened in your firewall packet filter settings.

- J

Firewall Security and Policy (General Settings): Inbound direction of Packet Filter rules
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prevent unauthorized computers or applications accessing your local network from the
Internet.

Intrusion Detection: Enable Intrusion Detection to detect, prevent, and log malicious
attacks.

MAC Filter rules: Prevents unauthorized computers accessing the Internet.

URL Filter: Blocks PCs on your local network from unwanted websites.

A detailed explanation of each of the following five items appears in the Firewall section
below: Packet Filter, MAC Address Filter, Intrusion detection, Block WAN PING and
URL Filter.

ADSL Firewall Router
In(h"ance ; 1',:-:, IConﬁgm ation
vy I
~Packe Fiter
EETN raameters
m Rule Mame | <<E--se|ect—- V|(type or selectfrom listhox)
J Internal IP Address | ~|
» LAN
» WAN External IP Address J ~|
Protacol | TCP v| Action |rforward v
~ Firewall Intarnal Por ~| Extarnal Port ~|
* Packet Filter | P ——r
Direction outgoing  » Time Schedule Alweays On - w | Lo
* MAC Filter Loutgoing ) [Atwas on ;i -
* Intrusion Detection
* Block WAN PING
* URL Filter
F Virtual Server
* Time Schedule
b Advanced
[ Save Config <" Restart S Logout

Copyright @ Billion Electric Ca., Ltd. All rights reserved.

E 5.3.4.1 Packet Filter

Packet filtering enables you to configure your router to block specified internal/external
users (IP address) from Internet access, or you can disable specific service requests (Port
number) to /from Internet. This configuration program allows you to set up to 6 different
filter rules for different users based on their IP addresses or their network Port number. The
relationship among all filters is “or” operation, which means that the router checks these
different filter rules one by one, starting from the first rule. As long as one of the rules is
satisfied, the specified action will be taken.
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¥ Packet Filter

Parameters

Rule Mame | 22| --gelect- w | {type or select from listhox)

Internal IP Address | ~|

External IP Address | ~|

Frotocal TGP W Action forward (s
Internal For | & External Fort &
Direction outgoing |« Time Schedule Alaays On Log ]

@ Rule Name: Users-define description to identify this entry. The maximum name length
is 32 characters, and then can choose application that they want from listbox.

@ Internal IP Address / External IP Address: This is the Address-Filter used to allow or
block traffic to/from particular IP address(es). Input the range you want to filter out. If you
leave empty or 0.0.0.0, it means any IP address.

@ Protocol: Specify the packet type (TCP, UDP, ICMP, etc.) that the rule applies to.
Select TCP if you wish to search for the connection-based application service on the
remote server using the port number. Or select UDP if you want to search for the
connectionless application service on the remote server using the port number.

@ Action: If a packet matches this filter rule, Forward (allows the packets to pass) or
Drop (disallow the packets to pass) this packet.

@ Internal Port: This Port or Port Range defines the ports allowed to be used by the
Remote/WAN to connect to the application. Default is set from range 0 ~ 65535. It is
recommended that this option be configured by an advanced user.

@ External Port: This is the Port or Port Range that defines the application.

@ Direction: Determine whether the rule is for outgoing packets or for incoming packets.
@ Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.

@ Log: Choose “log” if you wish to generate logs when the filer rule is applied to a packet.
@ Add: Click this button to add a new packet filter rule and the added rule will appear at
the bottom table.

@ Edit: Check the Rule No. you wish to edit, and then click “Edit”.

@ Delete: Check the Rule No. you wish to delete, and then click “Delete”.
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Internal IF Address Internal Port Time

Edit Rule Mame Protocol Direction  Action Delete
External IP Address External Port Schedule
£l ETE Ld ) TP gt outgoing  farward Always On "]
t 0.0.0.0~0.0.0.0 21~21
£yl IR o TCP e outgoing  farward Always On "
g 0.0.00~0.00.0 a0-~80

-

o

Attention

If the DHCP server option is enabled, you must be very careful m\
assigning IP addresses of a filtered private IP range to avoid conflicts
because you do not know which PC in the LAN is assigned which IP
address. The easiest and safest way is that the filtered IP address is
assigned to a specific PC that is not allowed to access an outside resource
such as the Internet. You configure the filtered IP address manually for this
PC, but it stays in the same subnet with the router.

/

5.3.4.2 MAC Filter

A MAC (Media Access Control) address is the unique network hardware identifier for each
PC on your network’s interface (i.e. its Network Interface Card or Ethernet card). Using your
router's MAC Address Filter function, you can configure to block specific machines from
accessing your LAN.

There are no pre-defined MAC address filter rules; you can add the filter rules to meet your
requirements.

I Configuration m .
A E

*MAC Filter

Parameters

MAC Address | == | -gelect- » | (tvpe or select from listhox
Time Schedule Always On  w

Edit/ Delete

Edit MAC Address Titme Schedule Delete

() DO04ED1:22:33 Always On [F]

(3 D004ED Z2:34:56 Always On [F]

@ MAC Address: Enter the MAC addresses you wish to manage.

@ Time Schedule: It is self-defined time period. You may specify a time schedule for your
prioritization policy. For setup and detail, refer to Time Schedule section.
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E 5.3.4.3Intrusion Detection
Check Enable if you wish to detect intruders accessing your computer without permission.
The router automatically detects and blocks a DoS (Denial of Service) attack if a user
enables this function. This kind of attack is not to access confidential data on the network;
instead, it aims to disrupt specific equipment or the entire network. If this happens, users
will have trouble accessing the network resources.

I Configuration m .
A -

T Intrusion Detection

Parameters

Intrusion Detection () Enable & Disahle
Alert Mail
Alert Mail Time minis)
Your E-mail (hust be ooy 22z)

Recipient's E-mail (hust be ooy 22

SMTF Sermer

haximum TSP Open Handshaking Count per second
aximum Fing Count per second
haximum ICWP Count per second

Log

@ Intrusion Detection: Check Enable if you wish to detect intruders accessing your
computer without permission.

@ Alert Mail: Select this check box to use Alert Mail.

@ Alert Mail Time: Set the time for receiving Alert mail.

@ Your E-Mail: Set your email address.

@ Recipient’s E-mail: Set the Recipient’'s email address to which the email notification
IS sent.

@ SMTP server: Set the SMTP (mail) server address.

@ Maximum TCP Open Handshaking Count: This is a threshold value to decide
whether a SYN Flood attempt is occurring or not. Default value is 100 TCP SYN per
seconds.

@ Maximum Ping Count: This is a threshold value to decide whether an ICMP Echo
Storm is occurring or not. Default value is 15 ICMP Echo Requests (PING) per second.
@ Maximum ICMP Count: This is a threshold to decide whether an ICMP flood is
occurring or not. Default value is 100 ICMP packets per seconds except ICMP Echo
Requests (PING).

@ Log: Check Log if you wish to generate logs when the filer rule is applied to the
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Intrusion Detection.
For SYN Flood, ICMP Echo Storm and ICMP flood, IDS will just warn the user in the
Event Log but it will not be able to protect against such attacks.
Hacker attack types recognized by the IDS

Intrusion Name

Detect Parameter

Blacklist

Type of Block

Drop Packet

Show Log

Duration
Ascend Kill Ascend Kill data Src IP DoS Yes Yes
TCP
WinNuke Port 135, 137~139,|Src IP DoS Yes Yes
Flag: URG
ICMP type 8 Victim
Smurf i Dst IP ) Yes Yes
Des IP is broadcast Protection
Land attack SrclP = DstIP Yes Yes
UDP Echo Port and
Echo/CharGen Scan Yes Yes
CharGen Port
UDP Dst Port =
Echo Scan Src IP Scan Yes Yes
Echo(7)
UDP Dst Port =
CharGen Scan Src IP Scan Yes Yes
CharGen(19)
X'mas Tree Scan TCP Flag: X'mas  |Src IP Scan Yes Yes
TCP Flag: SYN/FIN
IMAP
DstPort: IMAP(143) |Src IP Scan Yes Yes
SYN/FIN Scan
SrcPort: 0 or 65535
TCP,
SYN/FIN/RST/ACK  |No Existing session
Src IP Scan Yes Yes
Scan And Scan Hosts
more than five.
TCP
No Existing session
Net Bus Scan SrclP Scan Yes Yes
DstPort = Net Bus
12345,12346, 3456
UDP, DstPort =
Back Orifice Scan - SrclP Scan Yes Yes
Orifice Port (31337)
Max TCP Open
SYN Flood Yes

Handshaking Count
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(Default 100 c/sec)

Max ICMP Count
ICMP Flood Yes
(Default 100 c/sec)

Max PING Count
ICMP Echo Yes
(Default 15 c/sec)

Src IP: Source IP Src Port: Source Port
Dst Port: Destination Port Dst IP: Destination IP

B 5.3.4.4Block WAN PING
Check Enable if you wish to exclude outside PING requests from reaching this router.

Ii:ﬂlifi_i_llll ation A ‘\C‘! .

*Block WAN PING
Parameters
Block WAN PING (JEnable (&) Disahle

B 5.3.4.5URL Filter
URL (Uniform Resource Locator — e.g. an address in the form of http://www.billion.com
or http://www.example.com) filter rules allow you to prevent users on your network from
accessing particular websites from their URL. There are no pre-defined URL filter rules;
you can add filter rules to meet your requirements.

Icmmmn ation *“‘}g .

TURL Filter

Parameters

kKeywords Filtering [C]Enable Detail »

Domains Filtering []Enable Detail »

Restrict URL Features Block [JJava Applet [Activex [ Cookie []Proxy
Except IP Address Detail »

Time Schedule | Always On |

Log O
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@ Keywords Filtering: Allows blocking by specific keywords within a particular URL
rather than having to specify a complete URL (e.g. to block any image called
“advertisement.gif’). When enabled, your specified keywords list is checked to see if any
keywords are present in URLs accessed to determine if the connection attempt should be
blocked. Note that the URL filter blocks web browser (HTTP) connection attempts using
port 80 only.

For example, the URL http://www.abc.com/abcde.html would be dropped since the keyword
“abcde” occurs in the URL.

ICDnﬂguraiiDn “}E .
i =

F Keywords Filtering

Parameters

Koeyword

Add Return »

@ Domains Filtering: Checks the domain name in URLs accessed against your list of
domains to block or allow. If it matches, the URL request is sent (Trusted) or dropped
(Forbidden). The checking procedure is:

1. Check the domain in the URL to determine if it is in the trusted list. If yes, the connection
attempt is sent to the remote web server.

2. If not, it is checked with the forbidden list. If present, the connection attempt is dropped.
3. If the packet matches neither of the above, it is sent to the remote web server.

4. Please be note that the completed URL, “www” + domain name shall be specified. For
example to Dblock traffic to www.google.com.au, enter “www.google” or
“www.google.com”
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ICDnﬂguratiDn “ELE_ .
'Y —_

¥ Domains Filtering

Parameters

Domain Mame | Type :.Fnrl:niu:l.u.;l.eri Domain : v .

(Add| [ Edit/Delete | Retumn »

Forbidden Domain

Edit Domain Mame Delete
{3 www.google |l
Trusted Domain

Edit Domain Name Cielete
) www.abc ]

@ Restrict URL Features: This function enhances the restriction to your URL rules.

® Block Java Applet: Blocks Web content which includes the Java Applet to prevent
someone who wants to damage your system via the standard HTTP protocol.

® Block ActiveX: Blocks ActiveX

® Block Cookies: Blocks Cookies

® Block Proxy: Blocks Proxy

@ Except IP Address:

ICDnﬂguratiDn “3;_ .
4 -

k Except IP Address

Parameters

Internal IF Address -~

(Add| [ Edit/Delete | Retumn »

Edit Internal IP Address Delete
{3 168152161~ 16815216254 ]

@ Time Schedule: It is self-defined time period. You may specify a time schedule for
your prioritization policy. For setup and detail, refer to Time Schedule section.

@ Log: Click “Log” if you wish to generate logs when the filer rule is applied to the URL
Filter.
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5.3.5 QoS (Quality of Service)

Quality of Service Introduction

If you've ever found your ‘net’ speed has slowed to a crawl because another family member
Is using a P2P file sharing program, you’ll understand why the Quality of Service features in
Billion’s routers is such a breakthrough for home users and office users.

QoS: Keeping Your Net Connection Fast and Responsive

Configurable by internal IP address, external IP address, protocol, and port, the Quality of
Service (QoS) gives you full control over which types of outgoing data traffic should be
given priority by the router, ensuring bandwidth-consumption data like gaming packets,
latency-sensitive application like voice, or even mission critical files, move through the
router at lightning speed, even under heavy load. You can throttle the speed at which
different types of outgoing data pass through the router. In addition, you can simply change
the priority of different types of upload data and let the router sort out the actual speeds.

QoS Setup

Please choose the QoS in the Configuration item of the left window as depicted below.

Ii.‘.nnfiulu ation m .
4 -

oS

Hon-Assigned Bandwidth Ratio == Upstream (LAN to WAN) : 100% Downstream (WAN to LAN) : 100%
Parameters

Application Diraction LAR to VAR v

Protocal Ay W DSCP Marking Disable b

Rate Type Guaranteed (Minimurm) v | Ratio % Printity Narral
Internal IF Address | ~| Internal Port | ~|

External IP Address | ~| External Port | ~|

Time Schedule Abways On W

After clicking the QoS item, you can Add/Edit/Delete a QoS policy. This page will show the
brief information for policies you have added or edited. This page will also display the total
available (Non-assigned) bandwidth, in percentage, can be assigned.

@ Application: A name that identifies an existing policy.
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@ Direction: The traffic flow direction to be controlled by the QoS policy.
There are two settings to be provided in the Router:
®© LAN to WAN: You want to control the traffic flow from the local network to the outside
world. e.g., you have a FTP server inside the local network and you want to have a limited
traffic rate controlled by the QoS policy. So, you need to add a policy with LAN to WAN
direction setting.
® WAN to LAN: Control Traffic flow from the WAN to LAN. The connection maybe either
issued from LAN to WAN or WAN to LAN.)
@ Protocol: The Protocol will be controlled. For GRE protocol, there is no need to specify
the IP addresses or Application ports in this page. For other protocols, at least one value
shall be given.

® ANY: No protocol type is specified.

®© TCP

® UDP

© ICMP

®© GRE: For PPTP VPN Connections.
@ DSCP Marking: Differentiated Services Code Point (DSCP), it is the first 6 bits in the
ToS byte. DSCP Marking allows users to classify traffic based on DSCP value and send
packets to next Router.
Note: To be sure the router(s) in the backbones network have the capability in executing and
checking the DSCP through-out the QoS network.

DSCP Mapping Table

ADSL2+ Router Standard DSCP

Disabled None

Best Effort Best Effort (000000)
Premium Express Forwarding (101110)
Gold service (L) Class 1, Gold (001010)

Gold service (M) Class 1, Silver (001100)
Gold service (H) Class 1, Bronze (001110)
Silver service (L) Class 2, Gold (010010)
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Silver service (M) Class 2, Silver (010100)
Silver service (H) Class 2, Bronze (010110)
Bronze service (L) Class 3, Gold (011010)
Bronze service (M) Class 3, Silver (011100)
Bronze service (H) Class 3, Bronze (011110)

@ Rate Type: 2 types are provided:

® Limited (Maximum): specify a limited data rate for this policy. It also is the maximal
rate for this policy. As above FTP server example, you may want to “throttle” the outgoing
FTP speed to 20% of 256K and limit to it, you may use this type.

® Guaranteed (Minimum): specify a minimal data rate for this policy. For example,
you want to provide a guaranteed data rate for your outside customers to access your
internal FTP server with, say at least, 20% of your total bandwidth. You can use this type.
Then, if there is available bandwidth that is not used, it will be given to this policy by
following priority assignment.
@ Ratio: Assign the data ratio for this policy to be controlled. For examples, we want to
only allow 20% of the total data transfer rate for the LAN-to-WAN direction to be used for
FTP server. Then we can specify here with data ratio = 20. If you have ADSL LINE with
256K/bps.rate, the estimated data rate, in kbps, for this rule is 20%*256*0.9 = 46kbps.
(For 0.9 is an estimated factor for the effective data transfer rate for a ADSL LINE from LAN
to WAN. For WAN-to-LAN, it is 0.85 to 0.8).
@ Priority: Specify the priority for the bandwidth that is not used. For examples, you may
specify two different QoS policies for different applications. Both applications need a
minimal bandwidth and need more bandwidth, beside the assigned one, if there is any
available/non-used one available. So, you may specify which application can have higher
priority to acquire the non-used bandwidth.

©® High

® Normal: The default is normal priority.

®© Low
For the sample priority assignment for different policies, it is served in a First-In-First-Out
way.
@ Internal IP Address: The IP address values for Local LAN machines you want to
control. (For IP packets from LAN to WAN, it is the source IP address. For IP packages from
WAN to LAN, it is the destination IP address.)
@ Internal Port: The Application port values for local LAN machines you want to control.
(For TCP/UDP packets from LAN to WAN, it is the source port value. For TCP/UDP packets
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from WAN to LAN, it is the destination port value.)

@ External IP Address: The IP address values for Remote WAN machines you want to
control. (For IP packets from LAN to WAN, it is the destination IP address. For IP packages
from WAN to LAN, it is the source IP address.)

@ External Ports: The Application port values for remote machines you want to control.
(For TCP/UDP packets from LAN to WAN, it is the destination port value. For TCP/UDP
packets from WAN to LAN, it is the source port value.)

@ Time Schedule: Scheduling your prioritization policy.

B QoS example for your Network

Connection Diagram

| (TS
[, - (oo
. ]

HTTP web Normal PCs
browsing users

Restricted PC

ADSL Subscription Rate
Upstream: 256 kbps
Downstream: 2048 Mbps

Example QoS Plan

Application | IP or Ports Control Flow Data Rate Time Schedule

VoIP User | 192.168.0.1 Outgoing Minimal 20% with high priority | Always
for non-used bandwidth with
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DSCP marking Class 1 Gold

Service.
FTP Sever | 192.168.0.100 | Incoming and | outgoing :minimal 30%. Data | Only Working
Outgoing rate. Hours 9:00 to

incoming :minimal 30%. Data | 17:00 Monday
rate. to Friday.

Both with low priority for
non-used bandwidth.

HTTP web | 80 Incoming  and | outgoing : limited 20%. Data | Always
browsing Outgoing rate.
users incoming : limited 30%. Data

rate.

Example QoS Setup

ICDnﬂguratiDn i“%_ .

QoS

Hon-Assigned Bandwidth Ratio == Upstream (LAN to WAHN) : 45% Downstream (VWAN to LAN) : 65%
Parameters

Application Direction LAN to WAN v

Protocol [any v DSCP Marking | Disable v

Rate Type :_Guarantt-::éd [ru1inimur|_'|}_ v-_ Ratio li% Pricrity Nprmal v
Internal IP Address i = i / [ternal Fort i = i

External IP Address | = | External Port | = |

Time Schedule :__.J!.-..I.;va}_fls on v

|Add| | Edit/Delete |

Edit Application Direction Rate Typ Ratig Tirne Schedule Delete
iy VOIP LAM to WAN Guaranteed 20% Always On [E]
B FTP Server LAM tio WAN Guaranteed 15% Tirneslot1 F
t FTF Server (IM)  WAN to LAM Guaranteed 15% Timeslot1 il
O [HDU%E'WWE'”Q LANto WAN  Limited 20% Always On ]
O E'EP Browsing \wantoLAN  Limited 20% Always On ]

VolIP application

Voice is latency-sensitive application. Most VoIP devices are used SIP protocol and the port
number will be assigned by SIP module automatically. Better to use fixed IP address for
catching VolIP packets as high priority.
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5.3.6 Virtual Server

w ADSL Firewall Router

I Advance ) _;-:—_; IC onfiguration
"N IR

Application | <<!--se|ect—- vi(ty'pe ar select from listhox)
-

. LA Protocal TCP v External Port ~
» WAN Internal IP Address | == | --gelect-- \(_| (type ar select from listhox)
F System Internal Fort Time Schedule |Alwa\,rs on vi
* Firewall

Add
h [dd]
vvi o

' DMZ
«Jime Schedule
b Advanced

[ Save Config 4" Restart B ] Logout

Copyright @ Billion Electric Co., Ltd. All rights reserved.

In TCP and UDP networks a port is a 16-bit number used to identify which application
program (usually a server) incoming connections should be delivered to. Some ports have
numbers that are pre-assigned to them by the IANA (the Internet Assigned Numbers
Authority), and these are referred to as “well-known ports”. Servers follow the well-known
port assignments so clients can locate them.

If you wish to run a server on your network that can be accessed from the WAN (i.e. from
other machines on the Internet that are outside your local network), or any application that
can accept incoming connections (e.g. Peer-to-peer/P2P software such as instant
messaging applications and P2P file-sharing applications) and are using NAT (Network
Address Translation), then you need to configure your router to forward these incoming
connection attempts using specific ports to the PC on your network running the application.
You also need to use port forwarding if you wish to host an online game server.

The reason is that when using NAT, your publicly accessible IP address is used by and
points to your router, which needs to deliver all traffic to the private IP addresses used by
your PCs. Please see the WAN configuration section of this manual for information on NAT.

The Internet Assigned Numbers Authority (IANA) is the central coordinator for the
assignment of unique parameter values for Internet protocols. Port numbers range from 0
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to 65535, but only port numbers 0 to 1023 are reserved for privileged services and are
designated as “well-known ports”. The registered ports are numbered from 1024 through
49151. The remaining ports, referred to as dynamic ports, or private ports, are numbered
from 49152 through 65535.

Examples of well-known and registered port numbers are shown below, for further
information, please see IANA's website at: http://www.iana.org/assignments/port-numbers

For help on determining which private port numbers are used by common applications on
this list, please see the FAQs (Frequently Asked Questions) at: http://www.billion.com

Well-known and Registered Ports

Port Number |Protocol Description

20 TCP FTP Data

21 TCP FTP Control

22 TCP & UDP SSH Remote Login Protocol

23 TCP Telnet

25 TCP SMTP (Simple Mail Transfer Protocol)
53 TCP & UDP DNS (Domain Name Server)

169 UDP TFTP (Trivial File Transfer Protocol)
80 TCP World Wide Web HTTP

110 TCP POP3 (Post Office Protocol Version 3)
119 TCP NEWS (Network News Transfer Protocol)
123 UDP NTP (Network Time Protocol)

161 TCP SNMP

443 TCP & UDP HTTPS

1503 TCP T.120

1720 TCP H.323

4000 TCP ICQ

7070 UDP RealAudio
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E 5.3.6.1 Port Mapping

Ii.‘.nnﬁa guraticn A u\r‘ .

*Port Mapping

Parameters

Application | == | --gelect- w | (type or select from listhox)
Protocol TCP v External Port | ~|

Internal IF Address | == | -gelact- * | {type ar select fram listhox)

Internal Fort ’7 Time Schedule Always On  w

@ Application: Select the service you wish to configure

@ Protocol: Automatic when you choose Application from listbox or select a protocol type
which you want.

@ External Port & Internal Port: Enter the public port number & range you wish to
configure.

@ Internal IP Address: Enter the IP address of a specific internal server to which requests
from the specified port is forwarded.

@ Add: Click to add a new virtual server rule. Click again and the next figure appears.

@ Edit: Check the Rule No. you wish to edit and then click “Edit/Delete”.

@ Delete: Check the Rule No. you wish to delete, then click “Edit/Delete”.

Since NAT acts as a “natural” Internet firewall, your router protects your network from
access by outside users, as all incoming connection attempts point to your router unless
you specifically create Virtual Server entries to forward those ports to a PC on your network.
When your router needs to allow outside users to access internal servers, e.g. a web server,
FTP server, Email server or game server, the router can act as a “virtual server”. You can
set up a local server with a specific port number for the service to use, e.g. web/HTTP (port
80), FTP (port 21), Telnet (port 23), SMTP (port 25), or POP3 (port 110). When an incoming
access request to the router for a specified port is received, it is forwarded to the
corresponding internal server.

For example, if you set the port number 80 (Web/HTTP) to be mapped to the IP Address
192.168.1.2, then all incoming HTTP requests from outside users are forwarded to the local
server (PC) with the IP address of 192.168.1.2. If the port is not listed as a predefined
application, you need to add it manually.
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ICnnfiulu ation QBE .
i -

*Port Mapping

Parameters

Application | == | --gelact- | (type ar select from listhox)
Protocol TCP v External Port | ~|
Internal IP Address | ==|--select- | itype or select fram listhox)
Internal Port Time Schedule :Always on w
Add Editf Delete
Edit Application Frotocol External Port  Internal IP Address  Internal Port Time Schedule  Delete
@ R TCP 21~ 192.168.1.25 1] Always On ]
ey HIRE TCH gl ~20 1492 188.1.2 1] Alwiays 0n []

In addition to specifying the port number used, you also need to specify the protocol used.
The protocol is determined by the particular application. Most applications use TCP or UDP,
however you can specify other protocols using the drop-down Protocol menu. Setting the
protocol to “all” causes all incoming connection attempts using all protocols on all port
numbers to be forwarded to the specified IP address.

FE 5.3.6.2DMZ

DMZ: The DMZ Host is a local computer exposed to the Internet. When setting a particular
internal IP address as the DMZ Host, all incoming packets are checked by the Firewall and
NAT algorithms, it is then passed to the DMZ host when a packet received does not use a
port number in use by any other Virtual Server entries.

Iiinnﬁ« gur ation i u&f .

T DMZ

Parameters

Internal IP Address == | --gelact- » | itype ar select from listhox)

Titme Schedule .Always on  |»
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Using port mapping does have security implications, since outside users
”07'6' are able to connect to PCs on your network. For this reason you are
advised to use specific Virtual Server entries just for the ports your
application requires instead of simply using DMZ or creating a Virtual
Server entry for “All” protocols, as doing so results in all connection
attempts to your public IP address accessing the specified PC. /

/ 1. If you disable the NAT option in the WAN-ISP section, the Vil’tlm

Server function becomes invalid.

2. If the DHCP server option is enabled, you have to be very careful in
assigning the IP addresses of the virtual servers in order to avoid
conflicts. The easiest way of configuring Virtual Servers is to
manually assign a static IP address to each virtual server PC, with an
address that does not fall into the range of IP addresses that are
issued by the DHCP server. You can configure the virtual server IP
address manually, but it must still be in the same subnet as the

\ router. /

Attention
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5.3.7 Time Schedule

The Time Schedule supports up to 16 time slots which helps you to manage your Internet
connection. In each time profile, you may schedule specific day(s) i.e. Monday through
Sunday to restrict or allowing the usage of the Internet by users or applications.

This Time Schedule correlates closely with router’s time, since router does not have a real
time clock on board; it uses the Simple Network Time Protocol (SNTP) to get the current
time from an SNTP server from the Internet. Refer to Time Zone for details. You router
time should correspond with your local time. If the time is not set correctly, your Time
Schedule will not function properly.

ICDnﬂguraiiDn “% .
'Y —

¥ Time Schedule

Parameters

Mame | Dayinaweek []Sun [JMon [[JTue [[]Wed [JThu []Fr []5at
Start Time | 08 [w|:[ 00 [» End Time 18 w|:[00 »

Edit Mame Dayin aweek Start Time End Time Clear
o Timeslot1 smiwtfs 08:00 18:00 ]
O TimeSlot2 smiwtfs 08:00 18:00 =
r Timeslot3 smiwifs 08:00 18:00 il
@) Timeslotd smiwtfs 08:00 18:00 il
£ Timeslots smiwtfs 08:00 18:00 =]
@) Time3Sloth smitwifs 0a.00 18:00 El
Q Timeslot? smiwtfs 08:00 18:00 ]
) Timeslota smiwtfs 08:00 18:00 il
O Time3slotd smitwifs 0a.00 18:00 [=]
O Timeslot10 smiwtfs 08:00 18:00 F
Q Timeslot11 srntwifs 08:00 18:00 il
@) Timeslot12 smiwtfs 0g:00 18:00 il
O Timeslot13 smiwtfs 08:00 18:00 ]
O Timeslot14 smiwtfs 08:00 18:00 E
i TimeSlot15 srtwifs 0g8:00 18:00 ]
P TimeSlot16 smitwifs 08:00 18:00 il

@ Name: A user-define description to identify this time portfolio.
@ Day: The default is set from Sunday through Saturday. You may specify the days for the
schedule to be applied.
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@ Start Time: The default is set at 8:00 AM. You may specify the start time of the
schedule.

@ End Time: The default is set at 18:00 (6:00PM). You may specify the end time of the
schedule. Select the Apply button to apply your changes.
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5.3.8 Advanced

Configuration options within the Advanced section are for users who wish to take
advantage of the more advanced features of the router. Users who do not understand the
features should not attempt to reconfigure their router, unless advised to do so by support
staff.

There are seven items within the Advanced section: Static Route, Dynamic DNS, Device
Management, IGMP, WAN I[P Change Alert, SNMP Access Control and Remote
Access.

ADSL Firewall Router Powering cormmrioion
wih Security

B _ e
Advance ~ 2 IConﬁguratmn k‘_[_ .
| T I .

IO s o
EIDNN rarameters
* Quick Start Destination Metrnask Gateway Interface Cost

/T [ r— | # |
Editf Delete

¥ LAN

P VAN

F System

¥ Firewall

+ QoS

» Vfirtual Server

* Time Schedule
* Aijya

* Dynamic DNS
* Device Management
* IGMP
* WAN IP Change Alert
* SNMP Access Conti

[ Save Config «* Restart i) Logout

Copyright @ Billian Electric Co., Lid: All rights reserved.
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B 5.3.8.1 Static Route

I*-"-ﬂllﬁu'll ation Q% .
A F

¥ Static Route

Parameters

Destination Metmask Gateway Interface Cost
[ ] - [ ] a2l

@ Destination: The destination subnet IP address.

@ Netmask: Subnet mask of the destination IP addresses based on above destination.
@ Gateway: The gateway IP address to which packets are forwarded.

@ Interface: Select the interface through which packets are forwarded.

@ Cost: Represents the cost of transmission for routing purposes. The number need not
be precise, but it must be between 0 and 65535.

E 5.3.8.2 Dynamic DNS

The Dynamic DNS function lets you alias a dynamic IP address to a static hostname, so if
your ISP does not assign you a static IP address you can still use a domain name. This is
especially useful for hosting servers via your ADSL connection, so that anyone wishing to
connect to you may use your domain name, rather than having to use your dynamic IP
address, which changes from time to time. This dynamic IP address is the WAN IP address
of the router, which is assigned to you by your ISP.

You first need to register and establish an account with the Dynamic DNS provider using
their website, for example http://www.dyndns.org/
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*Dynamic DNS

Parameters

Dynamic DNS () Enable &) Disahle
Dwnamic DMNE Server

Wildcard Enable

Domain Mame

sername

|
|
Fassword |
Perind

There are more than 5 DDNS services supported.

@ Disable: Check to disable the Dynamic DNS function.

@ Enable: Check to enable the Dynamic DNS function. The fields following are activated
and required.

@ Dynamic DNS Server: Select the DDNS service you have established an account with.
@ Wildcard: Select this check box to enable the DYNDNS Wildcard.

@ Domain Name, Username and Password: Enter your registered domain name and
your username and password for this service.

@ Period: Set the time period between updates, for the Router to exchange information
with the DDNS server. In addition to updating periodically as per your settings, the router
will perform an update when your dynamic IP address changes.
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E 5.3.8.3 Device Management

The Device Management advanced configuration settings allow you to control your router’s
security options and device monitoring features.

Ii.‘.nnfiulll ation Q\vf .
Y = =

TDevice Management

Device Host Name

Host Mame |hume.gateway

Embedded Web Server

HTTP Port a0 (The default HTTF port number is 80.)
Expire to auto-logout 30 mings)

Universal Plug and Play (UPnP}

LIFnP (=1 Enable () Disable

LUPNF Port zg00

Embedded Web Server:

@ HTTP Port: The port number of the router’s embedded web server (for web-based
configuration uses. The default value is the standard HTTP port, 80. You may specify an
alternative if, for example, you are running a web server on a PC within your LAN.

For Example: User A changes HTTP port number to 100, specifies their own IP address of
192.168.1.55, and sets the logout time to be 100 minutes. The router only allows User A
access from the IP address 192.168.1.55 to logon to the Web GUI by typing:
http://192.168.1.254:100 in their web browser. After 100 minutes, the device automatically
logs out User A.

Universal Plug and Play (UPnP):

UPNP offers peer-to-peer network connectivity for PCs and other network devices, along
with control and data transfer between devices. UPnP offers many advantages for users
running NAT routers through UPnP NAT Traversal, and on supported systems makes tasks
such as port forwarding much easier by letting the application control the required settings,
removing the need for the user to control advanced configuration of their device.

Both the user’'s Operating System and the relevant application must support UPnP in
addition to the router. Windows XP and Windows Me natively support UPnP (when the
component is installed), and Windows 98 users may install the Internet Connection Sharing
client from Windows XP in order to support UPnP. Windows 2000 does not support UPnP.
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@ Disable: Check to disable the router’s UPnP functionality.

@ Enable: Check to enable the router's UPnP functionality.

@ UPNP Port: The Default setting is 2800. It is highly recommended you use this port

value. If this value conflicts with other ports already in use you may wish to change the port.

Installing UPNnP in Windows Example
Follow the steps below to install the UPnP in Windows Me.
Step 1: Click Start and Control Panel. Double-click Add/Remove Programs.

Step 2: Click on the Windows Setup tab and select Communication in the Components
selection box. Click Detalils.

Add/Remove Program= Properties E3 I

Install/Uninstall  Windows Setup I Startup Dizk I

To add or remowe a component, select or clear the check box. If
the check box iz shaded, only part of the component will be
inztalled. To zee what's included in a component, click Details.

Components:

[ [&] ccessibility DOME =
[+ .ﬂ-.c:c:essories 13.8MBE j
[v] EEhAddress Book 1.6 MB

&> Communications 7.OME

E5 Desktop Themes 5.9 ME LI
Space uzed by installed components: 428 MB
Space required: 0.0 ME
Space awvailable on dizk: 2574 4 MB

[ escription

Includes accezsories ta help pou connect to other computers
and anline services.

5 of 9 components zelected
Have Dizk._ .. |
OFk. I Cancel I e [ I

Step 3: In the Communications window, select the Universal Plug and Play check box in
the Components selection box.
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ﬂ

Toinstall & component. select the check bos next to the
component name, of clear the check box if wou do not wank to
install it. & shaded box means that only part of the component wil
be inztallad, To see what's included in a componert, click Details.

Lomponents:
¥ i NetMesting 42MB =]
| &y Phone Dialer 0.2MB

0 Universal Plug and Flay

U1 (g2l Virtual Private Networking 0.0ME j
Space uzed by installed compaonents: 424 MB
Space required: 0.0 MEB
Space available on disk: BEE.3 MB
— Dezcription

Universal Plug and Play enables seamless connectivity and
communication between ‘Windows and mteligent appliances.

Dretats

oK Cancel

Step 4: Click OK to go back to the Add/Remove Programs Properties window. Click Next.
Step 5: Restart the computer when prompted.

Follow the steps below to install the UPnP in Windows XP.

Step 1: Click Start and Control Panel.

Step 2: Double-click Network Connections.

Step 3: In the Network Connections window, click Advanced in the main menu and select
Optional Networking Components ....

‘.‘!’- Metwork Connections

File

Edit  “iew Favorites Tools BEGESEEEEE Help

. = | Cperator-Assisted Dialing
Wy & 7 | [_E '~ % Dial-up Preferences. ..

Address

t}, Mebwaork Connections Metwork Identification. .
Bridge Connections

Metwork Tasks 5 Advanced Settings.. .
i Cptional Metworking Components. .,

— -l

The Windows Optional Networking Components Wizard window displays.
Step 4: Select Networking Service in the Components selection box and click Details.
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Windows Optional Metworking Components Wizard

Windows Components
Y'ou can add or remove components of YWindows =P

To add or remove a compaonent, click the checkbox. & shaded box means that only
part of the component will be inztalled. To zee what's included in a compaonent, click
Dretails.

Components;

!I:| Eﬂ kM anagement and Manitaring Toals 22MB |
v i 2 Metworking Services 0.3 B

|I:l Eﬂ Other Metwark. File and Print Services 0.1 Me

Description:  Containg a variety of specialized, network-related zervices and protocaols.

Total dizk zpace required: 0.0kB :
Dietails. .
Space available on disk: 114578 MB s

< Back [ Mest » ] [ Cancel ]

Step 5: In the Networking Services window, select the Universal Plug and Play check box.
Step 6: Click OK to go back to the Windows Optional Networking Component Wizard
window and click Next.

Networking Services [§|

To add or remove a component, click the check box. & shaded box means that only part
af the companent will be installed. Tao zee what's included in a component, click Details.

Subcomponents of Hetworking Services:

! Internet Gateway Device Dizcovery and Control Client 0.0MB
|1 ™ Peer-to-Peer 0.0 B
O] B RIP Listener 0.0 MB
I:l Simple TCP/IP Services 0.0 MB

T 2 UPHP User Interface 0.2 ME

Dezcnption;  Dizplays iconz in My Metwork Places for UPRP devices detected on the
nebwork. Alzo, opens the required YWindows Firewall paorts,

Total disk space reguired: 0.0 B i
Space available on dizk: 114553 ME

] ] [ Cancel
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Auto-discover Your UPnP-enabled Network Device

Step 1: Click start and Control Panel. Double-click Network Connections. An icon displays
under Internet Gateway.

Step 2: Right-click the icon and select Properties.

"% Network Connections

File Edit Miew Favarites  Toaols  Advanced  Help

u._;/ll l? J}ﬁ} Search [4__ Faolders v

Address |‘:~, Mebwork Connections

“ Internet Gateway

Metwork Tasks

Ayl Creakte a new
connection

Set up a home of small
office network,

LalL=

& Change Windows ___LAN or High-Speed IF . )
Firewall settings | SRR
e.‘..« Start: this conneckion @—F‘ I&Dcal .ﬁ.rte-?jcii Create Shorkout J
: . ormected, |
Iiﬁ Fename this connection = o MVIDIArFor| | elete !:
E];' | Rename

Change settings of this
connection

F'r'l:lpEer'tiEES I

Step 3: In the Internet Connection Properties window, click Settings to see the port
mappings that were automatically created.

"2 Internet Connection Properties

aeneral |

Connect to the Intermet using:

"ﬂ Internet Connection

Thiz connection allows you bo connect ta the [nternet through a
ghared connection on another computer.

Settings... |

[] Show icon in natification area when connected

[ ok ][ Cancel ]
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Step 4: You may edit or delete the port mappings or click Add to manually add port
mappings.

Advanced Settings

Services |

Select the services running on vour network, that Intemet users can
access,

Services

service]
sefvice?
serviced

Service Settings

Description of service:
]Test

MName or IF address (for esample 192.168.0.12] of the
computer hozting this service on your network;

|192.1sa.1.11

Esternal Port nurmber far thiz zervice:;

[143 @ TCP C UDP
Internal Port number far thiz service:
]143

Add.. Edi. j Delete ]

0k | Cancel

Step 5: Select Show icon in notification area when connected option and click OK. An icon
displays in the system tray

[ ak. H Cancel ]

,_il,i Intermet Conneckion is now connecked | =
Click here for mors information. .

4 uanpE - Paint

L B adapM

Step 6: Double-click on the icon to display your current Internet connection status.

General |

[mtemet Gateway

Status: Connected 05:50:45
Speed: 576.0 Kbps
Artivity
Irtemet Imtemet Gateway My Computer

@ VW
Packets Sent: 58.353
Received: 64,347

e

[
[y

Lo Ln
—t N
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Web Configurator Easy Access

With UPnP, you can access web-based configuration for the BiPAC 7300GX without first
finding out the IP address of the router. This helps if you do not know the router’s IP
address.

Follow the steps below to access web configuration.

Step 1: Click Start and then Control Panel.

Step 2: Double-click Network Connections.

Step 3: Select My Network Places under Other Places.

*s Network Connections

File  Edit  ‘Wiew Favorites Tools Advanced Help :Jl.
Bach ) o) = -

&) Bk > ) Iﬁ 7 Search W= Folders

Address IQ Metwork Connections v| &

s LANoOr High-Speed Internet
| Network Tasks

. A Local Area Connection -8 Local Area Connection ¢

[5] create anew connection Acquiring network address, Fir... Metwork cable unplugged, Fire. ..

Q Set_ up a home ot small |_!:l:lp MYIDIA nForce MCP Metworkin,. |_;I3D D-Link DFE-530T% PCI Fast Ef..,
office network

& Change Windows Frewall
settings

See Also

j‘) Metwork Troubleshooter

Other Places

\a Iy Metwork Places

:j Iy Computer

Details

Network Connections
System Folder

Step 4: An icon describing each UPnP-enabled device shows under Local Network.

Step 5: Right-click on the icon of your BIPAC 7300GX and select Invoke. The web
configuration login screen displays.

Step 6: Right-click on the icon of your BIPAC 7300GX and select Properties. A properties
window displays basic information about the BiPAC 7300GX.

B 5384IGMP
IGMP, known as Internet Group Management Protocol, is used to management hosts from
multicast group.
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Ii.‘.ﬂmiuul ation i mr‘ .

IGMP

Parameters

IGMP Prosy {1 Enable (& Disable
IGMP Snoopitg (" Enable (& Disable

@ IGMP Proxy: Accepting multicast packet. Default is set to Disable.

@ IGMP Snooping: Allowing switched Ethernet / Wireless to check and make correct
forwarding decisions. Default is set to Disable.

E 5.3.85WAN IP Change Alert

Ii_‘.nnfiuul ation i “*\L: .

TWAN IP Change Alert

Parameters

Send a log via Email When WAR P is
changed

Recipient's E-mail | (hust be eoigvyy Z22)
SMTP Server |

(1 Enable & Disable

@ Send alog via Email When WAN IP is changed. Default is set to Disable.
@ Recipient’s E-mail: Set the Recipient’s email address to which the email notification is
sent.

@ SMTP server: Set the SMTP (mail) server address.

E 5.3.8.6 SNMP Access Control
Software on a PC within the LAN is required in order to utilize this function — Simple
Network Management Protocol.
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If.nufiuul ation u\% .
A& -

*SHMP Access Comtrol

Parameters

SNMP {1Enable (&) Disable

SHMP V1 and V2

Read Community I— P Address I—
Witite Camimunity N IF Address e i
SHMP V3

Lsername I— Fassword I—

SNMP V1 and V2:

Read Community: Specify a name to be identified as the Read Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, user obtains this IP address will be
able to view the data.

Write Community: Specify a name to be identified as the Write Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be able
to view and modify the data.

Trap Community: Specify a name to be identified as the Trap Community, and an IP
address. This community string will be checked against the string entered in the
configuration file. Once the string name is matched, users from this IP address will be sent
SNMP Traps.

SNMP V3:

Specify a name and password for authentication. And define the access right from identified
IP address. Once the authentication has succeeded, users from this IP address will be able
to view and modify the data.

SNMP Version: SNMPV2c and SNMPv3

SNMPv2c is the combination of the enhanced protocol features of SNMPv2 without the
SNMPV2 security. The "c" comes from the fact that SNMPv2c uses the SNMPv1 community
string paradigm for "security"”, but is widely accepted as the SNMPv2 standard.

SNMPv3 is a strong authentication mechanism, authorization with fine granularity for
remote monitoring.
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Traps supported: Cold Start, Authentication Failure.
The following MIBs are supported:
From RFC 1213 (MIB-II):

System group

Interfaces group

Address Translation group
IP group

ICMP group

TCP group

UDP group

EGP (not applicable)

Transmission

N 8 6 8 8 8 8 X

SNMP group

From RFC1650 (EtherLike-MIB):

M  dot3Stats

From RFC 1493 (Bridge MIB):

M dotldBase group

M  dotldTp group

M  dotldStp group (if configured as spanning tree)
From RFC 1471 (PPP/LCP MIB):

M  pppLink group

pppLar group

From RFC 1472 (PPP/Security MIB):
M  PPP Security Group)

From RFC 1473 (PPP/IP MIB):

M PPPIP Group

From RFC 1474 (PPP/Bridge MIB):
M  PPP Bridge Group

From RFC1573 (IfMIB):
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M ifMIBObjects Group
From RFC1695 (atmMIB):
M atmMIBObjects

From RFC 1907 (SNMPv2):

only snmpSetSerialNo OID

B 5.3.8.7 Remote Access

ICunﬁguratiun “}A .
A L= _

*Remote Access

Parameters

Remote Access Caontrol [[JEnable Ciuration mings) (0 Abways On)
Apply

Allowed Access IP Address Range
‘alid IP Address Range p”

@ Remote Access Control:

Enable: Select Enable to allow management access from remote side (mostly from
internet).

Duration: Set how many minutes to allow management access from remote side. Zero
means always on.

@ Allowed Access IP Address Range:

Valid: Select Valid to allow remote management from these IP ranges.

IP Address Range: Specify what ip address to be allowed to access device from remote
side. Clink Add to insert management ip address list.
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5.4 Save Configuration to Flash

After changing the router’s configuration settings, you must save all of the configuration
parameters to FLASH to avoid losing them after turning off or resetting your router. Click
“Save Config" and click “Apply” to write your new configuration to FLASH.

[ save Config

Il:ﬂllfi_ijlll atien i “"\[‘ .

*Save Config to FLASH
Wirite settings to FLASH
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5.5 Restart

Click Restart with option Current Settings to reboot your router (and restore your last
saved configuration).

«* Restart

I4:n|rriu||| ation A m‘ .

*Restart
After restarting. Please wait for several seconds to let the system come up.

{7 Factory Default Settings
Restart device with

(# Current Settings

If you wish to restart the router using the factory default settings (for example, after a
firmware upgrade or if you have saved an incorrect configuration), select Factory Default
Settings to reset to factory default settings.

You may also reset your router to factory settings by holding in the small Reset pinhole
button on the back of your router over 6 seconds then release it. The router will restart and
reset to factory default setting.
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5.6 Logout

To exit the router’s web interface, choose Logout. Please ensure that you have saved the
configuration settings before you logout.

Be aware that the router is restricted to only one PC accessing the configuration web pages
at a time. Once a PC has logged into the web interface, other PCs cannot get access until
the current PC has logged out of the web interface. If the previous PC forgets to logout,
the second PC can access the page after a user-defined period, by default 30 minutes. You
can modify this value using the Advanced — Device Management section of the web
interface. Please see the Advanced section of this manual for more information.

2] Logout
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Troubleshooting

If your ADSL Router is not functioning properly, you can refer first to this chapter for simple
troubleshooting before contacting your service provider or Billion support. This can save

you time and effort but if symptoms persist, consult your service provider.

Problems starting up the router

]

None of the LEDs
are on when you

turn on the router.

Check the connection between the adapter and the router. If
the error persists, you may have a hardware problem. In this
case you should contact technical support.

You have forgotten

your router login

and/or password.

Try the default login and password, please refer to Chapter
3. If this fails, you can restore your router to its factory
settings by holding the Reset button on the back of your
router for 6 seconds or more.

Problems with the WAN Interface

Initialization of the
PVC connection
(“linesync”) failed.

Ensure that the telephone cable is connected properly from
the ADSL port to the wall jack. The ADSL LED on the front
panel of the router should be on. Check that your VPI, VCI,
encapsulation type and type of multiplexing settings are the
same as those provided by your ISP. Reboot the router . If
you still have problems, you may need to verify these

settings with your ISP.




Frequent loss of
ADSL linesync
(disconnections).

Ensure that all other devices connected to the same
telephone line as your router (e.g. telephones, fax machines,
analogue modems) have a line filter connected between
them and the wall socket (unless you are using a Central
Splitter or Central Filter installed by a qualified and licensed
electrician), and ensure that all line filters are correctly
installed and the right way around. Missing line filters or line
filters installed the wrong way around can cause problems
with your ADSL connection, including causing frequent
disconnections. If you have a back-to-base alarm system
you should contact your security provider for a technician to

make any necessary changes.

Problems with the LAN Interface

Can’t ping any PCs
on the LAN.

Check the Ethernet LEDs on the front panel. The LED
should be on for a port that has a PC connected. If it is off,
check the cables between your router and the PC. Make
sure you have uninstalled any software firewall for

troubleshooting.

Verify that the IP address and the subnet mask are
consistent between the router and the workstations.
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