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CHAPTER 1: INTRODUCTION

INTRODUCING THE BRIGHT BOX WIRELESS ROUTER

The Bright Box Wireless Router is a wireless ‘N’ modem router offering speeds of up-to 300
Mbps when used with a compatible wireless ‘N’ adapter. It also has four 10/100 Mbps
Ethernet ports for wired connectivity.

The Bright Box Wireless Router supports ADSL2+ broadband connections offering maximum
theoretical speeds of up to 24 Mbps on your EE home broadband line. The Bright Box also
supports a simple ADSL setup over the EE broadband network through remote configuration
— just plug it into your ADSL line and it works.

The Bright Box features Intelligent Wireless - improving the reliability of your wireless
broadband signal by avoiding interference from other signals. You can control when your
connected devices move on to a different wireless channel to improve performance, giving
you the most reliable wireless connection for all your laptops, smartphones and tablets
throughout your home.

The router also features the latest WPA2 (Wi-Fi Protected Access) wireless security out-of-
the-box, to ensure that your wireless connection is protected from external wireless intrusion.
The router is also compatible with wireless ‘B’ and wireless ‘G’ standards

The Bright Box Wireless Router supports connectivity from a variety of devices to include
Windows and Apple Mac computers, games consoles such as Xbox and Play Station 3, iPads,
iPhones, and other mobile smartphones including Signal Boost (UMA) compatible handsets.

It's also possible to connect a USB memory device (e.g. USB hard drive, or memory stick) to
the Bright Box wireless router to enable file sharing across the home network.

The Bright Box also has handy advanced features such as Port Forwarding, Port Triggering,
Access Control, MAC Filtering, URL Blocking, Intrusion Detection, UPnP and Quality of Service
(QoS) settings among others in order to provide configuration options to suit your needs.

DOCUMENT INFORMATION

Throughout this document, the following icons will be used. Below is a description of what
the icons represent:

Information icon: this will be used to denote added information, which may be of
interest to the reader about a specific process or reason for completing a specific task within
a process. Alternatively, if there's more than one way to complete a process, the most
efficient process will be documented, however the alternative may appear next to an
information icon.

A Exclamation mark icon: this will be used to highlight key points in the document of
specific importance, such as particular tasks that must be completed, or warning about the
implications of completing specific processes.

ROUTER TECHNICAL SPECIFICATION

Feature ‘ Specification

Model Name Bright Box Wireless Router.

LAN Ports 3 x TOBASE-T/100BASE-Tx (RJ45).

WAN Ports 1x T0BASE-T/T100BASE-Tx (RJ45) - doubles as
additional LAN port.
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ADSL Ports

1x RJTT.

ADSL Modes

G.DMT - G.992.1, ADSL2 - G.992.3, ADSL2+ - G.992.5,
Annex M - G.992.3 & G.992.5

Broadband Modes

ADSL PPPoA, ADSL PPPoE, Routing Mode,
Fibre/Ethernet PPPoE, Bridge Mode.

USB Ports

1x USB 2.0.

Wireless LAN

IEEE 802.11n, IEEE 802.11g, IEEE 802.11b.

Wireless Band

2.4 GHz (2.412 - 2.472).

Wireless Channels

Auto (Intelligent Wireless), 1 - 13 (plus extension
channels +/- 4)

Wireless Speeds

Up to 145 Mbps (20MHz bandwidth) by default or up
to 300 Mbps (40MHz bandwidth).

Wireless Security Mode

WPA2-PSK, WPA-PSK, WEP (64/128 Bit), Unsecured
Mode, 802.1X, TKIP, AES.

Wi-Fi Protected Setup

WPS PBC Mode, WPS PIN Mode - disabled by
default

Gateway IP Address

192.168.1.1

Default MTU

1492 (configurable from 576-1500)

Power Adapter

230V, 50Hz Input

Power Supply (Input)

100-240V ~ 50-60Hz 0.5A

Power Supply (Output)

12V ~ 1.0A

Firmware/Software Version

v0.09.94.0006-0T (28 November 2011)

Boot Code Version

v1.00.09.0003-0T or v1.00.10.0001-0T

ADSL Code Version

A2pD035b-d23i

Hardware Version

01

Dimensions

165mm x 133mm x 30mm

EE Bright Box User Manual
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CHAPTER 2: ROUTER IDENTIFICATION AND PANELS
ROUTER IDENTIFICATION

The Bright Box Wireless Router is black with an EE logo printed on the top of the device, as
illustrated below:

On the bottom of the router you will find a sticker detailing the model name, MAC Address,
Serial Number and important wireless information including your wireless network name (also
known as an SSID) and wireless password. The sticker also includes the URL used for
accessing the router admin pages (http://192.168.1.1) and the username and password to
login to the admin pages.

Model name: Bright Box Wireless Router

wireless network name: s

BrightBox-1a2bc LR I OO

wireless password: Serial No. XXXXXXXXXXXX

norseduckedos 11T

Routerlogin details:  hitp://192.168.1.1
username: admin password: k3p4h9

Madein XXX 145000107400JR01 XX

FRONT PANEL VIEW AND LED STATUS

On the front panel of the Bright Box Wireless Router, you'll find 9 green LED lights, which can
be used to indicate the status of the router:
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“»1 2 3 4

Power Light
Broadband Light Ethernet Lights
Data Light
Wireless Light Inteligent Wireless/ WPS Light

When the router is connected to power, switched on and only a broadband cable is
connected, the lights should be lit as follows:

\ LED \ LED Colour/Activity
Power Solid green
Broadband Solid green
Data Off (Fibre) or flashing

green (ADSL)
Wireless Solid green
Intelligent Wireless/WPS Off
Ethernet 1-3 Off
Ethernet 4 Flashing green (Fibre

Broadband) or Off
(ADSL Broadband)

The table below describes the LED light behaviour on the front panel and what they mean,
from left to right.

LED Status Description
Power On The router is receiving power this is normal
operation.
Off The router is not receiving power, or has failed.
Broadband | On The router is functioning correctly, and is
connected to broadband.
Fast The router is training or synchronising with the
flashing exchange.
Slow The router has attempted to connect to the
flashing Internet but has failed. This could be a problem

connecting to the broadband exchange, however
will be most commonly experienced when the

EE Bright Box User Manual
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username and password have been entered
incorrectly.

Off The router can’t detect a broadband signal.

If you are using the EE Fibre broadband service
check that the Ethernet connection between the
WAN port on the Bright Box and LAN1 port on the
Fibre modem is connected and the modem is

powered on.

Data Flashing Traffic is being sent or received between the
computer and router, or the router and the
internet

Off For ADSL broadband that means that no data is

currently being sent or received from the router.

If you are using the EE Fibre broadband service,
this light will always be off, and this is normal.

On The wireless access point is enabled.
Wireless Flashing Data is being sent via the wireless link.

Off Wireless has been disabled.

On A successful WPS connection has been made.
Intelligent | paq; The WPS button has been pressed - the router is
wggesy Flashing capable of setting up a WPS connection.

Slow The router is searching for a new wireless

Flashing channel as part of the Intelligent wireless

process.
Off Default behaviour — WPS or Intelligent wireless
aren’t currently in progress.

On Ethernet connection has been established with
Ethernet 1- the indicated port.
4 (ADSL Flashing The Ethernet connection is sending/receiving
Broadband) data.

Off There is no Ethernet connection on the port.
Ethernet 4 | On A connection has been established between the
(Fibre Bright Box and the Fibre modem.
Broadband . . . .

roadband) Flashing Data is being sent between the Bright Box and

the Fibre modem.

Off The Ethernet connection between the Bright Box
and the Fibre modem has been disconnected or
the modem is powered off.

Check that the Ethernet connection between the
WAN port on the Bright Box and LAN1 port on the
Fibre modem is connected and the modem is
powered on.

BACK PANEL VIEW

On the back panel of the Bright Box you will find the following ports, sockets and buttons:
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Inteligent Wireless/
WpS(Euﬂon
ADSL Port Power Socket
Reset Button Ethemet Ports USB Port ON / OFF Switch

* DSL port

* Reset button

e Ethernet Ports
o WAN port for Fibre broadband services (also known as LAN 4)
o LAN ports (1-4)

e USB port

* ON/OFF power switch

e Power socket

e WQPS button

The table below describes the ports, sockets and buttons on the back panel of the Bright Box
router:

[4:1))] Description

DSL port For ADSL broadband, connect one end of a broadband
cable (RJ-11) to this port and the other end to a filter and
the telephone line.

Reset button Press briefly to restart the router, or press for 6 seconds to
return the router to factory default settings.

WAN port For ADSL broadband, connect one end of an Ethernet
cable (RJ-45) to this port to use as a normal LAN port (LAN
4).

For Fibre broadband, connect one end of an Ethernet
cable (RJ-45) to this port and the other end to the Fibre
modem.

LAN port Connect one end of an Ethernet cable (RJ-45) to this port,
and the other end to a computer (or other Ethernet
device) with a LAN card installed.

USB port Connect a USB storage device such as a USB hard drive to
this port. See USB File Sharing on page 88

Power switch Use this switch to turn the router on/off.

Power socket Connect the supplied power adapter to this socket.
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Intelligent Press this button briefly to activate the Intelligent Wireless
Wireless/WPS button | process or press this button for 5 seconds to activate WPS
(WPS will only be available when enabled in the router's
admin pages - (see Wi-Fi Protected Setup on page 79)

BOTTOM PANEL VIEW

On the base or bottom of the router, you'll find a sticker detailing the information below:
* Model name of router (Bright Box Wireless Router)

* Wireless network name (also known as SSID), e.g. BrightBox-1a2b3c

* Wireless password - 6 character random password

e Router login details —i.e. 192.168.1.1

* Router login username and password

* The MAC address and Serial number of the router

[/ mipmn
[/
v e et

e e 8 Yo

Model name: Bright Box Wireless Router

wireless network name: S AR AR

BrightBox-1a2b3c GG LT O

wireless password: Serial No. XXXXXXXXXXXX

horse-duck-dog 1 0

Routerlogin details:  http://192.168.1.1
username: admin password: k3p4h9

C € @ E Astona

Madein XXX 145000107400W RO1 XX
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CHAPTER 3: INSTALLATION
UNPACKING YOUR BRIGHT BOX WIRELESS ROUTER

To make your life easier, we've already set-up your Bright Box wireless router so it will
connect to the Internet once your broadband is ready. Simply plug it in and connect your
device. If you'd like a helping hand, follow this guide and you'll be online in no time.

The box should include the following items:

A Bright Box Wireless Router:

Grey broadband cable (for ADSL broadband only)

2-Part power supply:

2 x broadband filters
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Black Ethernet cable:

Bright Box wireless router set-up guide:

'BRIGHTBOX . . .
WIRELESS
ROUTER

SET-UP GUIDE

‘KEEP MEE' card

If any of these items are missing or damaged please contact us on 0844 873 8586.
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SETTING UP YOUR ADSL BROADBAND

Follow these steps to set up your Bright Box Wireless Router for your ADSL EE broadband
service. If you are using the EE Fibre optic broadband service, see the next section.

Disconnecting your old equipment

If you've already got a broadband modem or router connected to your line, unplug the power
supply and all other cables and put them to one side for now.

We recommend using the broadband filters provided in the box, especially to connect your
new router. You can leave existing filters connected to other telephone sockets.

Connecting your new equipment
1. Connect the broadband filter to the telephone socket.

Connect your router to the main phone socket for better broadband speeds. make sure
to have a broadband filter connected to all sockets in use, this includes those for telephones,
answerphones, TV box’'s and alarm systems.

2. Connect the grey broadband cable into the broadband filter:

3. You can connect a telephone to the other available socket on the broadband filter (this
is optional):

3

N

N

™
s

Connect and turn on your router
1. Plug the other end of the grey broadband cable into the DSL socket on your router:

2. Connect the two parts of the power supply together

d0s
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3. Plug the power cable into the router:

9

4, Plug the other end into a plug socket and turn it on:

5. You can now switch on the router:

ON/OFF

©

Check it over
1. The power light will go green and the broadband light will go green shortly afterwards.
2. Your set up should now look like this:

Your home broadband is being set up
This will take up to 5 minutes, so relax and let us do the leg work.
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Please note that if you're redirected to the '‘Nearly there!" holding page in your browser,
you may need to wait a few more minutes for us to set up your router. If after 5 minutes, the
‘Nearly there! text is still visible when you reopen your browser window, reboot your PC and
then reopen the browser window again, you should now be able to view web pages. If this still
doesn’t work, you can manually enter your broadband username and password in the router
user interface and make a connection to the Internet (see how to manually update the
broadband username and password on page 52)

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired
connection and follow the steps on pages 23 and 25

SETTING UP YOUR FIBRE BROADBAND

Follow these steps to set up your Bright Box Wireless Router for your EE Fibre broadband
service.

A Make sure that your Fibre broadband has been installed — the engineer will confirm that
your line is ready to go

Disconnect Old Equipment

If you've already got a broadband modem or router connected to your line, unplug the power
supply and all other cables and put them to one side for now.

Engineer Visit

1. The engineer will change your telephone socket and connect the modem for you.
2. Connect the black Ethernet cable, provided, to the modem:

‘,||I”‘,‘ 4
Al
1114

i
17

Connect and turn on your router
1. Connect the other end of the black Ethernet cable into the red WAN port on your router:

2. Connect the two parts of the power supply together:
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3. Plug the power cable into the router:

=

4, Connect the power supply into a plug socket and turn it on.

.
S

5. You can now switch on your router.

ON/OFF ‘

®

Check it over

Everything should now look like this, the power light will go green and the broadband light
will go green shortly afterwards:
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power power

ethernet

Your Fibre broadband is being set up
This will take up to 5 minutes, so relax and let us do the leg work.

Please note that if you're redirected to the '‘Nearly there!" holding page in your browser,
you may need to wait a few more minutes for us to set up your router. If after 5 minutes, the
‘Nearly there! text is still visible when you reopen your browser window, reboot your PC and
then reopen the browser window again, you should now be able to view web pages. If this still
doesn’t work, you can manually enter your broadband username and password in the router
user interface and make a connection to the Internet (see how to manually update the
broadband username and password on page 52)

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired
connection and follow the steps on pages 23 and 25

MOVING TO FIBRE BROADBAND

Follow these steps to move your Bright Box Wireless Router from an ADSL to EE Fibre
broadband service.

A Make sure that your Fibre broadband has been installed - the engineer will confirm that
your line is ready to go

Engineer Visit

1. The engineer will change your telephone socket and connect the modem for you.
2. Connect the black Ethernet cable, provided, to the modem:

all!
{1l
Il
Al
11117
4

Reconfigure your current equipment
1. Disconnect any broadband filters from other telephone sockets.
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2. If you have a telephone cable reconnect it directly to the telephone socket
3. Disconnect the grey broadband cable from the Bright Box.

4, Remove any Ethernet cables currently connected to the red WAN port, reconnect the
Ethernet cables to another available port (LAN1, LAN2 or LAN3)

Connect and turn on your router

Plug the other end of the black Ethernet cable connected to the modem into the red WAN
port on your router:

Check it over
Everything should now look like this:

power ﬂ\ f' power

ethernet

The power light will go green, the broadband light will go green once you've completed the
next steps.
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Six simple steps to move

1. Open a web browser (you will not be connected to the Internet)

2. Type http://192.168.1.1 into the browser address bar and click go. Your username is
admin and the password is on your 'KEEP MEE’ card or on the sticker on the bottom of
your router.

3. Select the Basic Set-Up tab at the top of the screen.

YW () @ http://19216811/indexh O~ B S X [,

Status Basic Set-Up Advanc
“ Status INTERNET
Broadband Type: .

4, Select the Migration Wizard from the menu on the left hand side menu:

@ hitp://1921681.1/indexh O ~ B ¢

Status Basic Set-Up I

¥ Broadband Settin¢s

B . BROADE
> Migration Wizard
x Wireless Setting[s\s’ This page pi
w USB File Sharing
Broadband

5. Pressthe Fibre/Ethernet button.
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MIGRATION WIZARD
This function will help you to change your router settings. It's quick and easy to cl
options below :

Press this button if you want to move to -
i ' Fibre / Eth t
Fibre / Ethernet E ibre erne \j

-
)

Press this button if you want to move to ADSL ADSL

6. Press OK on the warning pop-up. The migration countdown will begin. You can now
close your browser.

A Do not turn off your router, please wait until router has restarted.

99 seconds remaining.

Your Fibre broadband is being set up
This will take up to 5 minutes, so relax and let us do the leg work.

Please note that if you're redirected to the '‘Nearly there!" holding page in your browser,
you may need to wait a few more minutes for us to set up your router. If after 5 minutes, the
‘Nearly there! text is still visible when you reopen your browser window, reboot your PC and
then reopen the browser window again, you should now be able to view web pages. If this still
doesn’t work, you can manually enter your broadband username and password in the router
user interface and make a connection to the Internet (see how to manually update the
broadband username and password on page 52)

You can now connect your devices

You can now connect your devices to your Bright Box router. Choose either wireless or wired
connection and follow the steps on pages 23 and 25

SETTING UP A WIRED CONNECTION TO YOUR BRIGHT BOX

To set up a wired (Ethernet) connection between your computer and the Bright Box Wireless
Router, follow the steps below:

1. For ADSL broadband, plug one end of the black Ethernet cable into any of the four yellow
Ethernet sockets on the back of your Bright Box Wireless Router:

EE Bright Box User Manual
23



2. For Fibre broadband you should leave the black Ethernet cable connected to the red
WAN port on the Bright Box, but can plug another Ethernet cable into any of the other
LAN ports on the Bright Box (LAN1, LAN2 or LAN3).

3. Plug the other end into the Ethernet socket on your device. You'll hear a click when
you've connected the cable correctly:

4. To check your connection, type ee.co.uk into a browser's address bar and click Go:

5. The EE home page will load:
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HELLO,
~“WE'RE

Qs . MOVETOEE NEWS

If you can’t connect or are having problems, repeat all of the steps again ensuring that all
plugs are connected properly. If none of these work give us a call on 0844 873 8586 and
we’'ll help get you up and running.

SETTING UP A WIRELESS CONNECTION

To set up a wireless connection to the Bright Box Wireless Router:

0 Your wireless network name (SSID) and wireless password can be found on the 'KEEP
MEE’ card or on the bottom of the router.

1. If you're using a wireless adapter, make sure it's installed correctly and turned on.
2. Open the wireless software on your device:

Windows - click the network icon in your device's notification area
— if using Windows Vista, you'll need to choose ‘connect to network’ dﬂ @ &

Apple Mac - click the ‘AirPort’ icon in the menu bar —

Other Devices - the list can usually be found in the settings menu next to ‘'wireless’,
‘manage connections’ or ‘networks’

3. Look for your wireless network name in the list of networks.

4, Select ‘connect’ or ‘join’ on your wireless network and when prompted enter your
wireless password.

5. You should now be connected to the wireless network

6. To check your connection, type ee.co.uk into a browser's address bar and click Go:
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E] http://www.ee.co.uk/ H~Ba2X

The EE home page will load:

) E £+ 2 ¢ X || ] uk's 4G Mobile Network | Fi...x [l

"HELLO, |
“WERE -

MOVETOEE NEWS FAQS

EE Bright Box User Manual
26



CHAPTER 4: THE BRIGHT BOX ADMIN PAGES

ACCESSING THE BRIGHT BOX ADMIN PAGES

In order to configure settings on the Bright Box wireless router, you will need to log in and
out of the router’'s admin pages using your web browser.

0 The admin pages will only allow one user (defined by the IP Address of the connected
wireless or Ethernet device) to access the pages at one time. As such if swapping between a
wired or wireless connection on the computer it is advised that you log out of the pages once
you've finished the task. If you forget, you'll receive an error, and need to wait 10 minutes, or
restart the router.

How to log in to the Bright Box admin pages
To log into the Bright Box wireless router admin pages:

1. Open a browser, for example Internet Explorer ? Safari @ or Firefox 0
2. In the address bar type, http://192.168.1.1

)| © hitp://19216811/ O ~ >

3.
u Home | w Login
Status Basic Set-Up Advanced Set-Up
Login Screen
Username:
Password:
4, Enter the Username and Password to login to the router admin pages:
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3. The Username isadmin

b. The Password can be found on the sticker on the bottom of the router (in the
Router Login Details section) and on the ‘KEEP MEE’ card.

Model name: Bright Box Wireless Router

wireless network name: .~

BrightBox-1a2bc 110

wireless password: Serial No. XXXXXXXXXXXX

horse-duck-dog LRG0 O

Routerlogin details:  http://192.168.1.1
username: admin password: k3p4h9

CEQ® X wom
Madein XXX  145000107400JRO1 XX [—

5. Click Login
Login Screen
Username: admin
Password: eeserze
E:ancel
L3
6. The Bright Box ‘status’ page will be displayed:
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pre -

b Ly
K3 ) & nitp/n9216811/indexits O ~ B & X | @ customer status x |l & Lt

8 » Home | s Logout

Status Basic Set-Up Advanced Set-Up

M Status INTERNET e

Broadband Type: ADSL

Broadband State: Connected

Internet State: Connected

Time Connected: 00:00:26

Downstream Rate: 7196kbps

Upstream Rate: 1020kbps

Internet IP Address: 2.28.178.213

Broadband Username: yourname.orangehome.co.uk@fs

WIRELESS
Wireless Network = Wireless 5 SSID Broadcast
Name (SSID) Password Securty Channel | ¢ e | ssiD
. . WPA-WPA2
BrightBox-fégh5r fax-match-akin (TKIP+AES) " Enable  Enable
CURRENTLY CONNECTED DEVICES
Name IP Address MAC Address Connection Type
MacbookPro 192.168.1.10 3C:07:54:39:E3:67 LAN
MyPC 192.168.1.32 E8:11:32:96:FA:58 LAN
USB DEVICE i

How to log out of the Bright Box admin pages
To logout of the router's admin pages:

1. Click Logout - you'll find this in the top right-hand corner of the router’'s admin pages:

u Home | u Logout

2. You'll be taken back to the login screen:
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@ hitp://192168.. O ~ B C X || &1921681.1

» Home | u Login

Status Basic Set-Up Advanced Set-Up

Login Screen

Username:

Password:

Possible Errors displayed when logging into the admin pages
You may experience one of the errors below while logging onto the admin pages:

‘The router log in details you've entered are incorrect. You'll find these printed
on the bottom of your router’

Login Screen

Username:

Password:

The router log in details you've entered are incorrect. You'll find these printed on the bottom of your router.

You'll get this error if the username and/or password for the router’'s admin pages have been
entered incorrectly or left blank.

Remember that the username and password are case sensitive ensure that the Caps Lock on
your computer keyboard is not on when attempting to log on.

Close the browser window, and then try to log on again using the details below:
e Username: admin

e Password: This can be found on the sticker on the bottom of the router (in the router
login details section) and on the ‘KEEP MEE’ card.

If you think you may have changed the password for the router in the Advanced Set-Up >
System > Password Settings page, and can’t remember the new password, you will need
to return the router to factory settings using the reset button on the back panel of the router
(see how to restore the router to it's default settings on page 179)
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A Please note that you will lose any custom router settings you previously configured if you
factory reset the device using the reset button.

‘Duplicate Administrator — The device is managed by 192.168.1.xx currently’
e@ @ http://192168.. O ~ B C X || @1921681.1

8 s Home | s Login

N

Status Basic Set-Up Advanced Set-Up

Duplicate Administrator
This device is managed by 192.168.1.10 currently.

The admin pages will only allow one user (defined by the IP Address of the connected
wireless or Ethernet device) to access the pages at one time.

You can prevent this error by logging off from the admin pages before using another
computer, or before switching between a wired and wireless connection on the same
computer.

To fix the error:

e Return to the computer (or connection type) that you were previously logged in using,
and logout.

* Turn the router off, then back on again — the other computer will be logged out
immediately.

* Wait 10 minutes for the previous session to time out.

By default, it will take 10 minutes for the session to time out before you can login on
another computer. Restarting the router will clear the session time out and allow you to log
back in immediately. You can change this session time out period in the Password Settings
page under Advanced Set-Up > System in the router admin pages.

If this doesn’t fix the problem, or you believe that somebody else may be accessing your
admin pages:

e Change the login password for the router to something different (in the Password
Settings page under Advanced Set-Up > System in the admin pages)

* You may also like to check that wireless security is turned on, and change to WPA, and
change your WPA wireless security key to something new (see Wireless Settings on
page 59)

NAVIGATING THE BRIGHT BOX ADMIN PAGES

After logging into the Bright Box in your web browser, you can access each of the router
admin pages by a combination of navigating the three tabs at the top of the page, and the
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left-hand column navigation menu. An example below shows the navigation elements as they

appearin the basic set up > Wireless Settings page:

8 Navigation tabs

Status Basic Set-Up Advanced Set-Up

¥ Broadband Settings
g WIRELESS SETTINGS
¥ Wireless Settings

> Wi-Fi Protected Setup
¥ USB File Sharing
Enable or disable wireless © Enable @ Disable

Navigation menu

Wireless Mode 11b+11g+11n ~
Channel Auto ¥

Wireless Network Name (SSID) BrightBox-foghsr
Broadcast SSID © Enable  © Disable
Security WPA A

Security Setting

Configuration page

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+11g mode in order to enable WEP security.

WPA mode WPA/WPA2 Mixed Mode ~

Wireless Password fax-match-akin

INTELLIGENT WIRELESS
Wireless Channel 1

Use this function to connect to the best available wireless channel

» Home | u Logout

Intelligent Wireless

There are three main sections in the admin pages that are accessible by clicking on the

navigation tabs:

Status Basic Set-Up

Advanced Set-Up

Section Description

settings.

Status This section consists of a single page that displays the
Bright Box status for Internet connectivity, wireless
connection status, currently connected device list (DHCP
table), USB device status and other LAN and WAN

configuration.

Basic Set-Up The section contains configuration pages for Broadband
Settings, Migration Wizard, Wireless Settings, Wi-Fi
Protected Setup (WPS) settings and USB File Sharing

Advanced Set-Up This section contains advanced configuration pages for
Broadband Settings, ADSL Mode, Migration Wizard,
Wireless Settings, wireless channel and SSID (including
multiple SSID and VLAN binding), WEP, WPA, 802.1x,
wireless Bandwidth Control, USB File Sharing, Mobile
Broadband, DHCP settings, NAT, Address Mapping, Port
Forwarding (also known as Port Mapping), Port Triggers,
NAT Mapping table, Firewall, Access Control,, MAC
Filtering, URL Blocking, Schedule Rules, Intrusion
Detection, DMZ, Quality of Service (QoS), Traffic Mapping,
DiffServ Groups, WMM, UPnP, Backup and Restore
Configuration, Restart Router, Factory Default, Firmware
Upgrade, System Settings, Time Settings, Password
Settings, DDNS, ADSL Status and System Log.
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0 Some of the navigation menu pages are nestled underneath other headings according to
category. Click on the heading to view the associated sub-pages and then click on the sub-
page heading to view the specific configuration page.

The example below displays the Channel and SSID/WEP/WPA/802.11x/Bandwidth
Control sub-pages nestled underneath the Wireless Settings category in the Advanced

Set-Up tab:

Default Menu View:

% Broadband Settings
> ADSL Mode
> Migration Wizard
a Wireless Settings
w USB File Sharing
% Mobile Broadband
u DHCP
a NAT
% Firewall
% QoS
2 UPnP
% Tools
u System

View when clicking on the Wireless
Settings category:

% Broadband Settings
2 Wireless Settings
3 Channel and SSID

> WEP
> WPA
> 802.1X

> Bandwidth Control
w USB File Sharing
% Mobile Broadband
a1 DHCP
a NAT
% Firewall
2 QoS
2 UPnP
% Tools
u System

BRIGHT BOX ADMIN PAGE DESCRIPTIONS

This section provides a description of the admin pages in the Bright Box router user interface,
by navigation tab section. If the section name is preceded by a '>’, this indicates that the
section is nestled under a higher-level menu item in the navigation menu.

Status tab

Section

Description

Status

This page displays the Bright Box status for internet
connectivity, wireless connection status, currently
connected device list (DHCP table), USB device status and
other LAN and WAN settings. This is the first page
displayed after logging into the Bright Box admin pages.

Basic Set-Up tab

Section

Description

Broadband Settings

This page contains basic settings to connect to your
EE broadband service. Two network types can be
configured here — ADSL and Fibre/Ethernet. The
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Broadband Username and Password can be found
here, as well as ISP settings, DNS and MTU settings.

> Migration Wizard This page contains a wizard that allows you to
change the default router configuration to work on
either EE Fibre broadband or EE ADSL broadband
services.

Wireless Settings This page contains basic settings to configure your
wireless network. The wireless mode, channel,
wireless network name (SSID), wireless password,
broadcast SSID, security type and security modes
can be configured here. You can also refresh the
Intelligent Wireless channel on this page.

> Wi-Fi Protected Setup This page allows you to enable or disable the Wi-Fi
Protected Setup (WPS) capability on the router. This
option is disabled by default. You can also find the
WPS PIN and Push Button Configuration (PBC)
settings here.

USB File Sharing This page contains basic settings to configure the
USB File Sharing feature on the Bright Box router.
The Auto Sharing feature is enabled by default. The
Workgroup Name, Security Control and File
Permission settings can be set here.

Advanced Set-Up tab

Section ‘ Description

Broadband Settings This page contains more advanced settings for
configuring your EE broadband service. It includes
the settings found in the Basic Set-Up page and
additional settings such as Connection Type, Idle
Time, Authentication Protocols and an option to
manually connect/disconnect your Internet
connection.

> ADSL Mode This page contains options to manually configure
the ADSL connection mode on your router. By
default this is 'Automatic’. but settings can be
changed in order to assist connection
troubleshooting.

> Migration Wizard This page contains a wizard that allows you to
change the default router configuration to work on
either EE Fibre broadband or EE ADSL broadband
services.

Wireless Settings This page allows you to enable or disabled the
wireless LAN (WLAN) on the Bright Box router. You
can also refresh the Intelligent Wireless channel on
this page.

> Channel and SSID This advanced page allows you to set the Wireless
Mode (b/g/n, b/g, n only modes), Primary and
Secondary Channels, Wireless Bandwidth (20MHz
and 20/40 MHz modes), create multiple SSID's and
bind SSID's to a virtual LAN (VLAN) to create
isolated wireless networks
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> WEP

This advanced page allows you to configure the WEP
wireless security settings for any of the transmitting
SSID’s. Settings include the WEP mode (64 or 128-
bit), Key Entry type (Hex or ASCII), WEP passphrase
and WEP key generation.

Please note that WEP security can only be
configured with the router set to '11b+11g’ wireless
mode.

> WPA

This page contains settings allowing you to
configure the WPA wireless security settings for any
of the transmitting SSID's. Settings include WPA
Mode (WPA, WPA2 or WPA/WPA2 Mixed Mode),
Cipher Suite (Auto, AES or TKIP), Authentication
Type (Wireless Password or 802.1x), Wireless
Password type (Passphrase or Hex) and the WPA
Wireless Password.

> 802.1x

This page contains configuration settings for 802.1x
RADIUS wireless authentication. 802.1x can be
enabled or disabled on this page (disabled by
default). Other settings include re-authentication
and quiet period times and RADIUS server
parameters.

> Bandwidth Control

This page allows configuration of wireless
Bandwidth Control for each of the wireless SSID's.
This allows you to set @ maximum throughput limit
for upstream or downstream traffic.

Please note that the QoS module must be enabled
for this feature to work (see Bandwidth Control on
page 112)

USB File Sharing

Advanced USB File Sharing options can be found in
this page. As with the Basic Set-Up page, Auto
Sharing option and workgroup names can be
configured here. Additional features include
enabling/disabling Samba, creating user accounts, a
connected USB device list and NAS folder sharing
settings.

Mobile Broadband

Mobile Broadband support can be enabled on this
page, to allow use of 3G mobile Internet connections
with supported 3G USB dongles. The page displays
the current 3G connectivity status and PIN codes.

Please note that this is currently only a beta feature.

DHCP

This page contains configuration options for DHCP
in order for the router to dynamically allocate IP
addresses to your client PC’'s. The DHCP server can
be enabled/disabled on this page and DHCP address
reservation set-up. Other settings such as
Gateway/Subnet IP addresses, Lease Time, Domain
Name and DHCP Start/End ranges can be configured
here.

NAT

The NAT (Network Address Translation) setting can
be disabled/enabled on this page. Please note that
this feature is enabled by default.
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> Address Mapping

This page contains an Address Mapping table that
allows LAN IP addresses ranges to be mapped to
particular Internet IP addresses in order to isolate
internal networks.

EE does not currently support this feature.

> Port Forwarding

This page allows you to configure the Port
Forwarding (sometimes known as Port Mapping)
feature on the router so that remote users accessing
local services such as a Web or FTP server can be
automatically redirected to the correct local IP
address. Up to 20 Port Forwarding entries can be
created on this page.

> Port Triggers

This page allows you to configure Port Trigger
services so that applications requiring multiple
connections can open the correct ports for inbound
traffic when the application calls on a specific
‘trigger port’. Up to 10 Port Triggering entries can be
created on this page.

> NAT mapping table

This page contains a table that displays a list of the
current port forwarding mappings.

Firewall

The Bright Box firewall features (Access Control,
MAC Filter, URL Blocking, Schedule Rule, Intrusion
Detection, DMZ) can be disabled and enabled from
this page.

> Access Control

This page contains settings to allow you to define
individual traffic types permitted or not permitted
from the Internet to devices on your local network.
The overall access control feature can also be
disabled or enabled from this page. Up to 10 device
access control rules can be created.

> MAC Filter

MAC Filters (also known as MAC Address Controls)
can be configured from this page for up to 32

devices. When a MAC filter is configure, only those
devices listed in the table can access your network.

> URL Blocking

You can block access to individual web sites by URL
or keyword on this page. Please note that an Access
Control filter with 'WWW with URL Blocking’ must be
created for a particular device in order for URL
Blocking to occur.

> Schedule Rule

This page allows configuration of Schedule Rules for
Access Control filters. You can configure rules to
apply for certain days and times and then associate
the rule with a particular Access Control in the
Access Control page.

> Intrusion Detection

This page allows the configuration of the Stateful
Packet Inspection (SPI) element of the router
firewall which is enabled by default. The SPI and
Anti-DoS protection can be disabled or enabled on
this page as can individual SPI settings. The page
also allows you to configure the '‘Discard Ping to
WAN Interface’ option.

> DWMZ

If you have a local client device that cannot run an

EE Bright Box User Manual
36




Internet application properly from behind the
firewall, you can configure that device to have
unrestricted two-way Internet access by defining a
virtual DMZ host on this page.

QoS

The Quality of Service (QoS) setting can be enabled
or disabled on this page. QoS is disabled by default,
but if enabled can allow you to configure particular
traffic types (for example gaming traffic) to have
priority over others.

> Traffic Mapping

You can configure up to 16 different Traffic
Mapping rules that classify different types of traffic
into forwarding groups from Highest to Lowest. For
example you can create a class for Online Games
with a traffic priority of ‘Highest’

> Diffserv Groups

You can configure each of the 8 DiffServ priority
groups (from Highest to Lowest) on this page.
Guaranteeing a minimal bandwidth percentage for
each group, associated with Traffic Mapping rule
priorities.

> WMM You can enable and disable the WMM (Wi-Fi
Multimedia) setting on this page. This is enabled by
default and allows better quality multicast
(video/audio) streaming over the wireless network
for supported applications.

UPNnP This page allows configuration of the Universal Plug
and Plug (UPnP) feature in the router. This is
enabled by default and allows compatible network
devices to discover each other over the local
network and automates port forwarding for UPnP
supporting applications.

Tools This page contains a '‘Please use these functions

with caution’ message.

> Configuration

This page allows you to backup the current
configuration settings of the router to a backup file.
The page also allows you to restore previously saved
configuration settings from a backup file.

> Restart

The router can be restarted (rebooted) from this
page.

> Factory Default

The router can be restored to factory default
settings (factory reset) from this page. Please note
that if the router is factory defaulted, any custom
configuration settings will be lost.

> Firmware Upgrade

The router firmware version can be upgraded from
this page by uploading a firmware file from a
connected computer.

System

This page contains the current Bright Box Runtime,
Boot, ADSL and Hardware versions, as well as the
router Serial Number, LAN and Wireless MAC
addresses.

> Time Settings

This page allows you to enable or disable the
Automatic Time Server Maintenance to ensure the
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router time (as displayed in the System Log) is
always correct.

> Password Settings You can configure the password to access the
router admin pages in this page. Please ensure you
have the current password to hand in order to make
this change. The admin page idle time out setting
can also be configured here.

> DDNS This page allows you to configure the Dynamic DNS
settings to allow you to map a static domain name
(from DynDNS.com or TZO.com) to a dynamic IP
address. Please ensure you have setup an account
with DynDNS or TZO in order to use this feature.

> ADSL Status This page displays statistics on your ADSL
broadband connection, including Line Status, Link
Type, Operation Mode, ADSL sync data rate in Kbps,
Noise Margin, Attenuation, Error correction and cell
statistics.

> System Log This page displays a log containing system events
such as administration login/logout and broadband
connection activities. You can save the log as a text
file or clear the log from this page.

MAKING CONFIGURATION CHANGES

Once you have made a configuration change on any Bright Box admin page, and you are
happy to proceed with the change click the Save Settings button at the bottom of the page
to apply the change to the router:

[Help] [ Save Settings N ] [ Cancel ]

L i

An ‘Applying changes. Please wait. The process may take up to 30 seconds. If you are making
wireless changes you may need to reconnect to the wireless network’ message may appear in
the browser window. Once this change is applied, you will be returned to the page you were
previously configuring:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

0 If you are making changes to the router settings over a Wi-Fi connection you may need to
reconnect to the Bright Box wireless network after making those changes. This particularly
applies to any changes made to Wi-Fi settings in the Basic Set-Up > Wireless Settings,
Basic Set-Up > Wi-Fi Protected Setup, Advanced Set-Up > Wireless Settings,
Advanced Set-Up > Channel and SSID, Advanced Set-Up > WEP, Advanced Set-
Up > WPA, Advanced Set-Up > Bandwidth Control or Advanced Set-Up > 802.1x
pages.
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A If you are having problems reconnecting after a change to the router’'s wireless settings
you may also need to delete your old wireless network location for the Bright Box in Windows
or Mac OS X before trying again.

If you have accidently made a configuration change or multiple changes on an admin page
(and have not clicked Save Settings), and you wish to cancel that change, click the cancel
button at the bottom of the page:

[Help] [ Save Settings ] [ CanceIJ U

L .

A You cannot cancel a configuration change on a page after clicking the Save Settings
button as Save Settings will apply the change to the page. If you click Save Settings and
then want to roll back on a previous setting, you will need to change that setting yourself and
click Save Settings again to re-apply.

HELP PAGES

You can display contextual help information on admin pages by clicking the Help button on
any page:

|Help| [ Save Settings | [ Cancel | U

This will open a window with the relevant help information for that particular admin page:

(= ©

g
/2 Help - Windows Internet Explorer

|@ http://192.168.1.1/help.htm?hid=0#broadband

BJ

Broadband Settings -

This page allows you to update your broadband username and broadband password details to
connect to EE broadband.

All other settings are optimised to work with your EE broadband senice. If you change
settings, you may find you're unable to connect, view web pages, or experience slow loading
web pages.

If you think you may have changed the settings in error, return your router to default settings.
You can do this from Advanced Set-Up by selecting Tools" and ‘Factory Default’.

You can also connect or disconnect your Internet connection manually by clicking the
Connect / Disconnect button in the Internet Connection section of the page.

ADSL Mode

This page allows you to change the ADSL mode (sometimes known as modulation type) that
the router uses to connect to your broadband service on your local exchange. By default this
will be set to ‘Automatic’ and this is normally the best setting for your broadband connection.
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CHAPTER 5: THE BRIGHT BOX STATUS PAGE

The status page is where you'll find all the information you need about the status and
settings on your router.

@ http://192168.1.1/indexhtt O ~ B & X || @ Customer Status X
) 8 w Home | w Logout
Status Basic Set-Up Advanced Set-Up
4 Status INTERNET =

Broadband Type: ADSL

Broadband State: Connected

Internet State: Connected

Time Connected: 00:00:26

Downstream Rate: 7196kbps

Upstream Rate: 1020kbps

Internet IP Address: 2.28.178.213

Broadband Username: yourname.orangehome.co.uk@fs

WIRELESS

Wireless Network = Wireless Gl GRanne] SSID Broadcast

Name (SSID) Password 7 State SSID

) . WPA-WPA2

BrightBox-féghsr fax-match-akin (TKIP+AES) " Enable  Enable
CURRENTLY CONNECTED DEVICES

Name IP Address MAC Addi C ion Type

MacbookPro 192.168.1.10 3C:07:54:39:E3:67 LAN

MyPC 192.168.1.32 E8:11:32:96:FA:58 LAN

USB DEVICE i

The status page is made up of five separate sections — Internet, Wireless, Currently
Connected Devices, USB device and Information.

The status page will automatically refresh every 15 seconds, however you can manually
refresh the page by clicking the refresh button at the top of the page:

Help | | Refresh B

The follow sections describe the elements of the status page in more detail.

INTERNET STATUS

In this section you can check your Internet connection status, speed of your connection and
how long you've been connected for.
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INTERNET

Broadband Type: ADSL

Broadband State: Connected

Internet State: Connected

Time Connected: 00:00:26

Downstream Rate: 7196kbps

Upstream Rate: 1020kbps

Internet IP Address: 2.28.176.213

Broadband Username: yourname.orangehome.co.uk@fs

Field ‘ Description

Broadband Type For EE ADSL broadband connections, this field should
display a value of ADSL. For EE Fibre broadband
connections a value of ‘Fibre/Ethernet’ should be
displayed. If the wrong Broadband Type is displayed, you
can migrate to the correct type (ADSL or Fibre/Ethernet)
on the Basic Set-Up > Broadband Settings >
Migration Wizard page.

Broadband State This field indicates the status of the ADSL broadband
connection. The field will display ‘Connected’ if the router
has successfully synchronised with the exchange. The
field will display 'Disconnected’ if the router is unable to
detect a broadband signal or is still synchronising with the
exchange.

If this field displays ‘Disconnected’ please check your grey
broadband cable is connected to the DSL socket on your
router and the other end of the cable is connected to the
DSL socket on the telephone filter. Ensure the filter is
connected to the master telephone socket. Also see
chapter 8: troubleshooting on page 198

For Fibre broadband customers a value of ‘N/A’ will be
displayed here.

Link Rate This field displays the physical link speed of the
(Fibre/Ethernet Fibre/Ethernet connection. The value will generally be
Broadband Type 100Mbps. Please note that this is the physical link rate of
Only) your connection and not the download speed available

over your Fibre broadband service.

This field will only be visible if the ‘Broadband Type' value
is ‘Fibre/Ethernet’, and should not be visible if you are
using EE ADSL broadband.

Internet State This field indicates the status of the Internet connection.
If a connection to the Internet is available then this field
will display a value of '‘Connected’. The field will display a
value of ‘Disconnected’ if the router is unable to establish
a connection to the Internet.

If this field displays '‘Disconnected’ please check your
Broadband Username and Broadband Password on the
Basic Set-Up > Broadband Settings page is correct.
Also check the other settings on the Broadband
Settings page to ensure these are correct for your EE
ADSL connection. Also see chapter 8: troubleshooting on
page 198

Time Connected This field displays the length of time the Internet State
has been in the ‘Connected’ state in
Hours:Minutes:Seconds format. If the Internet State is
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‘Disconnected’ this field will display --:--:--.

Downstream Rate This field displays the current ADSL synchronisation rate
in kilobits per seconds (kbps) for the downstream
connection. Please note that this is the sync rate with the
exchange only, and this value may be higher than your
download speeds over the Internet.

This field will display '‘Okbps’ if no Internet connection is
available.

This field will not be visible when the Broadband Type is
‘Fibre/Ethernet’.

Upstream Rate This field displays the current ADSL synchronisation rate
in kilobits per seconds (kbps) for the upstream connection.
Please note that this is the sync rate with the exchange
only, and may be higher than your upload speeds over the
Internet.

This field will display '‘Okbps’ if no Internet connection is
available.

This field will not be visible when the Broadband Type is
‘Fibre/Ethernet’.

Internet IP Address This field displays the current Internet (WAN) IP address
automatically assigned to your router by EE. If no Internet
connection is available this will display 0.0.0.0.

The IP address may also be a static IP address configured
in the Basic Set-Up > Broadband Settings or
Advanced Set-Up > Broadband Settings pages,
however this setting is not supported by EE.

Broadband Username | This field displays your unique Broadband Username as
configured in the Basic Set-Up > Broadband Settings
or Advanced Set-Up > Broadband Settings pages.

The Username will automatically be populated when you
first connect your router to your EE Broadband line. If the
Username displays readytoconnect@fs then you may need
to configure the Username and Password manually on the
Basic Set-Up > Broadband Settings page.

If this field is populated with your correct Broadband
Username, but your Internet State displays ‘Disconnected’,
ensure your Broadband Password and other broadband
settings are correct on the Basic Set-Up > Broadband
Settings page. Also see chapter 8: troubleshooting on
page 198

WIRELESS STATUS

In this section you can view the status of your wireless network, the wireless password,
security type, channel and status.

WIRELESS
Wireless Network = Wireless Securi Channel SSID Broadcast
Name (SSID) Password ¥ State SSID
- . V"J' P A - W PAZ
BrightBox-fégh5r fax-match-akin (TKIP+AES) 11 Enable  Enable
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The wireless status may contain up to three separate entries if SSID2 and SSID3 have also
been enabled in the Advanced Set-Up > Channel and SSID page.

If this section displays ‘wireless is currently disabled’' then this means that the
wireless LAN on the Bright Box has been disabled. You can enable the wireless LAN in the
Basic Set-Up > Wireless Settings or Advanced Set-Up > Wireless Settings pages.

Field ‘ Description

Wireless Network This field displays the wireless network name (also known
Name (SSID) as a SSID) as configured in the Basic Set-Up > Wireless
Settings or Advanced Set-Up > Wireless Settings >
Channel and SSID pages.

This is the wireless network name you will select when
connecting your wireless devices to the Bright Box router.

You can also find the default wireless network name on
the sticker on the bottom of the router or the 'KEEP MEFE’
card that came with the router.

Wireless Password This field displays the wireless password (sometimes
known as a wireless passphrase or WEP key) for the listed
wireless network name.

This is the wireless password you will enter when
connecting your devices to the wireless network.

This field will display '—' if the wireless security type is set
to ‘None'.

You can also find the default wireless password on the
sticker on the bottom of the router or the 'KEEP MEE' card
that came with the router.

The wireless password can be configured in the Basic
Set-Up > Wireless Settings or Advanced Set-Up >
Wireless Settings > WEP or Advanced Set-Up >
Wireless Settings > WPA pages.

Security This field displays the wireless security mode/cipher suite
of the of the associated wireless network name. The
default wireless security mode is "WPA-WPA2(TKIP+AES)",
Other modes include 'WPA(TKIP+AES)’, ‘WPA(TKIP),
"WPA(AES)', 'WPA2(TKIP+AES)', ' WPA2(TKIP)', 'WPA2(AES)’,
‘WEP’ and ‘None’.

The wireless security mode can be configured in the
Basic Set-Up > Wireless Settings or Advanced Set-
Up > Wireless Settings > Channel and SSID pages.
The WPA cipher suite can be configured in the Advanced
Set-Up > Wireless Settings > WPA page.

Channel This field displays the wireless channel transmission for all
of the wireless network names. By default, the wireless
channel is automatically selected by the Intelligent
Wireless function of the router. This determines the
channel with the least amount of interference and sets
the channel accordingly.

You can override the automatic Intelligent Wireless
channel selection in the Basic Set-Up > Wireless
Settings page and set the router to a manual channel
between 1 and 13.

If you have set the router to the 40MHz bandwidth setting
in Advanced Set-Up > Wireless Settings > Channel
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and SSID page then the extension channel (+/- 4
channels from the primary) will also be displayed here.

SSID State This field displays whether the particular wireless network
name (SSID) is currently enabled and transmitting. If this
value displays ‘Disable’ then the wireless network name is
configured, but is not transmitting and cannot be
connected to.

You can set the SSID state by ticking or unticking the
‘Enable’ option for the relevant SSID on the Advanced
Set-Up > Wireless Settings > Channel and SSID

page.

Broadcast SSID This field displays whether the wireless network name
(SSID) is broadcasting and visible. If the value is ‘Enabled’
then the wireless network name is visible to wireless
devices when attempting to scan for networks.

If the value is ‘Disable’ then the wireless network name is
not transmitted or visible in a wireless scan. A wireless
device may still connect to the wireless network by
manually entering the wireless network name even if the
broadcast SSID option is ‘Disable’.

Please note that if the SSID state value is 'Disable’, then
you cannot connect to the wireless network, even if the
broadcast SSID is displaying ‘Enable’.

You can configure the broadcast SSID setting on the
Basic Set-Up > Wireless Settings or Advanced Set-
Up > Wireless Settings > Channel and SSID pages.

CURRENTLY CONNECTED DEVICES

In this section you can see all of the devices that are currently connected to your Bright Box
router, and whether these are wired (LAN) or wireless devices. This section is also known as a
DHCP table.

CURRENTLY CONNECTED DEVICES

Name IP Address MAC Address Connection Type
MacbookPro 192.168.1.10 3C:07:54:39:E3:67 LAN
MyPC 192.168.1.32 E8:11:32:96:FA:58 LAN

Field ‘ Description

Name This field displays the name of the connected device. If

the device does not provide a device name (some devices
don't), the field value will read ‘Unknown Device'.

IP Address This field displays the current IP address of the connected
device, as assigned by the routers DHCP (Dynamic Host
Control Protocol) server.

MAC Address This field displays the 12-digit unique MAC (Media Access
Control) address of the connected device.

Connection Type This field will display whether the connected device is
connected over a wired Ethernet connection (‘(LAN) or
over the router's wireless connection (‘Wireless’).
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USB DEVICE

In this section you can see details of a storage device (such as a USB hard drive) connected

to the USB socket of the router. See how to file share with a USB drive on page 88.

(T
" I this section displays 'no supported device found’ then this means that either no

USB device is connected to the router's USB socket, or the connected device is not supported
by the router. The router currently supports FAT16, FAT32 and NTFS file systems. Apple Mac

HFS or HFS+ file systems are not supported.

USB DEVICE

Share Name

UNTITLED

File System Capacity Free Space

FAT 7.504 GB 7.446 GB

Field ‘ Description

Share Name

This field displays the volume name of the connected USB
drive as it will appear in your operating system's network
location as a shared folder.

File System

This field displays the file system type of the connected
USB drive. FAT16 or FAT32 drives will display a value of
'FAT" while NTFS drives will display a value of 'NTFS'.

Note that Apple Mac HFS or HFS+ file systems are not
currently supported by the Bright Box router.

Capacity

This field displays the total storage capacity of the
connected USB drive in Gigabytes (GB).

Free Space

This field displays the amount of free storage space
available on the connected USB drive in Gigabytes (GB).

INFORMATION

This section contains further details about your router, including more detailed Internet
settings along with other router features and settings. The section is comprised of three
areas - Internet, Features and LAN & Wireless(Default)

INFORMATION
Internet
Protocol
VPIIVCI
Encapsulation
ADSL Mode
Subnet Mask
Gateway
Primary DNS
Secondary DNS

Features
PPPoA Wireless Enabled
0/38 Firewall Enabled
VC MUX UPnP Enabled
G992.1(G.DMT)
255.255.255.255 LAN & Wireless(Default)
217.47.79.250 Gateway 192.168.1.1
193.36.79.100 Subnet Mask 255.255.255.0
193.36.79.101 DHCP Server Enabled

Description

Protocol

This field displays the network protocol for the active
Internet connection. On EE ADSL broadband, the value will
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be 'PPPoA’' and on EE Fibre broadband the value will be
‘PPPoFE’

Alternative values of 'DHCP’, 'Fix’' or '‘Bridge’ may be
displayed if alternative ADSL or Ethernet connection
modes have been configured in the Basic Set-Up >
Broadband Settings or Advanced Set-Up >
Broadband Settings pages.

VPI/VCI

This field displays the ATM Virtual Path Identifier (VPI) and
Virtual Channel Identifier (VCI) for the active Internet
connection. For EE ADSL broadband the default value is
‘0/38".

If the value is not '0/38’, then it may not be possible to
gain an Internet connection. These values can be
configured on the Basic Set-Up > Broadband
Settings or Advanced Set-Up > Broadband
Settings pages.

This setting will not be visible for EE Fibre broadband
customers.

Encapsulation

This field displays the ATM Encapsulation setting for the
active Internet connection. For EE ADSL broadband the
default value is 'VC MUX'.

An alternative value of 'LLC' may be displayed if this has
been configured on the Basic Set-Up > Broadband
Settings or Advanced Set-Up > Broadband
Settings pages. Please note that it may not be possible
to gain an Internet connection in 'LLC' mode.

This setting will not be visible for EE Fibre broadband
customers.

ADSL Mode

This field displays the ADSL Standard for the active
Internet connection. For EE Broadband, the value will
likely display either G992.1(G.DMT) or G992.5(ADSL2+)
but G992.3 (ADSL2), G993.3- Annex M and G992.5 -
Annex M may also be displayed.

This value is automatically negotiated between the router
and the broadband exchange when establishing an
Internet connection, and cannot be configured in the
admin pages.

If the value of this field is ‘—' then a connection through
to the Internet has not been successfully established. Also
see chapter 8: troubleshooting on page 198

This setting will not be visible for EE Fibre broadband
customers.

Subnet Mask

This field displays the Subnet mask for the active Internet
connection. This value is automatically assigned by EE
Broadband when you establish an Internet connection, but
will generally be '255.255.255.255".

The value can also be configured on the Basic Set-Up >
Broadband Settings or Advanced Set-Up >
Broadband Settings for Internet connections with a
static IP addresses.

If the value of this field is ‘0.0.0.0' then a connection
through to the Internet has not been successfully
established. Also see chapter 8: troubleshooting on page
198
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Gateway

This field displays the Gateway IP address for the active
Internet connection. This value is automatically assigned
by EE broadband when you establish an Internet
connection.

If the value of this field is ‘0.0.0.0' then a connection
through to the Internet has not been successfully
established. Also see chapter 8: troubleshooting on page
198

Primary DNS

This field displays the primary Domain Name Server (DNS)
for the active Internet connection. This value is
automatically assigned by EE broadband when you
establish an Internet connection.

The value can also be configured on the Basic Set-Up >
Broadband Settings or Advanced Set-Up >
Broadband Settings for Internet connections with a
static IP addresses.

If the value of this field is '0.0.0.0’ either a connection
through to the Internet has not been successfully
established, or there are problems with the EE domain
name servers. Also see chapter 8: troubleshooting on page
198

Secondary DNS

This field displays the secondary Domain Name Server
(DNS) for the active Internet connection. This value is
automatically assigned by EE broadband when you
establish an Internet connection.

The value can also be configured on the Basic Set-Up >
Broadband Settings or Advanced Set-Up >
Broadband Settings for Internet connections with a
static IP addresses.

If the value of this field is ‘0.0.0.0’' either a connection
through to the Internet has not been successfully
established, or there are problems with the EE domain
name servers. Also see chapter 8: troubleshooting on page
198

Wireless

This field displays the status of the router’s wireless LAN
(WLAN) setting. By default this value is ‘Enabled’,
indicating that the wireless LAN is active. If the value is
‘Disabled’ the wireless LAN is switched off.

You can configure the wireless LAN setting on the Basic
Set-Up > Wireless Settings or Advanced Set-Up >
Wireless Settings pages.

Firewall

This field displays the status of the router's internal
firewall. By default this value is ‘Enabled’, indicating that
the firewall is monitoring incoming and outgoing traffic. If
the value is ‘Disabled’ the firewall is not monitoring traffic

You can configure the firewall setting on the Advanced
Set-Up > Firewall page.

UPNP

This field displays the status of the Universal Plug and
Play (UPNP) feature on the router. By default this value is
‘Enabled’ indicating that UPnP compatible network
devices can discover each other over the local network
and control port forwarding. If the value is ‘Disabled’ then
UPNP compatible devices cannot make use of this feature.

You can configure the UPnP setting on the Advanced
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Set-Up > UPNP page.

Gateway

This field displays the gateway IP address for the routers
local area network (LAN). This IP address is the same as
you use to login to the Bright Box admin pages, and is
192.168.1.1" by default.

The value can be configured on the Advanced Set-Up >
DHCP page.

Subnet Mask

This field displays the subnet mask for the routers local
area network (LAN). The value of this field is
'255.255.255.0' by default.

The value can be configured on the Advanced Set-Up >
DHCP page.

DHCP Server

This field displays the status of the router’'s Dynamic Host
Control Protocol (DHCP). The value is ‘Enabled’ by default,
meaning that LAN IP addresses are automatically
allocated to client devices connecting to the router. If the
value is '‘Disabled’ then client devices must supply their
own LAN IP addresses in order to connect to the router.

The setting can be configured on the Advanced Set-Up
> DHCP page.
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CHAPTER 6: BRIGHT BOX BASIC SET-UP PAGES

Click the Basic Set-Up tab to access the Basic Set-Up admin pages. You can configure your
basic broadband and wireless settings in addition to basic USB File Sharing features on these

pages:

()l @ nttp://19216811/indexh O ~ B & X || @ Broadband Settings

w Broadband Settings

Status

Basic Set-Up Advanced Set-Up

BROADBAND SETTINGS

> Migration Wizard

2 Wireless Settings

This page provides basic settings to connect to your

w» USB File Sharing

BROADBAND SETTINGS

Clicking on the Basic Set-Up tab will display the Broadband Settings page. You can also
access this page by clicking on the Broadband Settings item in the left hand navigation
menu when inside the Basic Set-Up tab.

This page contains basic settings to connect to your EE broadband service. The Broadband

Username and Password can be found here, as well as ISP settings, DNS and MTU settings.

Description of Broadband Settings
The following table contains a description of the fields and options in the Basic Set-Up

Broadband Settings page:

Field ‘ Description

Broadband Type

This setting allows you to configure the network setting
type for you Internet connection. For EE ADSL broadband
this should be set to 'ADSL'". For EE Fibre broadband this
should be set to ‘Fibre/Ethernet’.

Select ‘ADSL’ for a standard PPPoA or PPPoE ADSL
connection (including EE broadband). This setting requires
entry of a Broadband Username and Password in order to
establish an Internet Connection

Select ‘Fibre/Ethernet’ for the router to be configured for
Bridging, Routing (if you only want to use the Bright Box
as a router and not a modem) or PPPoE Fibre Ethernet
modes. The easiest way to configure the router for EE
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ADSL or Fibre broadband services however is to use the
Migration Wizard page.

Broadband Username

This field is used to configure your PPPoA or PPPoE
Username provided by your ISP.

EE Broadband customers must remember to add @fs to
the end of the Username (for example
yourname.orangehome.co.uk@fs.

Broadband Password

This field is used to configure your Broadband Password
provided by your ISP. The field cannot be left empty.

Protocol

This dropdown allows you to configure the connection
protocol for the particular Broadband Type. By default this
value is 'PPPoA’ for ADSL broadband or '‘PPPoE’ for Fibre
broadband.

Select 'PPPoA’ for PPP over ATM connectivity. This is the
correct value for EE ADSL broadband customers. You must
enter a Broadband Username and Broadband Password to
establish an Internet connection

Select 'PPPoE’ for PPP over Ethernet connectivity. This
option is available for both ADSL and Fibre/Ethernet
broadband types. You must enter a Broadband Username
and Broadband Password to establish an Internet
connection.

Select '‘Bridging’ to set the router to act as a bridge to
pass Internet traffic directly to the attached client PC
from another modem. This option is available for
Fibre/Ethernet broadband types only.

Select 'Routing’ to set the router to route Internet traffic
over the Ethernet connection where authentication is
handled by a modem. This option is available for
Fibre/Ethernet broadband types only.

VLAN (Bridging
Protocol only)

This dropdown allows you to select the Virtual LAN group
the Bridged Internet connection is associated with in
order to configure separate internal networks. The
‘default’ VLAN is select by default.

This dropdown will only be visible if the ‘Broadband Type’
is set to ‘Fibre/Ethernet’ and the '‘Protocol’ option of
‘Bridging’ is selected.

The VLAN settings are configured in Advanced Set-Up
> DHCP page. See DHCP on page 122 for further
information.

VPI/VCI (ADSL
Broadband Type

only)

This field is used to configure the ATM Virtual Path
Identifier (VPI) and Virtual Channel Identifier (VCI) for the
active Internet connection.

For EE ADSL broadband the default value is '0/38".
Entering other values may prevent you connect to the
Internet.

This field is not visible for the Fibre/Ethernet Broadband
Type.

Encapsulation (ADSL
Broadband Type

only)

This dropdown allows you to configure the ATM
Encapsulation setting for the active Internet connection.
For EE ADSL broadband the default value is 'VC MUX’.
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Select 'VC MUX' for Virtual Circuit Multiplexing Internet
connections, including EE ADSL broadband.

Select 'LLC' for Logical Link Control Internet connections.

This field is not visible for the Fibre/Ethernet Broadband
Type.

Internet IP Address

This dropdown allows you to configure how the Internet IP
Address is allocated. For EE Broadband the default value is
‘Dynamic’.

Select 'Dynamic’ if the Internet |IP address is assigned by
your ISP, this is the standard setting for EE broadband.

Select 'Static’ if you have been given a fixed IP address by
your ISP. If you select 'Static’ you must also configure the
‘IP Address’ and ‘Subnet Mask’ fields.

IP Address

Use this field to enter the static IP Address provided by
your ISP when the ‘Internet IP Address’ option is set to
‘Static’.

This field does not allow value entry if the 'Internet IP
Address’ field is set to '‘Dynamic’.

Static IP Addresses are not currently supported by EE
broadband.

Subnet Mask

Use this field to enter the subnet mask provided by your
ISP when the ‘Internet IP Address’ option is set to 'Static’.

This field does not allow value entry if the 'Internet IP
Address’ field is set to '‘Dynamic’

Static IP Addresses are not currently supported by EE
broadband.

DNS IP Address

This dropdown allows you to configure how your Dynamic
Name Server IP addresses are selected. For EE broadband
the default value is 'Obtain from ISP’

Select 'Obtain from ISP’ if the DNS servers are provided by
your Internet Service Provider.

Select '‘Manual’ if you intend to use DNS servers other
than those provided by your ISP. If you select this option
you must configure the ‘Primary DNS’ and ‘Secondary DNS’
fields.

Primary DNS

Use this field to enter the Primary Domain Name Server IP
address when the 'DNS IP Address’ option is set to
‘Manual’.

Secondary DNS

Use this field to enter the Secondary Domain Name Server
IP address when the ‘'DNS IP Address’ option is set to
‘Manual’.

MTU (576~1500
PPPoA or 576-1492
PPPoOE)

This field is used to configure the Maximum Transmission
Unit size in bytes for data packets over the Internet. The
default for EE broadband is 1492.

Please note that changing this value may cause problems
with your Internet connection such as issues resolving
websites or secure pages.
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How to manually update the broadband username and password

When you first connect your EE Bright Box router to your EE line, your Broadband Settings
will be automatically configured, however you can also manually update your broadband
username and password on the router from the Broadband Settings page. To do this:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab.

3. In the 'Broadband Username' field, enter your broadband username — enter letters in
lower case, and remember to add @fs at the end (for example
yourname.orangehome.co.uk@fs)

4. In the 'Broadband Password' field, enter your the broadband password - this is case
sensitive so 'Password' is not the same as 'PaSsWoRd"

BROADBAND SETTINGS
This page provides basic settings to connect to your EE Broadband service.

Broadband Type: @ ADSL © Fibre/Ethernet

Broadband Username yourname.orangehome._co.uk@fs

Broadband Password sssscsee

5. Click Save Settings:

[Help] [ Save Settings ‘J [ Cancel ]

L i

6. You'll be prompted that the router is '‘applying changes":

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

7. You'll be redirected back to the Basic Set-Up (Broadband Settings) page
8. Click on the status tab - the '‘Broadband State' and 'Internet State' should both show
‘Connected’' to indicate that your router is now connected to the Internet:
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INTERNET

Broadband Type: ADSL

Broadband State: Connected

Internet State: Connected

Time Connected: 00:00.26

Downstream Rate: 7196kbps

Upstream Rate: 1020kbps

internet IP Address: 2.28.178.213

Broadband Username: yourname.orangehome.co.uk@fs

How to change the broadband MTU

The Maximum Transmission Unit (MTU) value is optimised on the Bright Box router for the EE
network with a default value of 1492, In some cases (if web pages are not loading or secure
web sites are timing out for example) it may be necessary to adjust the MTU value. To do this:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab.

3. Scroll down to the ‘MTU (576~1500)"' or ‘MTU (576-1492)' field enter the new MTU value
— for example 1500:

Subnet Mask

DNS IP Address Obtain from ISP~
Primary DNS

Secondary DNS

MTU (576~1500) 1500

9. Click Save Settings:

[Help] [ Save Settings ‘] [ Cancel ] —

10. You'll be prompted that the router is 'applying changes"

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

11. You'll be redirected back to the Basic Set-Up (Broadband Settings) page.
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How to set manual DNS addresses

The Bright Box router is set to automatically obtain the Domain Name Server (DNS) IP
address from EE broadband when establishing an Internet connection. The DNS server
translates Internet names and URL's to IP addresses in order to display web pages or other
Internet services.

It is possible to override the default ‘Obtain from ISP’ configuration for DNS settings and
enter custom DNS addresses. To do this:

Login to the router's admin pages.

Click on the Basic Set-Up tab.

In the 'DNS IP Address’ dropdown, select the ‘Manual’ option.

In the 'Primary DNS' field, enter the Primary IP address of your DNS server (for example
the Primary Google DNS IP address is '8.8.8.8")

5. Inthe 'Secondary DNS' field enter the Secondary IP address of your DNS server (for
example the Secondary Google DNS IP address is '8.8.4.4")

HUWN 2

IP Address

Subnet Mask

DNS IP Address Manual v
Primary DNS 8.8.8.8

Secondary DNS 8844

MTU (576~1500) 1492

6. Click Save Settings:

[Help] [ Save Settings X ] [ Cancel ]

7. You'll be prompted that the router is 'applying changes'

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

8. You can confirm that the DNS settings have been changed by clicking on the status tab.
The 'Primary DNS' and ‘'Secondary DNS' fields will display the new DNS IP addresses:
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NFORMATION

Internet

Protocol PPPoA

VPIIVCI 0/38
Encapsulation VC MUX

ADSL Mode G992.1(G.DMT)
Subnet Mask 255.255.255.255
Gateway 217.47.79.250
Primary DNS 8.8.8.8
Secondary DNS 8.8.44

In order to change back from manually configured DNS Servers to automatic DNS
addresses, click on the Basic Set-Up tab. In the 'DNS IP Address’ dropdown, select ‘Obtain
from ISP’ and click the Save Settings button:

IP Address

Subnet Mask

DNS IP Address Obtain from ISP ~
Primary DNS

Secondary DNS

MTU (576~1500) 1492

MIGRATION WIZARD

This page allows you to easily migrate your Broadband service from EE ADSL to EE Fibre
broadband or vice-versa. The page also displays the current default Broadband Type (either
ADSL or Fibre/Ethernet).

For ADSL customers migrating to the EE Fibre broadband service, the Migration Wizard may
need to be run after the BT engineer has installed your Fibre modem in your home

Running the Migration Wizard will set the router to the correct Broadband Settings for the
broadband service you want to use at home. During the Migration Wizard process, the router
will be restarted.

Please note that only the Broadband Settings on your router will be changed when running
the wizard, any other settings you may have configured (Wireless Settings, Advanced Settings
etc) will be kept as they were previously. When running the wizard it may take up to 5
minutes for us to automatically configure your router for the correct broadband service.

If you factory reset your router at any stage the router will be set back to the connection
type previously displayed in the "Your router is currently set to the default Broadband Type:’
field. You can use the Migration Wizard to change your default Broadband Type if you need
to.
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How to migrate to EE Fibre broadband

When your EE Fibre service has been provisioned and an engineer has installed your Fibre
modem you may need to migrate the router to the EE Fibre broadband settings using the
Migration Wizard.

A Before you do this, please ensure the Bright Box has been correctly connected to the
Fibre modem as described in Setting up your Fibre broadband on page 18.

To migrate the Bright Box settings for EE Fibre broadband:
1. Login to the router's admin pages.

2. Select the Basic Set-Up tab at the top of the screen.
3. Select the Migration Wizard from the menu on the left hand side menu:

~

| 8

@ http://192.1681.1/index.h O ~ B ¢

Status Basic Set-Up |

¥ Broadband Settin¢s

- BROADt
> Migration Wizard
x Wireless Settingks
w USB File Sharing

This page pI
Broadband
4. Pressthe Fibre/Ethernet button.

MIGRATION WIZARD

This function will help you to change your router settings. It's quick and easy to cl
options below :

Press this button if you want to move to =
. I
Fibre / Ethernet E fibre [Ethernet L‘g
)

Press this button if you want to move to ADSL ADSL

5. Press OK on the warning pop-up:
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'd b

% Your router will be restarted with new default broadband settings. You'll
' need to wait about 5 minutes before your router re-connects to the
Internet. Click OK to proceed.

(o) o |

6. The migration countdown will begin. You can now close your browser.

A\ Do not turn off your router, please wait until router has restarted.

99 seconds remaining.

7. The complete migration process may take up to 5 minutes to establish a connection to
the Internet.

Please note that if you're redirected to the '‘Nearly there!" holding page in your browser,
you may need to wait a few more minutes for us to set up your router. If after 5 minutes, the
‘Nearly there! text is still visible when you reopen your browser window, reboot your PC and
then reopen the browser window again, you should now be able to view web pages. If this still
doesn’t work, you can manually enter your broadband username and password in the router
user interface and make a connection to the Internet (see how to manually update the
broadband username and password on page 52)

How to migrate to EE ADSL broadband

There may be an occasion when you need to migrate your Bright Box router from EE Fibre
broadband settings to EE ADSL broadband (for example if you are moving to a house that no
longer has a Fibre connection). You can also use the Migration Wizard to set the router to EE
ADSL settings.

A Before you do this, please ensure the Bright Box has been correctly connected to the
ADSL line as described in Setting up your ADSL broadband on page 16.

To migrate the Bright Box settings for EE ADSL broadband:
1. Login to the router's admin pages.

2. Select the Basic Set-Up tab at the top of the screen.
3. Select the Migration Wizard from the menu on the left hand side menu:
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@ http://1921681.1/indexh O + B ¢

Status Basic Set-Up |

¥ Broadband Settin¢s

S BROADE
> Migration Wizard
x Wireless Settingls\? This page p
% USB File Sharing
Broadband

4, Press the ADSL button.

MIGRATION WIZARD

This function will help you to change your router settings. It's quick and easy to change the ¢
options below :

Press this button if you want to move to [

i | F#
Fibre / Ethernet Fibre / Fthernet ]

Press this button if you want to move to ADSL [ apsL |

5. Press OK on the warning pop-up:

Your router will be restarted with new default broadband settings. You'll
need to wait about 5 minutes before your router re-connects to the

Internet. Click OK to proceed.

6. The migration countdown will begin. You can now close your browser.
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A\ Do not turn off your router, please wait until router has restarted.

99 seconds remaining.

7. The complete migration process may take up to 5 minutes to establish a connection to
the Internet.

0 Please note that if you're redirected to the '‘Nearly there!" holding page in your browser,
you may need to wait a few more minutes for us to set up your router. If after 5 minutes, the
‘Nearly there! text is still visible when you reopen your browser window, reboot your PC and
then reopen the browser window again, you should now be able to view web pages. If this still
doesn’t work, you can manually enter your broadband username and password in the router
user interface and make a connection to the Internet (see how to manually update the
broadband username and password on page 52)

WIRELESS SETTINGS

This page contains basic settings to configure your wireless network. The wireless mode,
channel, wireless network name (SSID), wireless password, broadcast SSID, security type and
security modes can be configured on this page.

To access the Bright Box router’s basic wireless settings page:
1. Login to the router's admin pages.
2. Click on the Basic Set-Up tab and then select Wireless Settings from the left
hand menu:

@ http://1921681.1/indexh O v B & X | & Wireless Set

Status Basic Set-Up Advanced Set-Up

2 Broadband Settings WIRELESS SETTINGS

% Wireless Settings

2 ""“’i'FiAPrOte':t?d i};{up This page provides basic settings
¥ USB File Sharing enable WEP security.

Description of Wireless Settings
The following table contains a description of the fields and options in the Wireless Settings
page:
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Field ‘ Description

Enable or disable This option is used to configure the Wireless LAN
wireless interface on the router. The Wireless LAN is enabled by
default, meaning that it is possible to connect your
wireless devices to the router.

Select '‘Disable’ to switch off the Wireless LAN interface on
the router. If set to ‘Disable’, it is not possible to connect
your wireless devices to the router. The WLAN light on the
front of the router will not be lit if this option is selected.

Select 'Enable’ to switch the Wireless LAN interface on,
allowing you to connect wireless devices to the router.
The WLAN light on the front panel of the router will be lit
if this option is selected.

Wireless Mode This dropdown is used to configure the 802.11 wireless
mode the router is transmitting on. By default the router is
set to transmit on “11b+11g+11n’ mode for maximum
compatibility.

Select "11n only’ to set the router to 802.11n mode only.
Only wireless adapters or devices supporting 802.11n can
connect to the router if this mode is selected and older
802.11b/g adapters will not be able to connect to the
network. A connection speed of up to 300Mbps is
supported in this mode.

Select "11b+11g’ to set the router to 802.11b/g mode only.
Select this mode if you are only using wireless 802.11b or
802.11g wireless adapters or devices. 802.11n wireless
devices will not be able to connect to the network. In
order to connect with WEP security, you must select
"11b+11g’ mode. The connection speed will be limited to
54Mbps in this mode.

Select "11b+11g+11n’ for maximum compatibility with both
the newer 802.11n and 802.11b/g standards. A connection
speed of up to 300Mbps is supported in this mode.

Channel This option is used to configure the 2.4GHz radio channel
for wireless communication. By default the router will
select the wireless channel with the least interference in
the '‘Auto’ mode using the Intelligent Wireless feature.

Select 'Auto’ for the router to determine which wireless
channel to use automatically based on the least channel
interference (Intelligent Wireless).

Select channels 1-13 to set a radio channel manually.
Please note that some wireless devices do not support the
European channels 12 and 13. If in doubt, only select from
Channels 1-11.

Wireless Network This field is used to configure the Wireless Network Name
Name (SSID) (also known as a SSID) that is transmitted by the router,
and displayed in the wireless network list when making a
connection to the router.

By default your router will have a unique SSID applied by
EE. For example '‘BrightBox-1a2b3c’.

Broadcast SSID This option is used to configure whether the Wireless
Network Name (SSID) is being broadcast by the router. By
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default the SSID is being broadcast.

Select 'Enable’ to broadcast the SSID, meaning that it will
appear in a devices wireless network list when scanned.

Select '‘Disable’ to stop the SSID from being broadcast,
meaning that it will not appear in a wireless list when
scanned. Please note that it is still possible to connect to
the wireless network SSID manually if the Broadcast SSID
option is set to '‘Disable’.

Security

This option is used to configure the wireless security
mode the wireless network is operating in. By default the
Security is 'WPA',

Select 'WPA' to set the router to Wi-Fi Protected Access
mode. This is the most secure wireless mode, and offers
wireless speeds of up to 300Mbps.

Select 'WEP' to set the router to Wired Equivalent Privacy
mode. This setting should be used for wireless devices
that only support WEP mode. The Wireless Mlode must be
set to “11b+11g’ in order to select WEP security.

Select 'No security’ to switch off wireless security on the
router. This mode will allow anyone in range to connect to
the router's wireless connection without requiring a
password, but may present a security risk.

WPA Mode

This option is used to configure the Wi-Fi Protected
Access security type mode. By default the WPA Mode is
‘WPA/WPA2 Mixed Mode' in order to provide maximum
compatibility.

Select 'WPA' for legacy devices that do not support the
newer, more secure WPA2 security mode.

Select 'WPA2' for devices that support the highly secure
WPA2 mode. Note that older devices that only support the
WPA mode may not be able to connect to the router with
this setting

Select 'WPA/WPA2 Mixed Mode’' for maximum wireless
compatibility. Wireless devices supporting the highly
secure WPA2 mode will connect in this mode, while older
WPA only devices will also be able to connect to the
router.

Wireless Password

This field is used to configure the WPA wireless password
used when making a wireless connection to the router.

By default the wireless password will be a randomly
generated by EE. You can change this to something more
memorable, between 8 and 63 characters (a-z, A-Z, 0-9).

Please note that the wireless password is case sensitive.

WEP Mode

This option is used to configure the WEP key mode for the
WEP security type. This option is only visible when the
Security option is set to ‘WEP".

Select '64-bit’' for WEP-40 security (5 character ASCII or
10 character Hex keys).

Select "128-bit’ for WEP-104 security (13 character ASCII or
26 character Hex keys).

Key Entry Method

This option is used to configure the key method used for
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making a wireless connection to the router with WEP
security.

Select 'ASCII' for 5 or 13 character key entry using a
character range of a-z, A-Z and 0-9.

Select "HEX' for 10 or 26 character key entry using a
character range of A-F and 0-9 (hexadecimal key).

Default Key ID

Use this option to set a Default Key ID to use making a
wireless connection with WEP security. There are a total
of 4 keys, with the default used being Key 1. You can
configure the individual Key passwords using the Key1-
Key4 fields.

Passphrase This field allows you to enter a 1 — 32 character
passphrase, used to easily generate hexadecimal WEP key
passwords for the Key1-Key4 fields.

The length of the Key generated is determined by the
‘WEP Mode’ dropdown.

Please note that if the 'Key Entry Method’ is set to ‘ASCII,
the passphrase field is greyed out.

Key1l - Key4 These fields are used to configure the WEP key used when

making a wireless connection to the router in WEP mode.
The field length and characters is determined by the 'WEP
Mode' and '‘Key Entry Method’ fields.

64-bit/HEX Mode requires a 10 hexadecimal character key
(A-F, 0-9)

64-bit/ASCII Mode requires a 5 ASCII character key (a-z, A-
Z,0-9)

128-bit/HEX Mode requires a 26 hexadecimal character
key (A-F, 0-9)

128-bit/ASCIl Mode requires a 13 ASCII character key (a-z,
A-Z, 0-9).

Intelligent Wireless

This section displays the current 'Wireless Channel’
selected by the router (if the ‘Channel’ is set to ‘Auto’
option) or set manually (if the ‘Channel’ is set to any value
between 1 and 13).

Clicking on the Intelligent Wireless button will cause the
router to re-scan for the best wireless channel to use to
avoid interference.

A note on changing wireless settings

Making a change to any wireless settings in the Bright Box router may cause your wireless
computers or other wireless devices to become disconnected from the network. If this occurs

you will need to reconnect to the wireless network again.

A In some instances you may have trouble re-connecting to the wireless network after

making changes to wireless settings. If this occurs you may need to delete the old wireless

network from your saved network list, and reconnect again.
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How to enable or disable wireless

To enable or disable wireless on the router, follow the steps below:

3. Login to the router's admin pages.

4. Click on the Basic Set-Up tab and then select Wireless Settings from the left
hand menu:

fé Wireless Set

K3 o) @ nttp://19216811/indexh O ~ B & X

Status Basic Set-Up Advanced Set-Up

a Broadband Settings
% Wireless Settings

’_Wi'Fi_Pmted?d ﬁgwp This page provides basic settings
¥ USB File Sharing enable WEP security.

WIRELESS SETTINGS

1. The Wireless Settings page will open:

2 hitp://192168.1.1/indexh © ~ B & X || @ Wireless Settings

8 w Home | » Logout

Status Basic Set-Up Advanced Set-Up

2 Broadband Setings WIRELESS SETTINGS £
u Wireless Settings
’ Wi-F:lProtectgd Setup This page provides basic settings to enable your wireless network JWireless Mode must be set to 11b+11g mode in order to
¥ USBFile Sharing enable WEP security.

Enable or disable wireless © Enable © Disable

Wireless Mode 11b+11g+11n ~

Channel Auto ¥

Wireless Network Name (SSID) BrightBox-fégh5r

Broadcast SSID © Enable © Disable

Security WPA v

Security Settina A

2. Inthe'Enable or disable wireless' field, select your required option in the example below
we're going to 'Disable’ wireless on the router:
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This page provides basic settings to enable your wireless network. Wireless Mode musi
enable WEP security.

WIRELESS SETTINGS

Enable or disable wireless © Enable @ Disable
Wireless Mode 11b+11g+11n ~
Channel Auto ~

Wireless Network Name (SSID) BrightBox-féghsr

Click Save Settings:

[Help] [ Save Settings X ] [ Cancel ]

L

The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

You can verify whether wireless is enabled or disabled on the router by looking at the
wireless light on the front of the router:

\

If the light is on or flickering, wireless is enabled. If the light is off wireless is disabled.

How to change the Wireless Network Name (SSID)

You may wish to change the Wireless Network Name (also known as an SSID) transmitted by
the Bright Box router to a more memorable name. To do this:

Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:
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Kb o) @ nttp://1921681.1/indexh O ~ B & X

g Wireless Set

Status Basic Set-Up Advanced Set-Up

f Broadband Settings WIRELESS SETTINGS

3 Wireless Settings

)v‘.'\!i-Fi.Protectt.ad i}tup This page provides basic settings
¥ USB File Sharing enable WEP security.

3. Onthe Wireless Settings page, click in the ‘Wireless Network Name (SSID)’ field and
overwrite the default wireless network name with a new one up to 32 characters in
length.

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be
enable WEP security.

Enable or disable wireless @ Enable @ Disable
Wireless Mode 11b+11g+11n ~
Channel Auto ~

Wireless Network Name (SSID) MyBrightBox
Broadcast SSID @ Enable (@ Disable
Security WPA v

4, Click Save Settings:

[Help| [ Save Settings || Cancel | U

-

5. The router will apply the new settings:
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o Applying changes. Please wait. The process may take up to 30 seconds.
= If you are making wireless changes you may need to reconnect to the wireless network.

6. You can confirm that the wireless network name (SSID) has been updated by scanning
for wireless networks in your operating system. The screen shot below is an example for

Windows 7:

g —
Currently connected to: € -
Network 3
2§ Internet access
Wireless Network Connection ~
MyBrightBox ‘ﬁﬂ =
Connect automatically

How to change the wireless WPA password
You may like to change your wireless WPA password to something more memorable or for
security purposes. To do this:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:

@ hitp://1921681.1/indexh O v B & X || & Wireless Set

Status Basic Set-Up Advanced Set-Up
fp Broadhand Seffinds WIRELESS SETTINGS
% Wireless Settings
2 ]"“'vi'Fi.PrOted?d sL\ftUp This page provides basic settings
3 USB File Sharing enable WEP security.

3. Onthe Wireless Settings page click on the 'Wireless Password’ field and overwrite the
default password with a new one between 8 and 63 characters in length. Please note
that the password you enter is case sensitive, so a password such as '‘MySecretPassword
is different to ‘'mysecretpassword’, and will need to be entered exactly as typed when
making a connection to the wireless network:
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WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+11g mode
WEP security.

Enable or disable wireless © Enable (@ Disable
Wireless Mode 11b+11g+11n ~
Channel Auto ~

Wireless Network Name (SSID) BrightBox-fégh5r
Broadcast SSID @ Enable @ Disable
Security WPA v

Security Setting
WPA mode WPA/WPA2 Mixed Mode ~

Wireless Password MySecretPassword

4, Click Save Settings:

[Help] [ Save Settings X ] [ Cancel ] ——

5. The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

6. Now you can reconnect to your wireless network using the new wireless password.

How to change the Wireless Mode
The Bright Box Wireless router supports 3 wireless modes:
e 802.11n - this will only allow wireless adaptors supporting 802.11n to connect to the
router.
e 802.11b+11g - select this if you're using an older wireless adaptor or software that only
supports WEP.

e 802.11b+11g+11n - use this if you want to connect 11b, 11g and 11n devices to your
network and this is the most compatible mode.

By using 802.11n or 802.11b+11g+11n the router will support up-to 300Mbps speeds
(depending on the ‘Bandwidth’ setting) on your internal wireless network when used with a
compatible wireless adaptor. 802.11b+11g will limit the connection speed up to 54Mbps.

To change the wireless mode:
1. Login to the router's admin pages.
2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:
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L3 o)l @ nitp://19216811/indexh O + B & X [ @ Wireless Set

Status Basic Set-Up Advanced Set-Up

f Broadband Settings WIRELESS SETTINGS

3 Wireless Settings

’_“'Vi'Fi.Pmted?d {ytup This page provides basic setting:
¥ USB File Sharing enable WEP security.

3. Onthe Wireless Settings page, click on the ‘Wireless Mode’' dropdown box and select
the new wireless mode from the list. In this example we will change to ‘11b+11g":

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+"
WEP security.

Enable or disable wireless © Enable . © Disable
Wireless Mode 11b+11g | v
Channel Auto ¥

Wireless Network Name (SSID) BrightBox-fégh5r
Broadcast SSID © Enable © Disable
Security WPA v

4, Click Save Settings:

[Help| [ Save Settings || Cancel | U

-

5. The router will apply the new settings:

9 Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

EE Bright Box User Manual
68



How to change the wireless channel

The channel is the radio channel used for wireless communication. By default the router will
automatically select the channel with the least interference in your area using the routers
‘Intelligent Wireless' feature. If you'd prefer you can select your own channel between 1 and
13. To do this:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:

)| @ hitp://1921681.1/indexh O ~ B & X || & Wireless Set

Status Basic Set-Up Advanced Set-Up

p Broadband Settings WIRELESS SETTINGS

3 Wireless Settings
2 '.'\fi-Fi.Protect?d i}pr This page provides basic settings
% USB File Sharing enable WEP security.

On the Wireless Settings page, click on the ‘Channel’ dropdown box and select from
Channels 1to 13, or '‘Auto’ to allow the router to automatically select the best wireless
channel. In this example we will change to Channel 6:

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+
WEP security.

Enable or disable wireless @ Enable @ Disable
Wireless Mode iib+11g+11n ~
Channel 6 v

Wireless Network Name (SSID) BrightBox-fégh5r
Broadcast SSID © Enable (@ Disable
Security WPA v

3. Click Save Settings:
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[Help] [ Save Settings X ] [ Cancel ] —

-

4, The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

0 Channels 1, 6 and 11 are non-interlapping wireless channels. If you find that your wireless
connection is affected by interference from a neighbouring Wi-Fi network transmitting on
Channel 1 for example, it would be best to select either 6 or 11 when switching to a new
channel. Alternatively setting the option to ‘Auto’ will automatically select the least
congested channel to use.

6 Some Wi-Fi devices, particularly those purchased outside of Europe may not be able to
see, or connect to a Wi-Fi network operating on Channels 12 and 13. If you are having
problems connecting to the Bright Box wireless network after setting the Channel to 12 or 13,
try change the channel to between 1 and 11 or setting to ‘Auto’ mode.

How to change the Broadcast SSID option

Broadcasting the wireless network name (SSID) helps when setting up a wireless connection
for the first time. If you'd prefer not to broadcast the SSID, you can disable this option.

To enable or disable the Broadcast SSID option:
1. Login to the router's admin pages.
2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:
% @ http:,.",.'”192.168.1.1,'1ndex.h p A a C X @ Wireless Set

Status Basic Set-Up Advanced Set-Up

2 Broadband Settings WIRELESS SETTINGS

» Wireless Settings

> .‘,\fi-Fi.Proted?c f{ﬁ\s‘“p This page provides basic settings
¥ USB File Sharing enable WEP security.

3. Inthe '‘Broadcast SSID’ field select your required option, either 'Enable’ or ‘Disable’. In the
example below we're going to 'Disable’ broadcasting of the SSID on the router:
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This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+
WEP security.

WIRELESS SETTINGS

Enable or disable wireless @ Enable @ Disable
Wireless Mode 11b+11g+11n ~
Channel Auto v

Wireless Network Name (SSID) BrightBox-ibghbr
Broadcast SSID © Enable @ Disatle
Security WPA v

4, Click Save Settings:

|Help| [ Save Settings || Cancel | U

-

5. The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
= If you are making wireless changes you may need to reconnect to the wireless network.

6. To connect to the non broadcasting SSID, you will have to enter the wireless network
name, security type and security key (wireless password) in the operating system
wireless software manually. For example here is a screenshot from Windows 7 (please
note that exact steps will differ between operating systems):
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¥ Manually connect to a wireless netwol

Enter information for the wireless network you want to add

Network name: BrightBox-fégh5r

Security type: [WPAZ-PersonaI

Encryption type: [AES

Security Key: fax-match-akin ["]Hide characters

Start this connection automatically

Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.

[ Next ;[ Cancel

7. The wireless connection can then be established manually:

r —

Currently connected to: 4

BrightBox-fégh5r
2§ Internet access

Wireless Network Connection 2 A
BrightBox-f6ghSr Connected g
Greg Takahe ,ﬁﬂ
Wireless Network ,ﬂﬂ

0 You may need to update your computer's wireless settings to 'Connect even if the
network is not broadcasting its name (SSID)' after making this change. Also if you connect a
new device to the wireless network, you will need to enter the wireless network name (SSID)
into the device manually, or enable the Broadcast SSID option.

A Disabling the Broadcast SSID option should not be relied upon as a wireless security
measure by itself. Some software is capable of scanning for non-broadcasting SSID’s and if
wireless security is disabled may be able to connect to your router. Use the Broadcast SSID
setting in conjunction with a strong wireless security mode setting such as WPA to prevent
unwarranted intrusion onto your wireless network.

How to change to wireless WEP security

If you're using a wireless adapter or software that doesn’t support the WPA security standard,
and isn't able to update software (for example by installing Windows XP Service Pack 2 or 3),

then you may need to set the router to WEP security mode to establish a wireless connection
to the router.
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0 WEP security mode is only available as an option in the 'Security’ dropdown when the
routeris in “11b+11g’ Wireless Mode.

A Please note that WEP mode security is not as secure as the more modern WPA/WPA2
wireless security standard, and should only be used if a device you wish to connect to the
network will only support WEP security mode.

To change to WEP security:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand
menu:

)| @ http://192.168.1.1/indexh O ~ B & X || @ Wireless Set

Status Basic Set-Up Advanced Set-Up

2 Broadband Settings WIRELESS SETTINGS

% Wireless Settings
2 """'i‘FiAPrOtEd?d éﬁ\S’tUp This page provides basic settings
¥ USB File Sharing enable WEP security.

3. Select the 'Wireless Mode’' dropdown and choose the “11b+11g’ option

4, Select the 'Security’ dropdown and choose the 'WEP' option. Your wireless settings
should look like this:

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+11gn
WEP security.

Enable or disable wireless @ Enable © Disable
Wireless Mode m v
Channel Auto_~

Wireless Network Name (SSID) BrightBox-féghsr
Broadcast SSID @ Enable © Disable
Security WEP v

)

5. Scroll down to the Security Setting section of the page and choose the 'WEP mode
option. In this example we select "128-bit’

6. Select a 'Key Entry Method’ of '"HEX'
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7. Inthe 'Passphrase’ field tick the box and then enter any phrase, in this example we use
‘brightbox’, but enter your own unique one for when you follow this step.

8. Clickthe Generate Key button. Your screen should look like the example below:

Security Setting

WEP Mode © 64-bit | @ 128-bit

Key Entry Method @ HEX © ASCII

Default Key ID 1~

Passphrase brightbox (1~32 characters)
Key1 3AE317D4982C4C1AC36ED18936

Key2 3AE317D4982C4C1AC36ED18936

Key3 3AE317D4982C4C1AC36ED18936

Key4 3AE317D4982CAC1AC3AFD18936

8. Make a note of the ‘Key1’ value, in this example with 128-bit HEX mode, a 26-digit
hexadecimal key will be generated. This value will be entered into your wireless software
to make a connection to the wireless network:

fo— —- s .

Key1 3AE317D4982C4C1AC36ED18936

9. Click Save Settings:

[Help] [ Save Settings A] [ Cancel ] —

10. The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

12. Now you can connect your wireless computer or devices to your wireless network in WEP
mode. When presented with the option to enter the wireless password, enter the 'Key1'
value recorded in step 9 (in this example '3AE317D4982C4C1AC36ED18936")
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— R
¥ Connect to a Network 1 [i_E-J

Type the network security key

Security key: 3AE317D4982C4C1AC36ED18936

"] Hide characters

[ ok ]| Cancej

The combination of 'WEP Mode' and 'Key Entry Method’ will determine the length and
characters used in the Key field:

e  64-bit/HEX Mode requires a 10 hexadecimal character key (A-F, 0-9)
e 64-bit/ASCIl Mode requires a 5 ASCII character key (a-z, A-Z, 0-9)

e 128-bit/HEX Mode requires a 26 hexadecimal character key (A-F, 0-9)
e 128-bit/ASCIlI Mode requires a 13 ASCII character key (a-z, A-Z, 0-9).

If the ASCII 'Key Entry Method' is selected, then the Key field must be entered manually. A
Key can only be automatically generated with a ‘Key Entry Method’ of HEX.

How to change to wireless WPA mode

The most secure wireless security mode on the Bright Box router is WPA (Wi-Fi Protected
Access) and this is the default router setting. It is also possible to select the type of WPA
mode used to secure the wireless connection:

e  WPA/WPA2 Mixed mode is compatible with most operating systems. If an adapter
supports WPA2 mode, it will connect in this more secure mode, if not it will connect in
WPA mode. This is the default router setting.

* WPA is offers increased compatibility with older operating systems, but wireless speeds
are limited to 54 Mbps.

* WPA2 offers more security, and up-to 300 Mbps speeds, however isn't compatible with
Windows XP SP2 and below.

To set the Bright Box router to wireless WPA security, do the following:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand
menu:
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L3 o)l @ nitp://19216811/indexh O + B & X [ @ Wireless Set

Status Basic Set-Up Advanced Set-Up

a4 Broadband Settings
3 Wireless Settings

’_“'Vi'Fi.Pmted?d {ytup This page provides basic setting:
¥ USB File Sharing enable WEP security.

WIRELESS SETTINGS

Select the 'Security’ dropdown and choose the 'WPA' option.

Scroll down to the ‘Security Setting’ dropdown and choose the WPA mode you wish to
use. In this example we will select "WPA/WPA2 Mixed Mode' (the most secure and
compatible):

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 11b+11
WEP security.

Enable or disable wireless ©@ Enable © Disable
Wireless Mode 11b+11g v
Channel Auto ¥

Wireless Network Name (SSID) BrightBox-fégh5r
Broadcast SSID © Enable @ Disable
Security WPA v

Security Setting

WPA mode WPA/WPA2 Mixed Mode ~

Wireless Password fax-match-akin

Click Save Settings:

|Help| [ Save Settings || Cancel | U

The router will apply the new settings:
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Q Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

How to disable Wireless Security

It is possible to disable the wireless security mode on the Bright Box router so that wireless

devices can connect to the router without having to enter a password.

A Disabling wireless security should only be done with great care. With wireless security
disabled, anyone in range of the router can establish a wireless connection with the router

and use your Internet connection. This setting is not recommended by EE.

In order to disable wireless security:
1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand

menu:

)| @ hitp://1921681.1/indexh O v B & X || & Wireless Set

Status Basic Set-Up Advanced Set-Up

a Broadband Settings
u Wireless Settings

Wi-Fi B . - .
g F"Pmted?d i};tup This page provides basic settings
¥ USB File Sharing enable WEP security.

WIRELESS SETTINGS

3. Select the 'Security’ dropdown and choose the 'No security’ option:

WIRELESS SETTINGS

This page provides basic settings to enable your wireless network. Wireless Mode must be set to 1

WEP security.

Enable or disable wireless © Enable @ Disable
Wireless Mode W
Channel Auto ~

Wireless Network Name (SSID) BrightBox-fégh5r
Broadcast SSID @ Enable (© Disable
Security m
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4, Click Save Settings:

[Help| [ Save Settings || Cancel | U

-

5. The router will apply the new settings:

o Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

Using the Intelligent Wireless feature

The Bright Box router has a great feature called 'Intelligent Wireless'. Intelligent Wireless is
enabled on the Bright Box router by default. When starting up the router, it'll automatically
search for and use the least congested Wi-Fi channel, reducing the effect of interference, and
providing you with the best wireless performance.

By pressing the WPS button on the back of your router briefly, ‘Intelligent Wireless' will re-
check to see if the router's using the least congested frequency and change channel if
required.

After pressing the WPS button briefly, the WPS light on the front of the router will flash
slowly several times to indicate that the Intelligent wireless feature is re-checking for the
best wireless channel to use.

You can also run the Intelligent Wireless feature from inside the router’'s admin pages by
logging into the admin pages and navigating to Basic Set-up > Wireless Settings (or
Advanced Set-up > Wireless Settings). Click on the Intelligent Wireless button on
the page:
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INTELLIGENT WIRELESS

Wireless Channel 6

Use this function to connect to the best = =
- . Intelligent Wireless
available wireless channel E 4 j

The '‘Applying changes’ message will be displayed, and after a short time the page will be
refreshed. If a less congested Wireless Channel is discovered, the router will be set to the new
channel and this will be displayed in the Intelligent Wireless section of the page.

INTELLIGENT WIRELESS

Wireless Channel 11

Use this function to connect to the best
available wireless channel

Intelligent Wireless will be disabled if you have manually selected a wireless channel from
1to 13 on the Wireless Settings page. To re-enable Intelligent Wireless, either set the
‘Channel’ dropdown to ‘Auto’ or briefly press the WPS button on the back of the router (this
will also set the Channel back to ‘Auto’ mode).

Don't forgot that moving sources of interference away from the router, such as cordless
phones, microwave ovens, baby monitors and Hi-Fi speakers can make a huge difference to
the wireless performance. Moving the router off the floor, and clear from obstructions will
also help your signal.

WI-FI PROTECTED SETUP

Wi-Fi Protected Setup (WPS) is a feature that allows compatible wireless software and
devices to securely connect to your router’'s wireless network at the push of a button, rather
than having to enter a wireless password. WPS is disabled by default on the Bright Box router,
but can be easily enabled in the routers admin pages.

WPS on the Bright Box supports two modes:

e Push Button Configuration (PBC) - You establish a connection to the router’s wireless
network by pushing a physical or software button on the wireless adapter to initiate the
PBC connection, and then push the WPS button (or activate in the router WPS admin
page) on the router within two minutes. The wireless connection is then automatically
established between the wireless adapter and the router. On the Bright Box, the WPS
push button is on the back panel of the router and must be held for 5 seconds to initiate
the WPS connection.

* PIN Method - The wireless router or wireless adapter generates an 8-digit PIN number,
which can then be entered into the WPS PIN page on the other device to establish a
wireless connection between the adapter and the router.

The WPS feature is also supported on Windows Vista Service Pack 2 and Windows 7 (No
Service Pack, or Service Pack 1). Apple Mac OS X does not support the WPS feature.

While WPS is built in to Windows Vista SP2 and Windows 7, the wireless adapter must also
support WPS for this feature to work. Compatible devices may carry this WPS logo to identify
support for this feature:
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Wi-Fi PROTECTED

SETUP

0 Even if WPS is enabled, you can still connect to your computer using the password
method.

To access the WPS admin pages in the Bright Box router:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand
menu.

3. Select Wi-Fi Protected setup from the left hand menu:

@ hitp://192.1681.1/indexhtmi O v B & X || & Wi-Fi Protected ¢

Status Basic Set-Up Advanced Set-Up

= Byoadhand SeTgs WI-FI PROTECTED SETUP

 Wireless Settings
3 Wi-Fi Protected Seiup

« USB File Sharing WiFi Protected Setup (WPS) is an optit

Description of WPS settings

The following table contains a description of the fields and options in the Wi-Fi protected
setup page. Note that the full page contents will only be visible if the 'Wi-Fi Protected Setup
(WPS)' option is set to ‘Enable’.

Field ‘ Description

Wi-Fi Protected This option is used to configure the Wi-Fi Protected Setup
Setup (WPS) (WPS) feature on the Bright Box router.

WPS is set to disabled by default.

Select 'Enable’ to switch on the WPS feature on the
router. You may now connect with WPS PBC, WPS PIN or
by the normal manual password method when making a
wireless connection to the router (WPS availability is
dependent on the wireless adapter also supporting the
feature).

Select ‘Disable’ to switch off the WPS feature on the
router. You can only connect with the manual password
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method when making a wireless connection to the router.

Your router's PIN
number

This is the PIN number you will enter into the wireless
adapter software when requested in order to establish a
WPS connection using the PIN method.

If you are entering a PIN number supplied by the wireless
adapter into the ‘device PIN' field, you can ignore the
router’'s PIN number.

PIN Status

This field displays the current status of the WPS PIN
method connection.

‘Idle’ means that the WPS PIN session has not been
activated.

‘In Progress — Please wait.." means that the WPS PIN
connection method has been activated and is currently
trying to establish a connection with the wireless adapter.
This will only be visible for 2 minutes.

‘Error Detected - Please Try Again’ means that the WPS
PIN connection method has not been successful. Try again
or connect using WPS PBC or by manually entering the
wireless password.

‘Success — The device is connected to the router’ means
that the WPS PIN connection method has been successful
and a wireless connection between the router and the
wireless adapter has been established.

device PIN

In this field, enter the PIN number supplied by the wireless
adapter and press Connect to begin a WPS PIN connection
session.

Please note that this field will only require a PIN number if
the wireless adapter is initiating the session and supplies a
PIN. This field does not need to be completed if you enter
the PIN number supplied by the router in the wireless
adapter software.

start PBC

Click this button to begin the WPS Push Button
Configuration (PBC) session from the router. You will have
2 minutes to complete the session by pressing the WPS
PBC button on the wireless adapter or software.

PBC Status

This field displays the current status of the WPS PBC
method connection.

‘Idle’ means that the WPS PBC session has not been
activated.

‘In Progress — Please wait.." means that the WPS PIN
connection method has been activated and is currently
trying to establish a connection with the wireless adapter.
This will be visible for 2 minutes.

‘Error Detected - Please Try Again’ means that the WPS
PBC connection method has not been successful. Try
again or connect using WPS PBC or manual password
methods.

‘Success — The device is connected to the router’ means
that the WPS PBC connection method has been
successful and a wireless connection between the router
and the wireless adapter has been established.
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manual setup This section displays the current wireless settings of the
Bright Box router. These settings can be used to manually
establish a wireless connection to the router. In most
cases only the ‘Network Name (SSID)’' and ‘Network Key’
(also known as the wireless password) are required to
establish a connection.

How to enable and disable WPS

Wi-Fi Protected Setup (WPS) is disabled by default on the Bright Box router. The setting can
be enabled and disabled in the Wi-Fi Protected setup admin page:

1. Login to the router’'s admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand
menu.

3. Select Wi-Fi Protected Setup from the left hand menu:

& Wi-Fi Protected ¢

Status Basic Set-Up Advanced Set-Up

» Byeadhand Setiggs WI-FI PROTECTED SETUP
 Wireless Settings
3 Wi-Fi Protected Seiup

« USB File Sharing WiFi Protected Setup (WPS) is an optii

4., The Wi-Fi protected setup page will open:
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E=STEr=>

2 http://1921681.1/in O ~ B & X || & Wi-Fi Protected Setup

w Home | w Logout

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
¥ Wireless Settings
> Wi-Fi Protected Setup

» USB File Sharing ;\g'il rch{::cled Setup (WPS) is an option you can enable which can help you to connect wireless devices to

WI-FI PROTECTED SETUP

Wi-Fi Protected Setup (WPS) : © Enable @ Disable

5. Inthe 'Wi-Fi Protected Setup (WPS)' field select the option you wish to use. In this
example we will select ‘Enable’ to enable the WPS feature:

WI-FI PROTECTED SETUP

WiFi Protected Setup (WPS) is an option you can enable which can help you to connect wireless devices to
your router.

Wi-Fi Protected Setup (WPS): @ Enable (© Disable

[Help] [ Save Settings ] [ Cancel ]

6. Click Save Settings:

[Help] [ Save Settings ] [ Cancel ] ‘J

7. The router will apply the new settings:

9 Applying changes. Please wait. The process may take up to 30 seconds.
If you are making wireless changes you may need to reconnect to the wireless network.

8. You can now connect to your router using a compatible WPS device.

How to establish a WPS connection using push button configuration
(PBC)

To connect the Bright Box router to a8 WPS device that supports Push Button Configuration
(PBC) mode, you will need to do the following:
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1. Press and hold the WPS button on the back of the router for 5 seconds (and then release
the button):

2. Alternatively you can click on the start pbc button in the Wi-Fi Protected Setup
page in the router admin pages:

push button configuration (PBC)

To connect a computer to your router using PBC, press the WPS button on the back of your router for 5
seconds, or click start pbcbelow:

Status: Idle

Next, use youi wireless software to set-up the secure connection to your router within 2 minutes. If your
wireless soitware's compatible, you won't need to enter your router's security key.

3. The WPS light on the front of the router will begin to flash quickly:
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4, Launch the wireless connection software in your operating system (Windows Vista SP2
or Windows 7). In Windows 7 the screen should look like this:

frEsre=s )

Type the network security key

Security key:

[T Hide characters

You can also connect by pushing the
button on the router.

5. In Windows Vista (SP2) the screen should look like this:

Press the configuration button on the
access point before continuing.

I can't find the configuration button.
I want to enter the network key or passphrase instead

([Nt ][ Concel ]

6. Click Next (Windows Vista SP2) or, in Windows 7 wait and the wireless connection will
be established automatically.

7. Alternatively, some wireless devices have their own WPS button on their case — you can
also press this button to establish a wireless connection to the router.

n
" After you press the WPS button on the router, you will have a maximum of two minutes to

complete the WPS connection on your wireless device or adapter. After two minutes of
inactivity, the WPS session will be terminated. If a connection has not been established in this
time you will need to repeat the process above.

(N

L If, for whatever reason you are unable to successfully establish a wireless connection
using WPS, we recommend connecting using the manual password method. See setting up a
wireless connection on page 25 for further information

amn
\LL’ Some wireless adapters use their own software to establish a wireless connection with
WPS. Please follow the manufacturers instructions for WPS if this is the case.
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How to establish a WPS connection using the personal identification
number (PIN) method

To connect the Bright Box router to a WPS device using the PIN method you will need to do
the following:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select Wireless Settings from the left hand
menu.

3. Select Wi-Fi Protected Setup from the left hand menu:

)| @ http://192168.1.1/indexhtmi O ~ B & X || @ Wi-Fi Protected ¢

Status Basic Set-Up Advanced Set-Up

¥ Broadband Setiings WI-FI PROTECTED SETUP

% Wireless Settings
3 Wi-Fi Protected Setup

« USB File Sharing WiFi Protected Setup (WPS) is an optir

4, Scroll down to the personal identification number (PIN) section of the page and
make a note of the router’'s PIN number:

personal identification number (PIN)

Some wireless software will prompt you to enter the router's PIN to set up a secure wireless connection.
Your router’s PIN number is below:

57940632

Cnter this, instead of the security key.

Alternatively, your wireless software may generate its own PIN. If it does, you can enter it in the field below,
then click connect.

Status: Idle

device PIN

5. Launch the wireless connection software in your operating system and when prompted,
enter the PIN number of the router and click Next to establish a connection using WPS.
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=]e®
/) &' Connecttoa network

Enter the PIN for Router on Orange123456

You can find this PIN displayed on the Router.

PIN:

Display characters

1don’t have the PIN.
Lwant to enter the network kev or passphrase instead

(Mot ][ Cancel |

6. Alternatively, some wireless devices may provide their own PIN number for establishing a

WPS connection:
r ™\
D-Link Wi-Fi Protected Setup [

PIN (Personal Identification Number)

This method allows you to easily connect to your wireless network
through PIN.

Please note that the following PIN information must be entered in the
access point, and it is recommended that the access point is easily
accessible for connectivity.

14497407

7. If this case, type the key provided into the ‘device PIN' field on the Wi-Fi protected
setup page and press the Connect button to establish a connection:
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personal identification number (PIN)

Some wireless software will prompt you to enter the router's PIN to set up a secure wireless connection.
Your router's PIN number is below:

57940632

Enter this, instead of the security key.

Alternatively, your wireless software may generate its own PIN. If it does, you can enter it in the field below,
then click connect.

Status: Idle

device PIN 14497407

F you are unable to successfully establish a wireless connection using WPS, we
recommend connecting using the manual password method. See setting up a wireless
connection on page 25 for further information.

USB FILE SHARING

The Bright Box router has a USB port which allows you to connect a USB memory stick or
USB hard drive to the router to share files and folders over your home network.

U The router currently supports NTFS, FAT16 or FAT32 formatted drives.

How to File Share with a USB Drive (Auto Share)

The router is configured with USB automatic file sharing enabled by default. It should be a
case of simply plugging your USB drive into your router for this feature to work

1. To connect a USB hard drive to the Bright Box router simply plug the USB drive into the
USB socket on the back of the router as illustrated:

2. The router should automatically appear in your Network section on Windows Vista and
Windows 7, or My Network Places section in Windows XP.
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Add a wireless device

Add a printer
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M Desktop
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=] Recent Places
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& Homegroup
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f' Network
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4 Computer (2)

w BRIGHTBOX

> Media Devices (1)

w MYPC

4 Network Infrastructure (1)

@ BrightBox

3. On Apple Mac OS X, the router should automatically appear in the Finder under Shared:

® 00

FAVORITES
E All My Files
€ Airbrop
%7 Dropbox
{C] SkyDrive
ﬁg Applicaiinns

SHARED
brightbox

DEVICES
|2} Macintosh...

HE MacbookPro
Yesterday Date Modified Size Kind
E Macintosh HD Yesterday 07:38 17..2GCB Volume
Earlier
™ Network = = Neig...hood

3 . . . zwems . . A

4. Click on the Brightbox router item in Network or Finder to view and access the shared

USB drive:
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@@ilg!ﬁ » Network » BRIGHTBOX »

Organize v Network and Sharing Center View remote pr

I 3 Favorites ’ untitled
Deskt > sh
Ml Desktop - are
& Downloads

o
%« Dronhonx

® 00 = b
(<> HE o CNEREINE
_F.AVORi+£S : i =TT e =T

= Al My Files -J

Q AirDrop L o

Q Dropbox brightbox

(] SkyDrive Connected as: Guest

r/.\g Applications . Connect As...
SHARED UNTITLED A

0 If the USB drive doesn’t automatically appear in your Windows or Mac OS X network
location, then you can manually access the drive using the following methods:

¢ On Windows XP, Windows Vista or Windows 7 select Start > Run and enter
\\brightbox. Click OK to open the network drive.

* On Mac OS X open the Finder window and select Go > Connect to Server.. and enter
smb://brightbox and click Connect to open the network drive.

Description of USB File Sharing settings

While the Bright Box router is configured to automatically share a USB drive over the network
when it is connected to the router, you can configure basic USB File Sharing settings.

To access the USB File Sharing admin pages in the Bright Box router:

1. Login to the router's admin pages.

2. Click on the Basic Set-Up tab and then select USB File Sharing from the left hand
menu:
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)
e@@ http://192168.11/in O ~ B & X |[ @ U8 File Sharing

Status Basic Set-Up Advanced Set-Up

1 Broadband Settings USB FILE SHARING

a Wireless Settings

3 USBFile Sharing The router supports USB sharing function.

share function. Or you could disable the a
advanced set-up.

The following table contains a description of the fields and options in the Wireless Settings
page:

Field ‘ Description

Auto Share This option is used to configure the Auto Sharing feature
of USB File Sharing. Auto Sharing enables ‘plug and play’
of USB drives into the Bright Box.

Select 'Enable’ to enable auto sharing of USB drives. When
a compatible (NTFS, FAT16 or FAT32) drive is connected
to the router, the drive will automatically appear in the
Network section of Windows or the Finder for Mac OS X.

Select 'Disable’ to switch off the automatic sharing of USB
drives. When a compatible drive is connected to the
router, the drive will not be added to the Network section
of Windows or the Finder for Mac OS X. You can still share
a drive with Auto Share disabled, but you must manually
configure the individual sharing settings for the drive in
the Advanced Set-Up > USB File Sharing page.

Workgroup Name This field is used to configure the Windows Workgroup
that the shared USB drive belongs to. By default the
workgroup associated with the USB drive is called
'Workgroup'. This is the standard workgroup name for
Windows XP (Professional), Windows Vista and Windows 7.

If you've changed your workgroup name in Windows, you
may need to change the Workgroup Name field to match
your Windows workgroup in order to access the USB drive
over the network.

Note that for Windows XP Home Edition the workgroup
name is often ‘Mshome’, so it may be necessary to change
the Workgroup Name field to ‘Mshome’ to share the USB
drive.

File Permissions This option is used to configure the file access
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permissions for the attached USB drive. By default this
setting is ‘Read & Write'.
Select 'Read & Write’ to allow people on your network to

be able to both read from and write to the attached USB
drive.

Select 'Read Only’ to allow people on your network to open
files or copy files on your USB drive. Files cannot be
deleted, modified or moved to the USB drive.

Security Control This option is used to configure whether a username and
password must be entered in order to access the attached
USB drive. This option is disabled by default.

Select 'Enable’ to control access to the USB drive by
requiring a user to enter a username and password to
access the drive. You cannot view the drive contents
without entering the correct username and password.

Select '‘Disable’ to switch off security access control on
the attached USB drive. With this setting anybody on the
network is able to access the drive contents.

User Name This field is used to configure the Username required to
access the attached USB drive contents if Security
Control option is set to ‘Enable’

Password This field is used to configure the Password required to
access the attached USB drive contents if Security
Control option is set to ‘Enable’

How to set a username and password on the USB drive

You may wish to limit access to a USB drives to certain users, requiring them to enter a
username and password to access the drive over the network.

To set a username on attached USB drives:
1. Login to the router's admin pages.
2. Click on the Basic Set-Up tab and then select USB File Sharing from the left hand
menu:

EE Bright Box User Manual
92



K3 )l @ nitp://19216811/in O ~ B & X || @ UsE File Sharing

Status Basic Set-Up Advanced Set-Up

» Broadband Seitings USB FILE SHARING

a Wireless Settings

3 USBFile Sharing The router supports USB sharing function.

share function. Or you could disable the a
advanced set-up.

3. In the 'Security Control’ field, set the option to ‘Enable’
4, Update the 'User Name' and '‘Password’ fields as appropriate:

USB FILE SHARING
The router supports USB sharing function. To share your USB disk

share function. Or you could disable the auto share function, and ¢
advanced set-up.

Auto Share ©@ Enable @ Disable
Workgroup Name Workgroup

File Permissions Read & Write ~
Security Control @ Enable @ Disable
User Name johnsmith

Password mypassword

5. Click Save Settings:

|Help| [ Save Settings | [ Cancel | U|

-

6. The router will apply the new settings:
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o Applying changes. Please wait. The process may take up to 30 seconds.
= |f you are making wireless changes you may need to reconnect to the wireless network.

7. The next time you attempt to access the attached USB drive, you will be prompted to
enter the username and password. Enter the username and password as configured in
Step 5 (Windows 7 and Mac OS X 10.7 screenshot examples below):

Enter Network Password

Enter your password to connect to: Brightbox

johnsmith

[—) l
‘ D l 00000000
Domain: MYCOMPUTER

[7] Remember my credentials

@ Access is denied.

Enter your name and password for the server
_ "brightbox".

— Connect as: () Guest
(¢) Registered User

Name: ’johnsmith ‘

Password: I-o-ooooooooo ]

[ ] Remember this password in my keychain

| Cancel | [ Connect |

8. Click OK or Connect to complete the connection to the attached USB drive. The files
and folders on your drive will now be visible.
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CHAPTER 7: BRIGHT BOX ADVANCED SET-UP PAGES

The Advanced Set-Up pages contain configuration pages for a wide variety of advanced
Bright Box router features.

To access the Advanced Set-Up pages:

1. Login to the router's admin pages

2. Clickon the Advanced Set-Up tab.

3. You'll be advised to ‘Please proceed with caution..’. Click Accept.

)| @ http://1921681.1/indexh O ~ B & X || @ Advanced Sett

Status Basic Set-Up Advanced Set-Up

w Advanced Settings

ADVANCED SETTINGS

Please preceed with caution. Ch

N

BROADBAND SETTINGS

The advanced Broadband Settings page is the first page displayed when accessing the
Advanced Set-Up tab. The page contains many of the Broadband Settings in the Basic
Set-Up > Broadband Settings page, with a few advanced configurable settings.

You can return to the advanced Broadband Settings page by clicking on the Broadband
Settings item in the left hand navigation menu on the Advanced Set-Up pages:
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@ http://1921681.1/indexh O ~ B & X || @ Broadband Setting

Status Basic Set-Up Advanced Set-Up

2 Broadband Settings
» ADSL Mode

> Migration Wizard

BROADBAND SETTINGS

This page provides advanced settings ti
3 Wireless Settings

w USB File Sharing

i Broadband Type: @ ADSL © Fibre/E
% Mobile Broadband

» bHCP Broadband Username !
a NAT
u Firewall Broadband Password

Description of Advanced Broadband Settings

Many of the advanced Broadband Settings are identical to those described in the Basic Set-
Up > Broadband Settings page. See Description of Broadband Settings on page 49 for
further information.

The following additional settings can be configured on the advanced page:

Section ‘ Description

Connection Type This dropdown allows you to configure whether the
Internet connection remains connected at all times,
or whether the connection can go into an idle state
after a period of inactivity. The router is set by
default to be always connected.

Select ‘Always Connected'’ if you want your Internet
connection to remain connected regardless of
whether there is Internet traffic across the network.

Select '‘Auto - Trigger by Traffic' if you want to
configure an idle timeout of the Internet connection
after a certain period of inactivity. The Internet
connection will be automatically re-established
when the router detects Internet traffic. You must
also set the idle timeout period in the ‘Idle Time’
field below.

Idle Time This field lets you configure the amount of time that
elapses before the Internet connection is terminated
without detecting Internet traffic.

The 'Connection Type' dropdown must be set to
‘Auto - Trigger by Traffic' for this field to be
configurable.

Authentication Protocol This dropdown allows you to configure the type of
authentication used for connecting to your Internet
service. This option is set to 'CHAP’ by default for EE
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Broadband.

Select '‘Auto’ for automatic detection of the
authentication protocol used to connect to you
Internet service.

Select 'CHAP’ to use the Challenge Handshake
Authentication Protocol for establishing an Internet
connection. This is the correct setting for EE
Broadband.

Select 'PAP’ to use the Password Authentication
Protocol for establishing an Internet connection.

Internet State This section shows the current state of your Internet
connection, either ‘Connected’ or '‘Disconnected’.
You can also manually force the Internet connection
to connect or disconnect by clicking on the
‘Connect’ or ‘Disconnect’ button to the right.

Using the button to force an Internet Connection/Disconnection

Whenever you make changes to any of the settings on the Advanced Set-up > Broadband
Settings page, and press the Save Changes button, your Internet connection (PPP) will
attempt to be re-established.

There may be occasions, say for troubleshooting, where you might want to manually Connect
or Disconnect your Internet Connection (PPP) without making Broadband Settings changes.

If you are connected to the Internet (the ‘Internet State’ displays ‘Connected’) and you want
to disconnect, click on the Disconnect button:

Internet Connection

Internet State Connected [ Disconnect ]

The 'Applying changes' message will be displayed, and the page will be displayed with the
Internet State of ‘Disconnected’ visible. In the Advanced Set-up > System > System Log
page the disconnected state appears as 'PPP connection down (VC1)'.

If you are disconnected from the Internet (the ‘Internet State’ displays ‘Disconnected’) click
on the Connect button to attempt a reconnection:

Internet Connection

Internet State Disconnected Connect

The '‘Applying changes’ message will be displayed, and the page should be displayed with the
Internet State of ‘Connected’ visible. In the Advanced Set-up > System > System Log
page the disconnected state appears as ‘PPP connection up (VC1)',

Please note that the Connect button will only successfully re-establish an Internet
connection if your Internet service is working and the Bright Box has been setup correct. See
Chapter 3: Installation on page 14 or Chapter 8: Troubleshooting on page 198 for further
information.
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The ADSL Mode page allows you to change your ADSL connection mode (sometimes known
as modulation type). The ADSL mode is used to establish a connection between your Bright
Box router and your local Broadband exchange.

By default, the ADSL Mode is set to '‘Automatic’, and this is generally the best mode for your
connection, as the correct connection type will be automatically negotiated between the
exchange and your router. Bit Swapping and SRA (Seamless Rate Adaption) are also enabled
by default. You can change these settings for troubleshooting purposes.

ADSL MODE

ASetting anincorrect ADSL Mode, Bit Swapping or SRA setting may prevent you from
successfully connecting to the Internet. If you make changes to these settings and lose your
Internet connection, please set back to ‘Automatic’ (with Bit Swapping and SRA enabled) and
click Save Settings

Description of ADSL Mode settings
The following settings can be configured on the ADSL Mode page:

Section ‘ Description

ADSL Mode This dropdown is used to configure the ADSL
connection mode (modulation). This is set to
‘Automatic’ by default and this is usually the best
option. You can also set the mode manually to
‘G.992.1 (G.DMT)’, 'G.992.3 (ADSL2)', 'G.992.5
(ADSL2+)",'G.992.3 Annex-M' and 'G.992.5 Annex-W'

Bit Swapping This option is used to enable or disable Bit Swapping
on your ADSL connection. Bit Swapping is enabled
by default and is used to help keep your ADSL line
connection stable.

SRA This option is used to enable or disable Seamless
Rate Adaption (SRA) on your ADSL connection. SRA
is enabled by default, and helps adapt your line sync
speed automatically without disconnecting your
Internet connection.

MIGRATION WIZARD

This page allows you to easily migrate your Broadband service from EE ADSL to EE Fibre
broadband or vice-versa. The page also displays the current default Broadband Type (either
ADSL or Fibre/Ethernet) and is identical to the Migration Wizard found in Basic Set-up >
Broadband Settings > Migration Wizard. For further details see Migration Wizard on
page 55

WIRELESS SETTINGS

The advanced Wireless Settings page allows you to Enable or Disable the wireless LAN on the
Bright Box router, and works in the same was as on the Basic Set-Up > Wireless Settings
page. See How to enable or disable wireless on page 63 for further details.

The page also allows you to manually run an Intelligent Wireless scan to find the least
congested wireless channel. See Using the Intelligent Wireless feature on page 78 for further
details.
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The Channel and SSID page contains some advanced wireless configuration settings that
give you extra control over the wireless channel and wireless bandwidth used by the Bright
Box.

In addition you can configure the router to enable two additional SSID’s to be broadcast
providing different wireless network names and security types. You can also bind any of the
router SSID's to separate Virtual LANs (VLAN's) to isolate local wireless networks.

To access the Channel and SSID page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

4, ClickChannel and SSID in the left hand navigation menu:

o0
8

CHANNEL AND SSID

@ http://1921681.1/indexh O v B & X | & Channel and

Status Basic Set-Up Advanced Set-Up

% Bioadband Settings
» Wireless Settings
> Channel and SSID

CHANNEL AND SSID

This advanced wireless section al

> WEP 11b+11g mode in order to enable
> WPA

802-1% :
280 Wireless Mode 1

> Bandwidth Control

Description of Channel and SSID settings
The following settings can be configured on the Channel and SSID page:

Section ‘ Description

Wireless Mode This dropdown is used to configure the 802.11
wireless mode the router is transmitting on. By
default the router is set to transmit on “11b+11g+11n’
mode.

See how to change the wireless mode on page 67
for further information.

Channel This option is used to configure the 2.4GHz radio

channel for wireless communication. By default the
router will select the wireless channel with the least
interference in the ‘Auto’ mode using the Intelligent
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Wireless feature.

See how to change the wireless channel on page 69
for further information.

Extension Channel

This option is used to configure the wireless

extension channel when the ‘Bandwidth’ option is
set to 20/40MHz mode, ‘Channel’ is set to 1-13 and
‘Wireless Mode' is set to “11b+11g+11n’ or “11n only’.

The extension channel is used to double the wireless
bandwidth of the router, allowing for faster transfer
speeds across the wireless network.

The extension channel is four channels above or
below the primary wireless channel.

Channels 5, 6, 7, 8 and 9 allow you to choose
whether the extension channel is a frequency range
above or below the primary channel to help avoid
interference. Channels 1, 2, 3, 4,10, 11,12 and 13 will
automatically select the extension channel for you
(as only one extension channel will be available.)

If your ‘Channel’ is set to '‘Auto’ then the Bright Box
will decide which extension channel to use
automatically based on the router’s Intelligent
Wireless feature.

Bandwidth

This option is used to configure the wireless
bandwidth used for wireless N. This option is only
available if the 'Wireless Mode' is set to
‘11b+11g+11n’ or "11n only’.

The wireless bandwidth is set to 20MHz by default
on the Bright Box router.

Select '20MHZz’ for speeds up to 144Mbps over your
wireless network.

Select '20/40MH2z’ to bond the wireless channels
allowing you to double wireless speeds on your
network up to 300Mbps.

Please note that the wireless router is required to
automatically use the 20MHz mode when another
wireless network is transmitting in the same wireless
frequency ranges. If the router is set to 20/40MHz
bandwidth, it may still operate in 20MHz mode if it
detects another wireless access point transmitting
in 3 neighbouring frequency range.

Multiple SSID Enable

This setting allows you to enable or disable any of
the three wireless network names (SSID's) supported
by the router. By default, only SSID1 is enabled - this
is your default wireless network.

Tick the box to enable the relevant SSID. Ensure
that you also enter a ‘wireless network name (SSID)’
in the field, set the 'security’ and tick the ‘broadcast
SSID’ option in order to configure an SSID to be
transmitting the wireless network name.

Untick the box to disable the relevant SSID and

prevent it from transmitting over the wireless
network.
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Multiple SSID wireless
network name (SSID)

This field allows you to create or edit the
transmitting wireless network name for any of the
three supported SSID’s.

By default only the wireless network name for SSID1
is configured.

If the SSID ‘enable’ option is ticked, you must enter a
wireless network name before saving.

Multiple SSID security

This setting allows you to configure the wireless
security type for each of the three SSID’s supported
by the router. By default, wireless WPA security is
enabled.

Please note that to set the security to WEP mode,
the ‘wireless mode’ option must be set to “11b+11g’
mode.

See description of Wireless Settings on page 59 for
further information.

Multiple SSID broadcast
SSID

This setting allows you to configure whether the
wireless network name (SSID) is being transmitted
by the router for each of the individual SSID’s. By
default the broadcast SSID setting is enabled for
SSID1.

Please ensure you enable this setting if you set up
additional SSID’'s and wish for them to be visible to
wireless network software.

See how to change the broadcast SSID option on
page 70 for further information.

VLAN Grouping

This setting allows you to configure which virtual
LAN each of the wireless SSID’s is associated with.
VLAN binding gives you the ability to share your
Internet connection with friends or family, while
allowing you to keep computers or storage devices
on a separate home network.

By default all of the SSID’s are bound to the default
VLAN grouping. However you can also bind any of
the SSID’s to the optional VLAN2 and VLAN3.

The VLAN interface network settings can be
configured on the Advanced Set-Up > DHCP
page.

How to change the wireless speed from 144Mbps to 300Mbps

By default, the Bright Box Wireless Router uses a wireless frequency bandwidth of 20MHz.

When paired with a compatible wireless 802.11n adapter, this allows your computer to
connect to the router at speeds of up-to 144Mbps.

The router also supports speeds of up-to 300 Mbps by dual-bonding two wireless channels.
You can enable this feature from the Channel and SSID page by changing the ‘bandwidth’
setting to '20/40MHz'. To do this from a computer connected to your Bright Box Wireless

Router:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with

caution’ page.
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3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.
4, ClickonChannel and SSID in the left hand navigation menu to open the page.

Click on the ‘Bandwidth’ dropdown and select '20/40MHz"

CHANNEL AND SSID

This advanced wireless section allows you to create multiple S
11b+11g mode in order to enable WEP security.

Wireless Mode 11b+11g+11n ~
Channel Auto ~

Extension Channel

Bandwidth 20MHz
20MHz
No. Enable Wireless Network Naine (SSID) S

6. Click Save Settings:

[Help] [ Save Settings . ] [ Cancel ]

-

7. The router Wi-Fi will now be using the 20/40Mhz bandwidth for speeds up to 300Mbps.

Due to potential interference with other Wi-Fi networks, when the Bright Box is set to
20/40MHz mode, it will automatically switch between 40 and 20 MHz modes when it detects
another access point operating in a neighbouring wireless channel nearby. Due to this
requirement, you may not be able to gain the full benefit of the up to 300Mbps wireless
speeds in your home if a neighbouring network is using a similar range of wireless channels
(only speeds up to 144Mbps will be achievable).

Wireless speeds will be dependent on the type of wireless adapter you are using to
connect to the router. If your adapteris an older 802.11b/g standard, you will only be able to
achieve speeds up to 54Mbps. Some wireless 802.11n adapters may also not be able to
achieve speeds up to 300Mbps. Please check the manufacturers website for supported
speeds or updated drivers for your device.

How to set up multiple SSID’s (multiple wireless network names)

The Bright Box Wireless Router supports up to 3 wireless network names (SSIDs). This section
shows you how to set up an additional wireless network name with separate wireless
password and home network address.

This could be particularly useful if :
* You only want to give somebody temporary access to your home network - you can then
regularly change the password without disconnecting all of your own wireless devices.
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You want to keep files you've shared on your home network separate from other people.

You want to limit the amount of bandwidth a certain person (or group of people) can use
on your home network.

To set up an additional wireless network name (SSID):

S.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

Click Channel and SSID in the left hand navigation menu to open the page

In the Multiple SSID section tick the ‘enable’ option next to SSID2.

Enter a name for your new wireless network in the example below we named the SSID
'‘GuestWiFi'",

Tick the '‘Broadcast SSID’ option next to SSID2

Optional - if you want keep your home network separate to GuestWiFi, select 'VLAN2' in
the 'SSID2' field under VLAN Binding. This will prevent people connecting to GuestWiFi
from seeing computers on the BrightBox-wrfeta network:

Multiple SSID

No. Enable Wireless Network Name (SSID) Security Broadcast SSID
SSID1 BrightBox-wrfeta WPA v Enable
SSID2 GuestWiFi WPA v Enable
SSID3 [ WPA > [C] Enable

VLAN Binding

No. VLAN Grouping
SSID1 Defauit v
SSID2 VLAN2 ~
SSID3 Deofault” ~

Click Save Settings:

[Help] [ Save Settings . ] [ Cancel ]

10. Now you will need to set a password on the new SSID. Click on the WPA option under

Wireless Settings in the left hand navigation area:
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il @ http://192168.1.1/indexh O v B & X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings
> Channel and SSID

WPA

WPA is a security enhancen

> WEP LAN. Matching authentication
> WPA
3 802.1% Note: For best performance a\
3 Bandwidth Control -
2 USB File Sharing Multiple SSID No. 1 ~

11. In the ‘Multiple SSID No.’ dropdown, select ‘2’

12. In the ‘Wireless Password’ field, enter a password for your new wireless network — the
password should be between 8-63 characters

13. Click Save Settings:

Multiple SSID No. 2 ¥

WPA mode WPA/WPA2 Mixed Mode ~
Cipher suite AUTO ~
Authentication @ Wireless Password © 802.1X

@ Fassphrase (8~63 characters)

Wireless Password type -
O Hex (64 digits)

Wireless Password NewGuestPassword|

(Help] [__Save Settings ] @
w

14. You can now give your new wireless network name and password to guests.

o If you wish to set up one of your wireless network names in the WEP wireless security
mode you will need to set the ‘Wireless Mode’ dropdown on the Channel and SSID page to
‘11b+11g’. You must then configure the WEP key/password on the Advanced Set-Up > WEP
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page. With WEP security mode, you will only be able to use the router in the slower 802.11b/g
standard (speeds up to 54Mbps), regardless of what wireless network name you are
connecting to.

WEP

This page can be used to configure the WEP (Wired Equivalency Protocol) security mode
settings for your Bright Box router on any of the router SSID's. A full description of the WEP
security settings and instructions on setting a WEP key (password) can be found on page 72

How to set up a multiple SSID with WEP security

A Please note that WEP mode security is not as secure as the more modern WPA/WPA2
wireless security standard, and should only be used if a device you wish to connect to the
network will only support WEP mode.

If your wireless adapter or software doesn’t support the WPA security standard then you can
set up an additional SSID using the WEP mode by following these instructions:

1.
2.

Nou »

-—
S0

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

Click Channel and SSID in the left hand navigation menu to open the page

Click on the ‘Wireless Mode' dropdown and select the “11b+11g’ option.

In the Multiple SSID section tick the ‘enable’ option next to SSID2.

Enter a name for your new wireless network in the example below we named the SSID
'‘GuestWiFi'",

Click on the ‘security’ dropdown and select 'WEP’

Tick the '‘Broadcast SSID’ option next to SSID2

. Optional - if you want keep your home network separate to GuestWiFi, select 'VLAN2' in

the 'SSID2' field under VLAN Binding. This will prevent people connecting to GuestWiFi
from seeing computers on the home BrightBox-wrfeta network:
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CHANNEL AND SSID

This advanced wireless section allows you to create multiple SSID's for your home network. Wireless Mode must be set to 11b+11g mode i

Wireless Mode 11b+1lg | v
Channel Auto v
Extension Channel 2 ~|
Bandwidth [20MHz ~ ~]

Multiple SSID

No. Enable Wireless Network Name (SSID) Security Broadcast SSID
SSID1 BrightBox-wrfeta WPA v Enable
SSID2 GuestWiFi WEP v Enable
SSID3 m WPA v [C] Enable

VLAN Binding

No. VLAN Grouping
SSID1 Default v
SSID2 VLAN2

11. Click Save Settings:

|Help| [ Save Settings || Cancel | U

12. Now you will need to set a password on the new SSID. Click on the WEP option under
Wireless Settings in the left hand navigation area:
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TN @ nhitp://19216811/indexch O + B & X

Status Basic Set-Up Advanced Set-|

% Broadband Settings
» Wireless Settings
» Channel and SSID

WEP

WERP is the basic mechan

> WEP setup on your router and v
3 WPA
3 802.1X Note: For best performanc

> Bandwidth Control
am HICN Fila Chavica~ BA..RaS_.. ©~CIM AR 1 -

13. In the ‘Multiple SSID' dropdown select 2"

14. In the 'WEP Mode’ select "128-bit’

15. In the 'Key Entry Method’ select ‘ASCII’

16. Click inside the Key1 field - in the example below we used '‘examplepassi2’.

WEP

WEP is the basic mechanism to transmit your data securely over the wireless network. Matching encryption

Note: For best performance avoid using WEP with 802.11n networks.

Multiple SSID No. 2 ~
WEP Mode © 64-bit @ 128-bit

Key Entry Method © HEX @ ASCII
10/26 hex digits for 64-WEP/128-WEP

Default Key ID 1~

Passphrase [ ’ |(1~32 characters)
Key1 examplepass12

Key2 0202020202020

Key3 0303030303030

Key4 0404040404040

[Clear] [ Generate Key
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17. Click Save Settings:

|Help| [ Save Settings || Cancel | U

-

18. Refresh your computer's wireless software - you can now connect to your new Wireless
Network Name using the Key1 password value.

WPA

This page can be used to configure the WPA (Wi-Fi Protected Access) security mode settings
for your Bright Box router on any of the router SSID’s. You can also use this page to configure
advanced WPA settings such as the cipher suite, WPA authentication type and the wireless
password type (Passphrase or Hex).

Please see how to change to wireless WPA mode on page 75 for instructions on changing to
WPA security mode.

To access the advanced WPA settings page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

4. Click WPA in the left hand navigation menu:

Status Basic Set-Up Advanced Set-Up

w Broadband Settings
. WPA

2 Wireless Settings

2 ChSEl Snd S50 WPA is a security enhancenu

> WEP LAN. Matching authentication
> WPA
3 802.1X Note: For best performance a\
> Bandwidth Control
a USB File Sharing Multiple SSID No. 1 ~

Description of WPA settings
The following table contains a description of the settings on the advanced WPA settings
page:
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Section ‘ Description

Multiple SSID No. This option is used to configure which of the SSID’s
you are applying the WPA settings to. When you
access this page, the default SSID number 1is
select.

Select '2' or '3’ to configure the other available
SSID's. Remember you will need to enable the other
SSID's on the Channel and SSID page for the
changes to have any effect.

WPA Mode This option is used to configure the Wi-Fi Protected
Access security type mode for the selected SSID. By
default the WPA Mode is 'WPA/WPA2 Mixed Mode’
in order to provide maximum compatibility.

Select 'WPA' for legacy devices that do not support
the newer, more secure WPA2 security mode.

Select 'WPA2' for devices that support the highly
secure WPA2 mode. Note that older devices that
only support the WPA mode may not be able to
connect to the router with this setting.

Select ‘WPA/WPA2 Mixed Mode' for maximum
wireless compatibility. Wireless devices supporting
the highly secure WPA2 mode will connect in this
mode, while older WPA only devices will also be able
to connect to the router.

Cipher Suite This option is used to configure the type of WPA
encryption used for the selected SSID. By default
the encryption type is automatically selected
depending on the WPA mode a wireless connection
is established in.

Select 'AUTO’ to allow the cipher to be automatically
detected when a wireless connection is established.
This will usually be AES with WPA2 and TKIP with
the WPA mode.

Select 'AES’ to force the encryption cipher to use
the Advanced Encryption Standard mode. This mode
provides the maximum wireless speed and security
for wireless 802.11n connections.

Select 'TKIP’ to force the encryption cipher to use
the Temporal Key Integrity Protocol mode. This
mode can be used for older wireless 802.11b/g
adapters that do not support AES mode.

Authentication This option is used to configure the WPA
authentication type used to establish a wireless
connection to the router for the selected SSID. By
default the authentication type required is a
wireless password.

Select 'Wireless Password’ to authenticate using a
password method. This is the standard
authentication method for most wireless adapters
and devices.

Select '802.1X’ for authentication over 3 RADIUS
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server. EE Broadband does not provide support for
this option. 802.1X server settings must be
configured in the Advanced Set-Up > 802.1X
page if you select this option.

Wireless Password type This field is used to configure the wireless password
type used to establish a connection to the router’s
wireless network for the selected SSID. By default
the router will use the passphrase type.

Select 'Passphrase’ for the wireless password to
require a 8-62 ASCII character value (a-z, A-Z, 0-9).

Select 'Hex' for the wireless password to require a
64 character hexadecimal value (A-F, 0-9)

Wireless Password This field is used to configure the WPA wireless
password used when making a wireless connection
to the router for the selected SSID.

Please note that the wireless password is case
sensitive.

802.1X

802.1X is an enterprise authentication method that allows you to use an external RADIUS
server for wireless authentication using the Extensible Authentication Protocol (EAP). This
setting is sometimes known as WPA-Enterprise. EE is unable to offer 802.1X authentication,
so you must provide your own RADIUS server for this option to work.

You can configure the router for 802.1X authentication over RADIUS by access the 802.1x
page in the advanced router admin pages:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

4, Click 802.1x in the left hand navigation menu:
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& 8021X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings
> Channel and SSID

802.1X

This page allows you to set the 802.1X, a m

> WEP used for this access point to connect to the
> WPA
il 802.1X Authentication ©E
2 Bandwidth Control
u USB File Sharing Re-Authentication Period 300C

Description of 802.1x settings
The following table contains a description of settings on the 802.1x settings page:

Section ‘ Description

802.1X Authentication The option allows you to configure whether WPA
802.1X wireless authentication is enabled or
disabled on the router.

Select 'Enable’ to allow 802.1X authentication over
RADIUS. You will also need to set the
‘Authentication’ setting on the WPA page to
'‘802.1X’" for the SSID.

Select ‘Disable’ to switch off 802.1X authentication
over RADIUS.

Re-Authentication Period This field allows you to configure the amount of
time in seconds the 802.1X server will reassign a
session key to a connected client, requiring re-
authentication. This is 30000 seconds by default.

Setting a value of O will prevent re-authentication
from occurring.

Quiet Period This field allows you to configure the amount of
time in seconds that the router will wait between
failed authentication attempts. This is 60 seconds
by default.

Server Type This is the 802.1x authentication server type.
Currently the only option is RADIUS.

Server IP This field allows you to configure the IP address of
the RADIUS authentication server for 802.1X. This
may be an internal LAN or external Internet address.
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Server Port This field allows you to configure the connection
port of the RADIUS server. By default the value is
1812, and this is the usual port for a RADIUS server.

Secret Key This field allows you to configure the secret key
value shared between the RADIUS server and
connecting clients.

NAS-ID This field allows you to configure the request
identifier of the Network Access Server (NAS).

BANDWIDTH CONTROL

It is possible to control the amount of bandwidth allocated by each of the wireless network
names (SSID’'s) on the Bright Box router. This feature is useful if you want to control the
maximum upload and download speeds on a particular SSID - for example you may like to
limit the connection speed of a member of your family who uses SSID2 to 1000kbps (about
1mbps) on download and 512kbps on upload.

This setting is often used in conjunction with multiple SSID’s. See how to setup multiple
SSID’s on page 102 for further information.

ﬁ As Bandwidth Control is a Quality of Service (QoS) feature, you must also enable the ‘QoS
Module Function'in the Advanced Set-Up > QoS page for the Bandwidth Control to be
applied.

To access the Bandwidth Control page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

4. Click Bandwidth Control in the left hand navigation menu:

o
8

Status Basic Set-Up Advanced Set-Up

@ http://192168.1.1/indexh O v B & X @ Bandwidth Con

» Broadband Settings BANDWIDTH CONTROL

» Wireless Settings

SS - - o .
3 Channel and SSID You can set bandwidth limitation for

3 WEP enable QoS, navigate to the qos pag
3> WPA

7 802.1X Bandwidth Control

3 Bandwidth Control No. Upstream

% USB File Sharing

w Mobile Broadband SSID1 [F]Enable 0

% DHCP coinn e i n
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Description of Bandwidth Control settings
The following table describes the settings on the Bandwidth Control page:

Section ‘ Description

Upstream Enable Check this option to enable Bandwidth Control on
upstream (upload) traffic on the wireless LAN for
SSID1, 2 or 3. You must also enter a value in the
upstream Kbytes/sec field to set the maximum
bandwidth allowed.

Upstream KBytes/sec This field allows you to configure the maximum
wireless bandwidth value for upstream (upload)
traffic on the wireless LAN for SSID1, 2 or 3.

The value is in Kilobytes per second (and not
Kilobits)

1 Kilobyte per second = 8 Kilobits per second
128 Kilobytes per second = 1 Megabit per second

Downstream Enable Check this option to enable Bandwidth Control on
downstream (download) traffic on the wireless LAN
for SSID1, 2 or 3. You must also enter a value in the
downstream Kbytes/sec field to set the maximum
bandwidth allowed.

Downstream KBytes/sec This field allows you to configure the maximum
wireless bandwidth value for downstream
(download) traffic on the wireless LAN for SSID1, 2
or 3.

The value is in Kilobytes per second (and not
Kilobits)

1 Kilobyte per second = 8 Kilobits per second
128 Kilobytes per second = 1 Megabit per second

How to limit the wireless bandwidth on an SSID

If you wish to limit the wireless bandwidth on a particular SSID, follow the steps below. The
example below assumes that you have already set up SSID2 in the Channel and SSID page
(see how to set up multiple SSID’s on page 102 for instructions).

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Wireless Settings in the left hand navigation menu to expand the Wireless
Settings menu.

4, Click Bandwidth Control in the left hand navigation menu

In the SSID2 row check ‘Enable’ in both the ‘upstream’ and ‘downstream’ fields.

6. We will limit the upstream to 64 kilobytes (about 0.5 Mbps) — in the SSID2 upstream field
enter a value of 64.

7. We will limit the downstream to 128 kilobytes (about 1 Mbps) - in the SSID2 downstream
field enter a value of 128:
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You can set bandwidth limitation for each wireless LAN. QoS must also be enabled for bandwidth
control to work. In order to enable QoS, navigate to the qos page, select Enable and click the save
settings button

BANDWIDTH CONTROL

Bandwidth Control

No. Upstream Downstream

SSID1 Enable OiKBytes/sec Enable 0 KBytes/sec
SSID2 Enable 64  KBytes/sec Enable 128 KBytes/sec
SsID3 Enable 0  KBytes/sec Enable 0 KBytes/sec

8. Click Save Settings:

[Help| [ Save Settings | | Cancel | U

-

9. Now we need to enable the Quality of Service function on the router for the Bandwidth
Control to be applied. In the left hand navigation bar, click QoS:

VBN @ hitp://192168.1 1/indexhtm O + B & X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings

% USB File Sharing

% Mobile Broadband
w DHCP QoS module function : ¢

»NAT

QOS

This function allows users tc

% Firewall

% QoS

> Traffic Mapping
> Diitserv Groups

10. Set the '‘QoS module function’ option to 'Enable’ and click Save Settings:
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QOS

This function allows users to classify traffic by applications and provides them with differentiated semvices
(diffserv)

QoS module function : @ Enable Disable

[Help} [ Save Settings ] [ Cancel

11. Now establish a connection to your SSID2 wireless network, and the Bandwidth Control
will be applied and your upload and download speeds will be limited.

To disable the Bandwidth Control, simply navigate back to the Bandwidth Control
page, and untick the enable option for both upstream and downstream. You can also apply
Bandwidth Control to only upstream or downstream traffic on any SSID by ticking the
relevant ‘enable’ option for the SSID.

USB FILE SHARING

The Bright Box router is designed to allow ‘plug and play’ functionality for USB hard drives
connected to the router through the ‘Auto Share’ feature. The advanced USB File Sharing
menu gives you extra features such as the ability to add individual user accounts for different
levels of read/write access to the attached drive.

A If 'Auto Share’ is enabled then you should configure your USB settings on the Basic Set-
Up > USB File Sharing page. The Advanced Set-Up > USB File Sharing page should
be used to configure the manual sharing option and multiple users.

To access the advanced USB File Sharing page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon USB File Sharing in the left hand navigation menu:
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| © hitp://19216811/i O ~ B & X || & USB File Sharin,

Status Basic Set-Up Advanced Set-Up

w Broadband Settings USB FILE SHARING

w'Wireless Settings

3 USB File Sharing This feature allows you to coni

¥ Mobile Broadband contents on other devices with
u DHCP features.

a NAT

a Firewall Auto Share: @ Enable ©

P -

Description of USB File Sharing settings
The table below contains a description of the settings on the USB File Sharing page:

Section ‘ Description

Auto Share This option is used to configure the Auto Sharing
feature of USB File Sharing. Auto Sharing enables
‘plug and play’ of USB drives into the Bright Box.

Select 'Enable’ to allow auto sharing of USB drives.

Select 'Disable’ to switch off the automatic sharing
of USB drives. You can still share drives with auto
sharing disabled by connecting a drive to the router
and configuring the sharing manually in the USB
device section.

Samba Function This option is used to enable or disable file sharing
of the USB drive via the Samba protocol. Samba is a
cross-platform file sharing protocol supported on
Windows, Mac OS X and Linux. This option is
enabled by default on the Bright Box router.

Select 'Enable’ to enable file sharing using the
Samba protocol. This setting is recommended for all
modern operating systems including Microsoft
Windows, Mac OS X and Linux.

Select 'Disable’ to switch off file sharing using the
Samba protocol. You will need to connect to the
USB drive using an alternative protocol such as FTP
or NFS.

Workgroup Name This field is used to configure the Windows
Workgroup that the shared USB drive belongs to. By
default the workgroup associated with the USB
drive is called 'Workgroup'. This is the standard
workgroup name for Windows XP (Professional),
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Windows Vista and Windows 7.

If you've changed your workgroup name in Windows,
you may need to change the Workgroup Name field
to match your Windows workgroup in order to
access the USB drive over the network.

User Name

This field displays the user name for each user
account for USB File Sharing. You can protect
access to a USB drive by requiring people to enter a
username and password when they access the drive.
You can configure the user account by clicking the
Add User link.

File Permissions

This field displays the file permission for each user
account for USB File Sharing. You can configure the
user account by clicking the Add User link.

If the field displays '‘Read & Write’, the user can both
read files from and write files to the USB drive.

If the field displays 'Read Only’' the user can open
files or copy files on your USB drive. Files cannot be
deleted, modified to moved to the USB drive.

Configure If a3 user account has been created via the Add
User link, you can click Edit to change the user
account settings or click Delete to remove the user
account.

Add User Click the Add User link to create a new user

account. You will be directed to page where you can
enter a User Name, Password and set File
Permissions for the account.

Volume Name

If 3 USB drive is connected to the router, this field
will display the volume name assigned to the drive.

File System

If a USB drive is connected to the router, this field
will display the file system type of the connected
drive. FAT16 or FAT32 drives will display a value of
‘FAT’ while NTFS drives will display a value of 'NTFS'.

Note that Apple Mac HFS or HFS+ file systems are
not currently supported by the Bright Box router.

Capacity

This field displays the total storage capacity of the
connected USB drive in Gigabytes (GB).

Free Space

This field displays the amount of free storage space
available on the connected USB drive in Gigabytes
(GB).

Configure

Click Share to add the USB to the NAS Shared List.
This will display a page that will allow you to
configure a Share Name and which user accounts
are assigned to a particular shared drive.

Click Remove to delete the USB drive from file
sharing configuration. Please note that if the drive is
still connected to the router, it will appear in the
USB device list again when the router is restarted.

Share Name

This field displays the name of the shared drive as it
appears in the Network, My Network Places or
Finder in your operating system. This value is
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configured when you click Share in the USB device

section.

Volume Name This field displays the volume name of the shared
drive.

Available Users This field displays the user account names

associated with the shared drive. You can configure
the users by clicking the Add User link. You can
add users to the shared drive by clicking the Edit
link in the NAS Shared List.

Configure Click Edit to assign user accounts to the shared
drive and display the current shared name.

Click Delete to remove the shared drive from the
NAS Shared List. If you remove the drive, it will no
longer be accessible in your operating system.

How to add user account access to a USB drive.

In order to create individual user accounts with different levels of read/write access for a
shared USB drive, you must configure the drive sharing manually in the Advanced Set-Up >
USB File Sharing page. This requires disabling the ‘Auto Share’ feature on the router.

To add a user account to the shared drive:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

Click on USB File Sharing in the left hand navigation menu

On the ‘Auto Share’ option select '‘Disable’

Ensure that the 'Samba function’ is set to ‘Enable’

Windows users: Ensure that the ‘Workgroup Name' matches the workgroup name on your
network (this is usually 'Workgroup’):

USB FILE SHARING

o v ks W

This feature allows you to connect supported USB devices to your
contents on other devices within your network. From this page yot
features.

Auto Share: ) Enable @ Disable

Samba
Samba function @ Enable Disable
Workgroup Name Workgroup

7. Click Save Settings:
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[Help] [ Save Settings : ] [ Cancel ] L

8. Inthe user account section, click Add User:

User Account

User Name File Permissions Configure

no valid user account

Add User
USB Device
Volume Name File System Capacity AT Configure
Space

9. Onthe Edit User screen enter a 'User Name’, ‘Password’ and select the 'File
Permissions’ type you want to assign the user (Read & Write or Read Only) and click
Save Settings:

EDIT USER

Create a user and define his access right for USB disk sharing function.

User Information

User Name johnsmith
Password mypassword
File Permissions Read & Write ~

(Help) [__save Settings lh\;l i

10. In the USB device section, click Share to display the NAS Shared list page

11. Optional: Change the Share Name for the drive (this is the name that appears in the
Network on Windows or Mac OS X) if you want to give it a new name. Please ensure that
the share name doesn’t contain any spaces.

12. Tick the box next to the user account you created in step 9 and click Save Settings:
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NAS SHARED LIST

Assign a name to your sharing USB disk and select permitted users from the user list.

Share Name: FileShare
Volume Name: IUNTITLED
Access
Select Available Users
johnsmith

(Help) [ save Settingsk] @
)

13. Now you can access your shared drive on your network by selecting the drive, and
entering the user name and password created in step 9 (screenshots below from
Windows 7 and Mac 0S X 10.7)

wwsowsere N

Enter Network Password
Enter your password to connect to: Brightbox

[ johnsmith

Domain: MYCOMPUTER
[7] Remember my credentials

@ Access is denied.

-' Enter your name and password for the server

L J “brightbox".

e Connect as: () Guest
(*) Registered User

Name: ’johnsmith ‘

Password: [-ooo-oooooo. ]

[ ) Remember this password in my keychain

[ Cancel JL—Gonneﬁ-J
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If you have a supported mobile broadband 3G USB dongle, you can connect it to the USB
socket on your Bright Box router. This will allow you to share your 3G Internet service over
your home network as an alternative to using ADSL broadband.

The EE router can use the following 3G USB dongle models for 3G Internet sharing:
e E173

MOBILE BROADBAND

+ E1752
 E1750
» E173

To enable the feature:
1. Plug the compatible mobile 3G USB dongle into the USB port on the rear of the router.
2. Login to the router's admin pages.
3. Clickonthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.
4, Clickon Mobile Broadband in the left hand navigation menu:

)| @ http://1921681.1/indexh O ~ B ¢ X

(& Mobile Bro

Status Basic Set-Up Advanced Set-Up

1 Broadhand Settings MOBILE BROADBANI

» Wireless Settings
» USB File Sharing
u Mobile Broadband

w DHCP Mobile broadband service: €
3 Nr\T

» Firewall STATUS

5. Set the '‘Mobile broadband service’ option to ‘Enable’

6. If your 3G connection requires a PIN code to make a connection to the Internet, enter
the correct value in the 'Current PIN Code’ field. If your 3G connection doesn’t require a
PIN code, leave this value as 0000.

This page provides settings to v
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MOBILE BROADBAND

This page provides settings to mobile broadband senvice.

Mobile broadband service: @ Enable © Disable

STATUS IEEEI

Status: On

Signal: o000l

Network: Orange GSM

Time Connected: 0:00:31

Downstream Throughput: 436.436(KBps)
Upstream Throughput: 18.981(KBps)

OPTIONAL PIN CODE

Current PIN Code 0000

7. Click Save Settings:

[Help] [ Save Settings ] [ Cancel ]

N

A Please note that the Mobile Broadband feature is currently in beta so we regret we're
unable to offer further support of the broadband dongle doesn’t work.

DHCP

This page allows you to change the router's DHCP (Dynamic Host Control Protocol) and
gateway IP. DHCP is the method that the router uses to automatically assign IP addresses to
your connected computers and devices so that they are able to access the local network and
the Internet.

The page also allows you to create and configure DHCP address reservation entries that will
assign the same IP address to a computer or device every time it connects to your router.

The page includes DHCP and gateway settings for the other two virtual LAN’s (VLAN's) -
VLANZ2 and VLAN3, which may be useful if you've set up multiple wireless networks names
(multiple SSID’s) in the Advanced Set-Up > Wireless Settings > Channel and SSID

page.

A If you experience problems connecting to your router after changing settings, you may
need to reset your router to factory default settings. To do this, insert a paper clip or pin into
the reset hole on the back of the router for 6 seconds, release the button and then wait

about 5 minutes for the router to re-connect to the Internet. See how to restore the router to
factory defaults on page 179 for further information.

To access the advanced DHCP page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon DHCP in the left hand navigation menu:
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@ http://1921681.1/indexh O~ B ¢ X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings DHCP

2 Wireless Settings

u USBFile Sharing You can enable DHCP to dyn:

“ Mobile Broadband specific clients or protocols. T
a DHCP

» NAT VLAN Interface Default ~

% Firewall

% QoS Gateway

¥ UPnP Tz e

Description of DHCP settings:
The table below contains a description of the settings on the DHCP page:

Section ‘ Description

VLAN Interface This dropdown allows you to configure which of the
Virtual LAN's you are configuring the DHCP settings
for. When you access the DHCP page, the '‘Default’
VLAN settings are visible.

Select '‘Default’ to adjust the DHCP and Gateway
settings for the standard virtual LAN. This is the
VLAN that devices and computers will connect to
using Ethernet or the standard Wireless Settings on
the router.

Select 'VLANZ2' or 'VLAN3' to configure the DHCP

and Gateway settings for either of the alternative
virtual LAN's. These VLAN's can be used to isolate
wireless networks, and are assigned to an SSID in
the Advanced Set-Up > Wireless Settings >
Channel and SSID admin page.

Gateway Address This field is used to configure the gateway IP
address for the routers local area network. On the
default virtual LAN, this IP address is the same as
you use to login to the Bright Box admin pages, and
is “192.168.1.1" by default.

On VLANZ2 and VLAN3, the gateway IP address is
192.168.2.1 and 192.168.3.1 respectively, but these
values can be altered.

When configuring the Gateway IP address, ensure
that the IP address does not match one of the other
virtual LAN's.
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IP Subnet Mask

This field is used to configure the IP Subnet Mask
for the router’s local area network. By default the
subnet mask is 255.255.255.0.

DHCP Server

This option allows to you configure whether the
router acts as a Dynamic Host Control Protocol
(DHCP) server - handling the IP address of
connected devices or computer automatically. This
is enabled by default.

Select 'Enable’ to use the router as a DHCP server.
When a computer connects to the router, the router
assigns the local area IP addresses automatically.

Select '‘Disable’ to switch off DHCP on the router. All
devices connecting to the router must be
individually configured with static IP addresses in
order to access the network and Internet.

Lease Time

This dropdown allows you to configure the amount
of time an IP address is allocated to a connected
device using DHCP. By default, the IP address is
allocated for two days, after which time the IP
address will be automatically renewed by the router.

You can select lease times from Ten Minutes to Two
Weeks, or select the 'Forever’ option, meaning that
the IP address for a connected device will never
automatically be re-assigned by the router.

Start IP

This field is used to configure the starting range of
IP addresses allocated to connected devices via
DHCP. The default starting range is ‘2’ (i.e.
192.168.1.2 for the default VLAN).

End IP

This field is used to configure the end range of IP
addresses allocated to connected devices via DHCP.
The default end range is '254' (i.e. 192.168.1.254 for
the default VLAN).

Domain Name

This field is used to configure the domain name of
your local network (if required) for DHCP. This value
is 'default’, and should not need to be changed for
most operating systems.

Add Reserved IP

Click this link to reserve an IP address for a
computer or device. Once an IP address has been
reserved for that device, every time the device
connects to your router, it will be assigned the same
IP address.

How to reserve an IP address for a computer or a device

You may wish to ensure that when a device or computer connects to your router, it is given
the same IP address each time. This is useful if you are setting up port forwarding, access

control rules or a DMZ for a particular device. For example if you want to set up a computer
as a web server and require port forwarding rules to allow this, you will need to ensure that

computer has the same IP address every time it connects to your router.
You can reserve addresses for up to 32 devices.

To reserve an IP address for a computer or device:
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1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.
Click on DHCP in the left hand navigation menu.

4. Clickonthe Add Reserved IP link in the address reservation section:

Address Reservation
IP Address Device Name MAC Address Configure

no dhcp client ip address is reserved

Add Reserved IP

5. If the computer/device is already connected to the Bright Box, on the DHCP client list
page, select the computer or device you wish to permanently assign the IP address to
and click the Add link. You can identify the computer or device by the device name, or if
no device name is available, by the MAC address of the device. In this example we are
going to reserve the IP address for ‘MyComputer’:

DHCP CLIENT LIST

Current DHCP Client
IP Address Device Name MAC Address Configure

192.168.1.32 MyComputer E8:11:32:96:FA:58 Add

Manually Reserve

6. If the computer/device is not currently connected to the Bright Box, click the Manually
Reserve link:

DHCP CLIENT LIST

Current DHCP Client
IP Address Device Name MAC Address Configure

152.168.1.66 MyComputer E8:11:32:96:FA:58 Add

Manually Reserve

7. Onthe Edit Reserved DHCP page the current IP address of the device will be
displayed (or 192.168.1.100 if you chose Manually Reserve). If you want to change the
reserved IP address, enter any number between 2 and 254. Please note that you cannot
reserve a number that has already been assigned to another device.

8. If you chose the Manually Reserve option, enter the MAC Address of the device you
want to reserve and a Device Name (an easy to remember reference for the device)
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9. In this example we will reserve the IP address 192.168.1.10 for a device with a MAC
Address of E8:B2:C3:D4.E5:F6 called 'My Laptop’.

10. Click Save Settings:

EDIT RESERVED DHCP

IP Address 10
MAC Address ES B2 C3 D4 E5 F6
Device Name My Laptop

E Save Settings } [ Cancel ]

11. Now connect your device to the Bright Box. If your device is already connected to the
Bright Box, and you changed the IP Address in Step 7 you will need to restart your device
to apply the changes. Next time your computer is connected to the router it will
automatically be assigned the IP address you have reserved.

12. If you wish at any stage to change the IP address of, or remove the address reservation
for the device, navigate back to the DHCP page and select the Edit or Delete links next
to the address reservation entry:

Address Reservation

IP Address Device Name MAC Address Configure
192.168.1.10 MyComputer E8:11:32:96:FA:58 Edit Delete

NAT

Network Address Translation (NAT) is the mechanism that allows your router to route
incoming Internet traffic to the correct devices on your local network using a single public IP
address. NAT is enabled on the Bright Box router by default.

The NAT page in the router allows you to enable or disable the overall NAT setting for the
router. You can also configure various NAT features such as address mapping, port
forwarding, port triggers and view the NAT mapping table by clicking on the NAT item in the
left hand navigation menu.

You can configure the NAT module as follows:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on NAT in the left hand navigation menu:
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Status

% Broadband Settings
» Wireless Settings
w USB File Sharing
u Mchile Broadband
u DHCP
a NAT
> Address Mapping
> PoitForwarding

3 Part Trinaers

Basic Set-Up Advanced Set-Up

NAT

Network Address Translation (N
or multiple public IP addresses.

NAT module function: ®@E

4. You can enable or disable the NAT module on the Bright Box router by selecting the
option you want on the NAT page (in this example, we are selecting ‘Enable’) and

pressing Save Settings:

NAT

Network Address Translation (NAT) allows multiple users at your local site to access the Internet through a single

public IP address or multiple public IP addresses.

NAT module function: @ Enable © Disable

(Help] | save Settings ]  cancel |

A Please note that disabling NAT on the router may prevent you from accessing Internet
services through your connected devices or computers, and is not recommended.

ADDRESS MAPPING

Address Mapping is a special feature that allows you to assign IP addresses in your local
network to one or more addresses in a public network like the Internet. This feature is useful
if you have multiple static global/WAN IP addresses and wish to divide local networks into

different groups.

A This feature is not currently supported for EE Broadband users.

To access the Address Mapping page:
1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with

caution’ page.

3. Click on NAT in the left hand navigation menu to expand the NAT menu items

EE Bright Box User Manual

127



4. Clickon Address Mapping in the left hand navigation menu:

-
% @ http:,."."'192.168.1.1f'inde p v g 0 X @ Address MaF

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
2 Wireless Settings
w USB File Sharing

ADDRESS MAPPING

Address Mapping allows IP adc

¥ Mobile Broadband the public, global Internet. This
s DHCP
a NAT Address Mapping

» Address Mapping
» Port Forwarding No.
> Pert Triggers

+ NAT Mannina Tahla

Global IP 0 .0

Description of Address Mapping settings
The table below contains a description of the settings on the Address Mapping page:

Section ‘ Description

Number This field is the index for the address mapping entry.
You can configure up to 10 address mapping entries.

Global IP Use this field to configure the global (WAN/Internet)
IP address you wish to share for the address
mapping entry.

Virtual IP range Use this field to configure the range of local LAN IP
addresses that will share the global IP address.

PORT FORWARDING

Port Forwarding can be used to ensure that certain types of data are sent to a specific
computer, device or server connected to your home network. This may be required if you're
having problems using a particular online game, or maybe if you're an advanced user running
a web server from your home network.

For security purposes the router will normally block incoming traffic that is not a direct
response to a request from a computer on your local network. The Port Forwarding feature
will allow you to create special exception rules that allow incoming Internet traffic of certain
types (designated by Port Numbers) to be forwarded to a particular computer on your
network without being blocked by the router.

Before setting up a Port Forwarding rule, it is a3 good idea to reserve an |IP address for the
device you wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP
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admin page, under the address reservation section. See how to reserve an IP address on page
124 for further information.

Please refer to the manual or support service of the particular application or game for
information on which ports you should be forwarding. The following table contains a list of
common port forwarding ports.

Application Protocol Port Number
Telnet TCP 23

FTP TCP 21

SMTP TCP 25

POP3 TCP 110

H.323 TCP 1720

SNMP UDP 161

SNMP Trap UDP 162

HTTP (Web) TCP 80

PPTP TCP 1723

A list of port numbers can also be found at http://www.iana.org/ assignments/port-numbers.

To access the Port Forwarding page:

1.
2.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on NAT in the left hand navigation menu to expand the NAT menu items
Click on Port Forwarding in the left hand navigation menu:
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) @ nitp:/19216811/inde O ~ B & X | @ port Forwardi

Status Basic Set-Up Advanced Set-Up

3 Broadband Settings PORT FORWARDING

% Wireless Settings

» USB File Sharing You can configure the router as

¥ Mobile Broadband your local site via public IP addr
u DHCP addresses.

a NAT

3 Address Mapping No. LAN IP Address F
> Port Forwarding =
> Port Triggers 1 192.168.1.

> NAT Mapping Table

i 2 192.168.1.
% Firewall

Description of Port Forwarding settings
The table below contains a description of the settings on the Port Forwarding page:

Section ‘ Description

Number This field is the index for the port forwarding entry.
You can configure up to 20 port forwarding rules on
the router.

LAN IP address This field is used to configure the LAN IP of the

device on your local network you wish to forward
the particular traffic type to.

It is recommended that you reserve an IP address on
the DHCP admin page for a particular device, as the
port forwarding rule will not work if the LAN IP
address configured in this page doesn’t match that
of the device.

Protocol Type This dropdown is used to configure the traffic
protocol type that will be forwarded to your local
device.

Select 'TCP’ for Transmission Control Protocol traffic
forwarding.

Select 'UDP’ for User Datagram Protocol traffic
forwarding.

Select 'TCP&UDP' to allow forwarding of both traffic
types. Select this option if you are unsure which
type to use.

LAN Port This field is used to configure the internal port that
traffic will be forwarded to on the LAN IP address for
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the port forwarding rule. For example, if you are
running an FTP server on your local network, you will
need to forward traffic to Port 21.

Please refer to the manual supplied with your
particular software to determine which LAN port you
should be forwarding to.

Public Port This field is used to configure the external/public
port that incoming traffic from the Internet will be
requesting to use.

In most cases, the public port is the same as the LAN
port.

Enable This option is used to configure whether Port
Forwarding has been activated for the particular
Port Forwarding entry.

Tick this box to enable the port forward rule for the
entry, or untick the box to disable the port forward
rule.

Clean Click this button to remove the particular port
forwarding entry. All of the settings configured for
the entry will be deleted.

How to set up a port forwarding entry
In order to set up a port forwarding entry on the Bright Box router, follow these steps:

1. Reserve an |IP address for the computer you wish to set up port forwarding on. You can
do thisin the Advanced Set-Up > DHCP admin page. See how to reserve an IP
address on page 124 for further information.

2. Login to the router's admin pages.

3. Clickonthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

4, Click on NAT in the left hand navigation menu to expand the NAT menu items
Click on Port Forwarding in the left hand navigation menu.

6. Enter the IP address of the computer that you reserved an address for - in the example
below this was 192.168.1.17.

7. Select the 'protocol type'i.e. 'TCP','UDP' or 'TCPEUDP' - in the example below we are
using ‘'TCP’

8. Enter the 'LAN Port’ - in the example below we're opening port 21 for FTP.

9. Enter the 'Public Port’ - in the example below we're opening port 21 for FTP

10. Tick the 'Enable’ option.

PORT FORWARDING

You can configure the router as a virtual server so that remote users accessing services such as the Web or FTP at
your local site via public IP addresses can be automatically redirected to local servers configured with private IP
addresses

No. LAN IP Address Protocol Type LAN Port Public Port Enable
1 192.168.1. 17 TCP v 2 21 @
2 192168.1. TCP v B
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[Help] [ Save Settings X ] [ Cancel ]

L .

12. The settings will be applied and the Port Forwarding entry will now be enabled on your
connected LAN device.

11. Click Save Settings:

PORT TRIGGERS

Port triggering is similar feature to port forwarding, although it offers a dynamic opening of
specific ports for any computer on your network (whereas port forwarding is specific to a
specific device connected to your network).

This feature is useful when multiple computers on your network need to port forward the
same port at different times, or when the incoming port is different to the outgoing port.

Some applications require multiple connections such as multiplayer gaming, video
conferencing and voice over IP phones. These application will use an outgoing ‘'trigger port’,
which can then temporarily open up a range of public ports to allow incoming traffic to reach
the application correctly. When the ports are no longer used they will be automatically closed
by the router.

To configure port triggering, you will need to know which incoming ports an application
needs to use and also the outgoing ‘trigger port’ that is used by the application to trigger the
opening of those incoming ports. Refer to the application manufacturers support
documentation for information on the correct ports to use.

To access the Port Triggers page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on NAT in the left hand navigation menu to expand the NAT menu items

4, Clickon Port Triggers in the left hand navigation menu:
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& Port Trigg

Status Basic Set-Up Advanced Set-Up

u Broadband Settings PORT TRIGGERS

2 Wireless Settings

3 USBFile Sharing Some applications require m

¥ Mobile Broadband others. These applications dt
a DHCP applications that require mult
w NAT Port” field, select the protocc

them for inbound traffic.

3 jdUress Mapping Note: The range of the Trigge

> Port Forwarding

> Port Triggers - -
= _ No. Trigger Port Trig

> NAT Mapping Table

¥ Firewall ®1

1 QnS ™1

Description of Port Trigger settings
The table below contains a description of the settings on the Port Triggers page:

Section ‘ Description

Number This field is the index for the port trigger entry. You
can configure up to 10 port triggering rules on the
router.

Trigger Port This field is used to configure the trigger port that
an application uses to open the incoming public
ports.

Please refer to the instructions supplied with your
software to determine which trigger port you should
be using.

Trigger Type This dropdown is used to configure the traffic type
on the trigger port.

Select 'TCP’ for Transmission Control Protocol traffic
triggering

Select 'UDP’ for User Datagram Protocol traffic
triggering.

Please refer to the instructions supplied with your

software to determine which trigger traffic type you
should be using.

Public Port This field is used to configure the public incoming
ports that are opened when the trigger port is
activated by your software.

You can enter a single public port, multiple ports
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separated by a comma (,) or a range of ports using a
dash (-).

Please refer to the instructions supplied with your
software to determine which public ports you should
be using.

Public Type This dropdown is used to configure the traffic type

on the incoming public ports.

Select 'TCP’ for Transmission Control Protocol traffic
triggering

Select 'UDP’ for User Datagram Protocol traffic
triggering.

Please refer to the instructions supplied with your

software to determine which incoming public traffic
type you should be using.

Enable This option is used to configure whether a port

triggering is activated for the particular Port
Forwarding entry.

Tick this box to enable the port trigger rule for the
entry, or untick the box to disable the port trigger
rule.

Popular applications This dropdown can be used to select from a number

of applications for port triggering, allowing you to
copy those application settings into a port trigger
entry.

Applications include Battle.net, Dialpad, ICU Il, MSN
Gaming Zone, PC-to-Phone, Quick Time 4

Copy To This button is used in conjunction with the

dropdown to select which row of a port trigger entry
in the table above you want to copy the Popular
Application settings to. Click Save Settings to

apply.

How to set up a port trigger rule
In order to set up a port triggers entry on the Bright Box router, follow these steps:

1.

2.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on NAT in the left hand navigation menu to expand the NAT menu items

Click on Port Triggers in the left hand navigation menu.

In the ‘trigger port’ field enter the outgoing ‘trigger’ port associated with the application.
In this example we are using port 28800 for MSN Gaming Zone

In the ‘trigger type’ select either TCP or UDP for the traffic type of the trigger port. In
this example we are using UDP for MSN Gaming Zone.

In the '‘public port’ set the range of incoming public ports that will be opened when the
trigger port is activated. You can enter a single public port, multiple ports separated by a
comma (,) or a range of ports using a dash (-). In this example we are using ports
6667,2300-2400,47624,28800,29000 for MSN Gaming Zone.

In the '‘public type’ select either TCP or UDP for the traffic type of the incoming ports. In
this example we are using TCP for MSN Gaming Zone.
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9. Tick the ‘enable’ box to enable the port triggering entry:
PORT TRIGGERS

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications don't always work when Network Address Translation (NAT) is enabled. If you need to run
applications that require multiple connections, specify the port normally associated with an application in the "Trigger
Port" field, select the protocol type as TCP or UDP, then enter the public ports associated with the trigger port to open
them for inbound traffic.

Note: The range of the Trigger Ports is from 1 to 65535.

No. Trigger Port Trigger Type  Public Port Public Type Enable
1 28800 - ce 6667,2300-2400,47624,28800-29000 o e

©@ UDP © UDP
2 ‘:-TCP ‘:<TCP B

© UDP @ UDP

10. Click Save Settings:

[Help] [ Save Settings n ] [ Cancel ] L

11. The settings will be applied and the port trigger entry will now be enabled for your
application on all devices on your network.

NAT MAPPING TABLE

The NAT mapping table page contains a list of port forwarding entries for the current router
session. These port forwarding entries could reflect those created manually in the Port
Forwarding page, or those automatically established by the UPnP (Universal Plug and Play)
feature of the router.

To access the NAT Mapping Table page:
1. Login to the router's admin pages.
2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.
3. Click on NAT in the left hand navigation menu to expand the NAT menu items
4, Clickon NAT mapping table in the left hand navigation menu:
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(& NAT Mapping 1

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
2 Wireless Settings
w USB File Sharing

% Mobile Broadband

% DHCP
u NAT Index Protocol Local IP

NAT MAPPING TABLE

NAT mapping table displays the C

> Address Mapping

» Port Forwarding 1 udp 192.168.1.32
» Port Triggers 2 tcp 192.168.1.32
3> NAT Mapping Table

% Firewall

¥ QoS Page: 1/1 %

2 UPnP

You can refresh the NAT mapping table by clicking the refresh button at the bottom of the
page
The table below contains a description of the fields on the NAT mapping page:

Section ‘ Description

Index This field is the index for the NAT port mapping
entry.
Protocol This field is the traffic type for the NAT mapping

entry. This will either be “TCP’ for Transmission
Control Protocol entries or 'UDP’ for User Datagram
Protocol entries.

Local IP This field is the IP address for the device on your
local network which is associated with the NAT
mapping entry.

Local port This field is the port for the device on your local
network which is associated with the NAT mapping
entry.

Pseudo IP This field is the translated IP address for the NAT

mapping entry. This address is usually the WAN IP
address assigned to you Internet connection by your
ISP

Pseudo Port This field is the translated port for the NAT mapping
entry and will usually match the local port number.

Peer IP This field is the IP address of the remote/originating
NAT mapping source on the Internet/WAN.

Peer Port This field is the port of the remote/originating NAT
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mapping source on the Internet/WAN.

FIREWALL

The Bright Box router contains an internal firewall that is designed to protect your router and
local network from unwanted external intrusion. The firewall includes stateful packet
inspection (SPI) technology that analyses different traffic types and only allows those
through that are initiated from a device or computer on your own network.

The router firewall also includes a number of configurable features such as access control
(allowing you to block certain traffic types), MAC filter (allowing only certain devices to
access the network), URL Blocking, access control Schedule Rules, Intrusion Detection and a

DMZ (De-militarized zone).
The firewall is enabled by default on the Bright Box router.
To access the firewall settings:
1. Login to the router's admin pages.
2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.
3. Clickon Firewall in the left hand navigation menu:

@ http://192.168.1.1/inde O ~ B & X || & Firewall

Status Basic Set-Up Advanced Set-Up

w Broadband Settings FIREWALL

2 Wireless Settings

3 USBFile Sharing This router provides firewall prof

¥ Mobile Broadband configure the specific settings.
a DHCP

a NAT Firewall features: @ Enabl
% Firewall

> Access Control

> MAC Filter

You can enable or disable the NAT module on the Bright Box router by selecting the option
you want on the Firewall page and pressing Save Settings:
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FIREWALL

This router provides firewall protection. For applications that require unrestricted access to the internet you can
configure the specific settings

Firewall features: @ Enable Disable

[Help] [ Save Settings ] { Cancel J

A Please note that disabling the firewall on the router is not recommended except in
exceptional circumstances (such as for testing purposes). Disabling the firewall may open up
the router and local network to unwanted intrusion from the Internet.

ACCESS CONTROL

The access control feature of the router’s firewall allows you to block certain types of
Internet traffic to devices or computers on your network. For example you may wish to block
all POP3 and SMTP email traffic on a particular computer.

The access control setting allows you to block traffic for individual computer IP addresses, or
for a range of IP addresses on your network. You can select from a number of pre-defined
traffic types (based on port numbers), or define your own application port or a whole range of
ports to block.

If you have defined a schedule rule on the Advanced Set-Up > Firewall > Schedule
Rule page, you can also apply that to the access control rule, allowing you to block traffic
only at certain days or times of the day.

Before setting up an access control rule, it is a3 good idea to reserve an IP address for the
device you wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP
admin page, under the address reservation section. See how to reserve an IP address on page
124 for further information.

You can create access control rules for up to 10 devices.

No access control rules are enabled by default; however you can create rules by navigating to
the Access Control page as follows:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon Access Control in the left hand navigation menu:
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@ http://192.168.1.1/inde O v+ B & X @ Access Conti

Status Basic Set-Up Advanced Set-Up

% Broadband Settings

ACCESS CONTROL

2 Wireless Settings

w USB File Sharing

Access Control allows users to

¥ Mobile Broadband

1 DHCP Filtering function:  © Enab
» NAT

% Firewall Normal Filtering Table (ug
> Access Control Rule Client PC
> MAC Filter Description Address

> URL Blocking
» Schedule Rule

Description of settings on the Access Control page
The table below contains a description of the settings on the Port Triggers page:

Section ‘ Description

Filtering function

This option is used to configure whether the access
control setting is enabled or disabled on the router.

Select ‘Enable’ to switch on access control rule
blocking on the router. You will still need to create a
device filtering rule in order for blocking to work.

Select 'Disable’ to switch off access control rule
blocking on the router. If any device filtering rules
have been created they will still appear in the filter
rule table, but will not be active.

Rule Description

The field is the name that you have given to the
device filtering rule when you create the rule by
clicking the Add Device Filtering Rule link.

Client PC IP Address

This field displays the IP address or range of IP
addresses of the device or computer on your local
network that you have applied the device filtering
rule to. You enter the address or address range by
clicking the Add Device Filtering Rule link.

Client Service

This field displays the name of the types of traffic

blocking rules applied to the devices or computers
on your local network. You select the service(s) for
the rule by clicking on the Add Device Filtering

Rule link.

Possible client service names include ‘http’,
‘urlblock’, ‘'smtp’, 'nntp’, ‘pop3’, ‘https’, ‘ftp’, ‘telnet’,
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'h323''dns’,'snmp’,'pptp’,12tp’ tcp’,'udp’ or ‘user’ (for
a user defined rule’.

Schedule Rule This field display the type of schedule rule applied to
the device filtering rule. The schedule rule defines
the day and time a blocking rule is applied

A schedule rule can be created on the Advanced
Set-Up > Firewall > Schedule Rule page. The
rule is applied on by clicking the Add Device
Filtering Rule link.

By default this value will be ‘Always Blocking’,
meaning that the traffic type is always blocked, and
no schedule rule has been applied.

Configure If a device filtering rule has been created, then you
can edit the rule by clicking the Edit link. This will
display the Edit Device Filtering Rule page.

You can delete a device rule by clicking the Delete
link. Deleting a rule will mean that the blocking for
the rule will no longer occur.

Add Device Filtering Rule Click this link to create a new device filtering rule for
access control. This will display the edit device
filtering rule page where you can define the rule
description, client IP address range and client device
service (the traffic types that are blocked).

How to create an Access Control rule

You may wish to create an access control rule to block specific types of Internet traffic on
devices or computers on your network.

The following example will show you how to create an access control rule to block FTP and
Email sending/receiving on a connected computer.

To create an access control rule:

1. Reserve an |IP address for the computer you wish to set up the access control rule on.
You can do this in the Advanced Set-Up > DHCP admin page. See how to reserve an
IP address on page 124 for further information.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon Access Control in the left hand navigation menu.

Select the ‘Enable’ option on the Access Control page and click Save Settings:
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ACCESS CONTROL
Access Control allows users to define the traffic type permitted or not-permitted to VAN port senvice.

Filtering function: = @ Enable (© Disable

Normal Filtering Table (up to 10 devices)

Rule Client PC IP

Description Address Client Service = Schedule Rule Configure

no filtering rules specified

Add Device Filtering Rule

[Help] [ Save Settings ] [ Cancel ]

6. Click the Add Device Filtering Rule link:

Normal Filtering Table (up to 10 devices)

Rule Client PC IP

Description Address Client Service  Schedule Rule  Configure

no filtering rules specified

Add Device Filtering Rule

7. Onthe Edit Device Filtering Rule page, enter a rule description — in this example we
will enter 'FTP and Email’

8. Enter the IP address or range of addresses of the computer or device on your network
you wish to block traffic on. You can block access on all computers by entering
192.168.1.2 ~ 192.168.1.254' - In this example we will block traffic on the computer
192.168.1.10 only by entering a range of '192.168.1.10 ~ 10’

9. Tick the ‘blocking’ box for the client device services you wish to block. These are the
traffic types (and port numbers) that will be blocked by the access control - in this
example we will select 'File Transfer' for FTP and '‘E-mail Sending’ and ‘E-mail Receiving’
for Email.

EE Bright Box User Manual
141



EDIT DEVICE FILTERING RULE

This page allows users to define service limitations of client devices, including IP address, senice type and scheduling rule criteria. For the URL blocking function, you need to configure
the URL address first on the "URL Blocking Site" page. For the scheduling function, you also need to configure the schedule rule first on the "Schedule Rule" page

Rule Description: FTP and Email

Client Device IP Address: 192.168.1. 10 ~ 10

Client Device Service:

Service Name Detail Description Blocking
WWW HTTP, TCP Port 80, 3128, 8000, 8001, 8080 ]
WWW with URL Blocking HTTP (Ref. URL Blocking Site Page) ]
E-mail Sending SMTP, TCP Port 25
News Forums NNTP, TCP Port 119 ]
E-mail Receiving POP3, TCP Port 110
Secure HTTP HTTPS, TCP Port 443 [
File Transfer FTP, TCP Port 21
Telnet Senice TCP Port 23 (=
10. Do not change the ‘'Schedule Rule’ option, leave it as ‘Always Blocking’ and click Save
Settings:

Scheduling Rule (Ref. Schedule Rule Page): Always Blocking ~

 Help | [ Save Settings ]  Cancel |

11. The access control rule has now been created and enabled and appears in the filtering
table.

ACCESS CONTROL

Access Control allows users to define the traffic type permitted or not-permitted to WAN port service.
Filtering function: @ Enable (© Disable

Normal Filtering Table (up to 10 devices)

Rule Client PC IP - -
Description Aiirans Client Service = Schedule Rule ' Configure

FTP and Email 192.168.1.10 smtp,pop3.ftp Always Blocking Edit; Delete

12. You can delete the access control filtering rule at any time by clicking the delete link
next to the rule in the table. You can also change the rule description, client IP address
range or client device services by clicking the edit link.

If you want to block a particular application that is not listed in the ‘client device service’
list, you can do this in the ‘user define service’ section on the Edit Device Filtering Rule
page. You can configure up to 5 different ranges of ports to be blocked for either TCP or UDP
traffic. Please refer to your software instructions or user manual for information on the ports
that are used and need to be blocked. In the example below we have blocked port ranges
200-213 and port 1500 for TCP traffic:
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User Define Service

Protocol: @ TCP © UDP
Port Range: 200 ~213 ~ 1500 ~1500 0 ~0 0 ~0 -0 ~0

MAC FILTER

MAC Filtering is a firewall feature that allows you to control which devices are allowed to
access your network and use your Internet connection.

You can define up to 32 separate devices in the MAC filtering table on the router — access is
configured by entering the MAC address of the computer or device into the table or you can
select from a list of devices already connected to your router.

Once a device or number of devices has been added to the table, only those devices can
connect to the router and establish a connection through to the Internet when the MAC
Address Control setting has been enabled. Any device not on the MAC filter list will be unable
to connect to the router.

There are no default MAC filter rules created in the router.

To access the MAC filter page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon MAC filter in the left hand navigation menu:

)| & hitp://192168.1.1/indexhtm? O ~ B & X

Status Basic Set-Up Advanced Set-Up
w Broadband Settings MAC EILTER
2 Wireless Settings
* USB.FiIe Sharieg The MAC filter when enabled w
¥ Mobile Broadband feature can support up to 32 de
a DHCP
a NAT MAC Address Control:  ©
% Firewall

3 /Access Control MAC Filtering Table (up t

» MAC Filter Line MAC Address
» URL Blocking
> Schedule Rule

1
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Description of MAC Filter settings
The table below contains a description of the settings on the MAC Filter page:

Section ‘ Description

MAC Address Control

This setting allows you to specify whether the MAC
Address Control filter has been switched on or off.

Select 'Enable’ to switch on MAC address control
filtering. You must also create at least one entry in
the MAC Filtering table for you to be able to enable
this setting. When enabled, only those MAC
addresses listed in the filtering table can connect to
the router.

Select '‘Disable’ to switch off MAC address control
filtering. Entries may remain in the MAC Filtering
table, but will not be applied, and any device can
connect to the router.

Line

This value is the index for the MAC Filtering table
entry.

MAC address

This field is used to manually enter the MAC Address
of the devices that are allowed to connect to the
router. You can configure up to 32 different device
MAC Addresses.

The MAC address is @ 12-character hexadecimal
code (character 0-9, A-F), and may be found on a
sticker on the body of the device you wish to
connect to the router. If the device is already
connected to the router, you can select the MAC
address from the 'DHCP Client List' dropdown.

DHCP Client List

This dropdown allows you to select the MAC address
of a device that is already connected to the router
and add it to the MAC Filtering table by using the
Copy To button (after selecting an index number
from the dropdown).

If you are unsure which MAC address relates to

which device, the Status page will display
connected device by device name and MAC address.

How to set up a MAC filter rule

As an added security feature, you may like to enable the MAC filter on your Bright Box
Wireless Router. This means that only computers/ devices with a MAC address that you
approve can use your Internet connection.

To enable a MAC filter:

1. Login to the router's admin pages.
2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with

caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu
4. Click on MAC Filter in the left hand navigation menu

On the ‘'MAC Address Control’ option select ‘Enable’:
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MAC FILTER

The MAC filter when enabled will only allow those MAC addresse
feature can support up to 32 devices and applies to clients.

MAC Address Control: @ Enable () Disable

6. Enter the MAC address(s) of the computer(s) or device(s) you wish to allow access to.

7. The easiest way to do this is to scroll to the bottom of the MAC filter page, locate your
device in the 'DHCP client list', and select Copy To to automatically insert the MAC
address into your chosen field.

31

32

DHCP Client List: E8:11:32:96:FA:58 v | Copy To 1~

8. Alternatively, you can type the MAC address of the computer or device that you wish to
allow access into the MAC address field:

MAC Filtering Table (up to 32 devices)
Line MAC Address

1 ES - 11 - 32 - 96 - FA - 58

2 -
9. Click Save Settings:

10. The MAC Address filter will now be applied. Only the device(s) that you have added to
the MAC address filter table will be able to connect to the router.

[Help] [ Save Settings . ] [ Cancel ]

A If you have created a MAC filter rule, and can no longer connect to the router you may
need to reset your router to factory default settings. To do this, insert a paper clip or pin into
the reset hole on the back of the router for 6 seconds, release the button and then wait
about 5 minutes for the router to re-connect to the Internet.

URL BLOCKING

The URL Blocking feature of the Bright Box router firewall allows you to restrict certain web
sites from being accessed by either all computers, or specific computers or devices on your
home network.

This feature may be useful if you want to block access to particular sites, for example
Facebook from your child’'s computer.
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You can define a page either by a URL such as http://www.example.com or by a single
keyword found in the URL of the web page, such as ‘example’.

You can define URL Blocking rules for up to 30 web sites or keywords.

URL Blocking is then activated by creating an access control rule on the Advanced Set-Up
> Firewall > Access Control page using the 'WWW with URL Blocking’ service option. The
rule can be applied to an IP address of a single computer on your network or a range of IP
addresses.

Before setting up an URL Blocking rule, it is a good idea to reserve an |IP address for the
device you wish to set up the rule for. You can do this in the Advanced Set-Up > DHCP
admin page, under the address reservation section. See how to reserve an IP address on page
124 for further information.

To access the URL Blocking page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4. Clickon URL Blocking in the left hand navigation menu:

a@ @ http://192.168.1.1/indexhtm? O ~ B & X || @ URLBI

-

Status Basic Set-Up Advanced Set-Up

3 Broadband Settings URL BLOCKING

2 Wireless Settings

» USB File Sharing You can block access to web s

¥ Mobile Broadband devices using the access contn
s DHCP

» NAT No. URL / Ke
% Firewall

3 Access Centrol Site 1

» MAC Filter s

3 URL Blocking &

> Schedule Rulz Site 3

> Intrusion Detection

How to create a URL Blocking rule
To block access to particular web sites on your computers or attached devices:
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1. Reserve an |IP address for the computer you wish to set up the access control rule on.
You can do thisin the Advanced Set-Up > DHCP admin page. See how to reserve an
IP address on page 124 for further information.

2. Login to the router's admin pages.

3. Clickonthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

4, Clickon Firewall in the left hand navigation menu to expand the Firewall menu

Click on URL Blocking in the left hand navigation menu.

6. Enter the URL of the web address you wish to block, for example - www.example.com, or
just a keyword out of the URL e.g. (you don’t need to enter both) - example:

w

URL BLOCKING

You can block access to web sites by entering either a f
devices using the access control feature.

No. URL / Keyword
Site 1 www.example.com
Site 2 example

Site 3

7. Scroll to the bottom of the page and click Save Settings:

[Help] [ Save Settings X ] [ Cancel ] e

-

8. Now, in the left hand navigation menu select Access Control:
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)l @ http://19216811/inde O ~ B & X

& Access Contr

Status Basic Set-Up Advanced Set-Up

w Broadband Settings ACCESS CONTROL

» Wireless Settings
w USB File Sharing
% Mobile Broadband

Access Control allows users to

1 DHCP Filtering function: @ Enab

u NAT

w Firewall Normal Filtering Table (ug
> Access Control Rule Client PC
3 MAC Filter Description Address

3 URL Blocking
> Schedule Rule

9. Click the add device filtering rule link:

Normal Filtering Table (up to 10 devices)

Rule Client PC IP
Description Address

no filtering rules specified

Add Device Filtering Rule

Client Service = Schedule Rule Configure

10. On the edit device filtering rule page, enter a rule description — in this example we

will enter 'URL Blocking’

11. Enter the IP address or range of addresses of the computer or device on your network
you wish to block the URL on. You can block the URL on all computers by entering
192.168.1.2 ~ 254’ - In this example we will block the URL on the computer 192.168.1.10

only by entering '192.168.1.10 ~ 10’
12. Tick the 'blocking’ box for the ‘'WWW with URL Blocking' service:
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EDIT DEVICE FILTERING RULE

This page allows users to define senvice limitations of client devices, including IP address, senvice type and scheduling rule criteria. For
the URL blocking function, you need to configure the URL address first on the "URL Blocking Site” page. For the scheduling function, you
also need to configure the schedule rule first on the "Schedule Rule” page.

Rule Description: My URL Block

Client Device IP Address: 192.168.1. 10 ~ 10

Client Device Service:

Service Name Detail Description Blocking
www HTTP, TCP Port 80, 3128, 8000, 8001, 8080 A
WWW with URL Blocking HTTP (Ref. URL Blocking Site Page)

E-mail Sending SMTP, TCP Port 25 |

13. Do not change the ‘'Schedule Rule’ option, leave it as ‘Always Blocking’ and click Save
Settings:

Scheduling Rule (Ref. Schedule Rule Page): Always Blocking v

[Help] [ Save Settings ] [ Cancel ]

14. Select the ‘Enable’ option for the 'Filtering function’ the Access Control page and click
Save Settings:

ACCESS CONTROL
Access Control allows users to define the traffic type permitted or not-permitted to WAN port service.
Filtering function: = @ Enable (© Disable

Normal Filtering Table (up to 10 devices)

[I)Qule. - Client PC IP Address = Client Service Schedule Rule  Configure
escription
My URL Block 192.168.1.10 urlblock Always Blocking  Edit; Delete

Add Device Filtering Rule

[Help] [ Save Settings ] @

15. The URL Blocking rule will now be active, and any attempt to access the URL or a URL

containing the keyword entered in step in a web browser will prevent the page from
being displayed.

0 If you want to remove the URL Blocking rule at any time, navigate back to the Access
Control page and click the Delete link next to the URL Blocking rule:
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Normal Filtering Table (up to 10 devices)

[l)Qule. - Client PC IP Address Client Service Schedule Rule  Configure
escription
My URL Block 192.168.1.10 urlblock Always Blocking Edi;; Delete

Once a rule has been created, you can navigate back to the URL Blocking page and
update the URL list at any time, adding or deleting entries as you see fit.

SCHEDULE RULE

The Schedule Rule page allows you to create schedules to apply to the access control rules.
This may be useful if you wish to restrict certain types of Internet traffic at particular times of
the day (or night), for example to help protect your children online.

You can create schedule rules from Sunday — Saturday or create an ‘Every Day’ rule. For each
day you can specify a start time and end time for the rule to be applied.

When you create an access control rule, you can specify from the ‘Scheduling Rule’ dropdown
which schedule rule you want to apply. Traffic will then be blocked only for the times
configured in the schedule rule.

To access the Schedule Rule page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Click on Schedule Rule in the left hand navigation menu:
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’ @ hitp://192.1681.1/indexh O ~ B & X || @ Schedule |

Status Basic Set-Up Advanced Set-Up

3 Broadband Settings SCHEDULE RULE

» Wireless Settings

¥ USBFile Sharing This page defines the schedule

¥ Mobile Broadband associated with it.

% DHCP

u NAT Schedule Rule Table (up t
» Firewall Rule Name Rule (

> Access Control

> MAC Filter

3/URL Blocking

» Schedule Rule

> Intrusion Deteclion
> DMZ

Add Schedule Rule

How to create a Schedule Rule for Access Control
To create a schedule rule, and apply the rule to an access control rule, follow these steps:

1. Login to the router’'s admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon Schedule Rule in the left hand navigation menu.

5. Clickthe Add Schedule Rule link:

SCHEDULE RULE

This page defines the schedule rules for time of day access. A schedule n
associated with it.

Schedule Rule Table (up to 10 rules)

Rule Name Rule Comment

no valid schedule rule

Add Schedule Rule
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6. Enter a value in the 'name’ field for the schedule - this name will appear in the

‘Scheduling Rule’ dropdown on the Access Control page when you define the access
control rule. In this example we will call the rule '‘Block 21-23.59",

Enter a value in the ‘comment’ field for the schedule. This can be any value and will
appear in the table on the Schedule Rule page. In this example we will call the
comment '‘Nine to Midnight’

In the 'activate time period’ fields you can enter the times you want the schedule rule to
apply. You can use the 'Every Day’ week day to apply the schedule on every day of the
week, or specify particular days you want the rule to apply. Please ensure that the start
time is earlier than the end time, and 24 hour clock notation is used (8:30 for 08:30am
or 17:50 for 5:50pm for example). If you want to have the schedule apply for the full day
enter a start time of ‘'0:00’ and an end time of '23:59". In this example we will set the
start time to '21:00' (9pm) and end at 23:59 (midnight).

EDIT SCHEDULE RULE

Please enter times in the 24 HR clock format.

Name: Block 21-23.59

Comment: Nine to Midnight

Activate Time Period

Week Day Start Time (Hh:mm) End Time (Hh:mm)
Every Day 21 - 00 23 - |59
Sunday

9. Click Save Settings:

[Help] [ Save Settings X ] [ Cancel ]

10. The new schedule rule will appear in the Schedule Rule table:

Schedule Rule Table (up to 10 rules)

Rule Name Rule Comment Configure

Block 21-23.59 Nine to Midnight Edit; Delete

. Next, click on Access Control in the left hand navigation menu:
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L3 )l @ hitp://19216811/inde O + B & X

& Access Contr

Status Basic Set-Up Advanced Set-Up

w Broadband Settings ACCESS CONTROL

 Wireless Settings
w USB File Sharing
u Mobile Broadband

Access Control allows users to

1 DHCP Filtering function: @ Enab

» NAT

w Firewall Normal Filtering Table (ug
> Access Control Rule Client PC
3 MAC Filter Description Address

> URL Blocking
> Schedule Rule

12. Click the Add Device Filtering Rule link:

Normal Filtering Table (up to 10 devices)

Rule Client PC IP

Description Address Client Service = Schedule Rule Configure

no filtering rules specified

Add Device Filtering Rule

13. On the Edit Device Filtering Rule page enter a rule description — in this example we
will enter 'All traffic’

16. Enter the IP address or range of addresses of the computer or device on your network
you wish to block the URL on. You can block the URL on all computers by entering
192.168.1.2 ~ 254’ - In this example we will block the URL on the computer 192.168.1.10
only by entering '192.168.1.10 ~ 10’

EDIT DEVICE FILTERING RULE

This page allows users to define service limitations of client devi
criteria. For the URL blocking function, you need to configure th
scheduling function, you also need to configure the schedule rul

Rule Description: All traffic

Client Device IP Address: 192.168.1. 10 ~ 10
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17. Select the type of traffic you want to block by ticking the ‘blocking’ box next to the
service name. You can select multiple services to block, or block custom ports in the
‘user define service’ section. In this example we will block “TCP’ and 'UDP’ (i.e. all traffic):

18. Click on the ‘Scheduling Rule (Ref. Schedule Rule Page)' dropdown and select the
schedule rule you created in steps 6-8 - in this example ‘Block 21-23:59'

19. Click Save Settings:
TCP All TCP Port

S

UDP All UDP Port

€]

User Define Service

Protocol: @ TCP © UDP
Port Range: 0 ~0 0 ~0 0 ~0 0 ~0
0 ~0

Scheduling Rule (Ref. Schedule Rule Page): Block 21-23.59 ~

[Help] [ Save Settings ] [ Cance

19. Select the ‘Enable’ option for the ‘Filtering function’ the Access Control page and click
Save Settings:

ACCESS CONTROL
Access Control allows users to define the traffic type permitted or not-permitted to WAN port service.

Filtering function: @ Erable (@ Disable

Normal Filtering Table (up to 10 devices)

Rule_ - Client PC IP Address = Client Service Schedule Rule  Configure
Description
All traffic 192.168.1.10 tcp,udp Block 21-23.59 Edit; Delete

Add Device Filtering Rule

[Help] [ Save Settings ] [ Cancel ]

20. The access control rule with the schedule rule has now been created. The access control
will only be applied at the scheduled time - in this example 21:00 - 23:59 every day of
the week.

If you want to delete a schedule rule, you must first delete the associated access control
rule on the Access Control page. When the associated access control rule has been
deleted, you will then see a 'Delete’ link in the Schedule Rule table in the Schedule Rule
page.
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Schedule Rule Table (up to 10 rules)

Rule Name Rule Comment Configuie

Block 21-23.59 Nine to Midnight Edi:; Delete

Add Schedule Rule

INTRUSION DETECTION

You can configure special firewall intrusion detection settings in the Intrusion Detection
admin page. The Intrusion Detection feature includes two key features. Stateful Packet
Inspection (SPI) and Hacker Prevention.

Stateful Packet Inspection (SPI) limits the access of incoming traffic. By default the SPI
feature is turned on, and all the incoming packets from the Internet will be blocked unless
they are initiated from a device or computer connected to the router. You can configure SPI
settings for a number of different traffic types and disable the SPI, allowing those types of
traffic to automatically be allowed through the router firewall.

In addition you can also configure the 'Discard Ping to WAN Interface’ setting on this page.
Usually an ICMP ping message from the Internet to your WAN IP address would not generate
a ping response (and would timeout), protecting your router from being visible to potential
hackers. You can disable this setting if you wish to allow your device to respond to ICMP ping
messages.

A Please note that disabling the SPI or Discard Ping to WAN Interface options is only
recommended for temporary diagnostic/troubleshooting purposes. Leaving any of these
settings disabled may make your router and local network vulnerable to attack from hackers.

You can access the Intrusion Detection page as follows:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, ClickonlIntrusion Detection in the left hand navigation menu:
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(& Intrusion Detectic

Status Basic Set-Up Advanced Set-Up

e b INTRUSION DETECTION
2 Wireless Settings
w USB File Sharing

% Mobile Broadband

When the Stateful Packet Inspection

» bHCP SPI and Anti-DoS firewall protectit
a NAT

u Firewall Stateful Packet Inspection
2 Accass Comsos TCP Connection

> MAC Filter

3 URL Blocking UDP Session

3/Schedule Rule FTP Senice

3 Intrusion Detection

3> DMZ H.323 Senvice

2 QoS .

= UPnP TFTP Semvice

Description of Intrusion Detection settings:
The table below contains a description of the settings on the Intrusion Detection page:

Section ‘ Description

SPIl and Anti-DoS firewall This option allows you to configure the SPI and Anti
protection Denial of Service protection on the router firewall.
By default the SPI firewall and Anti-DoS setting is
enabled to protect your router and network

Select ‘Enable’ to switch on SPI (Stateful Packet
Inspection) firewall and Anti Denial of Service
settings on the router. Selecting this option will tick
all of the individual SPI service rules.

Select ‘Disable’ to switch off the SPI and Anti Denial
of Service protection on the router. Selecting this
option will untick all of the individual SPI service
rules.

TCP Connection This option enables or disables the SPI firewall for all
TCP (Transmission Control Protocol) traffic.

UDP Session This option enables or disables the SPI firewall for all
UDP (User Datagram Protocol) traffic.

FTP Service This option enables or disables the SPI firewall for all
FTP (File Transfer Protocol) traffic.

H.323 Service This option enables or disables the SPI firewall for all
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H323 traffic for videoconferencing or Netmeeting.

TFTP Service This option enables or disables the SPI firewall for all
TFTP (Trivial FTP) traffic.

SIP Service This option enables or disables the SPI firewall for all
SIP (Session Initiation Protocol) traffic for
videoconferencing or VolP.

RTSP Service This option enables or disables the SPI firewall for all
RTSP (Real Time Streaming Protocol) traffic.

L2TP Service This option enables or disables the SPI firewall for all
L2TP (Layer 2 Tunnelling Protocol) traffic.

PPTP Service This option enables or disables the SPI firewall for all
PPTP (Point to Point Tunnelling Protocol) traffic.

IPSec Service This option enables or disables the SPI firewall for all
IPSec (Internet Protocol Security) traffic.

Discard Ping to WAN This option allows you to configure whether the

Interface router will discard ICMP ping traffic from the WAN.

This is enabled by default.

If you select '‘Disable’, then an ICMP ping response
from the router will occur if pinged from the WAN,
making the WAN IP address of the router visible and
potentially vulnerable.

DMZ

The Bright Box Wireless Router stops Internet traffic getting to your internal network unless
traffic is initiated by a computer or device on your network or you've set up port forwarding
or port trigger rules.

If you think your router is stopping a particular application (for example an online game or
video conferencing) from working correctly, you can temporarily add the computer or device's
IP address into the 'Demilitarized Zone' (DMZ) as a test. This will mean that many of the
router firewall features are bypassed for this computer while the DMZ is active.

Before setting up the DMZ, it is a good idea to reserve an IP address for the device you wish
to put inside the DMZ. You can do this in the Advanced Set-Up > DHCP admin page, under
the address reservation section. See how to reserve an |IP address on page 124 for further
information.

A Please be aware that the DMZ should only be used for testing or diagnostic purposes, as
it will make the computer inside the DMZ potentially vulnerable to external attack or hacking.
Use the Port Forwarding or Port Triggering functions to create specific port rules to allow
traffic through the router firewall.

To access the DMZ configuration page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon DMZ in the left hand navigation menu:
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Status Basic Set-Up Advanced Set-Up

w Broadband Settings
2 Wireless Settings
w USB File Sharing

DMWMZ

If you have a local client device

¥ Mobile Broadband open the client up to unrestricte
s DHCP

u NAT Enable DMZ: © Enable &
% Firewall

2 Abceas Gonsot No. Public IP Addres
> MAC Filter

» URL Blocking 1 92.27.134 129

> Schedule Rule

> Intrusion Detection 2 0 0
> DMZ 3 0 0
» QoS

wu 1IPnD A n n

Description of DMZ settings

The table below contains a description of the settings on the DMZ page:

Section ‘ Description

No. This field is the index for the router DMZ entry.

Public IP Address This field is used to configure the public (Internet) IP
address of the DMZ entry. Index number 1 cannot be
configured, but will always reflect the current
Internet IP address assigned to the router.

Index numbers 2 — 8 allow you to configure manual
public IP addresses for the DMZ. These entries must
be unique, and not match another entry in the list.
They are suitable if you have multiple static IP
addresses and are not supported for EE Broadband
users.

Client IP Address This field is used to configure the IP address of the
device or computer on your local network that you
are putting inside the DMWMZ, to allow incoming and

outgoing traffic to be unimpeded by the firewall.

It is recommended that you create a reserved IP
address in the DHCP page for any computer you
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want to put in the DMZ.

How to add a computer to the De-militarized zone (DM2)

If you think your Bright Box Wireless Router is stopping a particular application from working
correctly, you can temporarily add the computer or device into the '‘Demilitarized Zone' (DMZ)
as a test. While this is safer than completely disabling your firewall, we suggest that you don't
leave your computer unprotected in the DMZ.

To add a computer to the DMZ:

1. Login to the router’'s admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Firewall in the left hand navigation menu to expand the Firewall menu

4, Clickon DMZ in the left hand navigation menu:

)| @ http://1921681.1/indexh O v B & X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings
% USB File Sharing

DMZ

If you have a local client device

¥ Mobile Broadband open the client up to unrestricte
» DHCP

a NAT Enable DMZ: © Enable «
% Firewall

3 ACCE33 Comes No. Public IP Addres
> MAC Filter

» URL Blocking 1 95.144.109.101

> Schedule Rule

3 Intrusion Detection 2 - -

> DMZ 3 0 0
% QoS

s [1IPnD A n n

5. Inthe '‘Enable DMZ' option, select 'Enable’
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DMWMZ

If you have a local client device that cannot run an Internet application p
open the client up to unrestricted two-way Internet access by defining a

Enable DMZ: @ Enable (@ Disable

No. Public IP Address Cliq

6. Inthe ‘client device IP address’ field for Index 1, enter the IP address of the computer you
wish to add to the DMZ. In this example we will add 192.168.1.10:

No. Public IP Address Client Device P Address
1 95.144.109.101 192.16¢.1. 10 ]

2 0 0 0 0 192.168.1. 0

3 0 0 0 0 192 1681 0

7. Click Save Settings:

[Help] [ Save Settings X ] [ Cancel ] —

8. The computer will now be in the router’'s DMZ.

A Ensure that when you have completed any troubleshooting with a computer inside the
DMZ, you disable the DMZ. You can do this by navigating to the DMZ page and selecting the
‘Disable’ option and clicking Save Settings:

DMZ

If you have a local client device that cannot run an Inter
open the client up to unrestricted two-way Internet acc:

Enable DMZ: (© Enable @ Disable
No. Public IP Address

QOS

By default all types of Internet traffic on the Bright Box router are given the same priority as
any other type. QoS, or Quality of Service is a feature of the Bright Box router that allows you
to give priority to certain types of Internet traffic for applications on your network (i.e. VolP
or online gaming) or to prioritise traffic from a particular computer or device on your home
network.

To configure QoS, you must define the types of traffic that you want to prioritise, either from

a pre-defined list or custom port numbers. You can also prioritise individual devices on your
network by MAC address, |IP address or by the connected Ethernet ports or wireless SSID’s.
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Once the traffic type is defined, you select a priority for the traffic type from Highest to
Lowest. You define the traffic types and set these priority levels on the Traffic Mapping
page.

Once you have defined the traffic types and their priorities, you can then allocate a minimum
bandwidth for each priority (or differentiated service group — diffserv group) to shape how
the traffic is managed on your Internet connection. You allocate the minimum bandwidths in
the Diffserv Groups page.

You can also enable and disable the WMM (Wi-Fi Multimedia) quality of service setting,
prioritising video and voice traffic over your Wi-Fi connection.

How to enable Quality of Service on the router

Quality of Service is disabled on the Bright Box router by default, in order to configure QoS,
you first need to enable the QoS module. To do this:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon QoS in the left hand navigation menu to expand the QoS menu:

p
a@ @ http://192.1681.1/indexh 0 + B & X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings QOS
» Wireless Settings
u USB File Sharing
¥ Mobile Broadband
u DHCP

a NAT

a Firewall

% QoS

> Traffic Mapping

This function allows users to cla

QoS module function: ©Ej

» Diffserv Groups

4. In the '‘QoS module function’ option, select ‘Enable’ and click Save Settings:
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QOS

This function allows users to classify traffic by applications and provides them with differentiated semvices

(diffserv).

QoS module function :

@ Enable (@ Disable

[Help] [ Save Settings j [ Cancel ]

5. The QoS module is now enabled, you can now define the traffic types and priorities in the

Traffic Mapping page.

TRAFFIC MAPPING

The Traffic Mapping page is used to create rules for the different application traffic types
or connected computers on your network and then to assign each rule a level of prioritisation

for traffic shaping.

You can create a maximum of 16 different traffic mapping rules for Quality of Service.
To access the Traffic Mapping page:

1.
2.

Login to the router's admin pages.
Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on QoS in the left hand navigation menu to expand the quality of service menu
Click on Traffic Mapping in the left hand navigation menu:

——

Status

% Broadband Settings
» Wireless Settings
% USB File Sharing

¥ Mobile Broadband
u DHCP

a NAT

% Firewall

3 QoS

» Traffic Mapping

> Diffserv Groups

> Widhd

- I

3| @ http://1921681.1/in O~ B C X

& Traffic Mappin

Basic Set-Up Advanced Set-Up

TRAFFIC MAPPING

Up to 16 rules can be defined t(

Rule Name

Default

Add Traffic Class
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How to create a Quality of Service Traffic Mapping rule

To configure Quality of Service, you must configure the traffic mapping rule for the type of
traffic, or devices on your network you want to prioritise.

To create a Quality of Service traffic mapping rule:

1.

2.

6.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on QoS in the left hand navigation menu to expand the quality of service menu
Click on Traffic Mapping in the left hand navigation menu.

Click on the Add Traffic Class link:

TRAFFIC MAPPING

Up to 16 rules can be defined to classify traffic into forw:

Rule Name Traffic Type

Default Default

Add Traffic Class

On the Edit Traffic Class page, enter a name for the traffic mapping rule you are
creating - in this example we will call it ‘FTP’,

Use the ‘Traffic Type' dropdown to select either the type of application (Voice, Online
Games, Video), specific applications (Applications), connected devices or computer (MAC
Address, IP Address, Incoming Port) or application ports (TCP/UDP) you want the quality
of service setting to apply to. In this example we are selecting a Traffic Type of
‘Applications’ and an '‘Applications’ of 'FTP'. See quality of service traffic type
descriptions on page 165 for a list of other traffic types.

Select the Priority you want to give to this traffic type. There are eight priority levels
(Highest, Higher, High, Medium, Normal, Low, Lower and Lowest) to choose from. The
traffic shaping effect of the priority applied to each level will be configured in the
Diffserv Groups page. In this example we will select ‘Low":
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EDIT TRAFFIC CLASS

To specify a rule first define the class by the traffic type :
forwarding group this class is mapped to.

Rule Name FTP

Traffic Type Applications  ~
Applications FTP v
Priority Low v

9. Click Save Settings:

|Help| | Save Settings || Cancel | U

-

10. The traffic mapping rule has now been created and will appear in the Traffic Mapping
table:

TRAFFIC MAPPING

Up to 16 rules can be defined to classify traffic into forwarding groups.

Rule Name Traffic Type Priority = Configure
FTP Applications Low Edit Del
Default Default Medium Edit

Add Traffic Class

11. Now you can set the traffic shaping of the priority group in the Diffserv Groups page.

0 If you want to create a traffic mapping rule for a particular device on your local network
rather than a specific application type, select the ‘MAC Address’, 'IP Address’ or ‘Incoming
Port’ options from the ‘Traffic Type’ dropdown. In the example below, the ‘High' priority traffic
rule would be applied to any device connected to Ethernet Port 1.
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EDIT TRAFFIC CLASS

To specify a rule first define the class by the traffic type
forwarding group this class is mapped to.

Rule Name Ethernet 1
Traffic Type Incoming Port  ~
Incoming Port Ethernet Port1 ~

Remark DSCP as Don't Remark ¥ (thefirst6 b

Priority High v

Quality of Service Traffic Type descriptions:

The table below describes the traffic types available for Quality of Service traffic mapping
rules in the Edit Traffic Class page.

Section ‘ Description

Voice Device Select this option to create a Quality of Service rule
for voice traffic services (VolP).

Online Games Select this option to create a Quality of Service rule
to priories online/multiplayer game traffic.

Video Select this option to assign a Quality of Service rule
to prioritise video traffic over the Internet.

Applications You can select from a number of pre-configured
application types for the Quality of Service rule.
such as MSN Messenger, Yahoo Messenger, Skype.
FTP (File Transfer Protocol), E-mail, SNMP (Simple
Network Management Protocol), Telnet, WWW (Web
traffic), VPN (Virtual Private Networks), IGMP (also
known as ping)

If you select the ‘add a new application’ option, you
can define three different ranges of services ports
for TCP, UDP or TCP/UDP (BOTH) traffic. Please
refer to you application instructions for the ports
you should configure.

MAC Address Select this option to assign a Quality of Service rule
to a single MAC Address of a device or computer
connected to your local network.

IP Address Select this option to assign a Quality of Service rule
to a single IP address, a range of IP addresses or all
IP addresses on your local network. You can select
either incoming/local traffic (for a device on your
network) or outgoing/remote traffic (to a location on
the Internet).

TCP/UDP Select this option to assign a Quality of Service rule
to individual ports or a range of ports for TCP, UDP
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or TCP/UDP (BOTH) traffic.

Incoming Port Select this option to assign a Quality of Service rule
to traffic from a device connected to the router
either by Ethernet (Ethernet Ports 1-4) or over the
wireless LAN (SSID 1-3).

DIFFSERV GROUPS

The Diffserv Groups page is used to configure the levels of traffic prioritisation for Quality
of Service traffic shaping. Once you have defined the traffic types (or devices) you want to
shape on the traffic mapping page, you need to decide how much bandwidth you will apply
to the prioritisation.

To access the Diffserv Groups page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon QoS in the left hand navigation menu to expand the quality of service menu

4, Clickon Diffserv Groups in the left hand navigation menu:

~

@ hitp://192168.1.1/in O ~ B & X | & Diffserv Groups

Status Basic Set-Up Advanced Set-Up

% Broadband Settings DIEFESERV GROUPS

2 Wireless Settings

» USBFile Sharing Below shows the Diffserv forwar

 Mobile Broadband allocation of each forwarding be
 DHCP

a NAT Maximum

u Firewall Upstream 10 Mb)
¥ QoS Bandwidth

¥ Traffic Mapping
» Diffserv Groups

3 WMM Priority Guarantee

2 UPnP )

w Tools Highest 0 %
Syst :

e Higher 0 %

How to apply bandwidth prioritisation for Diffserv Groups

As you can see from the Diffserv Groups page, there are eight levels of traffic prioritisation
(known as Diffserv Groups):
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Highest
Higher
High
Medium
Normal
Low
Lower
Lowest

By default, no bandwidth minimum has been applied for any of the Diffserv Groups, meaning
that a traffic mapping rule associated with a particular level will not be shaped (and will
achieve the maximum available bandwidth available over the network).

To apply bandwidth prioritisation for any of the Diffserv Groups:

1.

2.

3,
4.
5

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on QoS in the left hand navigation menu to expand the quality of service menu
Click on Diffserv Groups in the left hand navigation menu.

If you are using EE Fibre Broadband, set the ‘Maximum Upstream Bandwidth’ value to the
correct setting for the upload speed of your Fibre service. To help determine your upload
speed, you can run a Broadband speedtest online. In this example we will assume a 20
Mbps upload speed:

DIFFSERV GROUPS

Below shows the Diffserv forwarding behaviours this router
behaviour

Maximum Upstream
Bandwidth 20 Mbps

Please note that EE ADSL broadband users will not need to enter 3 ‘Maximum Upstream
Bandwidth’, this is determined automatically.

Select a group you wish to apply bandwidth shaping to, this may be one that you had
applied to a traffic mapping rule you created on page 163 earlier.. In this example we will
update the ‘Low’ group for the ‘FTP’ rule we previously created.

In the 'guarantee minimal bandwidth’ field, enter the percentage bandwidth you want to
guarantee to the group. This means that if you normally have 1 Mbps of uplink transfer
speed, and you set the 'Low’ group to 20%, then you will be guaranteed last least 0.2
Mbps (200Kbps) transfer speeds for any traffic mapping rule using the ‘Low’ diffserv
group.

In this example we will enter ‘20" in the ‘Low’ group, to guarantee 20% of the available
bandwidth.

Optional: If you want to allow more bandwidth for a traffic mapping rule if extra
bandwidth is available (for example, if no other traffic types are using the available
bandwidth at the time), tick the ‘allow more’ box.
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Priority Guarantee Minimal Bandwidth Allow More
Highest 0 % [

Higher 0 % [

High 0 % [l

Medium 0 % ]

Normal 0 % o

Low 20 % VI

Lower 0 %

Lowest 0 %

9. Click Save Settings

[Help] [ Save Settings . ] [ Cancel ]

-

10. The bandwidth prioritisation for the diffserv group is now set. If you have already created
the traffic mapping rule on the Traffic Mapping page, and have enabled the Quality of
Service module on the QoS page, then you will find that Quality of Service settings will
be applied to your selected traffic type or device.

A You may wish to configure the bandwidth for all of the Diffserv Groups, if so ensure that
the total percentage for all groups in the ‘guarantee minimal bandwidth’ column does not
exceed 100%.

WMM

WMM (Wi-Fi Multimedia) is a feature used by the Bright Box router providing Quality of
Service for multimedia applications on the router's wireless network. This can improve
performance when using services such as voice over IP (VolP), video streaming, audio and
online gaming by automatically prioritising traffic in these categories over other traffic types.

To take full advantage of WMM, both the router and the client device or computer need to
support WMM, as do the applications making use of the video or voice traffic. If the client
device does not support WMM, traffic priority is managed with the standard 'best effort’
method.

To enable WMM functionality on the router:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon QoS in the left hand navigation menu to expand the quality of service menu

4, Clickon WMM in the left hand navigation menu:
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Status

% Broadband Settings
2 Wireless Settings
% USB File Sharing
¥ Mobile Broadband
u DHCP
a NAT
% Firewall
% QoS

> Traffic Mapping

» Diffserv Groups

> WMM
@ UPnP
% Tools

) ()@ rvvns2a6811/n O - BO X

Basic Set-Up Advanced Set-Up

WI-FI MULTIMEDIA (
Enable WMM support to get bei

WMM Support: @ Enable

On the 'WMM Support’ option select 'Enable’ and click Save Settings.

WI-FI MULTIMEDIA (WMM)

Enable WMM support to get better quality for multicast streaming via wireless network.

WMM Support:

@ Enable © Disable

Help | [ Save Settings | [ Cancel |

If you have not already enabled the Quality of Service module, you will need to do so.

Click on QoS in the left hand navigation menu :
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Status Basic Set-Up Advanced Set-Up

% Broadband Settings QOS
2 Wireless Settings
% USB File Sharing
¥ Mobile Broadband
u DHCP

u NAT

a Firewall

% QoS

> Traffic Mapping

This function allows users to cla

QoS module function: © Ei

» Diffserv Groups
7. Inthe '‘QoS module function’ option, select ‘Enable’ and click Save Settings:
QOS

This function allows users to classify traffic by applications and provides them with differentiated services
(diffserv).

QoS module function: @ Enable © Disable

[Help] [: Save Settings j [ Cancel ]

UPNP

UPNP (Universal Plug-and-Play) is a technology that offers seamless operation of online
gaming, video messaging, and other applications that are UPnP compliant.

Applications such as online games, peer-to-peer file sharing and instant messaging require
the router's firewall to be configured in a specific way to work correctly which normally
means setting up port forwarding or triggering manually. An application that is UPnP
compliant has the ability to communicate with the Bright Box Wireless Router, automatically
configuring the router firewall and removing the need to do this manually.

UPnP is enabled on the Bright Box Wireless Router by default meaning that UPnP compliant
applications and devices will work correctly on your home network as soon as they are
connected to the router.
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UPNnP can be disabled so that connected devices and application don’t manage their own
firewall settings. Please be aware that disabling UPnP may cause applications to stop working
correctly, and may require manually configuring firewall port rules on the Port Forwarding

and Port Triggers pages.
You can enable or disable UPnP on the router by doing the following:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon UPnP in the left hand navigation menu:

)| @ http://19216811/in O~ B & X

Status Basic Set-Up Advanced Set-Up
% Broadband Settings
» Wireless Settings SENE
2 USE Hie Sharing Universal Plug and Play (UPnP
¥ Mobile Broadband discover each other's presence
a DHCP
u NAT UPnP module function: @
u Firewall
% QoS
2 UPnP
% Tools
¥ System

4. On the 'UPnP module function’ option, select the option you want, either ‘Enable’ to
switch UPNP on (this is the default setting) or ‘Disable’ to switch off UPnP - in this
example we are selecting ‘Enable’.

5. Click Save Settings:
UPNP

Universal Plug and Play (UPnP) allows networked devices, such as computers, printers and mobile devices to
discover each other's presence.

UPnP module function: @ Enable © Disable

(Help | [ Save Settings ] | Cancel |
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TOOLS

The Tools section contains a number of features to help manage your router. You can back up
and restore your router settings on the Configuration page. You can reboot your router on
the Restart page, restore the router to its factory settings on the Factory Default page
and update the router firmware from a file on the Firmware page.

To access the Tools features:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Tools in the left hand navigation menu:

'e

@ http://1921681.1/in O~ B & X | @ Tools

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings TOOLS
w USB File Sharing
% Mobile Broadband
% DHCP

a NAT

% Firewall

% QoS

2 UPnP

a Tools

Please use these functions witl

> Configuration
> Restart
4, Now you can select the tools features by clicking on Configuration, Restart, Factory
Default or Firmware Upgrade in the left hand navigation menu.

CONFIGURATION

The Bright Box router is configured for EE Broadband out of the box, however you may wish
to make changes to the router settings at any time. The Configuration page allows you to
make a backup of your router’s settings, and also restore those settings at a later time.

This is particularly useful if you've made a number of advanced settings changes (such as
creating port forwarding for online gaming) and need to return to your router to factory
default settings. You can factory reset the router and then re-apply the custom configuration
changes by restoring from the configuration file.

To access the Configuration page:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.
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3. Clickon Tools in the left hand navigation menu to expand the Tools menu:
4, Clickon Configuration on the left hand menu:

2)| @ hitp://1921681.1/in O ~ B & X || @ Configuratic

Status Basic Set-Up Advanced Set-Up

% Broadband Settings CONEIGURATION

2 Wireless Settings

% USB File Sharin
o S

Mobile Broadband
* neBr f Use the button above to save
s DHCP

2 NAT

» Firewall Use the button above to rest
% QoS

u UPnP

¥ Tools

> Configuration
> Restart

> Factory Default

How to save a copy of your router’'s settings

To back up the Bright Box router configuration settings in a file that you can restore at any
time, do the following:

1. Login to the router's admin pages.

2. Click onthe Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Tools in the left hand navigation menu to expand the Tools menu:

4, Clickon Configuration on the left hand menu

Click the Backup button:

CONEIGURATION

Use the button above to save the routers current configuration to a file on your device

Use the button above to restore a saved configuration to the router from your device.
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6. You may be presented with an option to save a file called ‘backup.bin’. This is the router
configuration file. Click Save (or Save As if you want to specify a save location
yourself).

Do you want to open or save backup.bin from 192.168.1.17

Open Save [% v Cancel

7. The configuration file will be saved to your computer. This is normally saved in your
computer's download folder. It is recommended that you store this file in a memorable
location. By default the file would be located in the following folders:

* On a Windows Vista/7 computer with Internet Explorer or Firefox this would be
C:\Users\[username]\Downloads.

* On a Windows XP computer with Internet Explorer 8 C:\Documents and
Settings\{username]\My Documents

* On Mac OS X this would be /Users/[username])/Downloads

If you want to rename the backup.bin file to something more memorable you can, just
ensure that you keep the .bin extension at the end of the file name in order to be able to
restore from it later.

How to restore your router's settings from a backup

To restore your router’s settings from a previously saved backup file (backup.bin):

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Tools in the left hand navigation menu to expand the Tools menu:

4. Click on Configuration on the left hand menu:

Click the Restore button:

CONFIGURATION

Usc tiie button above to save the routers current configuration to a file on your device

IJse the button above to restore a saved configuration to the router from your device.

6. Click onthe Browse... button:

RESTORE

Enter the path and name of the backup file then click the apply button below. Yt
backup restoration.

Browse... :]
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7. Select the location of the ‘backup.bin’ file that you previously saved. For example, in the

‘Downloads’ folder:

Organize v |_| Open Share with = Burn New folder

9% Favorites Name Date modified Type
Ml Desktop | backup.bin 15/10/2012 15:56 BIN File
& Downloads ) Dropbox 141 12/10/2012 16:49 Application
4# Dropbox

| Recent Places

8. Double click the backup.bin file, and then on the Restore page click Apply:

RESTORE

Enter the path and name of the backup file then click the apply button below. You will be prompted to
confirm the backup restoration.

C:\Users\Milestone5Samsung\Downloads\backup.bin

9. When prompted whether you want to restore your router's settings, click OK:

s N
Em—_—

| Are you sure you want to restore your router's settings?

10. The restoration of the router settings from the configuration file will begin. This process

will take 99 seconds to complete:

A Do not turn off your router, please wait until configuration has been restored.

_99 ‘seconds remaining.

11. The router will be automatically rebooted, and after 99 seconds you will be returned to
the router admin page login screen. Your router settings will now have been restored

RESTART

If you're having problems with your Internet connection, you may be able to fix the problem

by restarting the router from the Restart admin page.

AT T
¢ )

W Restarting the router from the Restart page is the same as powering the router off and

on. You may find it is more convenient to power the router off and on using the power switch
on the back of the router if you are nearby, or not logged into the admin pages. However if
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you are away from the router (for example connected over a wireless connection) you may
find it more convenient to restart the router in the admin page.

How to restart your router

To restart the Bright Box router:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

3. Clickon Tools in the left hand navigation menu to expand the Tools menu:

4. Click on Restart on the left hand menu:

[ @ hitp:/19216811 O + B & X

Status Basic Set-Up Advanced Set-Up

¥ Broadband Settings RESTART

% Wireless Settings

w USB File Sharing

» Mobile Broadband tton above to restart
» DHCP

a NAT

% Firewall

¥ QoS

2 UPnP

% Tools

» Configuration

> Restart
3 Factory Default

w Cirmuara | lnarada

5. Clickthe Restart button:

RESTART

Use the bution above to restart your router.

6. Click OK when prompted whether you want to restart your router:
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r - ™
Message from webpage A @

IO' Are you sure you want to restart your router?

| ok || cance |

7. The restart will begin. This process will take 99 seconds to complete:

A Do not turn off your router, please wait until router has restarted.
98 seconds remaining.

8. The router will be automatically rebooted, and after 99 seconds you will be returned to
the router admin page login screen.

FACTORY DEFAULT

If you have changed settings in your router and this is causing problems accessing the
Internet, you may need to reset the router back to its factory settings in order to fix the
problem.

There are two methods you can use to restore the router to its factory settings:
1. Reset using the Factory Default admin page

2. Reset using the reset button on the back of the router.

Both methods will be described in this section.

A Factory resetting the router will cause any custom settings that you have configured to
be removed. For example if you have changed Wi-Fi settings such as the wireless network
name or password, or created port forwarding rule, these will be reset back to default setting.
You may wish to save a copy of your router settings before factory resetting. See how to save
a copy of your router’s settings on page 173 for instructions.

A full list of default settings for the Bright Box router can be found in Appendix A: Router
Default Settings.

How to restore the router to factory defaults from the router admin

page

To restore the router from its factory settings from the router admin page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Clickon Tools in the left hand navigation menu to expand the Tools menu:

4, Click on Factory Default on the left hand menu:

EE Bright Box User Manual
177



I

) () & ipi19216811 0 - B X

e Factory Default

Status Basic Set-Up Advanced Set-Up

% Broadband Settings FACTORY DEFAULT

¥ Wireless Settings

w USB File Sharing [
¥ Mobile Broadband
u DHCP

a NAT

% Firewall

2 QoS

a1 UPnP

% Tools

> Configuration

» Restart

» Factory Default

» Firmware Upagrade

Factory Default |
Use the button above to restore

u Sysiom
5. Click onthe Factory Default button:

FACTORY DEFAULT

[ Factory Default -
Use the button above to restore your router to the original factory settings.

6. A warning dialog box will be displayed. Click OK to proceed with the restoration of
factory default settings, or click Cancel if you want to keep the current settings:

WARNING: Any changes you've made to your router will be lost. You'll
need to wait about 5 minutes before your router re-connects to the
Internet.

] |
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7. A'Do not turn off your router, please wait until default configuration has been applied’
message and timer will be displayed for 99 seconds.

A Do not turn off your router, please wait until default configuration has been applied.

|99 ‘seconds remaining.

8. The router login page will be displayed after the router has rebooted. As restoring to
factory default settings will remove your Internet connection settings, it will take about 5
minutes before your Internet connection is automatically restored. If this doesn’'t happen
you can manually update your broadband username and password to make a connection
to the Internet. See how to manually update the broadband username and password on
page 52.

How to restore the router to factory defaults from the reset button on
the router

You can restore the router to factory default settings by using the reset button on the back
panel of the router. To do this:

1. Ensure the router is plugged in and turned on:

2. Find a thin object that will easily fit into the Reset button hole at the back of the router.
A paper clip is ideal.

3. Insert the paper clip into the reset hole as far as it will go and hold for 6 seconds:

4. Release the button - the WPS and LAN1-4 lights will flash and then turn off briefly.

5. The router will now restart. As restoring to factory default settings will remove your
Internet connection settings, it will take about 5 minutes before your Internet
connection is automatically restored. If this doesn’'t happen you can manually update
your broadband username and password to make a connection to the Internet. See how
to manually update the broadband username and password on page 52.

FIRMWARE UPGRADE

The router firmware (or router software) is stored on an internal flash memory chip in the
Bright Box router. It is possible to update this firmware through the Bright Box admin pages.

If we need to release an up-to-date version of firmware in this way, we may provide a
firmware file download at the page below:
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www.ee.co.uk/brightbox

The firmware file will usually have a .bin file extension. For example -
‘BrightBox_FW_V0.09.94.0006.bin’

0 If you have applied custom settings to the router, you should find that these are

automatically carried across during the upgrade. However it may be possible that the new
firmware needs to change router settings, in which case you will find any further information

in the firmware release notes supplied by EE.

How to upgrade your router with a firmware file
To upgrade the Bright Box router from a firmware file supplied by EE:
Login to the router's admin pages.

1.
2.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with

caution’ page.

Click on Tools in the left hand navigation menu to expand the Tools menu:
Click on Firmware Upgrade on the left hand menu:

Status

% Broadband Settings
» Wireless Settings
% USB File Sharing

% Mobile Broadband
2 DHCP

a NAT

% Firewall

% QoS

% UPnP

% Tools

> Configuration

> Restart

> Factory Default

> Firmware Upgrade
a System

5. Click ontheupgrade button:

)| @ http://19216811 O~ B E X

& Firmware Upgrac

Basic Set-Up Advanced Set-Up

FIRMWARE UPGRAI

Use the button above to upgrac
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FIRMWARE UPGRADE

'Jse the button above to upgrade firmware to the router from your device

6. Click on the Browse button on the Firmware Upgrade page:

FIRMWARE UPGRADE

Browse to the location of the upgrade file. Then press the begin upgrade button.

File ( Browse... |

7. Navigate to the location of the router firmware on your computer and double click on the

firmware file;

Organize v New folder = « [
5| Documents “  Name . Date modified Type
Music
J o || BrightBox FW_V0.09.94.0006bin | 21/09/20120300  EIN File
[e=| Pictures RS
B Videos

8. Click onthe begin upgrade button on the Firmware Upgrade page:

FIRMWARE UPGRADE

Browse to the location of the upgrade file. Then press the begin upgrade button.

File C:\Users\Public\Downloads\BrightBox_FW_V/0.09.94.0006.
[ Begin Upgrade ]

9. You will be prompted to confirm that you want to continue with the firmware upgrade.
Click the OK button to confirm you want to upgrade the router, or click Cancel if you

don’t want to upgrade:

© R
ooy e

@ Are you sure you want to continue with a firmware upgrade?

10. A'Do not turn off router, please wait until firmware update has completed’ message will
be displayed. The firmware upgrade process may take up to 199 seconds.
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A\ Do not turn off your router, please wait until firmware update has completed.

199 |seconds remaining.

11. The router will restart as a part of the firmware upgrade and the router login page will be

displayed when the upgrade is complete.

Your current router settings will normally be carried across to the new firmware, however
it may be possible that certain settings are changed or reset to factory defaults. If your
broadband username and password settings are reset, it may take about 5 minutes
before your Internet connection is automatically restored. If this doesn’t happen you can
manually update your broadband username and password to make a connection to the
Internet. See How to manually update the broadband username and password on page
52.

12. You can confirm that your firmware has been successfully upgraded by logging back into

the admin pages and navigating to the Advanced Set-Up > System page. The
‘Runtime Code Version' should now match the version of the firmware supplied by EE:

SYSTEM

Runtime Code Version: v0.09.94.0006-OT (Fri Sep 21 03:00:26 2012)
Boot Code Version: v1.00.10.0001-O1 (Wed Dec 14 09:30:42 2011)
ADSL Modem Code Version: A2pD035b.d23i

Hardware Version: 01

Serial Num: J215095216

LAN MAC Address: 1C-C6-3C-51-67-6A

Wireless MAC Address: 1C-C6-3C-51-67-6B

SYSTEM

The System pages contain a number of additional configuration features and information
pages. The System page will display details about your router hardware and software. The
Time Settings page will allow you to set whether your router is synchronized with an
Internet time server. The Password Settings page will allow you to change the login
password for the router admin pages. DDNS page allows you to configure the router for
DynDNS or TZO dynamic DNS settings. The ADSL Status page will display information about
your ADSL broadband connection and the System Log page will allow you to view system
information messages from your router.

To access the System page:

1.
2.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on System in the left hand navigation menu:
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% Broadband Settings

2)| @ nttp://19216811 O ~ B & X

Status Basic Set-Up Advanced Set-Up

SYSTEM

2 Wireless Settings
% USB File Sharing

w Mobile Broadband

% DHCP
a NAT

% Firewall
% QoS

s UPnP

2 Tools

a System

Runtime Code Version: v0.09
Boot Code Version: v1.00.10.
ADSL Modem Code Version:
Hardware Version: 01

Serial Num: J215095216
LAN MAC Address: 1C-C6-3C
Wireless MAC Address: 1C-C

> Time Settings

> Password Settings

The System page displays additional details about your router, including hardware, MAC

address and software information.
The following table describes the information on the System page:

Section ‘ Description

Runtime Code Version

This field displays the firmware (or software) version
of the Bright Box router. This value will be updated
if you upgrade the router firmware. See How to
upgrade your router with a firmware file on page
180.

Boot Code Version

This field displays the boot code version of the
Bright Box router.

ADSL Modem Code Version

This field displays the ADSL modem code version of
the Bright Box router. This version may or may not
be updated if you upgrade the router firmware.

Hardware Version

This field displays the hardware version of the
router. This version will not change if you upgrade
the router firmware, and relates to the physical
router unit.

Serial Num

This field displays the Serial Number of the router.
The serial number is also displayed on the sticker on
the bottom of the router unit.

LAN MAC Address

This field displays the 12-digit MAC address of the
LAN Interface of the router. The LAN MAC address is
also displayed on the sticker on the bottom of the
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router unit.

Wireless MAC Address This field displays the 12-digit MAC address of the
wireless interface of the router.

TIME SETTINGS

Your Bright Box Wireless Router keeps time by connecting to a Network Time Protocol (NTP)
server as soon as you connect to the Internet. This allows the router to synchronize the
system clock to time settings on the Internet. This is important, as it means the logs on your
router displayed in the System Log page, and any time based scheduled rules you set up in
the Schedule Rule are correct.

The synchronisation to the NTP time service is enabled by default on the Bright Box router.
The default NTP server is ntp.readytoconnect.co.uk and is synchronised to Greenwich Mean
Time (GMT).

It is possible to disable the NTP time synchronisation, although this is not recommended as it
will prevent the correct time being displayed in the System Log and schedule rule not
working.

To update the Automatic Time Server Maintenance setting:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on System in the left hand navigation menu to expand the System menu:

4, ClickonTime Settings on the left hand menu:
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& Time Settings

Status Basic Set-Up Advanced Set-Up

3 Broadband Settings TIME SETTINGS

% Wireless Settings

3 USBFile Sharing Use this setting to insure the tir

¥ Mobile Broadband correct localised time.
a DHCP
u NAT (GMT) Greenwich Mean Time
¥ Firewall
¥ QoS Enable Automatic Time Serv
» UPnP

% Tosis Automatically synchronise with
¥/ System

> Time Settings NTP Server: | ntp.readytoconn

» Password Settings
> BDNS

- AP/ Ao

5. On the 'Enable Automatic Time Server Maintenance’ option select 'Enable’ to switch on
time synchronisation with the NTP server, or select ‘Disable’ to switch off time
synchronisation. In this example we'll select ‘Enable’:

TIME SETTINGS

Use this setting to insure the time-based client filtering feature and system log
correct localised time.

(GMT) Greenwich Mean Time: Lisbon, London, Edinburgh VI

Enable Automatic Time Server Maintenance : @ Enable @ Disable

Automatically synchronise with an Internet time server.

NTP Server: | ntp.readytoconnect.co.uk-United Kingdom vJ

6. Click Save Settings:
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[Help] [ Save Settings X ] [ Cancel ]

Please note that it is not possible to update the Time Zone or NTP Server options, these
are fixed and optimised for EE Broadband.

PASSWORD SETTINGS

From the Password Settings page, you can change the password you use to log into the
router's admin pages. This may be for security reasons or to change it to something more
memorable.

The Password Settings page can also be used to change the Idle Time Out for the admin
pages. The timeout dictates maximum time of inactivity before you are logged out of the
admin pages and need to log back in.

ﬁ If you changed your password from the default and you forget your new password, you
can return your router to factory default settings. See How to restore the router to factory
defaults on page 179. You'll find your original password printed on the sticker on the bottom
of the router or on the 'KEEP MEE' card that came with your router.

To access the Password Settings page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on System in the left hand navigation menu to expand the System menu:
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) @ nhttp://19216811 O~ B ¢ X (& Password Setting

Status Basic Set-Up Advanced Set-Up

% Broadband Settings
« Wiraloss Seifiags PASSWORD SETTIN(
% USB File Sharing
¥ Mobile Broadband
u DHCP

a NAT

% Firewall

% QoS

u UPnP

% Tools

Set a password to restrict man

Current Password:

New Password:

- System _ Re-Enter Password for Veri
3/ Time Settings

3 Password Settings

3> DDNS

> ADSL Status

» SystemLoQ

How to change the router's admin password
To change the password for the router's admin pages:

1.

2.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on System in the left hand navigation menu to expand the System menu:

Click on Password Settings on the left hand menu:

On the Password Settings page, enter the current password for the admin pages in
the ‘Current Password’ field. If you are still using the password that the router was sent

with then this will be printed on the sticker on the bottom of the router, or on the 'KEEP
MEE’ card that was sent with the router

Enter the new password for the admin pages in the 'New Password’ field. The password
is case sensitive, so 'MYPASSWORD’, '‘MyPassword’ and ‘mypassword’ are all different
passwords.

Re-enter your new password in the 'Re-enter Password for verification’ field
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Set a password to restrict management access to the router.

PASSWORD SETTINGS

Current Password: Idle Time Out: 10 Min
eeees (Idle Time =0 : NO Time Out)

New Pasewaord:

Re.Enter Paseward for Verification:

Click Save Settings

[Help] [ Save Settings . ] [ Cancel ] —

The password change will be applied and the router login page will be displayed again.
Enter your new admin password in the password field to log back into the admin pages.
The username will remain as ‘admin’:

Login Screen

Username: admin

Password: eeesssssess

[ Login] [ Cancel J

How to change the time out period of the admin pages

If you find that you are being timed out of the router admin pages too quickly, you can
change the minimum time before a timeout occurs, or switch off the time out altogether.

By default, you will be timed out of the router’'s admin pages after 10 minutes of inactivity.
To change the time out period:

1.
2.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on System in the left hand navigation menu to expand the System menu:

Click on Password Settings on the left hand menu.

On the Password Settings page enter the new time out period (in minutes) in the ‘Idle
Time Out’ field. You can enter a value between 0 and 99. If you want to ensure that you

are never timed out of the admin pages, then set the value to 0. In this example we will
change the time out period to 15 minutes:
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Set a password to restrict management access to the router

PASSWORD SETTINGS

IRl P Idle Time Out: 15 Min

(Idle Time =0 : NO Tirne Out)

New Password:

Re-Enter Password for Verification:

6. Click Save Settings

[Help] [ Save Settings X ] [ Cancel ]

-

A Only one administrator can be logged into the router admin pages at any time. The router
determines the administrator by the IP address of the person logged into the admin pages. If
you want to leave the admin pages, remember to click the logout link at the top right hand
corner of the pages. If you don't logout, another user on a different computer cannot login
until the timeout time expires. If you have set the timeout period too long (or set to 0) then
you will need to power your router off and on to reset access to the admin pages on another
computer.

DDNS

The DDNS page allows you to configure the Dynamic DNS service for your router. Dynamic
DNS is online service that allows you to register a domain name and have any traffic that tries
to access that domain name be forwarded to your router’s Internet IP address. This feature is
particularly handy for EE Broadband users who will have a different Internet IP address each
time the router is restarted.

By setting up a Dynamic DNS service with either DynDNS (dyndns.org) or TZO (tzo.com) and
configuring the Dynamic DNS settings in the router's DDNS page, the router will inform
those services of your current |IP address and forward traffic directed to your domain - for
example yourname.dyndns.com to the router. You can couple Dynamic DNS with Port
Forwarding to have traffic directed to a web server or similar application on your local
network without having to enter the Internet IP address manually each time.

To access the Dynamic DNS page:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on System in the left hand navigation menu to expand the System menu:

4, Clickon DDNS on the left hand menu:
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@ http://19216811 O~ B ¢ X

Status Basic Set-Up Advanced Set-Up

% Broadband Settings DDNS

» Wireless Settings

» USBFile Sharing DDNS allows usersto mapa s

¥ Mobile Broadband account, password, and your s
% DHCP DDNS services from www.dynd
u NAT

% Firewall

¥ QoS Dynamic DNS ® Er
% UPnP

» Tools Provider DynC
a System

. . Domain Name
» Time Settings

3 Passwerd Settings Account / E-mail
> DDNS
> ADSL Status Password / Key

» System Log

How to configure your router for Dynamic DNS
To configure the Bright Box router to use a dynamic DNS service:

1.

W

Now s

10.

Register a Dynamic DNS account at either TZO.com or DynDNS.com. In the account
control panel you will want to make note of the 'Hostname’, ‘Username’ and '‘Password’
values.

Login to the router's admin pages.

Click on the Advanced Set-Up tab and click Accept on the 'Please proceed with
caution’ page.

Click on System in the left hand navigation menu to expand the System menu:

Click on DDNS on the left hand menu.

On the '‘Dynamic DNS' option, set to 'Enable’

Select your Dynamic DNS provider from the ‘Provider’ dropdown, this can either be
DynDNS.org or TZO.com.

Enter the host/domain-name for your service In the ‘Domain Name' field, this usually
looks like yourname.dyndns.org or myaccount.tzo.com or similar.

Enter your account name for your service in the ‘Account / E-mail’ field. This is the name
you use to login to your Dynamic DNS account online.

Enter your password for your service in the ‘Password / Key' field. This is the password
you use to login to your Dynamic DNS account online:
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DDNS allows users to map a static Domain Name to a dynamic IP address
account, password, and your static Domain Name from a DDNS service prc
DDNS services from www.dyndns.org and www.tzo.com.

DDNS

Dynamic DNS @ Enable © Disable
Provider DynDNS.org ~
Domain Name myrouter.dyndns.org
Account / E-mail mydnsservice
Password / Key essssccccsee

11. Click Save Settings:

[Help] [ Save Settings L] [ Cancel ]

L

12. You Dynamic DNS host will now be configured with your current Internet IP address, and
this will be updated every time you are assigned a new IP address by EE Broadband
(usually when you restart the router).

For security purposes the Bright Box router does not allow you to remotely login to the
admin pages over the Internet, either directly through the router IP address or over a Dynamic
DNS service. You can use Dynamic DNS to access applications such a web server on your
local network in conjunction with Port Forwarding.

ADSL STATUS

You can see information on your current EE ADSL connection in the ADSL Status page. The
page displays information such as the status of your link and operation mode, along with line
synchronisation speeds, noise margins, line attenuation and error correction statistics.

This information might be useful in diagnosis of ADSL line connection issues, and could be
requested by an EE support agent.

For EE Fibre broadband, the ADSL Status page will not display line statistics and the ‘Line
Status’ will appear as 'IDLE’

To access the ADSL line status for your ADSL broadband connection:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with
caution’ page.

3. Click on System in the left hand navigation menu to expand the System menu:
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4, Clickon ADSL Status on the left hand menu:

)| @ http://19216811 O~ B C X

Status

% Broadband Settings
u Wireless Settings
% USB File Sharing

¥ Mobile Broadband
u DHCP

a NAT

% Firewall

% QoS

2 UPnP

% Tools

u System

> Time Settings

> Password Settings
3»'DDNS

3 ADSL Status

> System Log

Basic Set-Up

(& ADSL Status

Advanced Set-Up

ADSL STATUS

This page shows information ab

Status

Confi
Line Status -
Link Type -
Operation Mode Auton

Data Rate Information

Stream Type
Upstream

Downstream

The following table describes the information displayed on the ADSL Status page:

Section ‘ Description

Link Status

This is the current synchronisation status of your
ADSL connection.

The value will display 'IDLE’ if your ADSL connection
is unable to synchronise with broadband exchange
or you are using the EE Fibre broadband service.
The value will display ‘TRAINING' if your ADSL
connection is currently in the process of
synchronising with the broadband exchange.

The value will display 'SHOWTIME' if your ADSL link
has been successfully established with the
exchange.

The 'configured’ column for the Link Status will
always display '—".

Link Type

This is the type of ADSL link established with the
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broadband exchange.

The value will display either ‘Interleaved Path’ or
‘Fast Path’

The 'configured’ column for the Link Status will
always display '—".

If the ‘current’ column displays '—' then no ADSL link

has been achieved, and may indicate a problem with
your ADSL line.

Operation Mode

This value is the ADSL operating mode as
synchronised with the broadband exchange.

The value will display ‘G992.5(ADSL2+)' for ADSL2+
(up to 24Mbps) or ‘G.992.1 (G.DMT)'’ for IPStream
(up to 8Mbps) on EE Broadband

The ‘configured’ operation mode will always display
‘Automatic’.

If the ‘current’ column displays '—' then no ADSL link
has been achieved, and may indicate a problem with
your ADSL line.

Upstream Data Rate

This value is the Upstream (Upload) ADSL data rate
in Kilobytes per seconds (Kbps.)

Please note that this is the rate synchronised with
the broadband exchange - your actual Internet
upload speeds may be lower than this value
depending on the service you are using.

Downstream Data Rate

This value is the Downstream (Download) ADSL data
rate in Kilobytes per seconds (Kbps.)

Please note that this is the rate negotiated with the
broadband exchange - your actual Internet
download speeds may be lower than this value
depending on the service you are using.

Noise Margin

These values are the upstream and downstream
Signal to Noise Margin (sometimes known as an
SNR) on your ADSL line.

This is the ratio between the strength of the signal
and the background noise on the line expressed in
decibels.

Line Attenuation

These values are the upstream and downstream
attenuation rates on your ADSL line.

This is @ measure of the loss of signal strength
between your router and the broadband exchange
expressed in decibels. The further you are from your
exchange the higher the downstream attenuation
rate.

Output Power

These values are the near end (from router) and far
end (from exchange) power levels output between
your router and broadband exchange.

The output power will increase the further you are
from your exchange.

Fast Path FEC Correction

These values are the count of Forward Error
Correction (FEC) detected on the ADSL line with a
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Fast Path link.

Interleaved Path FEC
Correction

These values are the count of Forward Error
Correction (FEC) detected on the ADSL line with an
Interleaved Path link.

Fast Path CRC Error

These values are the count of Cyclic Redundancy

Check (CRC) errors detected on the ADSL line with a
Fast Path link. The values represent a re-sent packet
due to corruption and may indicate noise on the line.

Interleaved Path CRC Error

These values are the count of Cyclic Redundancy
Check (CRC) errors detected on the ADSL line with
an Interleaved Path link. The values represent a re-
sent packet due to corruption and may indicate
noise on the line.

Loss of Signal Defect

These values are the count of events where a
temporary loss of signal between the exchange and
the router has been recorded, but the ADSL
connection has not been lost.

Fast Path HEC Error

These values are the count of Header Error Check
(HEC) errors detected on the ADSL line with a Fast
Path link. This is a count of the errors on an ATM cell
header. A high number of HEC errors in a short time
period may cause throughput to slow down.

Interleaved Path HEC Error

These values are the count of Header Error Check
(HEC) errors detected on the ADSL line with an
Interleaved Path link. This is a count of the errors on
an ATM cell header. A high number of HEC errors in
a short time period may cause throughput to slow
down.

Error Seconds

These values are the count of the number of
seconds where at least one error has been detected
over the ADSL line.

SYSTEM LOG

The System Log shows a list of important events that have occurred since your router was
last powered on or restarted. The log can be used to troubleshoot issues with your broadband

connection, and can also be saved to a text file for later diagnostics.

The log is displayed in descending order by time (most recent events first).

To access the System Log:

1. Login to the router's admin pages.

2. Click on the Advanced Set-Up tab and click Accept on the '‘Please proceed with

caution’ page.

3. Click on System in the left hand navigation menu to expand the System menu:
4, Click on System Log on the left hand menu:
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Status

Basic Set-Up Advanced Set-Up

% Broadband Settings
» Wireless Settings
% USB File Sharing

% Mobile Broadband

SYSTEM LOG

This page shows various systei

a DHCP
u NAT Mon Oct 15 17:05:24 2012 a
a Firewall Mon Oct 15 16:59:43 2012 a
% QoS Mon Oct 15 16:43:58 2012 a
» UPnP Mon Oct 15 16:42:43 2012 P
w Tools Mon Oct 15 16:42:39 2012 P
Mon Oct 15 16:42:39 2012 P
s System

Mon Oct 15 16:42:39 2012 P
Mon Oct 15 16:42:39 2012 P
Mon Oct 15 16:42:39 2012 P

3 DUNS .a SN A AP AN AN ANAN ™

> ADSL Status ‘
> System Log

> Time Settings
> Password Settings

| Save | Clear

Description of System Log entries

The following table contains a description of the entries that may appear in the Bright Box
System Log:

Section ‘ Description

WAN link up (ADSL) The router ADSL connection has synchronised with
the broadband exchange.
WAN link down (ADSL) The router ADSL connection has lost its link with the

exchange after previously being connected. May
indicate a problem with the broadband line.

PPP: Starting daemon The PPP (Point-to-Point Protocol) software has
started up.
PPP: Stopped daemon The PPP (Point-to-Point Protocol) software has

stopped. You can restart the daemon by clicking the
Connect button on the Advanced Set-up >
Broadband settings page (see page 97)
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PPP: LCP/IPCP
sending/received
CONFREQ

The Point-to-Point Protocol has sent or received a
Configure-Request message.

PPP: LCP/IPCP
sending/received
CONFACK

The Point-to-Point Protocol has sent or received 3
Configure-ACK (Acknowledge) message.

PPP: LCP/IPCP
sending/received
CONFNAK

The Point-to-Point Protocol has sent or received a
Configure-NAK (Negative Acknowledge) message.

PPP: LCP/IPCP
sending/received CONFREJ

The Point-to-Point Protocol has sent or received a
Configure-Reject message.

PPP: LCP/IPCP
sending/received
TERMREQ

The Point-to-Point Protocol has initiated a request
to terminate the PPP connection.

PPP: LCP/IPCP
sending/received
TERMACK

The Point-to-Point Protocol has responded to the
TERMREQ with an acknowledgement to close the
PPP connection.

PPP connection up (VC1)

A connection to the Internet has been established
using Point-to-Point Protocol.

PPP connection down
(VC1)

A previous connection to the Internet has been lost
over Point-to-Point Protocol.

PPP: LCP up

Link Control Protocol is up.

PPP: LCP down

Link Control Protocol is down and the Internet
connection has been lost. May indicate a problem
with the broadband line, or an incorrect broadband
username and password.

PPP: IPCP up

Internet Protocol Control Protocol is up

PPP: IPCP down

Internet Protocol Control Protocol is down. May
indicate a problem with the broadband line, or an
incorrect broadband username and password.

PPP: CHAP authentication
succeeded

Broadband authentication has been successful.

PPP: CHAP authentication
failed

Broadband authentication has failed, check to see
whether the broadband username and password are
correct.

PPP: CHAP not supported

Challenge Handshake Authentication Protocol is not
supported on this broadband connection. Check
that you are using the correct authentication
protocol for your broadband line.

PPP: PAP not supported

Password Authentication Protocol is not supported
on this broadband connection. Check that you are
using the correct authentication protocol for your
broadband line.

Possible DoS attack
detected from [IP Address]
[MAC Address]

The router has detected a Denial of Service attack
from the listed IP and MAC Address.

A Denial of Service attack may be triggered by the
following events - Zero Length IP, Ping of Death, IP
Spoofing, Smurf Attack, Snork Attack, UDP Port
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Loopback or Port Scanning (with invalid TCP flags or
more than 20 TCP connections in 4 seconds).

admin login success from
[IP Address]

A login to the router admin pages has been
successful by the listed IP address

admin login duplicate from
[IP Address]

The listed IP address has attempted to login to the
router admin pages when somebody else is already
logged in.

admin login error from [IP
Address]

A login to the router admin pages has not been
successful, an incorrect username and/or password
has been entered by the listed IP address.

admin timeout from [IP
Address]

An idle timeout on the admin pages has occurred for
the listed IP address.

admin logout from [IP
Address]

The listed IP address has logged out of the router
admin pages.
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CHAPTER 8: TROUBLESHOOTING

The following section contains troubleshooting tips for various issues you may encounter
when using your Bright Box Wireless Router. For further assistance, EE Broadband customers

may call us on 0844 873 8586.

Unable to display the router admin pages using 192.168.1.1

First check to see whether your computer has a connection to the Bright Box router. Open a
web browser and attempt to access the router admin pages by entering 192.168.1.1 in the
browser address bar. If you're unable to log in to the router admin pages in your web browser

on 192.168.1.1, check the following:

* First check that the router is powered on and the Power light is lit.

* Ifyou're connected to the router using an Ethernet cable, check that the Ethernet cable
is correctly plugged into one of the router’'s LAN ports, and into the Ethernet plug on
your computer. The LAN light for the connected port on the front of the router should be

information on setting up your Bright Box.

lit. See Chapter 3: Installation for more

* Microsoft Windows: If you're connected to the router using a wireless or Ethernet
connection, check the Network Connection Details screen and verify that DHCP
Enabled is 'Yes', IPv4 Address is '192.168.1.x’' (x representing a number between 2 and
254), IPv4 Subnet Mask is '255.255.255.0’, IPv4 Default Gateway is ‘192.168.1.1", DHCP

Server is '192.168.1.1 and DNS Server is '192.168.1.1

-
Network Connection Details‘

|

Network Connection Details:

Property

Connection-specific DN...
Description

Phvsical Address

DHCP Enabled

IPv4 Address

IPv4 Subnet Mask

Lease Obtained

Lease Expires

|Pv4 Default Gateway
IPv4 DHCP Server

IPv4 DNS Server

IPv4 WINS Server
NetBIOS over Tepip En...
Link4ocal IPv6 Address
|Pv6 Default Gateway
IPv6 DNS Server

Value

default

Generic Marvell Yukon 88E8040 PCI-E F:
E8-11-32-96-FA-58

Yes

152.168.1.64
255.255.255.0

18 October 2012 13:13:27
20 October 2012 15:28:39
192.168.1.1

152.168.11

152.168.11

Yes
fe80::d4d6:d483:b4a:c349%11

fe80::5a98:35f feSe:9772%11

< |

* Apple Mac OS X: You can check the network settings in Network Preferences >
Advanced.. > TCP/IP. Configure IPv4 should read ‘Using DHCP’, 'IPv4 Address' is
"192.168.1.x' (x representing a number between 2 and 254), 'Subnet Mask’ is

'255.255.255.0', Router is 1192.168.1.7".
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Network

Location: | Automatic

P E.{JSAB-Se...nt’roller x@

e 95}8‘58'“»"’"9' 2 g Configure IPv4:
@ FireWire IP Address:
\ _. ) Subnet Mask:

® o = Router:
DNS Server:

a Bluetgoth PAN ‘e)

Search Domains:

Status:

4»

Connected

Ethernet is currently active and has the IP
address 192.168.1.10.

Using DHCP : =
192.168.1.10

255.255.255.0

192.168.1.1

192.168.1.1

default

If the 'DHCP Enabled’ value displays ‘No’ (or ‘Configure IPv4' isn't ‘Using DHCP' on a Mac)
then your computer might be using a static IP address rather than DHCP. Change your
network settings to ‘Obtain an IP Address Automatically’ (on Windows) or ‘Using DHCP'
on Mac OS X.

If the IPv4 Address displays 169.254.x.x then your computer has had trouble
communicating with the router's DHCP server — reboot your computer and restart the
router before trying again.

If you're connecting to the router over a wireless connection, try connecting to the
router with the black Ethernet cable supplied with the Bright Box.

Close your browser window and re-open the browser, attempt to access 192.168.1.1
again.

If you have previously used another router prior to the Bright Box, clear your browser's
temporary Internet files, cookies and cache and try to log in to 192.168.1.1 again.

Check that your web browser isn't configured to establish a dial-up connection. In
Internet Explorer you can find this setting in Internet Options and clicking the
Connections tab. Internet Explorer should be set to ‘Never Dial a Connection’ (or this
option should be greyed out).

Check that your web browser isn't configured to use a Proxy Server. In Internet Explorer
you can find this setting in Internet Options and clicking on the Connections tab.
Click on LAN Settings and ensure that the ‘Use a Proxy Server..." box is unticked and
that ‘Automatically detect settings’ is ticked.

Unable to connect to the Internet

If you are able to access the router admin pages, but cannot get a connection through to the
Internet then either there is a problem with your broadband line, or your router is not
correctly configured to connect to EE Broadband. See Chapter 3. Installation for more
information on setting up your Bright Box.

For ADSL Broadband: Check that one end of your grey broadband cable is connected to
the DSL port at the back of the router.

For ADSL Broadband: Check that the other end of your grey broadband cable is
connected to the DSL port on your microfilter.

For ADSL Broadband: Check that your microfilter is connected to your telephone socket,
ideally the master socket in your house
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For ADSL Broadband: Check that all of the telephone sockets in your house have an
ADSL microfilter connected to them.

For Fibre broadband: Check that the Ethernet cable is connected between the WAN port
on the Bright Box and the LAN 1 port on the modem.

For Fibre broadband: Check that the Fibre broadband modem is powered on.

Check that your EE ADSL or Fibre broadband service is up and running - you should have
received a text and email when it is (this can take up to 10 working days from the date
you placed your order).

Check that the Broadband light on the front of your router is solid green. This indicates
that your router has synchronised with the EE broadband service. If the Broadband light
is not lit or is flashing continuously, and all of the above checks have been undertaken
then there may be a fault on your broadband line. Please contact EE Broadband support.

For ADSL Broadband: You can also check the status of your ADSL connection by logging
into the router admin pages on 192.168.1.1 and navigating to the Status page. If the
‘Broadband State’ reads ‘Disconnected’ then there may be a fault on your broadband line.
Please contact EE Broadband support.

INTERNET

Broadband Tvpe: ADSL
Broadband State: Disconnected
Internet State: Uisconnected
Time Connected: ——-
Downstream Rate: Okbps
Upstream Rate: Okbps

Internet IP Address: 0.0.0.0

Log in to the admin pages in your browser on 192.168.1.1 and navigate to the Status
page. If the Broadband State is ‘Connected’ but the Internet State is ‘Disconnected’ (and
the Internet IP Address is ‘0.0.0.0’) then you may have incorrect broadband username or
password.

TERNET

Broadband Type: ADSL
Broadband State: Connected
Internet State: Disconnected
Time Connected: —:—:—
Downstream Rate: 5760kbps
Upstream Rate: 448kbps
Internet IP Address: 0.0.0.0

Navigate to the Basic Set-Up > Broadband Settings page and check that the
‘Broadband Username’ and '‘Broadband Password’ fields contain the correct credentials
for your EE Broadband service. If either of these values are wrong, update them with the
correct details and click Save Settings. Navigate back to the Status page and check
to see if the 'Internet State’ displays '‘Connected’ and an ‘Internet IP Address' is visible. If
so, try to display a page in your web browser.

If your Broadband username and password are correct, check the other settings on the
Basic Set-Up > Broadband Settings page. For EE Broadband they should be as
follows:

o Broadband Type is ‘ADSL’ (for ADSL broadband) or ‘Fibre/Ethernet’ (for Fibre
broadband)

Protocol is 'PPPoA’ (for ADSL broadband) or ‘PPPoE’ (for Fibre broadband)
o VPI/VClis'0/38' (for ADSL broadband only)
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o Encapsulation is 'VC MUX' (for ADSL broadband only)
o Internet IP Address is ‘Dynamic’

o DNS IP Address is ‘Obtain from ISP’

o MTU is 1492

Make any necessary changes and click Save Settings to apply. Navigate back to the
Status page and check to see if the ‘Internet State’ displays ‘Connected’ and an ‘Internet
IP Address' is visible. If so, try to display a page in your web browser.

Check that any firewall or anti-virus software isn't blocking your Internet connection on
your local computer. Temporarily disable your firewall or anti-virus software to see if this
makes a difference. Remember to re-enable the software after you have tested this,
otherwise you may leave your computer vulnerable.

If none of the above works, you may wish to restore your Bright Box router to factory
default settings. To do this, use a paper clip of similar object and hold down the reset
button on the back of the router for about 6 seconds before releasing it. The router will
be restarted. It will take about 5 minutes before your Internet connection is
automatically restored. If this doesn’t happen you can manually update your broadband
username and password to make a connection to the Internet. See page 179 for further
details.

Unable to establish a wireless connection with the router

If you are having problems establishing a wireless connection, you might want to check the
following:

Check to see if the wireless software on your computer can see the Bright Box wireless
network. Your Bright Box router’'s wireless network name is displayed on the sticker on
the bottom of the router and on the 'KEEP MEE' card that came with the router.

If your wireless software can see other wireless networks, but not the Bright Box wireless
network name then move your computer closer to the router, about 6 feet away.

If you still cannot see the wireless network name, then double check that the Wireless
light on the front of the router is lit. If it is not lit, then connect your computer to the
router using the black Ethernet cable. Login to the router admin pages and navigate to
the Basic Set-Up > Wireless Settings page and check that the 'Enable or disable
wireless’ option is set to ‘Enable’. If not, set to ‘Enable’ and click Save Settings. See
How to enable or disable wireless on page 63.

Check that the ‘Broadcast SSID’ option is set to 'Enable’ on the Basic Set-Up >
Wireless Settings page. If not, set to ‘Enable’ and click Save Settings.

Check that the ‘Wireless Channel’ is set to ‘Auto’ on the Basic Set-Up > Wireless
Settings page. If the channel is set to 12 or 13, change it back to ‘Auto’ and click save
settings.

If you can see your wireless network but cannot connect to it — and you have an old
wireless adapter, check that the adapter supports WPA or WPA2 wireless security modes.
If the adapter only supports the older WEP security standard you will either need to
purchase a new adapter, or alternatively set up the router in WEP wireless mode. See
How to change to wireless WEP mode on page 72 for further details.

If you try to connect to your router’'s wireless network and see a ‘Network Security Key
Mismatch’ error or ‘Invalid Password’ message, you might want to double check that you
are entering the correct wireless password. The wireless password for your router is
displayed on the sticker on the bottom of the router and on the 'KEEP MEE' card that
came with the router. The password is also case sensitive, so ensure that the Caps-Lock
is not engaged.
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Network Security Key Mismatch

Security key: |

I [ Hide characters

The Wi-Fi network “BrightBox-1a2b3c” requires a

— WPA2 password.

| 1

Password: o.ooooooool

| | Show password
[2] Remember this network

A Invalid password.

7 | Cancel | [ Join ]

If you are trying to connect using WPS (Wi-Fi Protected Set-Up) and this is failing, then
try to establish a wireless connection using the standard password method instead.
Please note that if you are running Windows Vista, you may need to select the 'l want to
enter the network key or passphrase instead’ link.

If none of the above works, you may wish to the restore your Bright Box router to factory
default settings. To do this, use a paper clip of similar object and hold down the reset
button on the back of the router for about 6 seconds before releasing it. The router will
be restarted. It will take about 5 minutes before your Internet connection is
automatically restored. If this doesn’t happen you can manually update your broadband
username and password to make a connection to the Internet.

Poor wireless signal strength and speeds or the wireless connection is

lost

If you are suffering from poor wireless signal strength and speeds, or your wireless
connection to the Bright Box router is intermittently lost then try the following:

If possible, place your computer closer to the router, but at least 1.8 meters (6 ft.) away.

Position your router away from walls wherever possible. The more walls between your
router and your computer(s), the more the wireless signal strength will be degraded.

Position your router away from any large metal objects or metal furniture.

Position the router away from sources of electrical and radio interference such as
microwaves, fans, and other computers.

Some devices such as Bluetooth adapters, wireless phones and baby monitors may share
the 2.4GHz frequency of your wireless router, so keep these away from the router.
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Update the software drivers for your wireless adapter to the latest available from your
manufacturer. Visit the manufacturers web site for information on updating drivers.

Press the WPS button on the back of the router briefly to activate the Intelligent
Wireless feature. The router will re-scan for the best wireless channel to use, avoiding
interference from other wireless routers where possible. See Using the intelligent
wireless feature on page 78 for more details

Ensure that the ‘Channel’ setting in the Basic Set-Up > Wireless Settings page is set
to ‘Auto’. When the router is powered on it will select the best wireless channel to use
avoiding interference from other wireless routers where possible.

If you have an older wireless '‘B/G’ adapter on your computer, consider upgrading to a
wireless ‘N’ adapter - this will provide you with greater wireless speeds and may improve
your wireless range.

Problem sharing files with a USB drive connected to the router.

If you are having problems sharing files or detecting a USB drive connected to the Bright Box
router, please check that you have followed the steps describe on page 88. You may also
want to check the following:

Verify that the USB drive is correctly plugged into the USB port on the back of the
router.

Check that the connected USB drive is listed in the USB device section of the router
status page. If no drive is listed then the router may be having a problem detecting the
drive format.

Check that the ‘Auto Share’ function in the Basic Set-Up > USB File Sharing page is
set to 'Enable’, and that ‘Security Control’ is set to ‘Disable’.

The USB drive must be FAT, FAT32 or NTFS file system formatted. Apple Mac HFS, HFS+
or Linux formatted drives may not be detected by the Bright Box router.

If the USB drive is appearing in the USB device section of the router status page, but
is not detected by your operating system, check that the Workgroup name of your
computer matches the 'Workgroup name’ setting found on the Basic Set-Up > USB
File Sharing page. You can find your computer's workgroup name in the Control
Panel and then System settings, under '‘Computer name, domain and workgroup
settings’ section.

If you have recently disconnected the USB drive, try reconnecting the drive to the router
USB port and restarting the router by powering it off and then on. This will cause the
router to re-detect the USB drive when the router restarts.

Try rebooting your computer, your operating system should attempt to re-detect network
locations after it has been rebooted.

On Windows Vista/Windows 7, ensure that the Network Discovery setting is set to ‘Turn
on network discovery’ and that File and Printer Sharing is set to 'Turn on file and printer
sharing’. These settings can be found in Control Panel > Network and Sharing
Centre.
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APPENDIX A: DEFAULT ROUTER SETTINGS

The following table lists the default settings for the EE Bright Box wireless router. To restore
the router to default settings, see page 177

Section Setting ‘ Default Value
Router Admin Pages URL 192.168.1.1
Username admin
Password Unigue value - see sticker on bottom of
router or "KEEP MEE’ card.
Broadband Settings Broadband Type ADSL (ADSL broadband) Fibre/Ethernet
(Fibre broadband)
Broadband readytoconnect@fs
Username
Protocol PPPoA (ADSL broadband) PPPoE (Fibre
broadband)
VPI/VCI 0/38
Encapsulation VC MUX

Internet IP Address | Dynamic

DNS IP Address Obtain from ISP
MTU 1492
Wireless Settings Enable or Disable Enable
Wireless
Wireless Mode 11b+11g+11n
Channel Auto (Intelligent Wireless)
Wireless Network Unigque value - see sticker on bottom of
Name (SSID) router or '’KEEP MEE’ card.
Broadcast SSID Enable
Security WPA
WPA Mode WPA/WPA2 Mixed Mode

Wireless Password Unigque value - see sticker on bottom of
router or ‘'KEEP MEE’ card.

Wi-Fi Protected Wi-Fi Protected Disable
Setup Setup (WPS)
USB File Sharing Auto Share Enable

Workgroup Name Workgroup

File Permissions Read & Write
Security Control Disable
Advanced Broadband | Connection Type Always Connected
Settings Authentication CHAP
Protocol
ADSL Mode ADSL Mode Automatic
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Bit Swapping Enable
SRA Enable
Wireless — Channel Bandwidth 20MHz
and 551D SSID1 Enable
SSID2 Disable
SSID3 Disable
VLAN Binding - Default
SSID1
VLAN Binding - Default
SSID2
VLAN Binding - Default
SSID3
Wireless — WEP WEP Mode 64-bit
Key Entry Method ASCII
Key1 WKEY1
Key2 WKEY?2
Key3 WKEY3
Key4 WKEY4
Wireless — WPA WPA Mode WPA/WPA2 Mixed Mode
Cipher Suite AUTO

Authentication

Wireless Password

Wireless Password
Type

Password (8~63 characters)

Wireless Password

Unigque value - see sticker on bottom of
router or ‘'KEEP MEE’ card.

Wireless — 802.1x 802.1X Disable
Authentication
Re-Authentication 30000
Period
Quiet Period 60
Server Type RADIUS
Server IP 0.0.0.0
Server Port 1812
Secret Key blank
NAS-ID blank
Wireless — Bandwidth | SSID1-3 Enable Disable
Control SSID1-3 Upstream 0
Kbps
SSID1-3 0

Downstream Kbps
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Advanced USB File Auto Share Enable
Sharing Samba Function Enable
Workgroup Name Workgroup
User Accounts None
NAS Shared List None
Mobile Broadband Mobile Broadband Disable
Service
Current PIN Code 0000

DHCP Gateway (VLAN 192.168.1.1/192.168.2.1/192.168.3.1
1/2/3)
IP Subnet Mask 255.255.255.0
(VLAN 1-3)
DHCP Server (VLAN | Enable
1-3)
Lease Time Two Days
Start IP (VLAN 192.168.1.2/192.168.2.2/192.168.3.2
1/2/3)
End IP (VLAN 1/2/3) | 192.168.1.254/192.168.2.254/192.168.3.254
Domain Name guest
(VLAN 1-3)
IP Reservation none
NAT NAT Module Enable
Function
NAT - Address Address Mapping none
Mapping
NAT - Port Port Forward none
Forwarding Entries
NAT - Port Triggers Port Trigger Entries | none
Firewall Firewall features Enable
Firewall — Access Filtering Function Disable
Control . . .
Filtering Entries none
Firewall - MAC Filter MAC Address Disable
Control
MAC Filter Entries none
Firewall - URL URL Block Entries none
Blocking
Firewall -Schedule Schedule Rule none
Rule Entries
Firewall — Intrusion SPl and Anti-DoS Enable
Detection protection
SPI - TCP Enable
Connection
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SPI - UDP Session Enable
SPI - FTP Service Enable
SPI - H.323 Service | Enable
SPI - TFTP Service Enable
SPI - SIP Service Enable
SPI - RTSP Service | Enable
SPI - L2TP Service Enable
SPI - PPTP Service Enable
SPI - IPSec Service | Enable
Discard Ping to Enable
WAN Interface

Firewall - DMZ Enable DMZ Disable
DMZ Entries none

QoS QoS Module Disable
Function

QoS - Traffic QoS Rules Default only with Medium Priority

Mapping

QoS - DiffServ
Groups

Maximum Upstream
Bandwidth

10 Mbps (Fibre broadband) or current
Upstream sync rate (ADSL broadband)

DiffServ Groups
Minimal Bandwidth

All 0%

DiffServ Groups All Disabled
Allow More

QoS - WMM WMM Support Enable

UPNnP UPNnP Module Enable
Function

System - Time Enable Automatic Enable

Settings

Time Server
Maintenance

Time Zone GMT - Greenwich Mean Time: Lisbon,
London, Edinburgh
NTP Server ntp.readytoconnect.co.uk
System - Password Idle Time Out 10 Minutes
Settings
System - DDNS Dynamic DNS Disable
Provider DynDNS.org
Domain Name blank
Account/Email blank
Password/Key blank
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