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Product Overview

Product Description

The Verizon® D-Link® DSL-2750B Wireless Gateway provides reliable, high-speed, Internet access to your
existing small office phone line and is capable of data rates hundreds of times faster than a traditional analog
modem. But unlike analog modems, the Gateway allows you to use the same phone line for simultaneous
voice/fax communications and high-speed Internet access, eliminating the need for dedicated phone lines
for voice and data needs. In addition, it supports a variety of networking interfaces along with the following
optional features:

« Four 10/100 Ethernet Ports

« 802.11n wireless technology to provide the best wireless performance

- Advanced firewall features including parental control, access control, and content filtering
« Wi-Fi Protected Setup (WPS) Push Button/PIN setup

« UPnP Support

« USB port for sharing music/video/images using a thumb drive or external hard drive

Safety Instructions

« Never install any telephone wiring during a lightning storm.

« Never install telephone jacks in wet locations unless the jack is specifically designed for wet
locations.

« Never touch non-insulated telephone wires or terminals unless the telephone line has been
disconnected at the network interface.

« Use caution when installing or modifying telephone lines.

WARNING: Risk of electric shock. Voltages up to 140 Vdc (with reference to ground) may be present on
telecommunications circuits.
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Networking Requirements

The following system specifications are required for optimum performance of the Router via 10/100 Ethernet
or 802.11n/g wireless.

ETHERNET:
+ Pentium® or equivalent class machines or higher
« Microsoft® Windows® (8, 7,Vista®, XP, 2000, ME, NT 4.0, 98 SE) Mac OS® X, or Linux installed
- 64 MB RAM (128 MB recommended)
+ 10 MB of free hard drive space
- 10/100 Base-T Network Interface Card (NIC)
« Internet Explorer® 6.0, Firefox® 3.0, Safari® 3.0 or Chrome 2.0 or higher

WIRELESS:
+ Pentium® or equivalent class or higher
« Microsoft® Windows® (8, 7,Vista®, XP, 2000) or Mac OS® X installed
« 64 MB RAM (128 MB recommended)
+ 10 MB of free hard drive space
« Internet Explorer® 6.0, Firefox® 3.0, Safari® 3.0 or Chrome 2.0 or higher
« Available IEEE 802.11n/g wireless clients

DSL-2750B User Guide 6



Hardware Features

LED Indicators

verizon’

This section explains the LED states and descriptions. LED indicators are used to verify the unit’s operation and

status.
1 E e A solid green light indicates the unit is powered on.
A red light indicates a malfunction.
A solid light indicates a connection to an Ethernet-enabled computer
2 Ethernet (1-4) on ports 1-4.This LED blinks during data transmission.
Asolid greenlightindicates the wireless functionis operating correctly.
3 Wireless A flashing green light indicates wireless traffic is passing through the
router.
A solid green light indicates a good connection to a USB device. This
4 USB . . . .
light will blink during data transmission.
A solid light indicates the DSL is synchronized.
5 DSL Aflashing LED indicates the modem is attempting to synchronize with
the DSL provider.
A solid green light indicates that the modem has an IP address and is
connected to the Internet.
A red light indicates that the modem does not have an IP address or
6 Internet - .
authentication has failed.
No light indicates that an ADSL connection is not present or the
modem is in bridge mode.
Ports/Buttons
The following chart displays the Router’s connector types:
1 DSL Port Connect to an active telephone line (RJ-11).
2 LAN Ports (1-4) Connect Ethernet devices such as computers, switches, and hubs.
Connect a USB thumb drive or external hard drive and share files with
3 USB Port
users on your network.
4 WLAN Button Pressing this button to turn the Wireless feature on or off.
Pressing the Reset button for 10 seconds restores the modem to its
5 Reset Button . .
original factory default settings.
6 ON/OFF Press this button to turn the unit on or off.
7 Power Receptor | Receptor for the supplied power adapter.
3 WPS Button Pr(-ass. the WPS button located on the side to add your device to an
existing network or to create a new network.
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Installation

This section will explain how to configure your computers to connect to the gateway, configure the gateway
to connect to the Internet, and set up your wireless clients.

DSL Filters/Microfilters

ADSL signals must be blocked from reaching each telephone, answering machine, fax machine, or any similar
conventional device. Failure to do so may degrade telephone voice quality and ADSL performance.

Install a microfilter if you desire to use the DSL-equipped line jack for telephone, answering machine, fax
machine or other telephone device connections. Microfilter installation requires no tools or telephone
rewiring. Just unplug the telephone device from the baseboard or wall mount and plug in a microfilter and
then plug in the telephone device.

You can purchase microfilters from your local electronics retailer, or contact the original provider of your DSL
equipment.

Configure your Computer
Windows® 8/7/Vista®/XP/2000

Follow the steps below to configure your computer to automatically receive its IP settings from the Gateway:

1. Windows® 8 - Press the Windows key and then type IP. Click Settings on the right side and then click
View Network Connections.
Windows® 7 - Click on Start > Control Panel > Network and Internet > Network and Sharing Center.

Windows Vista® - Click on Start > Control Panel > Network and Internet > Network and Sharing
Center > Manage Network Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

2. Right-click on the Local Area Connection which represents your D-Link network adapter and select
Properties.

3. Highlight Internet Protocol (TCP/IP) or Internet Protocol Version 4 (TCP /IPv4) and click Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click on the radio buttons labeled Obtain an
IP address automatically and Obtain DNS server address automatically.

5. Click OK twice to save your settings.

DSL-2750B User Guide 8
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Mac OS® X

Below are instructions for configuring your Mac OS® X operating system

1. In the Mac OS X Dock, click on the System Preferences icon.

2. Under Internet & Network, click Network. In the Show menu, select Built-in Ethernet or Ethernet
(Depending on your Mac OS version.)

3. Click the TCP/IP tab.

4. In the Configure menu, select Using DHCP.

5. Click Apply Now and Save if your computer prompts you to save changes.

If you want to assign a static IP address, please use the settings below:

« Your PC’s TCP/IP address: 192.168.1.x (where “x”is any number between 2 and 254)
« The Default Gateway’s IP address: 192.168.1.1

« Subnet mask: 255.255.255.0

« DNS server:192.168.1.1 (same IP as the Gateway) or supplied by Verizon

DSL-2750B User Guide 9
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Connect your Gateway
1. ConnectanRJ-11 (phone) cable from your wall phone jack to the DSL port on the back of the DSL-2750B gateway.

2. Connect an Ethernet cable from the LANT port on the back of the DSL-2750B to the Ethernet port on your
computer.

3. Connect the supplied power adapter into the power receptor on the back of the DSL-2750B gateway to a power
outlet or a surge protector (recommended).

4. Once you connect the power adapter, press the ON/OFF button on the back of the gateway to turn the unit on.

Desktop Computer

b
10 DSL-2750B Gateway

@6 e

96

1 W
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Web-based Configuration Utility

To log into the gateway, follow the steps below:

1. Launch your web browser such as Internet Explorer.

2. In the address bar enter http://192.168.1.1 and press Enter.

verizon’

3. The Home page will appear. The Overview screen displays the gateway status summary in one
convenient location. The user can quickly and efficiently view important details of the connection
status and hardware peripherals, as well as the status of different services. If you click any other
link/tab, you will be asked to log in.

veri-on

é Settings

@ Internet Connection Troubleshooting

{ ‘: . There are problems with your Internet connection.

)

My Router

2 Internet Connection

Network Devices

My Network Action Zone

& Local Network

Connection Type:

DSL/PPPOE

GO TO THE

1 Computer Connected | @ NTERNET Now

\;%1 »

Lk 192.168.1.

&> System Information

=

PX2M1B3000013
5.4.12.1.20
0 hours, 4 minutes

gamingmachine (you) Connected e Shared

2 100.0 Fies
Wbps Ful-
Duplex

Attached Devices

[ [§ Storage

No Disks Ccnnsmsdl

Map View depicts the various network elements, such as the Internet connection, firewall,
gateway, internal network interface (Ethernet, USB, and Wireless), and local network computers
and peripherals visually.

gamingmachine

192.163.1.2
(you)

4. Click Settings to configure your router. Once the login screen appears, enter Admin next to
Username and then enter your password (refer to “login password” on the label located on
the bottom of the Gateway). Click Continue.

veri-on

ih Settings

@ Internet Connection Troubleshooting

For setting up the gateway, enter your username and password

User Name:

Fassw

ord {cass sensitive

Continue >
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The Home > Overview screen will appear. This screen gives you an overview of your Gateway including the
Internet connection status, system information, local network information, and storage status.

When the router is configured with DHCP, you will be able to Release and Renew your WAN IP Address with
the buttons located here.

_—
m Home ? Wireless ﬁ My Hetwork .-l Firewall Settings Services System

Overview (NN

% There are problems with your Internst connection. Please use Internet Connection Troubleshooting to fix
23 the problems

Welcome admin. This page provides a guick overview of your home network status, and may assist you with resolving network
problems

My Router My Network Action Zone

Hetwork Devices

%@ Internet Connection Vyaiting for DHCP Lease
*# Wireless Network - 00265a493e1e 130 Mbps @ ﬁl?r;gﬂrgrsuo\u >
Connection Type: DSLETHo&

6.0 Mbps Downstream . Mo Computers Connected
0.8 Mbps Upstream -

e
Release

## Local Network 1 Camputer Connected
" O B 120 Connected 100.0
o ¥
&2 System Information T 12218812 Mo Full Duglex
Gateway [ DTSR 2345675
Softweare Version: 5412132 Upgrace
System Lip Time: 0 haurs, 13 minutes

Attached Devices

[ [§ storage Mo Disks Cnnnected]
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Wireless

Overview

The Wireless > Overview screen displays the Gateway’s current wireless settings.

veri on

Home ﬁ My Network -Ié Firewall Settings x Services System
[ [\
-Ovuview

J General Settings Wireless

Name: AN Wireless 802.11n Access Poin|
Device Name: wil

Status: Dizabled

Network: LAN

Connection Type: Wireless 802.11n Access Point
Download Rate: 130.0 Mbps

Upload Rate: 130.0 Mbps

MAC Address: 00:26:5a:45:3e:

IP Addr Distribution: Dizabled

Encryption: WPAZ

[ @ ox ][ Frys. ][ O cncel ]

Enable Button: Click the Enable button to turn on the wireless function.
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Settings

The Wireless > Settings screen allows you to change the Gateway’s wireless settings.

veri on

Home ﬁ My Network -Ié Firewall Settings Services System
[ T\
Wl overvien

[ Genesal | Settings | Wirsless | Advanced |

Device Name:

Status:

Schedule:

Hetwork:

Connection Type: Wirgless 802.11n Access Point
Physical Address 00 {26 . 5a

;49 : 3e
MTU: qutcmatic > | 1500

Device Name: Displays the name of the Interface.
Status: Displays the current connection state.
Schedule: Select a time frame from the drop-down menu to have the wireless function active.
Network: LAN is selected.
Connection Type: Displays the wireless mode the Gateway is set to.
Physical Address: Displays the MAC address of the Gateway (wireless side).

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.
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Wireless

verizon’

The Wireless > Wireless screen allows you to change the Gateway’s wireless network settings.

veri_-on

f;\ Wireless

ﬁ My Network

X Services

y System

Wireless I Advanced l

Wireless Network (S5D):
[ S5ID Broadcast
802.11 Mode:

Channel (FCC):

Channel Width Mode:

Hetwork Authentication

[Automate 7] 11 - 2.482eHz
[open System Autnentication (=]

[I'.'IAC Filtering

Dizable vl

Protected Setup Method:

WPS [v! Enabled
Access Point Pin Code:
Status: Ready

IPuah Button | =

Security

WRAZ h I

Authentication Method:

Pre-Shared Key:

Encryption Algorithm:

¥ Group Key Update Interval

IPre—Snared Key 'I

S04B CDEF

Transmission Rate:
Transmit Power:

CTS Protection Mode:

CTS Protection Type:
Frame Burst - Max Number:

Frame Burst - Burst Time

LAN Wirgless 802.11n Access Point
New Virtual AP

00:28:5a:49:3e:0a

Connected

Beacon Interval 100 ms
OTM Interval 3 s
Fragmentation Threshold:
RTS Threshold:
Virtual APs
Hame BSSID SSID Status Action

L

l @ox " @ appiy ” ) cancal I
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Wireless Network Settings

Wirelezs Network (SSID); FE 7655349308

[¥ 55D Broadcast

80211 Mode: [soz.11bign =]

Channel (FCC): |Automatic ¥ 11 - 2.462GHz
Channel Width Mode: IEE MHz onhy ;I
Metwork Authentication: ||:|;5n Systemn Authentication ll

Wireless Network Service Set Identifier (SSID) is the name of your wireless network. Create a name using up to 32
(SSID): characters.The SSID is case-sensitive. For security reasons, do not choose a name with personal
information.

SSID Broadcast: When this box is checked, the SSID (name of your wireless network) will broadcast. Wireless
clients within range of your Gateway will be able to see your network. For added security, you
may uncheck this box but will have to manually enter the SSID on your wireless clients.

802.11 Mode: Select the type of wireless clients that will connect to your wireless network.
802.11b/g Mixed - Select if you are using a mix of 802.11b and 11g wireless clients.
802.11g Only - Select if all of your wireless clients are 802.11g.
802.11b Only - Select if all of your wireless clients are 802.11b.
802.11b/g/n - Select if you are using a mix of 802.11b, 11g, and 11n wireless clients.
802.11n Only - Select only if all of your wireless clients are 802.11n.
802.11g/n - Select if you are using a mix of 802.11n and 11g wireless clients.

Channel (FCC): Select the wireless channel. It is strongly recommended to select Automatic.

Channel Width Select the Channel Width:

Mode:  20MHz - This is the default setting. Select if you are not using any 802.11n wireless clients.
20/40MHz (dynamic) - Select if you are using both 802.11n and non-802.11n wireless
devices.
40MHz - Select if using only 802.11n wireless clients.

Network Select the authentication mode from the drop-down. Open System is the default settings.
Authentication: When using WEP encryption, it is recommended to select Shared Key.
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MAC Filtering

Use MAC (Media Access Control) Filtering to allow or deny wireless computers and devices by their MAC
addresses from accessing the Network. You will need to manually add the MAC address of your wireless client
you want to filter.

MAC Filtering Deny vI

Dizable

| MAC Address Allow Action ]

New MAC Address

MAC Filtering: Select from the drop-down menu:
Disable - turn off MAC filtering.
Allow - Allows only the computers/devices you want from your network to access the
Internet. All other computers will be blocked if not added.
Deny - Blocks computers/devices you want from your network from accessing the Internet.
All other computers will be allowed to connect.

Action/New MAC Click the green +icon or New MAC Address to add your wireless clients. To find the MAC address
Address: on a computer, please refer to the Networking Basics section in this manual.

Add New MAC Address
Step 1: Click the green + icon under Action.

Step 2: Enter the MAC Address of your computer or device and click OK.

MAC Addresz: 0o i 3c + ab + 00 o 12 " 6d

[ @ ox ][ omnel]

Step 3: Your newly added device will now be displayed in the list. Click the red X to remove the device from
the list. To add more, repeat steps 1 and 2.

MAC Filtering IDeny 'I

MAC Address Action
00:3c:ab:00:12:6d R ¢
New MAC Address c:}
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WPS

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the
“Initial setup”as well as the“Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different
products as well as manufactures. The process is just as easy, as pressing a button for the Push-Button Method
or correctly entering the 8-digit code for the Pin-Code Method. The time reduction in setup and ease of use
are quite beneficial, while the highest wireless Security setting of WPA2 is automatically used.

Push Button

WPS ¥ Enabled

Access Point Pin Code:
Status: Ready
Protected Setup Metheod: |F‘u*h Rutton j

il

Step 1: Select Push Button from the drop-down and then click the Go button to start the WPS process.

Step 2: Within 2 minutes, press the WPS button on your wireless client. Some clients may require you to launch its
software utility and clicka WPS button. Please refer to your wireless client’s user guide for more information.

Step 3: Allow 1-2 minutes for the devices to communicate. Once complete your client will connect to the gateway.

Client PIN Code

APIN is a unique number that can be used to add the router to an existing network or to create a new network.
You will need to get the PIN number from one of your wireless clients. Please refer to your wireless client’s user
guide for more information.

WPS [¥ Enabled

Access Point Pin Code:
Status: Ready
Protected Setup Method: Client Pin Code j

il

Client Pin Code:

Step 1: From your wireless client, write down the PIN and activate/start the WPS process.

Step 2: Within 2 minutes from the Gateway, select Client Pin Code from the drop-down, enter the PIN number
in the box, and then click the Go button.

Step 3: Allow 1-2 minutes for the devices to communicate. Once complete your client will connect to the gateway.
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WPA/WPA2 Security

This section will allow you to secure your wireless network using WEP, WPA, or WPA2 encryption. When using
these options, you must disable WPS. Refer to the previous page and uncheck the WPS box.

The default setting and recommended level of security is WPA2.

f Security [wpaz =]

Authentication Method:

I Pre-Shared Key ;I
[ Advanced WPA

1234 5678 G048 CDEF

Pre-Shared Key:

Encryptlion Algorithm:

AES |

[ Group Key Update Interval S00

Seconds

Authentication Select WPA or WPA2.
Method:

Advanced WPA: Check this box to change the pre-shared key (passphrase).
Pre-Shared Key: Displays the current WPA/WPA2 passphrase.

Encryption Select AES, TKIP, or AES and TKIP.
Algorithm:

Group Key Update Enterthe amount of time before the group key used for broadcast and multicast data is changed.
Interval:
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WEP Security

WEP is an older, less-secure encryption option. It is strongly recommended to use WPA or WPA2.

Security | wep |
WEP Keys
Active Encryption Key Entry Method Key Length
" 1 I;;-ECII vI |1I3= kit vI
2 I,-;-EI:M "I |=|: bit 'I
2 I;;-ECII vI I:E bit vI
{4 I;;-ECII vI I:E bit vI

Authentication Select WEP from the drop-down menu.
Method:

WEP Keys: You may enter up to 4 different keys. Select the key you want to use.
Encryption Key: Enter a WEP key.
Entry Method: Select the type of key from the drop-down menu.
Hex - letters A-F and numbers 0-9 are valid.

ASCII - all letters and numbers are valid.

Key Length: Select the level of encryption (40 or 104-bit).
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802.1x Authentication

This section will allow you to secure your wireless network using 802.1x authentication. When using this
option, you must disable WPS.

WPS [T Enabled

' Security I WPA, ll

Authentication Method: I 202 1% ;I

Encryption Algorithm: |_}(IP and AES ;I

¥ Group Key Update Interval 500 Seconds

RADIUS Server

Zerver P 0 J0 40 J0
Server Port:

Shared Secret:

Authentication Select 802.1x WEP, WPA or WPA2.
Method:

Encryption Method: If you selected WPA or WPA2, you will need to select 802.1x from the drop-down menu.

Encryption If you selected WPA or WPA2, Select the type of encryption you want to use - AES, TKIP, or AES
Algorithm: and TKIP.

Group Key Update Enterthe amount of time before the group key used for broadcast and multicast data is changed.
Interval:

Server IP: Enter the IP address of the RADIUS server.
Server Port: Enter the port you want to use.

Shared Secret: Enter the Shared Secret passphrase.
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Advanced

-Ié Firewall Settings x Services
am

jGeneraI I Settings I WMfireass I Advanced L

[Internet Connection Firewall [ Enahled

| Additional IP Addresses

IF Address Subnet Mask
Hew IP Address

[ @ox ][ @ ][ @conen ]

Internet Connection Check the Enable box to enable the firewall feature for your wireless computers/devices.
Firewall:

New IP Address: Click to add a new device.
IP Address: The IP address of the computer or device.
Subnet Mask: The subnet mask of the computer or device.

Action: Click the green + sign to add a computer or device, or click the red X to delete the computer
or device.

DSL-2750B User Guide 22



verizon’
My Network

Overview

The My Network > Overview screen displays your network devices on your network and any
attached storage devices.

verizon

= wiretess i!i My Network -cé, Firewall Settings X Services System
() e

| PV nermet LA wircless

Network Devices

#= Wireless Network - 002652493208 130 Mbps

No Computers Connected

#= Local Network 1 Computer Connected

Q;,s; ¥ gamingmachine (you} Connected 100.0 Mbps ® CShared Files

= 192.188.1.2 Full-Duplex

)

Attached Devices

[ {# storage No Disks Ccrmsctsdl

Click the Refresh button to update the status

@close || @ Refresh

Wireless Network: This section will display any wireless device connected to your Gateway.
Local Network: This section will display any Ethernet device connected to your Gateway.

You can click the computer name, IP address or “Shared Files” to access any shares on that
computer.

Attached Devices: This section will display if any USB storage devices (thumb drive/external hard drive) are
connected to your Gateway.
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Internet

The My Network > Internet screen allows you to change your Internet settings. This section
should only be configured by Verizon technicians.

Auto-Sense will automatically detect your Internet settings. It is not recommended to manually
make changes to your Internet settings. However, if you choose to do so, you must disable Auto-
Sense by clicking the Stop Auto-Sense button from this page. Note: Once you disable Auto-Sense,
you can only re-enable it by restoring factory settings.

veri-on

irternet TSR

WAH DSL
Connection Type:

[ Automatic PYC Scan
WL

W

Encapsulation:

DSL-2750B User Guide 24



verizon’

LAN
General

The My Network > LAN screen displays a summary of the Gateway'’s local (router) settings.

veri on

Dver\tle w  Internet JEUN  Wireless

J General I

LAN Bridge

Device Name: bri

Status: Connected

Network: LAN

Underlying Device: LAN Hardware Ethernet Switch
LAN Wireless 202.11n Access Point

Connection Type: Bridge

Download Rate: 100.0 Mbps

Upload Rate: 100. Gpr

MAC Address:

A Digtribution:
Received Packets:
Sent Packets:

Time Span:

[ @ ox ][ @ Appiy ][ O Cancel ]

Name: The name of the LAN side of the Gateway.
Device Name: Displays the name of the Interface.
Status: The current status of the LAN side of the Gateway.

Underlying Device: You may click LAN Hardware Ethernet Switch or LAN Wireless 802.11n Access Point to
configure their settings.

Connection Type: Displays the connection type.
Download Rate: Displays the Ethernet download speed.
Upload Rate: Displays the Ethernet upload speed.
MAC Address: The MAC address of the LAN side of the Gateway.
IP Address: The IP address of the LAN side of the Gateway.
Subnet Mask: The subnet mask of the Gateway.

IP Address Click to change the DHCP settings.
Distribution:
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Received Packets: Amount of packets received.
Sent Packets: Amount of packets sent.
Time Span: Displays the time connected.

Disable Button: Click to disable the use of the Ethernet ports (LAN) on your Gateway.
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Settings

This section allows you to change the network settings (LAN) of your Gateway.

veri on

Owverview  Internet U]

Wireless My Network
[ ]

Wireless

I General I Settings I

Routing Bridging Advanced 1

-1@ Firewall Settings
[ T\

& T

Device Name:
Status:

Schedule:
Network:
Connection Type:
Physical Address:
MTU:

brQ
Connected

I Always ¥ l

Bridge
po ks ksa 44

I;qutcmatic: VI 1500

w

a
L
=

ca

Internet Protocol

I Use the Following IP Address

IP Address:

Lease Time in Minutes:

¥ Provide Host Name If Not Specified by Client
¥ Provide DNS Server to Clients

152 .| 168 |1 |1
Subnet Mask: 255 | 255 | 255 |0
DNS Server Use the Following DNS Server Addresses LI
Primary DNS Server: 0 |0 |0 |0
Secondary DNS Server: 0 |0 |0 |0
IP Address Distribution IDHCP Server VI
Start IP Address: 192 168 1 1
End IP Address: 192 168 1 254
Subnet Magk: 255 {255 | 255 |0
WINS Server: 0 |0 0 |0

@
=

DHCP Server Pools

Criteria
New IP Range

Dynamic IP Range

Action

(o= )(om )(0==)

verizon’
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Device Name: bro

Status: Connected

Schedule: Always |

Network: I LAN "I

Connection Type: Bridge

Physical Address: po |28 158 |49 138 08
MTU: | Automatic ~| 1500

Device Name: Displays the name of the Interface.
Status: Displays the current connection state.

Schedule: Select a time frame from the drop-down menu to have your wired devices able to connect to
the Internet.

Network: LAN is selected.
Connection Type: Displays the connection type the Gateway is set to.
Physical Address: Displays the MAC address of the Gateway (LAN side).

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with
your specific ISP. 1500 is the default MTU.
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Internet Protocol

[Internet Protocol I Uze the Following IP Address ll ]
P Addres=s: 192 168 1 11
Subnet Mazk: 3EE 5L 2EE i

Internet Protocol: Select Use the Following IP Address from the drop-down menu.

IP Address: If you want to change the Gateway IP address, enter it here. If you do change this IP address,
you must use it in the future to log into the Gateway.

Subnet Mask: Enter the Subnet Mask of your local network.

DNS Server
[DI‘-.IE server IUEETHE Folowing DNS Server Addresses ll ]
Primary DNS Server: 0 |0 |0 A0
Secondary DNS Server: 1] |0 0 J0

DNS Server: Select Use the Following DNS Server Addresses from the drop-down menu.

Primary DNS Server: Enter the IP Address of your primary DNS server.

Secondary DNS Server: Enter the IP Address of your secondary DNS server.
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IP Address Distribution (DHCP)

verizon’

DHCP stands for Dynamic Host Control Protocol. The Gateway has a built-in DHCP server. The DHCP Server will
automatically assign an IP address to the computers /devices on the LAN/private network. Be sure to set your
computers to be DHCP clients by setting their TCP/IP settings to “Obtain an IP Address Automatically.” When
you turn your computers on, they will automatically load the proper TCP/IP settings provided by the Gateway.
The DHCP Server will automatically allocate an unused IP address from the IP address pool to the requesting
computer/device. You must specify the starting and ending address of the IP address pool (refer to the next

page).

IP Addres=s Distribution

IIZ:HCF' Server TI

Start IP Address:

[+ Provide Host Name If Mot Specified by Client
¥ Provide DNS Server to Clients

182 | 165 1 1
End IP Address: 192 168 1 J254
Subnet Mask: JEE S5 | 255 o
WINS Server: 0 Ik 0 lo
Lease Time in Minutes: &0

DNS Server:

Start IP Address:

End IP Address:
Subnet Mask:

WINS Server:

Lease Time in Minutes:

Provide Host Name if
Not Specified by Client:

Provide DNS Server to
Clients:

Select DHCP Server from the drop-down menu (default setting) if you want the Gateway to
automatically assign your wired and wireless clients their network settings automatically. If
you disable this function, you will have to statically assign the IP/network settings on your
clients.

Enter the starting IP address of the DHCP range.

Enter the end IP address of the DHCP range.

Enter the subnet mask of your local network.

Enter the IP address of your WINS server (if one).

Enter the DHCP lease time (in minutes).

If the DHCP client does not have a host name, the Gateway will automatically assign one.

Check this box if you want the Gateway to assign your clients the IP address(es) of the ISPs
DNS servers.

DSL-2750B User Guide
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DHCP Server Pools (DHCP Reservation)

If you want a computer or device to always have the same IP address assigned, you can create a DHCP
reservation. The router will assign the IP address only to that computer or device.

[DHCF‘ Server Pools

Criteria Dynamic IP Range Action

| Hew IP Range EC'-

——

Criteria: Displays the current created server pool.
Dynamic IP Range: Displays the IP address range.

Action: Click the green + sign to add a new rule, click the pencil icon to edit, or click the red X to
remove the rule.

New IP Range: Click to add a new entry.
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Routing

veri-on

_—

Owerview  Internet U

Wireless

Genesal |

Settings | Routing | Bridging

Routing Mode:

Device Metric:

Default Route:

Multicast - IGMP Proxy
Internal:

IGMP Query Version:
Routing Table:
Name:

Destination:
Gateway:

Netmask:

Metric:

Status:

Action:

-I® Firewall Settings Services System
[ T\

Routing Mode: lm

Device Metric: 4

[~ Defautt Route

[+ Multicast - IGMP Proxy Internal
IGMP Query Version

IGMPv3 VI

Routing Table

Hame Destination Hetmask Metric Status

New Route

Gateway

Action
J ]

' @ ox " @ Aely ll © cancel l

Select the routing mode from the drop-down menu.

Enter the metric value. The route metric is a value from 1 to 15 that indicates the cost of
using this route. A value 1 is the lowest cost and 15 is the highest cost.

Check this box to use the default route.

This box is checked by default.

Select the IGMP Query version from the drop-down menu.
Displays the entered routes.

Displays the name of the route you created.

The IP address of the destination location.

The gateway IP address of the destination location.

The netmask of the destination location.

The metric value assigned to this route.

Displays the status of the route.

Click the green + icon to add a new route, click the pencil icon to edit the route, or click the

red X to delete the route.
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Bridging

veri o}

ﬁ e

Owverview Internet LAN

Seneral I Settings I Routing Bridging

Name VLANs Status 5TP  Action
L' LAN Bridge Dizabled ", Connected
¥ Gl LAN Wireless 802.11n Access Point Disabled ", Connected I~
¥ }, L&N Hardware Ethernet Switch Dizabled h ., 1 Ports Connected

[ g WAN ETHoA -

Bridge Filter

Source MAC Filter Destination Bridge Action
New Entry ’

(o= (@ (0=

Bridging: Displays the default segments of the Gateway. Click the pencil icon to edit the settings.
Name: The name of the segment.
VLANSs: The VLAN status of the segment.
Status: The connection status of the segment.

STP: (Spanning Tree Protocol) is a method for automatically calculating the best route of a network
with or without loops.

Action: Click the pencil icon to edit the segment.

Bridge Filter: You can enter your own devices to add to the bridge filter table. Click New Entry to add a
device to the LAN Bridge.

Action: Click the green + icon to add a new entry, click the pencil icon to edit, or click the red X to
delete the entry.
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Advanced

veri on

—
f;\ Wireless ﬁ My Network .-I Firewall Settings services System

Cwerview Internet [WLN  Wireless

f General I Settings I Routing Bridging Advanced L

[Internet Connection Firewall [~ Enabled

| Additional IP Addresses

IP Address Subnet Mask Action
New IP Address ” ]

(o= (@ (0=

Internet Connection Check the Enable box to enable the firewall feature for your wired computers/devices.
Firewall:

New IP Address: Click to add a new device.
IP Address: The IP address of the computer or device.
Subnet Mask: The subnet mask of the computer or device.

Action: Click the green + sign to add a computer or device, or click the red X to delete the computer
or device.
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Firewall Settings

Overview

This section explains how to configure your Router’s firewall security features. The Router’s firewall security
settings allow you reduce the risk of unauthorized access to your network by prohibiting certain types of
inbound and outbound network traffic and by allowing you to configure specific firewall rules.

To change your firewall security level, click the option next to the desired security setting. Next, click Apply to
allow the changes to take effect.

veri on

Access Control Port Forwarding DMZ Host Paort Triggering Connections Adwanced Filtering Remote Administration Security Log System Log

Maximum Security

Inkound Policy: Reject.

Remote Administration settings will override the inbound security policy.
Outbound Policy: Reject.

Qutbound access ig allewed to the following services: DHCP, DNS, IMAP,
SMTP, POP3, HTTPS, HTTP, FTP, Telnet.

{* Typical Security (Recommended)
Inkound Policy: Reject.
Remote Administration zettings will override the inbound security policy.
Qutbound Policy: Accept.

Minimum Security
Inbound Policy: Accept.
Outbound Policy: Accept.

[ @ ox ][ ©@ Avoiy ][ O cancel ]

Maximum Security High security level only allows basic Internet functionality. Only Mail, News, Web, FTP, and
(High): IPSEC are allowed. All other traffic is prohibited.

Typical Security Like High security, Medium security only allows basic Internet functionality by default.
(Medium): However, Medium security allows customization through NAT configuration so that you can
enable the traffic that you want to pass.

Minimum Security Low security setting will allow all traffic except for known attacks. With Low security, your
(Low): Gateway is visible to other computers on the Internet.
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental
Controls to only grant access to approved sites, limit web access based on time or dates, and/or block access
from applications like P2P utilities or games.

veri-on

L~
F.~ Wireless ﬁ My Hetwork services System

Overview [CECSBENER  Port Forwarding  DMZ Host  Port Triggering  Connections  Advanced Filtering  Remote Administration  Security Log  System Log

Block access to Internet services from within the LAN.

Local Host Local Address Protocols Status Action
New Entry - ]

Click the Refresh button to update the status.

| @ ok " @ Aopiy II D cancel IlResulvallo‘.\rll E{)Reﬂresnl

Click New Entry to add a rule.

veri on

L~ ! '
f.ﬁ Wireless ﬁ My Network .-.l Firewall Settings Services System

Overview [ECERUMENY  Fort Forwarding  OMZ Host  Port Triggering  Connections  Advanced Filtering  Remote Administration  Security Log  System Log

[Address

Protocol (-sflr‘s:.
gamingmachine

¥ Reply with an HTML Page to the Blocked Client

[ Schedule

Address: Select a device from the list or select User Defined to create a new object.

Protocol: Select the protocol or service you want to block. The default list will have basic services. You
can select Show All Services for a large list. If you do not see the service you want, select
User Defined to create your own. The complete list can be view and edited at System >
Objects and Rules > Protocols.

Reply with an Check this box if you want to redirect the user who tries to access a blocked service to a
HTML Page: website of your choice. To change the web site, go to Services > Parental Control >
Advanced Options.

Schedule: Select Any or a user defined schedule. Select User Defined to create a schedule rule. You
can create/view/edit schedules at Services > Objects and Rules > Scheduler Rules.
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Port Forwarding

Port Forwarding allows you to open a single port or a range of ports. Certain applications and games may
require ports to be opened or forwarded to your computer to work. Click New Entry to create a rule.

veri Ol'l

e .-l@ e Settings

Dverule Access Control Port Forwarding DMZ Host Port Triggering Connections  Adwvanced Filtering Remote Administration Security Log System Log

ervices on the LAN to external Internet users.

Local Host Local Address Protocols Local Port Status Action
New Entry ’ ]

Click the Refresh button to update the status.

l l:j}.IDK Il l::Jj.lAppIy ” QCanceI ”Resulvel—lu\.\r" IZJ:,! Refresh I

Local Host: Displays the name of the host name.
Local Address: Displays the IP address of the host.
Protocols: Displays the protocol(s) used in the port forwarding rule.
Local Port: Displays the port(s) used in the port forwarding rule.
Status: Displays the current status of the rule (Active or Disabled).

Action: Clickthe green +icon to add a new entry, click the pencil icon to edit, or click the red X to delete
the entry.

New Entry: Click to add a new port forwarding rule (refer to the next page).
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Create a Rule

Step 1: Click New Entry.

Step 2: Next to Local Host, select a computer or device from the drop-down menu.

Step 3: Next to Protocols, select a pre-defined service from the drop-down menu. The default list will have
basic services. Select Show All Services for a much larger list of specific games and applications. If you do not

see the service you want, select User Defined to create your own. The complete list can be view and edited at
System > Objects and Rules > Protocols.

veri on

N : i
? Wireless ﬁ My Network .-.l Firewall Settings Services System

Overview  Access Control [ZGTZOERENR  DMZ Host  Port Triggering  Connections  Advanced Filtering  Remote Administration  Security Log  System Log

Local Host

Name Address Action
DHCP gamingmaching a

[ Protocol

Traceroute

Step 4: Click OK to save the rule.

Step 5: The new rule will appear in the list. You can click the green + icon to add a new entry, click the pencil
icon to edit, or click the red X to delete the entry.

veri;on

ﬁ Home F.\ Wireless ﬁ My Hetwork .-Ie Firewall Settings x Services £ System

Overview  Access Control  [UIZ e  DMZ Host  Port Triggering  Connections  Advanced Filtering  Remote Administration  Security Log  System Log

pose services on the LAN to external Internet users

Local Host Local Address Protocols Local Port Status Action
¥ gamingmachine gamingmaching Any Active Lt
New Entry B

Click the Refresh button to update the status.

@ox II @ Appiy " ) cancal "Resulvewewll (&) Refresh I
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DMZ Host

If an application has trouble working from behind the Gateway, you can expose one computer to the Internet
and run the application on that computer.

Note: Placing a computer in the DMZ will expose that computer to a variety of security risks. Use of this option
is only recommended as a last resort.

veri on

_— : )
Home N \lireless ﬁ My Network - Firewall Settings Services System
® T\

Crverview Access Control Port Forwarding Port Triggering Connections Adwvanced Filtering Remaote Administration Security Log System Log

" DMZ Host IP Address:

OCanceI

DMZ Host IP Address: Check the box to DMZ. This will de-activate any port-forwarding rules.

Enter the IP address of the computer you want to open to the Internet.
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Port Triggering

The Port Triggering feature allows you to forward a range of ports to an IP address on your local network (LAN)
only after specific outbound traffic is detected. You can set up a port triggering entry based on your specific
ports.

IMPORTANT: Using various Internet applications depends on the Router’s firewall settings. Make sure that the
Router’s firewall is set to Medium Security or lower to take advantage of all the port forwarding features.
Firewall settings take precedence over port forwarding services configured in the Router. For example, if the
firewall is set to Medium Security, this will block ICMP packets even if the ICMP service is enabled. If a port
forwarding service is not working, try setting the firewall to a lower setting.

veri on

s Control  PortForwarding DMZ Host [USR0#  Connections  Advanced Filtering  Remote Administratio

Trigger opening of portz for incoming data.

Protocol Outgoing Trigger Ports Incoming Ports to Open Action
[¥ L27P - Layer Two Tunnelng Protocol UDP Any - 1701 UDP Any -» Same as Initisting Ports b4

[7 TFTP _Trivial File Transfer Protocol UDP 1024-65535 -» 69 UDP Any -» Same as Initiating Ports %

T =

Protocol: Displays the protocol/service. Check the box to activate the rule.
Outgoing Trigger Ports: Displays the outgoing port(s) and protocol(s) used by the application.

Incoming Ports to Displays the incoming port(s) and protocol(s) opened by the application.
Open:

Action: Click the red X to delete the rule.

Add: Select a service/application from the drop-down menu to add.
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Connections
This page will display connection from your local network (LAN) to the Internet.

veri-on

~——
';'\ Wireless ﬁ My Network .-.lé Firewall Settings X Services System

Overview Access Control Port Forwarding DMZ Host Port Triggering (LT ER  Adwvanced Filtering Remote Administration Security Log System Log

Active Connections:
Approximate Max. Connections:

Connection List

| Humber Protocol LAN IP:Port Verizon IP:Port WAN IP:Port Direction

Click the Refresh button to update the status.

l @ Close Il (@) Refresh " Advanced >> I

Action: Click the red X to delete the listing.

Close: Click to go to the Overview page.

DSL-2750B User Guide 41



Advanced Filtering

verizon’

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet
telephony and others. These applications have difficulties working through NAT (Network Address Translation).
Port Triggering makes some of these applications work with the Gateway.

Protocol:
Outgoing Trigger Ports:

Incoming Ports to
Open:

Action:

Add:

veri-on

-1@ Firewall Settings
L [

Q’ System

s PEEIERZININE]  Remote Administration

Security Log__ System Log

Input Rule Sets

Rule ID Source Address  Destination Address Match Operation Status Action
LAN Bridge Rules New Entry
LAN Viireless 802.11n Access Point Rules New Entry
LAN Hardware Etheret Switch Rules New Entry
WAN ETHoA Rules New Entry
VAN PPROE Rules New Entry
All Devices Rules New Entry

Output Rule Sets

Rule ID Source Address  Destination Address Match Operation Status Action
LAN Bridge Rules New Entry
LAN Vireless 802.11n Access Point Rules New Entry
LA Hardware Ethernet Switch Rules New Entry
WAN ETHOA Rules New Entry
WAN PPPOE Rules New Entry
All Devices Rules New Entry

ALG Rule Sets

Rule ID Source Address  Destination Address Match Operation status Action

Input

. . . 5 . . )
Fo Any Any FTP-TCP Any -» 21 ALGFTP Active 8 ¥
w1 Any Any IKE - UDP 500 > 500 ALG PSec Active SRV
Wz Any Any SIP - UDP Any -= 5060 ALGSP Active: AR
w2 Any Any H.323 Call Signaling - TCP Any —> 1720 ALG H.323 CSL Active Rk
Hew Entry P
Output
Fo Any Any ALG FTP Active A “ ¥
v Any Any ALG DHS Protection Active AR
w2 Any Any ALG DHCP Active AR
e Any ALGL2TP Active ARV
W Any ALG IPSec Active AR
s Any ALG PFTP Active R
Ve Any ALG AM OSCAR Active AR
' Any ALG MSH Messenger  Active AR
Be  Aw Any ALGSP Actve RPY
[ Any Any ALG H.323 RAS Active A & '
Al Any Any ALGH.323 CSL Active AR
7 Any Any ALG NGCP Active A% &
Hew Entry *

Click the Refresh button to update the status.

[ @ ox ][ @ Apply " O cancel "Resa\veuaw" @neﬁesnl

Click the red X to delete the rule.

Displays the protocol/service. Check the box to activate the rule.
Displays the outgoing port(s) and protocol(s) used by the application.

Displays the incoming port(s) and protocol(s) opened by the application.

Select a service/application from the drop-down menu to add.
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Remote Administration

Remote management allows the Gateway to be configured from the Internet by a web browser. A username
and password is still required to access the Web-Management interface.

Example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of the Gateway and 8080 is the port used for
the Web Management interface.

veri on

? Wireless

i!i My Network -16 Firewall Settings Services System
L

Overview  Access Contral  Port Forwarding  DMZ Host  Port Triggering _ Connections _ Advanced Filtering [ttt Security Log  System Log

[ fi ) Allowing remote administration to Verizon is a security risk.

Allow Incoming WAN Access to Web-Management

[T Using Primary HTTP Port (30)

[T Using Secondary HTTP Port (3080)
[T Using Primary HTTPS Port (443)

[ Using Secondary HTTPS Port (8443)

Diagnostic Tools

[ Allow Incoming WAH ICHP Echo Requests (e.g. pings and ICWP traceroute queries)

[T Allow Incoming WAN UDP Traceroute Queries

I Sox

[ @ ][ @caren

Allow Incoming WAN Access to Web Check the box of the port you want to use. The default port is 80.
Management:

Diagnostic Tools: Check the box to activate the diagnostic tools rule.

DSL-2750B User Guide 43



verizon’
Security Log

The Gateway automatically logs (records) security events of possible interest in it’s internal memory. If there
isn't enough internal memory for all events, logs of older events are deleted but logs of the latest events are
retained. The Logs option allows you to view the router logs. You can define what types of events you want to
view and the level of the events to view.

verizon

_—
f;\ Wireless i‘i My Hetwork --I Firewall Settings Services System

Overview  Access Control  Port Forwarding  DMZ Host  Port Triggering _ Connections  Advanced Filtering  Remote Administration [EECHDHERS]  System Log

Click the Refresh button to update the status

[ D close " Clear Log ]

DuwmuanLug" Seffings H f{}Relresn]

Event Type Details
Firewall internal Firewall configuration succeeded

Firewallinternal Starting firewall configuration

Firewall internal Firewall configuration succeeded

Firewall internal Starting firewall configuration

Dec 31 14:56:25 2002
Dec 31 14
Dec 31 14:54:58 2002
Dec 31 14 2

internal Firev configuration succeeded
internal Starting firewall configuration
internal Firey configuration succeeded
Firewall internal Starting firewall configuration

Unkn.

n mt_fw_changed:438: FW changed: interface: wi
nternal Firey

configuration succeeded
internal Starting firewall configuration
internal Firey configuration succeeded
Firewall internal Starting firewall configuration

Dec 31 14
Firewall internal Firewall configuration succeeded
internal Starting firewall configuration
internal Firewall configuration succeeded
internal Starting firewall configuration
Firewall internal Firewall configuration succeeded

2
Dec 31 14:24:37 2002
Dec 31 14, wall Setup  Firewall internal Starting firewall configuration

Dec 31 14:24:34 2002  Firewall Setup  Firewall internal Firewall configuration succeeded

Close: Click to close the log page.
Clear Log: Click to delete all the log entries.
Download Log: Click to save the log to your computer.
Settings: Click to select filters for the information displayed in the log (refer to the next page).

Refresh: Click to update the log details on the screen so it displays any recent activity.
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Settings

Check the box(es) below to include in the security log.

verizon’

Accepted Events

[ Accepted Incoming Connections

[T Accepted Outgoing Connections

Blocked Events

[ All Blocked Connection Attempts

[ Winnuke [ Multicast/Broadcast

" Defragmentation Error I Spoofed Connection
[ Blocked Fragments [ Packet llegal Options
[T Syn Flood [ UDP Flood

[ Eche Chargen

[ ICMP Replay
™ ICMP Redirect
[ ICMP Mutticast
[ ICMP Flood

Other Events

I Remote Administration Attempts
[ Connection States

Log Buffer

[ Prevent Log Overrun

=
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System Log

The Gateway automatically logs (records) system events of possible interest in it’s internal memory. If there
isn't enough internal memory for all events, logs of older events are deleted but logs of the latest events are
retained. The Logs option allows you to view the router logs. You can define what types of events you want to
view and the level of the events to view.

veri on

Ol Ll LA

stem
Overview  Access Control  Port Forwarding  DMZ Host _ Port Triggering _ Connections _ Advanced Filtering _ Remote Administration  Security Log |t |

Click the Refresh button to update the status

l @D close ll Clear Log “Duwnluad\_ug" -:{yﬂefresnl

Filters |
Component Severity Action
All |r|ctice -
Hew Filter - ]
Time = Component Severity Details
Dec 31 14:47:42 2002  Time of Day Warning
Dec 31 14:46:04 2002 LibJutil Warning
Time of Day Warning
LibJutil Warning
Dec 31 14:42:12 2002 Time of Day Warning
3114:41:00 2002 LibJutil Warning
:40:22 2002 Time of Day Warning
Dec 31 14:38:36 2002 LibJutil Warning
Dec 31 14:38:32 2002 Time of Day Warning
Dec 31 22002  Time of Day Warning
Dec 31 22002  Main Task Warning
Dec 31 14:38:21 2002 LibJutil Warning

Close: Click to close the log page and go back to the Overview page.
Clear Log: Click to delete all the log entries.
Download Log: Click to save the log to your computer.
Refresh: Click to update the log details on the screen so it displays any recent activity.

Filters: Select specific items to record in the log or click New Filter to add an item. Click Apply
Filters to add it to the list.
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Services

Overview

This page displays the status of each service. Click on the service to configure.

veri-on

Wireless ﬁ My Network .-lé Firewall Settings X Services & System

Storage Personal Domain Name IP Address Distribution Advanced

22 Services

- (oS e Parental Control
Cs Default Dizabled

'\-- | Storage ﬁ Perzonal Domain Name
T Mn Diz e D

!:J lo Dizks Onling \e | Dizabled
bty
F i A P Address Distribution
@, 27 Enabled
£

Click the Refresh button to update the status.

l '::;J.'Clcse ” ':j_:} Refresh I
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QoS

Overview

verizon’

This screen allows you to configure Quality of Service parameters in the Gateway. Select the profile that fits

you the best and click OK.

WAN Devices Bandwidth (FeuTx): I,.:mt.;.mﬂti.: vl

QoS Profiles

¢+ Default
MNo Quality of Service preferences

¢ P2P User
"l use peer-fo-peer and file-sharing applications. | still want to be able to use my browser without interference.”

HTTR/HTTPS: Medium
TCP ACK=: Medium
Other: Low

¢~ Triple Play User
"l use VolP applications and video streaming. | want these applications to be as fast a5 possible.”

WolP (SIP, H323): High
Video: High-Medium
HTTPHTTPS: Medium
Other: Low

¢~ Home Worker
I work from home, and want my VPN and browser to have priority over other traffic.”

VPN (IPzec, LZTP, PPTP). Medium
HTTP/HTTPS: Medium
Other: Low

¢~ Gamer
" play games over the Internet and want the games-related traffic to be as fast a8 possible.”

Games Related Traffic: Medium
Other: Low

(~ Priority By Host
I want to give different hosts in my network different priorities when accessing the public network.”

High Priority Host: | |

Low Priority Host: | |
Other: Medium

Hote: Selecting a new Qo3 profile will cause all previous configuration settings to be lost

(o= (o= )(o=)
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Utilization by Computer

This screen displays bandwidth usage from computers on your local network.

veri on

—
Home Wireless ﬁ My Network 1] Firewall Settings Services
L ] am

Overview [eii3

y System

Parental Control Storage Personal Domain Hame IP Address Distribution Advanced

Overview Utilization by Application | Traffic Priority | Traffic Shaping | DSCP Settings | 802.1p Settings | Class Statistics

This page provides your Internet connection’s bandwidth usage information at the computer le

Computer Tx Throughput (Kbps) Rx Throughput (Kbps) =

Click the Refresh button to update the status.

[ @ce

Automatic Refresh Off

l @) Refresh I

Utilization by Application

This screen displays bandwidth usage from applications on your local network.

veri on

ﬁ Home Wireless ﬁ My Network .-.I® Firewall Settings X Services & System

Q‘ls Parental Control Storage Personal Domain Name IP Address Distribution Advanced

Overview | Utilization by Computer Traffic Priority | Traffic Shaping | DSCP Settings | 802.1p Seftings | Class Statistics

This page provides your Internet connection’s bandwidth usage information at the application level.

Application Protocol Tx Throughput (Kbps) Rx Throughput (Kbps) =

Click here to add a new Application defintion

Click the Refresh button to update the status.

l @ close Il}\utumatic Refresh oﬂ" @) Refresh l
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Traffic Priority

verizon’

This screen displays the QoS input and output rules. These will change depending on the selection you
selected on the Services > QoS > Overview page.

veri-on

_—
h Home F.\ Wireless

ﬁ My Network

IP Address Distribution

Firewall Settings x Services

Advanced

& System

Ovwverview | Utilization by Computer | Utilization by Application Traffic Shaping | DSCP Settings | 802.1p Settings | Class Statistics

QoS Input Rules

[pane

Rule 1D Source Address Destination Address Match Operation Status Action
LAHN Bridge Rules New Entry
LAN Wireless 802.11n Access Point Rules New Entry
LAHN Hardware Ethernet Switch Rules New Entry
WAN ETHoA Rules Hew Entry
WAN PPPoE Rules HNew Entry
WAN Devices
7 Any Any SIP - UDP 5080 -= Any Priority 7 (Queue 3 - Active A% JE'H
Highest)
DSCP 0X2E Mask 0X3F
V& Any Any IGMP - Protocol 2 Priority & (Queue 3 - Active A \ ﬁ /[.
Highest)
DSCP 0X26 Mask 0X3F
Mo Connection
New Entry
All Devices New Entry
QoS Output Rules
Rule 1D Source Address Destination Address Match Operation Status Action
LAHN Bridge Rules Hew Entry
LAN Wireless 802.11n Access Point Rules New Entry
LAN Hardware Ethernet Switch Rules New Entry
WAN ETHoA Rules Hew Entry
WAN PPPoE Rules Hew Entry
WAMN Devices
o Any Any SIP - UDP Any -= 5060 Priority 7 (Queue 3 - Active * \ a +J
Highest)
DSCP 0X2E Mask 0X3F
W1 Any Any IGMP - Protocol 2 Priority & (Ques - Active * \ % /l" .;

Highest)
DSCP 0X26 Mask 0X3F
No Cannection

[ |6 nternet

RS
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Traffic Shaping

This page allows you to add traffic shaping rules. Click New Entry to add a rule.

verizon

_—
o \Vireless i!i My Hetwork Y Firewall settings Services System

Overview [el] Parental Control  Storage  Personal Domain Hame  IP Address Distribution  Advanced

Ovwerview | Utilization by Computer | Utilization by Application | Traffic Priority DSCP Settings | 802.1p Settings | Class Statistics

[¥ WAN ETHoA Automatic Uniimited

Device Tx Bandwidth Rx Bandwidth TCP Serialization Action
B
New Entry 7]

(o= )(@m)(@em)

Once you click New Entry, select the device/Gateway segment you want to configure from the drop-down
menu.

‘f;\' Wireless i!i My Hetwork

-y Firewall Settings X Services
am

L] Farentsl Cortrol  Storage  Personal Domain Name  IF Address Oistribution  Advanced

Owerviaw | Utilization by Computer | Uilization by Application | Traffic Priority | | DSCF Settings | 202.1p Settings | Class Statistics

Device: LAN Hardweare Ethernet Switch ]

Tu Traffie Shaping

T Bandwicth: Specifty | =] 96000 Kbps
TCP Seriglization: Disabled
Gueve Policy: Class Bassd &

L Bandwidth
Class ID Hame Priority FEERTE —— Status Action
default default 4 0 Kbps Unlimited Active

Hew Entry b

Rx Traffic Policing

Fx Banduwictth: Specity | 95000 Kbps
Queus Policy: Policer -

Bandwidth -
Class ID Hame Reserved Maximum Status Action

Hew Entry )

ICER =S ==

Tx Bandwidth: Select the Tx traffic bandwidth from the drop-down. Select Specify to enter your own value,
Automatic, or Unlimited.

TCP Serialization: Select Enabled or Disabled.
Queue Policy: Select Class Based or Strict Priority.

Rx Bandwidth: Select the Rx traffic bandwidth from the drop-down. Select Specify to enter your own
value, Automatic, or Unlimited.

Queue Policy: Select Policer, Class Based or Strict Priority.
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DSCP Settings

This page allows you to configure DSCP (Differentiated Services Code Point) settings. Click the pencil icon to
edit the priority and settings for each DSCP value.

veri on

e -‘ e X e

Uvervle W QoS Parental Control Storage Personal Domain Name IP Address Distribution Advanced

Overview | Utilization by Computer | Utilization by Application | Traffic Priority | Traffic Shaping 802.1p Seftings | Class Statistics

DSCP Value (hex) 802.1p Priority
0x0 0 (Queue 1 - Low)

=
5]
=
=]
-]

0x2 0 (Queue 1- Low)
Oxd 4 (Queue 2 - High}

0x6 4 (Queue 2 - High}
0x8 (Queue 0 -

0xC

OxE

0x10 )
0=12 [\ 3 - Highest)
Ox14 ( 3 - Highest)
0x18 ( 3 - Highest)
ox18 5q 2 - High}
Ox1A 5 (Queue 2 - High)
ox1C 5 (Queue 2 - High)
0=1E S - High}
0x26 5 (Queue 2 - High)
O0xZE T (Queue 3 - Highest)

New Entry

TRRRRRRURRRRRRVRRRR
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802.1p Settings

This page allows you to configure 802.1p settings. Select the queue for each 802.1p value.

veri on

Overvle w  RELE Parental Control Storage Personal Domain Hame IP Address Distribution Adwvanced

Overview | Utilization by Computer | Utilization by Application | Traffic Priority | Traffic Shaping | DSCP Settings Class Statistics

802.1p Value

Queue 0 - Lowest =

Queue 3 - Highest |=

(e (o= )@=
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Class Statistics

veri on

- i
m Home ? Wireless i!i My Network Firewall Settings Services System

Glns Parental Control Storage Personal Domain Name IP Address Distribution Advanced

Traffic Shaping | DSCP Settings | 80

Mo statistics available

Click the Refresh button to update the status

@ close || Automatic Refresh 0% || (@) Refresh
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Parental Controls
Overview

To activate parental control, check the Enable Web Content Filtering box and then click OK. You will be
directed to the Filtering Policy page (refer to the next page).

veri on

D\-'er\ue Storage Personal Domain Name IP Address Distribution Advanced

Filtering Policy | Advanced Options | Statistics

Activate

l [¥ Enable Web Content Fittering

(o= )(@m )(0=]
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Filtering Policy

Once you enable Parental Controls, you can create filtering rules here.

veri-on

| Defaut Fitering Policy

LAN Computer Policy

LAN Computer
Add a LAN Computer

Filtering Policy

Add a Policy

Policy

Click the Refresh button to update the siatus.

[ @ox ]| @ nory ][ © cance ][ @Re.rm]

Default Filtering Policy: This is a global setting. If you select Block All, it will over-ride LAN Computer Policies and
Filtering Policies created and block all computers/devices from connecting to the Internet.
To use created policies, select Allow All.

LAN Computer Policy: This list will display any LAN computer policies. You can click the green +icon to add a new
entry, click the pencil icon to edit, or click the red X to delete the entry.

Click Add a LAN Computer to create a new entry (see below).

Filtering Policy: This list will display any filter policies that were created. You can click the green + icon to
add a new entry, click the pencil icon to edit, or click the red X to delete the entry.

Click Add a Policy to create a new entry (refer to the next page).

Add a LAN Computer

l.ﬁ Wireless

ﬁ My Hetwork

p—

Personal Domain Hame IP Address Distribution

LAN Computer:

Policy:

IEIIDck Al =

[ Schedule

Blways -

Enter the name or IP address (x.x.x.x) of your computer or device and then select Allow All, Block All, or any
created policy (see next page). You can then select a schedule from the drop-down. Click OK to continue.

WARNING: If you enter the computer you are working on and select Block All, you will disconnect from
the Gateway and will not be able to log back in (since you are blocked). You will have to connect to the
Gateway from another computer or reset the Gateway back to factory default settings.
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Add a Policy

=" virsless -té Firewall Settings
(] am

oo tor [eerainei] swme  Fwod G a1 e

s Distribution

x Senvices

verizon’

| Acvanced Options | Statistios

Name:
Description:

Websites and URL
Keywords Filtering:

List of Websites:
List of Keywords:

OK:

Haime: Palicyy

Deseription

Websites and URL Keywords Filtering

Block Access to These Webstes and URL Keywords 7]
Specify  list of Websites ssparated by spaces

=l

=

Specify  list of LRL Weywords separated by spacss

L

=

Enter a name for your policy.

Enter a description.

Select either Block Access to These Websites and URL Keywords or Allow Access to
These Websites and URL Keywords from the drop-down menu.

Enter specific websites you want to block or allow.

Enter keywords that are on websites that you want to block or allow.

Click to save your policies.

Created policies will then appear in the drop-down list when adding LAN computers.
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Advanced Options

If a user from your local network attempts to visit a site that you blocked, they will get redirected to the URL
you want. Enter the URL below and click OK. Click Reset Redirect URL to clear out the URL.

veri on

Dverwe W QoS Storage Personal Domain Name IP Address Distribution Advanced

Owverwview | Filtering Policy Statistics

|Advanced Options

Redirect URL: |

l '::}-'UK I[ 'Z:Jj.'Apply Il oCancel ]lResetRedirectURL
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Statistics

This page displays the number of allowed and blocked sites that were attempted to be view from your local
network.

veri on

Uvervle w Storage Personal Domain Name IP Address Distribution Advanced

Overview | Filtering Policy | Advanced Options

| Statistics

Click the Refresh button to update the status.

II Reset Statistics l I Automatic Refresh Off II ‘J__j Refresh l
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Storage

File Server

You can connect a USB thumb drive or external hard drive to the router and share it with users on your local
network.

veri-on

[ 1] Firewall Settings X Services System
am

¥ Enabled
NetBIOS Workgroup:

Automatic Sharing

[¥ Automatically Share All Partitions

Allow Guest Access.

File Server Shares

Comment Action
New Entry ¥ ]

Click the Refresh button to update the status

I @ ok II @ Appty ” O cancal II @Refresnl

Enabled: Check to enable access to your USB drive.
NetBIOS Workgroup: Enter the name of your workgroup.

Automatically Share All Check to automatically allow all partitions on your drive shared.
Partitions:

Allow Guest Access: Select the user rights for Guests - Disabled, Read only, or Read/Write.
File Server Shares: Your drive will appear here. Click the name of the drive to access the folders and files.
Advanced users can click New Entry to assign specific users, groups to specific folders on

your USB drive.

OK: Click OK to save your settings.
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Wireless

m flome

verizon’

Disk Management

Firewall Settings

X Services

1]
R

Crverview QoS Parertal Cortrol

EEERE  Fersonal Domain Name P Address Distribution Advanced

File Server |

¥ Enabled
Status:

1 Disk Connected

System Storage Area

Status:

OK

¥ sutomatically Create System Storage Area

Disks

Kingston DataTraveler 2.0 (Revw: 1.00)

Disk

Size
4777

Tvpe Partitions

ush-storage

Enabled:
Status:

System Storage Area
Status:

Automatically Create
System Storage Area:

Disks:

—
*

-

Click the Refresh button to update the status.

[ @ J[ @ J[@cros |[@reren |

Wireless

Check to enable the disk management.
Displays the status of your USB drive.
Displays the status of the

Check to automatically create a system storage area for your USB drive. The default partition
name will be A. If you uncheck this box, you can rename the partition (storage area).

Displays information about your USB drive. Click on the Name of the drive to access more
information about the drive (see below). Also, click the name under Partitions to view the
files on your drive.

i!i My Hetwork X Sernvices

-16 Firewall Settings
L [\

Owervisw @05 Parentsl Control

CEEES  Personal Domain Hame P Address Distribution  Advanced

File Server |

Digk Information

Digk:
Device:
Size:
Type:
Status.

Kingston
Tevisda
77T

ush-storage

Ready

DetaTraveler 2.0 (Rev: 1.00)

Partitions

Hame

A FAT16 =32M

Tupe

Status
Ready

Total Space Free Space

Action
393 5MB 3

477 6MB

Click the Refresh button to update the status

[ @ close ][ Unmourt ][@Re’resh]
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Personal Domain Name (DDNS)

Dynamic DNS is a dynamic IP address that can aliased to a static host name, allowing a computer on the
network to be more easily accessible from the Internet.

verizon

Host Name
Hew Dynamic DNS Entry

Click the Refresh button to update the status.

@ciose || @) Retresn

To add your DDNS information, click New Dynamic DNS Entry.

veri-on

ings X services

Host Name: Enter your full DDNS domain name (e.g. myrouter.dyndns.org).

Connection: Select the connection to which you would like to couple the DDNS service. The DDNS service will
only use the chosen device, unless failover is enabled. In this case, the failed-to device will be used
instead (assuming its route rules consent), until the chosen device is up again.

Provider: Selectyour DDNS service provider. The screen will refresh, displaying the parameters required by each
provider. The provider depicted herein is dyndns, which includes all available parameters.

User Name: Enter your DDNS user name.
Password: Enter your DDNS password.
Offline: If you wish to temporarily take your site offline (prevent traffic from reaching your DDNS domain
name), check this box to enable redirection of DNS requests to an alternative URL, predefined in your
DDNS account. The availability of this feature depends on your account’s level and type of service.
SSL Mode: With the gateway versions that support Secure Socket Layer (SSL), secured DDNS services are accessed

using HTTPS. Upon connection, the gateway validates the DDNS server’s certificate. Use this entry to
choose the certificate’s validation method.
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IP Address Distribution (DHCP)

Dynamic DNS is a dynamic IP address that can aliased to a static host name, allowing a computer on the
network to be more easily accessible from the Internet.

veri on

_—
m Home L ﬁ My Hetwork oY Firewall settings Services System
Overview (03 _ Farertal Conlrol _ Storage  Personal Domain Name dvanced
IP Address Distribution DHCP Server =

Start IP Adcress: ez 1es 1 H
End P Address 192 |[es | )

sssssssss 255 |[ess |[zss o

50
le Host hame If Not Specifies by Ciert
le DHIS Server fo Clients

MAC Address Action

IP Address Distribution: Select DHCP Server to have your Gateway assign IP settings to your Ethernet devices
connected to the LAN ports.

Start IP Address: Enter the starting IP address in your DHCP range.
End IP Address: Enter the end IP address in your DHCP range.
Subnet Mask: Enter the subnet mask of your network.
WINS Server: Enter the IP address of your WINS server (optional).
Lease Time in Minutes: Enter the lease time (in minutes).

Provide Host Name: Check this box if you want the Gateway to assign a host name to your device if one is
not supplied.

Provide DNS Server: Check this box to assign the DNS server to your devices.
DHCP Server Access Select Disable (turn off option), Served (to have the Gateway assign IP settings to only

Control: the devices in the list), or Denied (to have the Gateway assign IP settings to all devices
except for the ones in the list). Click New Entry to add devices to the list.
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System
Overview

This section displays system information about the Gateway.

Wireless ﬁ My Network Firewall Settings x Services & System

Settings Users Metwork Connections Monitor Routing Universal Plug and Play Maintenance Objects and Rules

=2 System Information

Gateway ID: PX2M1B8000013

Software 54121.20

Version:

Release Date: Sep 15 2011

Platfarm: D-Link DSL-27508 Board

Tag: Ntag-5_4_12 1_20

Compilation Flags: LIC=/home/bat/batidlink_bemS S 4 12 120110915 0744 confijpkg_bom®536x_dlink lic
CONFIG_RG_PROD_IMG=y DIST=DLINK_DSL2750B

System Up Time: 1 hour, 15 minutes

Load Average (1/0.01/0.01/0.00

5715 mins.):

Click the Refresh button to update the status.

Close " 'ZJ::; Refresh I
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Settings

This section allows you to change system settings on the Gateway. It is strongly recommended not to change
any of these settings. Click Date and Time on the right side to change the time and date on the Gateway (refer
to the next page).

veri-on

_—
m Home ? Wireless ﬁ My Network Firewall Settings Services

Overview [ESUINE  Users  Network Connections  Monitor  Routing  Universal Plug and Play  Maintenance  Objects and Rules

System
Werizon's Hostname: verizon
Local Domain home

Verizon Management Console

¥ Automatic Refresh of System Monitoring Web Pages
¥ warn User Before Configuration Changes

Session Lifetime: 7200 Seconds

Management Application Ports

Primary HTTP Management Port: 20
Secondary HTTP Management Port: 2080
Primary HTTPS Management Port: 443
Secondary HTTPS Management Port: 3443
Primary Telnet Port: 23
Secondary Telnet Port: 0
Secure Telnet over S5L Port: o

Management Application SSL Authentication Options

Primary HTTPS Management Client Authentication: Hone -
Secondary HTTPS Management Client Authentication:  [ngne -

Secure Telnet over SSL Client Authentication Hone -

System Logging

System Log Buffer Size: 16 KB
Remote System Notification Level, None -
I Persistent System Log

Security Logging
Security Log Buffer Size: 16 KB

Remote Security Notification Level. Mone -

[ Persistent Security Log

Swap

I Enabled
Status:
Swap Size: 0 ME

Host Information

¥ Enable Auto Detection of Host Services

(@ | @ |[@cnen ]
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Date and Time

This feature allows you to set the date and time values on your Gateway.

Localization
Local Time: Dec 31, 2002 20:18:22
Time Zone: | ESRCE ) =l
Daylight Saving Time
[ Enabled
Start Time: [var = [z e |-[o0
End Time: IO:tLI 28] (01 |:|o0
Offset; 80 Minutes
Automatic Time Update
¥ Enabled
Protocal 7 Time Of Day (TOD)
¥ Network Time Protocol (NTP)
Time Server Action
us.pool.ntp.org A \ Q
Hew Entry c\rl\'
Status: Time Sync Failed

Click the Refresh button to update the status

[ & ok ][ @ Apply ][ ) cancel ][ Clock Set ][@Refresh]

Local Time: Displays the current Gateway date and time.
Time Zone: Select your time zone from the drop-down menu.

Daylight Saving Time: Check to enable daylight saving time and then enter the desired Start and End values in
the fields provided. Click Apply to save the settings.

Automatic Time Update: Check the Enable box to use a time server. Check either TOD or NTP protocol and then
enter the Update Every box with a value (in hours). Click Sync Now to connect to the server.

You may use the default server or add your own server information by clicking New Entry.
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Users
Overview

The System > Users page allows you to create users and groups, and assign permissions. Administrator is the
default user.

veri-on

—
m Home F.\ Wireless ﬁ My Network .-I Firewall Settings Services System

Overview  Settings [IFC9S  Network Connections  Monitor  Routing  Universal Plug and Play  Maintenance  Objects and Rules
RADIUS Client

Users

Full Name User Name Role Permissions Action
Administrator admin admin Telnet "
Serial Console
Microsoft File Sharing Access

Groups

Description Members Action
Users Home user hY
New Group - ]

Users: Displays active users, roles, and permissions. Under Action, you can click the pencil icon to
edit the user’s settings, the green + to add a user, or the red X to delete the user.

Groups: Displays active group, description, and members (users assign to that group). Under Action,
you can click the pencil icon to edit the group’s settings, the green + to add a group, or the
red X to delete the group.
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RADIUS Client

This page allows you to use a RADIUS server to authenticate users to log into the router.

veri-on

m Home

Overview  Settings

N
f.\ Wireless

ﬁ My Network x Services

§ System
Users. Network Connections Monitor Routing Universal Plug and Play Maintenance Objects and Rules

Overview

¥ Enabled
Server IP: 0 in in in

-lé Firewall Settings
| T\

Server Port: 1812

Shared Secret

Enabled: Check this box to enable RADIUS server authentication.
Server IP: Enter the IP address of the RADIUS server.
Server Port: Enter the port used.

Shared Secret: Enter the shared secret (passphrase).
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Network Connections

This page will display the status of your network connections. You may add, edit, and delete these connections.

veri on

Ohwverview Settings Users Monitor Routing Universal Plug and Play Maintenance Objects and Rules

Name Status
Ya' LAN Bridge Connected
( LAN Hardware Ethernet Switch 1 Ports Connected
AN Wireless 802.11n Access Point Connected

Cable Disconnected

‘\'.a VAN PPPoE
New Connection

Internet Connection Setupll Status I

Name: Displays the name of the connection. Click on the name to edit.
Status: Displays the status of the connection.

Action: Click the pencil icon to edit the connection, the green + icon to add a new connection, or
the red X to delete the connection.

New Connection: Click to add a new connection.
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Network

This page will display network statistics on the Gateway.

Name

Device Name
Status

Network
Underlying Device

Connection Type

Download Rate
Upload Rate
MAC Address

IP Address
Subnet Mask
P
Distribution
Service Name
User Name
VRLVC
Encryption
Received Pack
Sent Pack:
Received Bytes
Sent Bytes
Receive Errors
Receive Drops
Time Span

LAN Bridge

b
Connected

LAN
LAN Hardware Ethernet
Switch

LAN W
Acc
Bridgs

eless 802.11n
Point

100.0 Mbps
100.0 Wbps
00:26:5a:

13871
17557
1897732
19222200

LAN Wireless 802.11n
- 55 Point

o]
Connected

LAN

Wirsless 802 11n Access
Point

130.0 Mbps

130.0 Wbps

00:26:5a:

Disabled

1:05:27

LAN Hardware Ethernet W DSL
=

bem_atmd

1 Ports Connected

LAN

Hardwars Ethernet DsL
Switch

100.0 Mbps

100.0 Mbps
00:26:5a:49:3e:0b

Disabled

460784

1:20:24

N ETHoA

PPPOE

sthoal

ETHoA PPPoE

Disabled

Click the Refresh button to update the status

[ @ cloze ][Aumma(ic Refresh oﬁ][Resex Slans(ics][ @ Refresh ]

CPU

This page will display the Gateway’s CPU statistics.

-

veri on

_—
? Wireless

ﬁ My Network

Overview

Seftings  Users

Network Connections

Routing

@ Firewall Settings

X Services

Universal Plug and Play

Maintenance

Objects and Rules

Gateway ID
System Up Time:

Load Average (1/5 /15 min

PX2M1B8000013
1 hour, 21 minutes
0.00/0.00/0.00

Processes

Process
init
openrg
smbd
nmed
smbd
nas
wps_moniter
eapd

Total Virtual Memory (VmData)

Heap size (VmSize)

Click the Refresh button to update the status.

[ @ close ][Autematlc Refresh Uﬂ][ (@) Refresh ]

ﬁ System

Hetwork

verizon’
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Routing

Overview

veri on

_—
*m Home ":! Wireless ﬁ My Network -l Firewall Settings Services System

Crhrerview Settings Users Metwork Connections Monitor Universal Plug and Play Maintenance Objects and Rules

PPPoE Relay

Routing Table

Name Destination Netmask Metric Action

New Route 4

Internet Group Management Protocol (IGMP) ¥ Enabled

[¥ IGMP Fast Leave
[~ IGMP Mutticast to Unicast

[ :J'-'-'|F|:|y QCancel

The routing table will display any routes. Check the IGMP Enabled box and check to enable IGMP Fast Leave
and/or IGMP Multicast to Unicast. Click OK to save your settings.

PPPoOE Relay

veri on

_—
Home N \lireless orl Firewall Settings Services System
L] m

Crhrerview Settings Users Network Connections Menitor Universal Plug and Play Maintenance Objects and Rules

Crverview

[v¥ Enabled

[ :J'-'-'||:|'.|y GCancel

Check the Enabled box to activate PPPoE relay. Click OK to save your settings.
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Universal Plug and Play (UPnP™)

veri on

e -l e & o

Crhrerview Settings Users Metwork Connections Monitor Routing Maintenance Objects and Rules

¥ Allow Other Network Users to Control Verizon's Network Features

¥ Enable Automatic Cleanup of Old Unused UPnP Services

WaAN Connection Publication:

PL.t:IM‘ AllW ._,rr=c,t|,r-

Allow Other Network Check this box to broadcast the router to all computers on your local network. You
Users to Control Verizon’s computer (if UPnP is enabled on your computer) will detect the router as a UPnP
Network Features: device.

Enable Automatic Check this box to have the Gateway automatically remove unused UPnP services.
Cleanup of Old Unused
UPnP Services:

WAN Connection Select Publish Only the Main WAN Connection.
Publication:

OK: Click OK to save your settings.
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Maintenance
Reboot

veri on

—
m Home ? Wireless i!i My Hetwork .-I Firewall Settings Services System

Overview  Settings Users  MNetwork Connections  Monitor  Routing  Universal Plug and Play i Objects and Rules

Restore Factory Settings | Firmware Upgrade | Diagnostics

Are you sure you want to reboot Verizon 7

Click OK to reboot the Gateway.

Restore Factory Settings

veri on

N
f;\ Wireless ﬁ My Network .-.I Firewall Settings Services System

Overview Settings Users Network Connections Menitor Routing Universal Plug and Play Maintenance Objects and Rules

Firmware Upgrade | Diagnostics

The following items will be restored to factory settings:

_ « User Defined Settings
ZF ) « Network Connections (all connected DHCP clients will have to request
new IP addresses)
Also, Verizon will have to reboot.

Are you sure you want to restore Verizon's configuratien to the factory defaults?

[ @ ok ][ @mm.l

Click OK to reset the Gateway to the default factory settings. All rules, users, groups, etc you configured will
be lost.
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Firmware Upgrade

veri on

e -‘ e y e

Owverview Settings Users MNetwork Connections Maonitor Routing Universal Plug and Play Objects and Rules

Reboot | Restore Factory Settings Diagnostics

Interrupting the upload process may result in an inoperable device. Please

:__ Uploading the firmware upgrade file may take a few minutes.
wait until Verizon finishes rebooting.

Browse to locate the file, then press OK to begin the firmware upgrade process.

‘ Firmware Upgrade File: || Browse.. |

[ @ ox ][ oc“m]

Visit the Verizon website to download a firmware upgrade file to your computer if available. Click Browse and
then navigate to the location of the upgrade file; the path will appear in the window. Next, click OK to begin
the upload to your Gateway.
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Diagnostics

This page will allow you to test different connection using Ping, ARP, Traceroute, PVC Scan, and OAM Ping.
Enter the IP address of your target (destination) and adjust settings if needed, then click Go. The results will
appear next to Status.

Ping (ICMP Echo)

Destination: H
o

Number of pings: l:l

Status:

I

ARP

Destination: o [0 |[o [0 |

5]

Status:

Traceroute

Destination:

Status:

PVC Scan

Status:

5]

OAM Ping

Type: [F# End-toEna [=]

VPRI

a

(] [n] @ [n]
o

WCI
Count:

I

Status:

Click the Refresh button to update the status.

[ @ close ][@Rmsh]
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Objects and Rules

Protocols

The Protocols page will display all the default and user-created services and their port information. This is
used for the Port Forwarding and Port Triggering features. You may click the pencil icon to edit the item, click
the red X to remove the item, or scroll all the way to the bottom and click New Entry on the left side to create
a new protocol.

veri-on

N
Home L) Wireless ﬁ My Network -16 Firewall Settings X Services
[ ] am

Overview Settings Users Metwork Connections Monitor  Routing Universal Plug and Play  Maintenance e CEn LR

Network Objects | Scheduler Rules | Certificates

Protocols Ports Action

Age of Empires (1, I & II TCP Any -> 23978 it
Any -» 50
Any -= 23

Any -> 2300-2400
Any = 47624
UDP Any - 23978
Any -> 6073
Any -> 2300-2400
AM 7 AOL ICQ TCP Any -» 5190 AN 4
UDP Any > 5190
AW Talk TCP Any -> 4099

%%

Aliens vs. Predator TCP Any -> 80
Any -» 2300-2400
Any -> 8000-858%
UDP Any -= 80
Any -= 2300-2400
Any -> 8000-858%
America's Army TCP Any -= 14200 h \ Q
Any -> 2002520048
UDP Any -= 1716-1718
Any -x ETTT
Any -> 27900

AL TCP Any = 5190-5193 AN 4
UDP Any > 5180 5193
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Network Objects

Network objects are devices on your local network such as computers, game consoles, media players, Internet
TVs, and network storage (NAS) devices, or a specific IP address or a range of IP address. You can add a network
object by clicking New Entry.

veri-on

N
Home L) Wireless ﬁ My Hetwork [ 1] Firewall Settings Services
[ ] am

Owerview Settings Users Metwork Connections Monitor Routing Universal Plug and Play Maintenance el CiELL RIS

Protocols Scheduler Rules | Certificates

A Network Object iz a set of host names, IP addresses or MAC addresses. Security rules can be applied to a distinct LAN subset using Network Objects.

Network Object Action
New Entry ]
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Scheduler Rules

Scheduler Rules will allow you to set up a specific schedule that you can apply to parental control and firewall
features. For example if you want to block your kids’ computers from the Internet at certain times, you can
create a schedule that specifies the day and time you want blocked, and then apply that schedule to a firewall
rule. Click New Entry or the green + icon.

veri on

N
0‘;\ Wireless ﬁ My Network .-I Firewall Settings Services System

Owerview Settings Users MNetwork Connections Monitor  Routing Universal Plug and Play  Maintenance Q=T LRSS

Protocols | Network Objects Certificates

Settings Status
New Entry

Click the Refresh button to update the status

I 'Z;:.'C\ose II ‘J__'} Refresh I

Click New Entry or the green + icon under Action and the following screen will appear.

veri-on

N
ﬁ Home ? Wireless ﬁ My Hetwork .-.I Firewall Settings Services System

Overview Settings Users Metwork Connections Monitor Routing Universal Plug and Play Maintenance [elJERCELLESTEEY

Protocols | Hetwork Objects Certificates

Hame: Scheduler Rule

Rule Activity Settings
& Rule will be Active at the Scheduled Time

€ Rule will b Inactive at the Scheduled Time

Time Segments

New Time Segment Entry

Name: Enter a name for your rule.
Rule Activity Settings: Select either the time frame is going to be active or inactive.
New Time Segment Entry: Click to enter the time frame you want for the rule.

OK: Click to save your rule.
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Certificates

veri on

—
ﬁ Home ';\ Wireless ﬁ My Network .-I Firewall Settings Services System

Owerview Settings Users MNetwork Connections Monitor  Routing Universal Plug and Play  Maintenance  RaTT=e el BT

Protocols | Network Objects | Scheduler Rules

I Verizon's Local -

Issuer
Werizon , CH=Jungo CA
Verizon remote update , CN=Jungo CA
Upload Certificate

| Close Il Create Certificate Request Il Create Self Signed Certificate

veri on

_—
*m Home ';\ Wireless ﬁ My Hetwork [ Firewall Settings Services System

Owerview Settings Users MNetwork Connections Meonitor Routing Universal Plug and Play NETHEEL TN Objects and Rules

Protocols | Network Objects | Scheduler Rules

Issuer
C=US, CN=Jungo CA
C=IL, ST=HaMerkaz, L=Metanya, O=Jungo CA, OU=IT CA, CN=Jungo Root CA, emailaddresz=yarony@jungo.com
D-Link ADSL C C=E, O=Baltimore, OU=CyberTrust, CN=Baltimore CyberTrust Root
2 C=U3, 0=VeriSign, Inc., OU=Class 3 Public Primary Certification Authority
Upload Certificate
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Advanced Configuration
Bridge Mode

Before following the steps below, please factory reset the DSL-2750B. After it has booted up, disable the

Wireless by depressing the button on the back of the unit. Complete the following steps to set up Bridge
mode on the DSL-27508B:

Open a web browser and enter http://192.168.1.1.

Log in with the default user name (admin) and password (refer to back label of 2750B).
Select My Network > Internet.

From the drop-down menu next to Connection type, select LAN-WAN Bridged Ethernet Connection
over ATM (Bridged ETHOA).

HwWN =

m Home

]
o [
Overview  [REnEs

i!i Ty Network

-l@ Firewall Settings
LT X

x Services ﬁ System

WA DSL
Connection Type: LAM-YYAN Bridged Ethernet Connection over ATM (Bridged ETHoA) (W
[l sutomatic PYC Scan

WPL o

Wl 35

Encapsulation:

5. Click Apply.
6. When the following message appears, click OK.

. Browser Reload:
2} Verizon Management Conscle might require reloading

=
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7. Browse to System > Network Connections and click WAN-LAN Bridge.

_—
°

Wireless

i!i My Network @ Firewall Settings X Services

Monitor  Routing  Universal Flug and Flay  Mairtenance  Objects and Rules

m Home

Owerview

§ System

Seftings  Users

llame Status Action
' VAN LAN Bridge Up it
) LAM Hardwvare Ethernet Switch 2 Ports Connected 3

LAM Wireless 602110 Access Pairt Disabled \

g AN ETHoA Connected ARt
" WAN DSL Connected . %
Hew Connection P

Internet Connection Selup“ Status l

8. Click the Settings tab.

Wireless | ﬁ My Hetwork '-l. Firewall Settings | X Services y System

Objects and Rules

Monitor  Routing  Universal Flug and Flay  Msintenance

| Overview  Setings  Users

A

[ General| | Settings [ Routing | Bridging | Advanced |
- S—

Device Mame: bril
Statug: Up
Schedule: Always W
Metvvark: WA
Connection Type: Bricige
Physical Address: 0 |26 s J:[s8 J:[ze  i[1e
Judies Automatic w1500
Internet Protocol Obtain &n IP Address Automatically |
[Joverride Subnet Mask
DHCP Lease: (
| Release

I DHS Server Obtain DNS Server Address Automatically | |

[IP Address Distribution Dizablad b ]

| @ | @ |[ @eures |
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9. Under Internet Protocol, change the setting to No IP Address. Click Apply.

verizon

Connection Tyae:
Physical Adchess:

10. When the Browser Reload message appears, click OK.
11. The following settings take place once the DSL-2750B is in Bridge mode:
a. VPI/VCI: 0/35
b. Encapsulation: LLC
¢. DHCP server is disabled for both wired/wireless clients
d. GUIlis accessible only through 192.168.1.1 by a PC configured with static IP address of 192.168.1.x/24.

Note: Once you have configured the DSL-27508B for Bridge mode, release and renew your network adapter cards.
On a DHCP line, your PC will now receive a public IP address.

On a PPPoE line, you should receive a 169.254.x.x IP address. The GUI will not be accessible and you should get the
following message when trying to do so.

\(:v | 4 192.168.1.1/index.c - [ avs ear Pl

] The connection has timed out

The server at 192,168, 1. 115 taking too long to respond,

Tiy Again

Cl«ona
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Multiple Static Public IPs

Before following the steps below, please factory reset the DSL-27508B.

Open a web browser and enter http://192.168.1.1.
Log in with the default user name (admin) and password (refer to back label of 2750B).
Select My Network > Internet.

From the drop-down menu next to Connection type, select LAN-WAN Bridged Ethernet Connection
over ATM (Bridged ETHoA).

HwWN =

m Home

Chvarvi ey

i-i My Network

-I® Firewall Settings
B

X Services y System

§ Int=

WAH DSL
Connection Type: LAN-ARN Bridged Ethernet Connection over AT (Bridged ETHoA) w0

[ automatic P4 Scan
WP 0
Wl 35

Encapsulation:

5. Click Apply.
6. When the following message appears, click OK.

--'!-.‘!? Fireveall Sutting

. Browser Reload:
2} Verizon Management Conscle might require reloading

) conee
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7. Click System > Network Connections > WAN-LAN Bridge.

veri-on

1| | | |
m Home f.\ Wireless ﬁ My Network .-l Firewall Settings |

Overview  Seftings  Users Monitor  Fouting  Universal Plug and Flay

Hame Status Action
ViAN-LAN Bridge Connected )

% LAN Hardware Ethernet Switch 2 Parts Cannected
LAK Wireless 02110 Access Point Connected \
S WAN ETHOA Connected . b4
i, AN DSL Connected 3

Hew Connection

Internet Connection Setup Status

8. Click Settings.

9. From the drop-down menu next to Internet Protocol, select Use the Following IP Address.
a. This will give you the option to input the static IP Address, Subnet, Gateway and DNS.
b. Enter your information and click Apply.

veri-on

N
Home %" Wireless -t Firewall Settings Services
[ ] [T

Ouerview  Seftings  Users Monitor  Routing  Universsl Flug and Flzy  Msirtensnce  Objects 2nd Fules

General | Settings | Routing | Eridging | Advanced

Device hame: )
Status: Connected

Schedule: Blways W
Network AN

Connection Type: Bridge
Physical Sddress: 28 =10

MTLE Automatic

Internet Protocol Use the Following IP Address

IP Address:
Subnet Mask:

Default Gatewvesy:
DNS Server Use the Following DNS Server Addresses W
Primaty DNS Server.

Secondary DNS Server:

IP Address Distribution Dizahled ¥

@ #prly O cancal
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10. When the following message appears, click OK.

veri-on

Home R L Firewall Settings x Services
| BEm

= o= .
Owerview  Setings  Users (1 Monitor  Routing  Universal Plug and Play  Maintenance  Objects and Rules

[ General | Settings | Routing | Bridging | Advanced

. Browser Reload:
¢ ) Verizon Management Console might require reloading

@ o O cancal

11. Additional Public IP Addresses can be statically configured on LAN PCs.
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Connect to your Wireless Network
Windows® 8

1. Click on the wireless computer icon in your system tray (lower-right corner
next to the time).

Networks

Airplane mode
off [ |

2. Alist of available wireless networks will appear. Wik 2
I-FI

00265a493ele
dlink-5A2C
dlinkedcf
m-lounge

vanilla

3. Click the wireless network (SSID) you want to connect to and then click
Networks

Airplane mode
off [ |

Connect.

Wi-Fi 2
00265a493etle
dlink-5A2C
dlinkedcf
m-lounge

vanilla

Connect automatically

4. If the network is secure/encrypted, enter the Wi-Fi password (security key)

and click Next. (© Networks

vanilla

Enter the network security key

oooool
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5. Click either to enable or disable file sharing.

(© Networks

6. You will now be connected to your wireless network. —

Do you want to turn on sharing
between PCs and connect to devices
on this network?

No, don’t turn on sharing or
connect to devices
For networks in public places

Yes, turn on sharing and connect
to devices
For home or work networks

If you get a good signal but cannot access the Internet, confirm the encryption by reviewing the profile or
check the TCP/IP settings for your wireless adapter. Refer to the Networking Basics section in this manual for
more information.
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verizon’

It is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before
configuring your wireless adapter. If you are joining an existing network, you will need to know the passphrase

being used.

1. Click on the wireless icon in your system tray
(lower-right corner).

2. The utility will display any available wireless networks in your area.

11:21 AM
9/ 72009

Wireless Icon

Mot connected

I:dﬂ] Connections are available

Wireless Network Connection
dlink

kay2690_24

AllenH DIR-655

SD6_WLAN

DAP-2690g

wpstestl

BBIQ633304WPAZ

Eddie_APMNAS

+s

~

M
M
M
M
A
M
M
|

Open MNetwork and Sharing Center

 F——T p—
—_—
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3. Highlight the wireless network (SSID) you would like to connect
to and click the Connect button.

Mot connected g

:ljﬂ Connections are available 3
If you get a good signal but cannot access the Internet, check S
your TCP/IP settings for your wireless adapter. Refer to the Wireless Network Connedtion N
Networking Basics section in this manual for more information. - =

dlink ﬁﬂ!
[¥] Connect automatically
kay2690_24 M
james2680g 1.__1ﬂ
ALPHA M
dlink 888 M
SD6_WLAN "
DAP-2690q |

Open Network and Sharing Center

— -

4. Thefollowing window appears while your rt't‘_'}' Connect to a Network
computer tries to connect to the Gateway.

Getting information from dlink...

| — |

r@ Connect to a Network ﬁ

5. Enter the same passphrase that is on your
Gateway and click Ok.

Type the network security key

It may take 20-30 seconds to connect to the Security ke |

wireless network. If the connection fails, please [7] Hide characters
verify that the security settings are correct.
The passphrase must be exactly the same as
on the Gateway.

You can also connect by pushing the
butten on the router,
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Windows Vista®

Windows Vista® users may use the built-in wireless utility. If you are using another company’s utility please refer
to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities will
have a“site survey” option similar to the Windows Vista® utility as seen below.

1. Right-click on the wireless computer icon in your system tray

(lower-right corner next to the time). Select Connect to a [
network Mot Connected
L‘-. Wireless networks are available.
=
Connect to-a network
MNetwork and Sharing Center
?il 12401 Pl
iy
W 81772007
2. The utility will display any available wireless networks in ETE=~=
your area. Click on a network (displayed using the SSID) e
and C|iCk the connect button. Disconnect or connect to another network
% VOPtest Unsecured network il i
ﬁ diink Unsecured network ,ﬂ_U
El tuesday Security-enabled network !!JJJ
' E
SEtuga(cnnE(tu:n or network
Open Metwork and Sharing Center
3. Enterthe same security key or passphrase thatis on your =T
router and click Connect. © 2 comettoanawor
Type the network security key or passphrase for Candy
It may take 20-30 seconds to connect to the wireless The person wh setup the network can give you the key or psssphrase.
network. If the connection fails, please verify that the TSN

security settings are correct. The key or passphrase must
be exactly the same as on the wireless router.

[ Display characters

42 [Fyou have a USE flash drive with network settings for Candy, insert it now.
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Windows® XP

Windows® XP users may use the built-in wireless utility. If you are using another company’s utility, please refer
to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities will
have a “site survey” option similar to the Windows® XP utility as seen below.

1. Right-click on the wireless computericon in your system tray
(lower right corner next to the time). Select View Available
Wi reless Networks Cpen Metwork Connections

Repair
Yiew Awvailable Wireless Networks

Change Windows Firewall settings

2. The utility will display any available wireless networks

[ Wireless Network Connection 6 ['x |
inyour area. Click on a network (displayed using the etk Tasks Choose a wireless network
SS I D) an d Cl iC k th e con n ect b utto n & Refresh network list Click an item in the list below to connect to a wireless network in range or to get more
. information.
SRR P a
Unsecured wireless netwark aill
Related Tasks ((ﬁ)) default
1) Leam about wireless Unsecured wireless network |

networking lestest
gy et
¢ Change the order of B
¥ Security enabled wireless netwark

preferred networks

alll

\y testl

'g; Change advanced
settings

88 Security-enabled wireless network Al

etwork key. If you want to connect to this

network, dick Connect.

DGL-4300

((ﬁ))

v

3. The Wireless Network Connection box will appear. Wireless Network Connection
Enter the WPA/WPA2 passphrase and click Connect.

The network 'test1' requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless Type the key, and then dick Connect.

network. If the connection fails, please verify that Network key: I |
the WPA/WPA2 settings are correct. The WPA/WPA2 | |
passphrase must be exactly the same as on the wireless
router.

Connect l [ Cancel ]
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Networking Basics

Check your IP address

After you install your new D-Link wireless adapter and have established a wireless connection, by default, the
TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e., router) automatically. To verify your
IP address, please follow the steps below.

Windows® 8 Users

« Press the Windows key and R together. Type ecmd in the box
and click OK.

« At the prompt, type ipconfig and press Enter.

nlah
efe:192.168.08.197420

« This will display the IP address, subnet mask, and default ;
gateway of your adapter. 4

Windows® 7/Vista® Users
- Click Start, type emd in the search box and then click OK.
« At the prompt, type ipconfig and press Enter.

- This will display the IP address, subnet mask, and default
gateway of your adapter.

Windows® XP Users
« Click on Start > Run. In the run box type cmd and click OK.
« At the prompt, type ipconfig and press Enter.

« This will display the IP address, subnet mask, and the default
gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation, security settings, and the settings on your router.
Some firewall software programs may block a DHCP request on newly installed adapters.
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Statically Assign an IP Address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow
the steps below:

Windows® 8 Users

« Press the Windows key and then type IP. Click Internet Protocol Version 4 (TCP/IPvd) Properties @I&J
Settings on the right side and then click View General
Network Connections. You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

+ Right-click on the adapter which represents your 8 O 15 ks bl

wireless network adapter. @) Use the folloning IP address:
IP address: o7 168 . 0 .52
« Highlight Internet Protocol Version 4 (TCP /IPv4) ct e 253 2325« 8

. o Default gateway: 192,168 . 0 1
and click Properties. = esEey

Obtain DNS server address automatically
« Click Use the following IP address and enter an IP e i i e
address that is on the same subnet as your network

or LAN IP address on your router or network.

Preferred DNS server: 192 .168. 0 . 1

Alternate DNS server:

Example: If the router’s LAN IP address is
192.168.0.1, make your IP address 192.168.0.X ——T.
where X is a number between 2 and 99. Make sure

that the number you choose is not in use on the network.

+ Set Default Gateway the same as the LAN IP address of your router or gateway.
+ Set Primary DNS the same as the LAN IP address of your router or gateway.
+ The Secondary DNS is optional (you may enter a DNS server from your ISP).

+ Click OK to save your settings.
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Windows® 7/ Vista® Users

« Click on Start > Control Panel (make sure you are in
ClassicView). Double-click on the Network and Sharing
Center icon. If you are using Windows Vista, click on
Manage network connections along the left panel in
the window. For Windows*® 7, click on Change adapter
settings.

+ Right-click on the Local Area Connection which
represents your wireless network adapter which will be
connected to your network.

« Highlight Internet Protocol Version 4 (TCP /IPv4) and
click Properties.

+ Click Use the following IP address and enter an IP
address that is on the same subnet as your network or
LAN IP address on your router or network.

verizon’

Internet Protocol Version 4 (TCP/IPvd) Properties Iil“g—hj
General
You can get IP settings assigned automatically if your network supparts
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(") Obtain an IF address automatically
i@ Uge the following IP address:
IP address: 192,168 . 0 . 52
Subnet mask: 255,255,255, O
Default gateway: 192 . 168 . O 1
Obtain DNS server address automatically
i@ Use the following DNS server addresses:
preferred DNS server: 192,168 . 0 1
Alternate DNS server:
[ OK ] [ Cancel ]

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X where X isa number
between 2 and 99. Make sure that the number you choose is not in use on the network.

+ Set Default Gateway the same as the LAN IP address of your router or gateway.

« Set Primary DNS the same as the LAN IP address of your router or gateway.

» The Secondary DNS is optional (you may enter a DNS server from your ISP).

« Click OK to save your settings.

DSL-2750B User Guide

94



Windows® XP Users

« Click on Start > Control Panel. Make sure you are in Classic
View. Double-click on the Network Connections icon.

+ Right-click on the Local Area Connection which represents
your wireless network adapter.

« Highlight Internet Protocol (TCP/IP) and click Properties.

+ Click Use the following IP address and enter an IP address
that is on the same subnet as your network.

Example: If the router’s LAN IP address is 192.168.0.1, make
your IP address 192.168.0.X where X is a number between 2
and 99. Make sure that the number you choose is not in use
on the network.

Internet Protocol (TCP/IP) Properties

General.|

verizon’

the appropriate P zettings.

() Obtain an IP address automatically
(%) Use the following IP address:

IP address: [192.188. 0 . 52|
Subnet mask: [255. 255 . 255 0 |
Default gateveay: i_‘I§2_188__-6 3 1_|

Obtain M5 server address automatically
(@) Use the following DNS server addresses:
Preferred DNS server: ! 192.168. 0 .1 _!

Altemate DNS server: ; ; : J

You can get [P gettings assigned automatically if your network, supports
thiz capability. Otherwize, you need to ask your network. administrator for

[ Ok H Cancel ]

- Set Default Gateway the same as the LAN IP address of your router or gateway.

« Set Primary DNS as the LAN IP address of your router or gateway.

« The Secondary DNS is optional (you may enter a DNS server from your ISP).

« Click OK to save your settings.
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