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1. Introduction

The KM-410P supports multiple line modes. It provides four 10/100Base-T Ethernet interface at the
user end. Utilizing the high-speed ADSL connection, the device provide users with broadband connectivity
to the Internet or the Intranet for high-end users as net bars, office users, etc. can provide a downlink speed
up to 24 Mbit/s and uplink speed up to 1 Mbit/s.

1.1 Package L.ist

® One ADSL device(ADSL four port router)
® One external splitter

® One power adapter

® Two pieces of telephone lines(RJ-11,more than 1.8m)

® One piece of Ethernet cable(RJ-45, more than 1.8m)

® One copy of User’s Manual

® A quality guarantee card

® A centificate of quality

® One copy of driver and utility software CD(optional)
1.2 Safety Cautions

Follow these announcements below to pretect the device from risks and damage caused by fire or electric

power.

» Use volume labels to mark the type of power.

» Use the power adapter packed within the device package.

» Pay attention to the power load of the outlet or prolonged lines. An overburden power outlet or
damaged lines and plugs may cause electric shock or fire accident. Check the power cords regularly. If
you find any damage, replace it at once.

» Proper space left for heat radiation is necessary to avoid any damage caused by overheating to the
device. The long and thin holes on the Access Point are designed for heat radiation to make sure the
device works normally. Don’t cover these heat radiant holes.

» Do not put this device close to a place where a heat source exits or high temperature occurs. Avoid the
device from direct sunshine.

» Do not put this device close to a place where is over damp or watery. Do not spill any fluid on this
device.

» Do not connect this device to any PC or electronic product, unless our customer engineer or your
broadband provider instructs you to do this, because any wrong connection may cause any power or fire
risk.

» Do not place this device on an unstable surface or support.



1.3 Descriptions of LEDs and Interfaces

Front panel

PWR DATA LINK 4 3

Fig 1.3-1 Front panel

LED Color Status Descriptions
OFF No power
BWR Green/Red GREEN Dev?ce ?n?t OK
RED Device init
RED BLINK | Fireware upgrade
OFF No WAN link
DATA Green BLINK WAN data transiting
ON WAN link established and active
OFF Initial self-test failed
LINK Green BLINK Device is detecting itself
ON Initial self-test of the unit is OK and ready
OFF No LAN link
4/3/2/1 Green BLINK LAN data transiting
ON LAN link established and active
Rear panel

Etharnat
O I‘\_rl U O
LINE RESET 1 2 3 4 POWER ON/OFF
| |

Fig 1.3-2 Rear panel

Items Usage
Line Line RJ-11 port
Reset Resets to factory defaults. To restore factory defaults, keep

the device powered on and push a paper clip in to the hole.
Press down the button over 5 seconds and then release.




Items Usage
Ethernet Ethernet RJ-45 port

0 Power On/Off.
Power Power connector. DC 12 \oltage/1000mA,female pole is
positive.

1.4 System Requirements

Make sure first that you have prepared these following items to guarantee the ROUTER can work normally.

» Services subscriptions

» An 10BaseT/100BaseT Ethernet card installed on your PC

» HUB or Switch. (Attached to several PCs through one of Ethernet interfaces on the device)
» Operation system: Windows 98SE, Windows 2000, Windows ME, or Windows XP

» Internet Explorer V5.0 or higher, or Netscape V4.0 or higher, or firefox 1.5 or higher.

1.5 Feature

» Supports various line modes

» Supports external PPPoE dial-up access

» Supports internal PPPOE/PPPoA dial-up access
» Supports leased line mode

» Supports ZIPB (Zero Installation PPP Bridge Mode)
» Supports 1483B/1483R/MER access

» Supports multiple PVVCs(eight at most) and these PVVCs can be isolated from each other
» Support a single PVC with multiple sessions

» Support multiple PVCs with multiple sessions
» Supports the binding of the ports and the PVVCs
» Supports the 802.1Q and 802.1P protocol

» Supports DHCP server

» Supports NAT/NAPT

» Supports static route

» Supports firmware upgrade: WEB/tftp/ftp

» Supports reset to factory default:reset, WEB

» Supports DNS relay

» Supports Virtual server

» Supports DMZ functions

» Supports two-level passwords and usernames

» Supports WEB interface

» Supports telnet CLI

» Supports System status display

» Supports PPP session PAP/CHAP

» Supports IP filter function



Supports IP QoS function

Supports remote access control

Supports line connection status test

Supports remote management (Telnet; HTTP)

Supports configuration file backup and restoration function

Ethernet supported such as Crossover Detection & Auto-Correction and polarity correction

Supports UPnP



2. Hardware Installation

1. Refer to the figure below: Connect the DSL port of the device and the ROUTER port of the splitter with
a telephone cable; connect the phone to the Phone port of the splitter through a cable; connect the incoming
line to the Line port of the splitter.
The splitter has three ports:
LINE: Connects to a wall phone jack (RJ-11 jack)
ROUTER: Connects to the DSL jack of the device
PHONE: Connects to a telephone set
2. Connect the LAN port of the device to the network card of the PC via an Ethernet line (MDI/MDIX).
Note: Use twisted-pair cables to connect with the HUB/Switch.
3. Plug the power adapter to the wall outlet and then connect the other end of it to the PWR port of the
device.

Connection 1: Fig. 2-1 displays the application diagram for the connection of the Router, PC, splitter and
telephone set.

Etharnat
2 B B " o TR ey WY iy W O
LINE RESET 1 2 3 &4 POWER ONI/OFF

—

e
ADSL service T i T
socket Modem _

RJ-45
4 Line Power
Phone adapier
Splitter *
i % PC Power adapter
Phone Phone

Fig 2-1 Connection Diagram (Without connecting telephone sets before the splitter)

Connection 2: As illustrated in the following figure, the splitter is installed close to the device.



Ethernat

o [ IO

LINE RESET 1 4 POWER ON/OFF
—7 —
ADSL service T'“" : T T
socket Line Modem -
44— Power
—~ Fhone adapicr
Filter | splinter ¢
Phone iid PC Power adapter
Phone Phone

Fig 2-2 Connection Diagram (Connecting a telephone set before the splitter)

® |tis recommended to follow the Connection 1 in an actual connection!
® Note: When Connection 2 is used, the filter must be installed close to the telephone lines. (See Fig.
2-2. Do not use the splitter instead of the filter).
Installing a telephone directly before the splitter may lead to a failure of connection between the device and
the device of LAN side, or cannot access into the Internet, or slow the connection speed if you really need to add
a telephone set before the splitter, you have to add a MicroFilter before connecting to a telephone set. Do not

connect several telephones before the splitter. Moreover, do not connect several telephones with MicroFilters.



3. Introducing the Web Configurator

3.1 How to access ROUTER

The following introductions are prepared for the first time users, it is a detail “How-To” user
guide.

1. Open IE browser, then enter http://192.168.1.1 in address bar.

2. You are required to enter user name and password. See the Fig 3.1-1.
® The super user name and password is admin/admin

® The common user name and password is user/user

% Input username and password

[lsernane:| |

Passrurd:| |

Fig 3.1-1

3. If you enter as super user, the below screen will be displayed when you enter successfully.

| Syztem | LAN | WAN | Port Mapping | Statistic | 4RP Table |

Svstem Status System Status
Thiz page showz the current status and some basic settingz of the dewice.
S¥stem
Alias Name ADSL Modem/Router
Software ¥ersion 1.3.9
D5P ¥erszion 2.8.1.3
D5L
D5L mode T1.413 G.Dmt ADSL2 ADSL2+
DSL Status ACTIVATING.
Upstream Speed 0 kbps ()
Downstream Speed 0 kbps ()
Opstream SHR 0. 0dB
Downstream SHR 0. 0dE
reconnection Counts 0
Optime 3 min
Showtime

Fig 3.1-2

After you enter router as super user, you can check, config and modify all the options. You can use the
system diagnostic function also.

If you enter as common user, you can check the status of ROUTER, but can’t change the most of options.


http://192.168.1.1/

3.2 Status

Click Status in the menu to open the sub-menu which contains 6 items: System, LAN, WAN, Port
Mapping, Statistic and ARP Table.

3.2.1 System

Click System in the sub-menu to open the screen of Fig 3.2.1. In this page, you can view the current status

and some basic settings of this router, for example, Software Version, DSL mode, Upstream Speed, Downstream

Speed, Uptime and so on.

| Syatem | LAN | WAN | Port Mapping | Statistic | ARP Table |

System Status System Status
Thiz page zhowz the current ztatuz and some bazic =zettings of the dewice.
S¥ystem
Alias Hame ADSL Modem/Router
Software Version 1.3.8
DSP ¥Wersion 2.8.1.3
DSL
DSL mode T1.413 G.Dmt ADSL2 ADSL2+
DSL Status ACTIVATING.
Opstream Speed 0 kbpz )
Downstream Speed 0 kbp=s ()
Op=stream SNE 0. 0dB
Downstream SHE 0. 0dB
reconnection Counts 1}
Optime 3 min
Showtime

Fig 3.2.1

3.2.2 LAN

Click LAN in the sub-menu to open the screen of Fig 3.2.2. In this page, you can view the LAN IP, DHCP
Server status, MAC Address and DHCP Client Table. If you want to config the LAN network, refer to chapter
3.4.1 “LAN Settings”.



L %|Wﬂﬂ'|Pnrt Mapping | Statistic | ARP Table |

LAN Status LLan Status

This page shows szome basic status of Lan.

LAN Configuration

IP Address 192,168 1. 1
Subnet Nask 255, 265 255, 0
DHCF Server Enabled

HAC Address 00-e0-4c—86-T0-01

DHCP Client Table

None =

Fig 3.2.2

3.2.3 WAN

Click WAN in the sub-menu to open the screen of Fig 3.2.3. In this page, you can view basic status of WAN,

Default Gateway, DNS Server, ect. If you want to config the WAN network, refer to chapter 3.5.1 “WAN
Interface”.

| em | LaN | 4% | Port Mapping | Statistic | ARP Table |

WAN Status WAN Status

Thiz page zhowz zome baszic sztatus of Wan.

Internet_R_&_35 8735 LLC FPFoE Osec /
Ozec

Default

Gateway

DHS Servers

Fig 3.2.3

3.2.4 Port Mapping

Click Port Mapping in the sub-menu to open the screen of Fig 3.2.4. In this page, you can view the mapping
relation and the status of port mapping.

12



| System | LAN | WAN | P tatistic | ARP Table |

Port Mapping Port Mapping

This page shows the mapping relation and the status of port mapping.

Status: Disabled

Napping Relation

‘Select  Imterface  Priority

|Defau]_t |LAN4, LAN3, LANZ, LAN1, Internet_E_&_35 | low

Groupl Low

Im low

Group3 low

Groupd 1ow
Fig 3.2.4

3.2.5 Statistic

Click Statistic in the sub-menu to open the menu in the left bar, whick contains two items: Traffic Statistic
and DSL Statistic.
3.2.5.1 Traffic Statistic

Click Traffic Statistic in the left bar to open the screen of Fig 3. 2.5.1. In this page, you can view the

statistics of each network port.

Status Status
em | LAN | WAH | Port Mappin ARP Table |
Traffic Statistics — Port
Statistic
DSL Statistic Thiz page shows the statisticz of each network port.

1] 1]

| ethl | 585 | 0o | 0 | 623
Internet R 83 0 | O | 0o | 0o | O 0
Fig3.2.5.1

3.2.5.2 DSL Statistic

Click DSL Statistic in the left bar to open the screen of Fig 3.2.5.2. In this page, you can view the ADSL

line statistics, downstream rate, upstream rate, ect.

13



Status Status

System | LAN | WAN | Port Mapping | Statistic | ARP Table |

Traffic Statistics — ADSL

&d=]l line statistics.

Node

Latency

Trellis Coding Enable
Status ACTIVATING.
Fower Lewel Lo

Fig 3.2.5.2

3.2.6 ARP Table

Click ARP Table in the sub-menu to open the screen of Fig 3.2.6. In this page, you can view the talbe which
shows a list of learned MAC addresses.

| S¥=tem | LAN | WAN | Fort Mapping | Statistic
ARP Table ARP Table

Thiz table shows a list of learned MAC addresses.

192, 168, 1. 22 |00-16-TA-E1-AT-T4

Fig 3.2.6

3.3 Wizard

Click Wizard in the menu to open the sub-menu which contains one item: Wizard.

3.3.1 Wizard

Wizard enables speedy and accurate configuration of your Internet connection and other important
parameters. The following sections describe these various configuration parameters. Whether you configure
these parameters or use the default ones, click 'Next' to enable your Internet connection.

When subscribing to a broadband service, you should be aware of the method by which you are connected
to the Internet. Your physical WAN device can be either Ethernet, DSL, or both. Technical information regarding
the properties of your Internet connection should be provided by your Internet Service Provider (ISP). For

example, your ISP should inform you whether you are connected to the Internet using a static or dynamic IP

14



address, or what protocols, such as PPPOA or PPPoE, you will be using to communicate over the Internet.

Click Wizard in the sub-menu to open the screen of Fig 3.3.1-1. In this page, you can config the VPI/VCI

number.

| Wizard |

Vizard Wizard

This Wizard will guide wou through the stepz necesszary to configure s our
DSL Router.

Note:This PViC will instead of the first original PViC.

ATE PY¥C Configuration

The Wirtual Path Identifier (VFI) and Virtual Charmel Identifier (VCI) are
needed for =zetting up the ATM FVC.
Do not change VPI and WCI rumbers unlesz wour ISP instructz wou otherwisze.

VFI: [0 |(0-255)
VCI: [35  |(32-65535)

Fig 3.3.1-1

Be sure to use the correct Virtual Path Identifier(\VPI) and Virtual Channel Identifier(\VCI) numbers
assigned to you. The valid range for VVPI is 0 to 255 and for VCI is 32 to 65535(0 to 31 is reserved for local
management of ATM traffic).

Then press Next, the Fig 3.3.1-2 screen will appear. In this page, you can select the WAN Connect Type and

the encapsulation method.

| Wizard |

Wizard Connection Type

Select the twpe of network protocol and encapsulation mode ower the ATH
PViC that wour ISP haz instructed wou to us=e.

WAN Connection Type: OPPP aver ATM(PPPoA)
O PFF over Ethernet (PPPoE)
(1483 MER
1483 Routed

483 Bridged

Encapsulation Node: |LLC/SNAF

[ € Back | [ Hext > |

Fig 3.3.1-2

15



The following table describes the fields in this screen.

Label Description

WAN Connection Type Select the WAN Connection Type here, you can select PPPoA, PPPoE,
1483 MER, 1483 Routed or 1483 Bridged.

Encapsulation Mode Select the method of encapsulation used by your ISP from the drop-down
list box. Choises are LLC/SNAP or VC-Mux.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

If you select PPPoA or PPPoE in WAN Connection Type, click Next, the screen of Fig 3.3.1-3 appears as

shown next.

Status Wizard LAN YAN Advance Admin Diagnostic

| Wizard |

WAN IP Settings

Wizard

Enter information prowvided to wou by wour ISP to configure the WAN IP =zettings

#0btain an IF address aut omatically
Cillze the following IF addreszs:

VAN TF Address:

[“]Enable NAT

< Back | [ Next >
Fig 3.3.1-3
The following table describes the fields of this screen.

Label Description
Obtain an IP address The dynamic IP is not fixed; your ISP assigns you the different one each
automatically time.
Use the following IP Astatic IP is a fixed IP that your ISP gives you.
address
WAN IP Address Input the IP address of the WAN interface provided by your ISP
Enable NAT Select it to enable the NAT functions of the MODEM. If you are not to

enable NAT and intend the user of the MODEM to access the Internet
normally, you must add a route on the uplink equipment; otherwise the
access to the Internet will fail. Normally, it is required to enable NAT.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

Then click Next, the screen of Fig3.3.1-4 appears as shown next.

16



Wizard

| Wizard |

Wizard

PFP Username and Password

FFF usually requirez that sou have a user name and password to establish wyour
connect 1on.

In the boxes below, enter the uzer name and password that wour ISF has provided to
Fiou.

FFFP Username: | |
FFFP Password: |

FFF Cormection (& Contirmous

Type: O Connect on Demand

Idle Time:
@ Marmal

Idle Time [:::]

[ < Back | [ Wext >

Fig 3.3.1-4

The following table describes the fields of this screen.

Label Description

PPP Username The username and password apply to PPPoE and PPPoA encapsulation
PPP Password only. Make sure that you have entered the correct username and password.
PPP Connection Type Choices are Continuous, Connect on Demand and Manual.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

Then click Next, the screen of Fig3.3.1-5 appears as shown next.

17




Status

Wizard LAN TANR Advance Admin Diagnostic

| Wizard |

Wizard

LAN Interface Setup

Thiz page iz used to configure the LAN interface of wour ADSL Eouter.

LN IF:
LaN Netmask:

Secondary LAN IP:
Secondary LAN Netmaslk:

182, 168. 1.1
2658, 266, 266.0

Enable Secondary IP

192, 168, 100. 1
266, 265, 2588, 0

DHCP Server

Set and configure the Dyvnamic Host Protocol mode for wour dewice.

fEnable DHCP Serwver

Start IP: 182, 168.1. 2
Eng IF: 182, 165, 1. 284
T Leems Tmes 1 Day 0 Hour |0 Min (If all iz -1,Max Leaze Time i=

not limited)

[ < Back | [ Nest »

Fig 3.3.1-5

The following table describes the fields of this screen.

Label

Description

LAN IP

Enter the IP address of your ROUTER in dotted decimal notation, for
example, 192.168.1.1(factory default)

LAN Netmask

Type the subnet mask of LAN IP.

Enable Secondary IP

Select this check box to enable the secondary LAN IP

Secondary LAN IP

Enter the secondary IP address of your ROUTER in dotted decimal
notation, for example, 192.168.100.1(factory default)

Secondary LAN Netmask

Type the subnet mask of the secondary LAN IP

Enable DHCP Server

Select this check box to enable the DHCP Server

Start IP

This field specifies the first of the contiguous addresses in the IP address

pool.

End IP This field specifies the last of the contiguous addresses in the IP address
pool.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

If you finish the settings of this page, click Next, the screen appears as shown next.

18




¥izard

| Wizard |

Wizard

RAN Setup — Summary

Make =zure that the zettingz below match the settings provided by wour ISP.

WAN Setup:

YPI/¥CI 0./ 3%

Connect Type PFPoE LLC/SHAP, connect forewver
NAPT Enabled

TAN IP auto azsigned

Re=zerved Gateway

auto azzigned

DRS Server

mrto azzigned

LAN Configzure:

LAN TP

192.168.1. 1 / 2565. 256. 256. 0

Secondary IP

192, 168. 100. 1 / 285, 255. 256, 0

DHCPF Server

Enabled

DHCP IP Range

192, 168. 1.2 ~ 192, 168. 1. 254

DHCP Lease Time

lday Ohour Omin

[ Finish |

Fig 3.3.1-7

If you select 1483 MER in Fig 3.3.1-2, the screen appears as shown next.

‘IIiHHHiHE!II

| Wizard |

Click "Finish” to zawe these settings. Then swstem will reboot.. Click "Back”
to make any modifications.

[ < Back |

¥izard

O]
@]

0®

WAN IF Settings

Obtain an IP addreszs automaticallsy
Uze the following IP addre=s:

WAN TP Address=: 0.0.0.0
WAN Subnet Mask: |255. 255, 255,10
Default Gatewsaw: |0, 0 0.0

Obtain DNS zerver addrezszes automaticallsy:

Uze the following DNS serwer addresses:

FPrimary DNS

Enter information prowided to sou by wour ISF to configure the WAN IF settings.

[0.0.0.0 |
SEerver:
Secondary DHNS |D 0. 0.0 |
SEerver: et
Enable MAT
[ € Back | [ Hext > |
Fig 3.3.1-8

The following table describes the fields of this screen.
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Label

Description

Obtain an IP address
automatically

The MODEM will obtain a (WAN) IP address automatically and at this
time it will enable DHCP Client functions. The WAN IP address is
obtained from the uplink equipment like BAS and the uplink equipment is
required to enable the DHCP Server functions.

Use the following IP
address

If you want to input the WAN ip address by yourself. Check this entry and
then input related data in the field.

WAN IP Address

Input the IP address of the WAN interface provided by your ISP

WAN Subnet Mask

Input the subnet mask concerned to the IP address of the WAN interface
provided by your ISP.

Default Gateway

You can input the IP address of the default gateway by yourself, click this
entry and then input related data in the fields.

Obtain DNS server
addresses automatically

To obtain the IP address of the DNS server assigned by the uplink
equipment such as BAS.

Use the following DNS
server addresses

If you want to input the IP address of the DNS server by yourself, click
this entry and then input related data in the fields.

Primary DNS server

Input the IP address of the primary DNS server here.

Secondary DNS server

Input the IP address of the secondary DNS server provided by your ISP
here.

Enable NAT Select it to enable the NAT functions of the MODEM. If you are not to
enable NAT and intend the user of the MODEM to access the Internet
normally, you must add a route on the uplink equipment; otherwise the
access to the Internet will fail. Normally, it is required to enable NAT.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

If you finish the settings of this page, click Next, the screen of Fig 3.3.1-6 appears. The settings of this

screen, see above paragraphs.

If you select 1483 Routed in Fig 3.3.1-2, the screen of Fig 3.3.1-9 appears as shown next.

Status Tizard LAN TAR Advance Admin Diagnostic

| Wizard |

Wizard WAN IP Settings

Enter information prowided to you by wour ISP to configure the WAN TP =ettings.

Hone

Obtain an IP addrezz automaticallsy
Usze the following IF address:

VAN IP Address:

WAN Subnet Mask:

0®O

Obtain DNS serwver addresses automatically

Oo®

Uze the following DN3 zerver addreszes:

Primary DNS
SELVEL!
Secondary DNS
SEYVEY!

Enable NAT

[ < Back | [ Wemt >

Fig 3.3.1-9
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The following table describes the fields of this screen.

Label

Description

None

Obtain an IP address
automatically

The dynamic IP is not fixed; your ISP assigns you the different one each
time.

Use the following IP
address

Astatic IP is a fixed IP that your ISP gives you.

WAN IP Address

Input the IP address of the WAN interface provided by your ISP

WAN Subnet Mask

Input the subnet mask concerned to the IP address of the WAN interface
provided by your ISP.

Obtain DNS server
addresses automatically

To obtain the IP address of the DNS server assigned by the uplink
equipment such as BAS.

Use the following DNS
server addresses

If you want to input the IP address of the DNS server by yourself, click
this entry and then input related data in the fields.

Primary DNS server

Input the IP address of the primary DNS server here.

Secondary DNS server

Input the IP address of the secondary DNS server provided by your ISP
here.

Enable NAT Select it to enable the NAT functions of the MODEM. If you are not to
enable NAT and intend the user of the MODEM to access the Internet
normally, you must add a route on the uplink equipment; otherwise the
access to the Internet will fail. Normally, it is required to enable NAT.

< Back Click < Back to return to the previous screen

Next > Click Next > to go to the next screen

3.4 LAN

Click LAN in the menu to open the sub-menu which contains 2 items: LAN Settings and DHCP Settings. You

can use the LAN configuration to define an IP address for the DSL Router and configure the DHCP server.

3.4.1 LAN Settings

On this screen you can change the device's IP address. The preset IP address is 192.168.1.1. This is the
Private IP address of the DSL Router. This is the address under which the device can be reached in the local

network. It can be freely assigned from the block of available addresses.

Click LAN Settings in the sub-menu to open the screen of Fig 3.4.1. In this page you can config the LAN

network.
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Status Wizard LAN TAN Adwance Admin Diagnostic

| LAN Settings | DHCP Settings |

L4N Interface

LAN Interface Setup

Thiz page iz used to configure the LAN interface of wour ADSL Router.
Here wou may change the zetting for IFP addresss, subnet mask, etc..

Note: Pleaze Commit/Reboot if wou want to make thiz settingz effectiwve
immediately.

Interface Name: hri
IP Address: 182,168, 1.1
Subnet Hask: 2hbh, 265, 256.0

IF] Secondary IP

bpply Changes

Fig 3.4.1

The following table describes the fields of this screen.

Label Description
IP Address Input the IP of Local area network interface here.
Subnet Mask We recommend that you use an address from a block that is reserved for

private use. This address block is 192.168.1.1- 192.168.255.254

Secondary IP

Select this checkbox to enable the secondary LAN IP. The two LAN IP
must be in the different network.

Apply Changes

Click this button to save the settings of this page.

3.4.2 DHCP Settings

DHCP(Dynamic Host Configuration Protocol) allows the individual client(computers) to obain the TCP/IP

configuration at start-up from the centralize DHCP server. You can configure this router as a DHCP server or

disable it. DHCP server can assign IP address, an IP default gateway and DNS server to DHCP clients. This

router can also act as a surrogate DHCP server(DHCP Proxy) where it relays IP address assignment from a actual

real DHCP server to clients.

If the DHCP was disabled, the screen of Fig 3.4.2-1 appears. You can enable/disable DHCP Server or DHCP

Proxy.
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Status Wizard LAN WAN Advance Admin Diagnostic

| DHCP Settings |

DHCF Settings

DHCP Server Setup

Enable the DHCP Serwer if wou are using thiz device as a DHCP szerver. This page
list= the IP address pools available to hosts on your LAN. The dewice distributes
mumbers in the pool to hostz on your network as they request Internet access.
Thiz page iz also uszed to configure the DHCF server ip addresszes for DHCP Relay.

Note: Please Commit/Reboot if wou want to make thiz settings effective
immediately.

LAN IF Address: 182.168.1.1 Subnet Mask: 255. 265, 266.0

izable  (ODHCP Froxy (JDHCP Serwer

Apply Changes
Fig 3.4.2-1
If you set to DHCP Proxy, the screen of Fig 3.4.2-2 appears.
Status ¥izard LAN YAN Advwance Admin Diagnostic

DHCP Settings

DHCP Server Setup

Enable the DHCP Server if you are uzing this device as a DHCP server. This page
lizts the IP address pools available to hostz on your LAN. The dewice distributes
mmbera in the pool to hozts on your network az they request Internet access.
Thiz page iz also uszed to configure the DHCP zerver ip addresses for DHCP Relay.

Note: Pleaze Commit/Reboot if you want to make this settings effective
immediately.

LAN TP Address: 192.168.1.1 Subnet NMask: 255.255.255.0

(ODisable bHCP Prozy (CODHCP Server
DHCP Prozy:
oo Server [172.15.31.4

Fig 3.4.2-2

The following table describes the fields of this screen.

Label Description

DHCP Proxy If set to DHCP Proxy, your ROUTER acts a surrogate DHCP Server and
relays the DHCP requests and reponses between the remote server and the
client.

DHCP Server Address Enter the IP address of the actual, remote DHCP server in this field.

Apply Changes Click this button to save the changes of this page.

If you set to DHCP Server, the screen of Fig3.4.2-3 appears as shown next.
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Status ¥izard LAN TAN Advance Admin Diagnostic

| LA Settingsz | [

DHCP Settings DHCP Server Setup

Enable the DHCP Server if wou are uszing this device asz a DHCP zerver. Thiz page
list=z the IP addresz pools awailable to hosts on wour LAN. The dewice distributes
numbers in the pool to hosts on your network as they regquest Internet access.
Thiz page iz alzo uszed to configure the DHCP serwver ip addrezszes for DHCP Relay.

Note: Please Commit/Reboot if wou want to make this settings effectiwve
immediately.

LAN TP Address: 192.168.1.1 Subnet Nask: 255.255.255.0

ODizable  (ODHCE Proxy (O DHCP Server

DHCP Server:

IF Pool :
Range: 192, 168. 1.|2 = 182,168, 1.|254 Show Client

NHax Lease : A P

Time: 1 days 0 hours |0 mirtes (—1 indicates an infinite leasze)
Domain Name: |domain. name

Gateway

Address: 192, 168. 1. 1

[ MAC-Basze Aszzignment ]

[ Lpply Changes

Fig 3.4.2-3

The following table describes the fields in this screen.

Label Description

DHCP Server If set to DHCP Server, your ROUTER can assign IP addresses, an IP
default gateway and DNS Servers to Windows95, Windows NT and other
systems that support the DHCP client.

IP Pool Range This field specifies the first and the last of contiguous IP address of the IP
address pool.

Show Client Click this button, the screen of Fig 3.5.2-4 appears, which shows the
assigned IP address of the clients.

Max Lease Time The Lease time determines the period for which the PCs retain the IP
addresses assigned to them without changing them.

Domain Name Input the domain name here if you know. If you leave this blank, the

domain name obtained by DHCP from the ISP is used. While you must
enter host name(System Name) on each individual computer, the domain
name can be assigned from this router via DHCP server.

Gateway Address Enter the IP default gateway of the IP address pool.

MAC-Base Assignment Click this button, the screen of Fig3.5.2-5 appears. This function allows
you assign IP addresses on the LAN to specific individual computers
based on their MAC address.

Apply Changes Click this button to save the changes of this page.

Click Show Client, the following window appears. In this window, you can view the IP address assigned to
each DHCP client.
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a http://192.168. 1.1 — Active DHCP Client Table — Nicrosoft In...

Active DHCP Client Table

This table shows the assigned IP address, MAC address and time
expired for each DHCP leaszed client.

HNone — I

[ Refresh ] [Clnse ]

Fig 3.4.2-4

The following table describes the fields in this screen.

Label Description

IP Address This field displays the IP address relative to the MAC address.

MAC Address This field displays the MAC(Media Access Control) address of the
computer.

Every Ethernet device has a unique MAC address. The MAC address is
assigned at the factory and consists of six pairs of hexadecimal character,
for example, 00-A0-C5-00-02-12.

Time Expired(s) Here shows the lease time. The Lease time determines the period for
which the PCs retain the IP addresses assigned to them without changing
them.

Refresh Click this button to refresh the Active DHCP Client Table.

Close Click this button to close this window.

Click MAC-Base Assignment button, the below window appears. In this page, you can assign IP

addresses on the LAN to specific individual computers based on their MAC address.

A http://192.168.1.1 — Static IP Assignment Table — Nicrosoft Int... [= |[B]EX]

Static IP Assignment Table

Thiz page iz u=sed to configure the static IP baze on MAC Addres=.
You can assignddelete the static IP. The Host MAC Address, pleasze
input a string with hex number. S5Such as “00-d0-59-cf-12-43". The
Azzigned IP Address, pleaze input a string with digit. Such a=
192 168, 1. 100",

Host MAC Address{(zz—=x—®xx—XXx—xXX—XX): |DD_DD_DD_DD_DD_DD |

Azzigned IP Address(ZXX.X¥X. XXX.EXH) |D- 0.0.0 |

[ #ssign TP | | Modify Lzsigned IP |
[ Delete Assigned IF ] [ Close ]

HAC—Base Aszignment Table:

Fig 3.4.2-5
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The following table describes the fields of this screen.

Label Description

Host MAC Address Type the MAC address of a computer on your LAN

Assigned IP Address This field specifics the IP of the IP address pool.

Assign IP Click this button after entered Host MAC Address and Assigned 1P
Address, a row will be added in MAC-Base Assignment Table.

Modify Assigned IP Select a row in MAC-Base Assignment Table, the MAC address and IP

address will appears Host MAC Address and Assigned 1P Address.
After modified the MAC Address and IP Address, click this button to save
the changes.

Delete Assigned IP Select a row in MAC-Base Assignment Table, then click this button, this
row will be deleted.
Close Click this button to close this window.
MAC-Base Assignment This table shows the assigned IP address based on the MAC address.
Table
3.5 WAN

Click WAN Interface in the menu to open the sub-menu which contains 2 items: WAN Interface and
ADSL Settings.

3.5.1 WAN Interface

Click WAN Interface in the sub-menu to open the screen of Fig 3.5.1-1. In this page, you can configure WAN

Interface of your router.

Status ¥izard LAN TAN Advance Admin Diagnostic

| WAN Interface | ADSL Settings |

WAN Interface Channel Configuration

Thiz page iz used to configure the parameterz for the channel operation
modes of your ADSL Modem/Router.

Note: Please Commit/Reboot if vou want to make thisz settings effective immediately.

Current ATE ¥C Table:

Internet_R Enabl

& 8 81 — PPFoE 8 81 LLC On pvcl Oon o &
VPI: |0 ¥CI: Encapsulation: ® LLC O ¥-Mux
Channel Node| [483 Bridzed v Application Node Internst v

Admin Status: (JEnable (ODisable Enable NAPT

PPP Setting=s Login Name: Password:

Connection

Idle Time(min):
Type:

TAN IP

Settings Type Fixed IF Usze DHCP:
Local IP Eemote IP
Address: Address:
Subnet Nask: Unnumbered:
Default Route: Disable Enable
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Fig 3.5.1-1

Label

Description

Current ATM VC Table

This table shows the PVCs already existed. It shows the Interface name,
Channel Mode, VPI/VCI, Encapsulation mode, local IP Address, Remote
IP address, etc. The maximum item of this table is eight.

VPI (Virtual Path Identifier) The virtual path between two points in an ATM
network, and its valid value is from 0 to 255
VCI The virtual channel between two points in an ATM network, ranging from

32 10 65535 (1 to 31 are reserved for known protocols)

Encapsulation

Choices are LLC and VC-Mux.

Channel Mode

There are five choices: 1483 Bridged, 1483 MER, PPPoE, PPPoA and
1483 Routed.

Admin Status

If select Disable, this PVC will be unusable.

Enable NAPT Select it to enable the NAPT functions of the MODEM. If you are not to
enable NAPT and intend the user of the MODEM to access the Internet
normally, you must add a route on the uplink equipment; otherwise the
access to the Internet will fail. Normally, it is required to enable NAPT.

PPP Settings

Login Name The correct user name that your ISP has provided to you.

Password The correct password that your ISP has provided to you

Connection Type The choices are Continuous, Connect on Demand and Manual.

Idle Time(min) If select Connect on Demand, you need to input the idle timeout time.

Within the preset minutes, if the MODEM doesn’t detect the flow of the
user continuously, the MODEM will automatically disconnect the PPPOE
connection.

WAN IP Settings

Type

The choices are Fixed IP and Use DHCP. If set Fixed IP, you should
enter the Local IP Address, Remote IP Address and Subnet Mask. If set
Use DHCP, your MODEM will be a DHCP client, the WAN IP will be
assigned by the remote DHCP server.

Local IP Address

This is the IP of WAN interface which is provided by your ISP.

Remote IP Address

This is the gateway IP which is provided by your ISP.

Subnet Mask

This is the Subnet Mask of the Local IP Address.

Unnumbered Select this checkbox to enable IP Unnumbered function.

Default Route

Add After configuring the parameters of this page, click this button then a new
PVC will be added into Current ATM VC Table.

Modify Select a PVC in the Current ATM VC Table, then modify the parameters
of this PVC. When you finish, click this button to apply the change of this
PVC.

Delete Select a PVC in the Current ATM VC Table, then click this button to
delete this PVC.

Undo Click this button to begin configuring this screen afresh.

ATM Setting Click this button, the Fig 3.5.1-3 will appear. In this page, you can
configure ATM PVCs’QoS mode. The details, please see the following
pages.

& Click this button, the following screens will appear. In these pages, you

can modify the PVCs’ parameters.

If the PVC uses PPPoE mode, click & , the Fig 3.5.1-2 will appear. In this page, you can configure this PPPoE
PVC’s parameters.
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| WAN Interface | ADSL Settings |

WAN Interface PPP Interface — Modify
PPP Interface: rrpl
Protocol: FPFFcE
ATH VCC: 8781
Status: ODisable ®Enable
Login Name: |pvc1 |
Password: |-... |
Authentication Hethod:
Connection Twpe: |Continuous vl
Idle Time(min): | |
Default Route: O Disable ®Enable
TU: [1400 |
IP Address @®Dynamic IP  OStatic IP  [0.0.0.0 |
Bridge: (O Brideged Ethernet (Transparent Bridzing)

(O Bridszed PPPoE(implies Bridsed Ethernet)
®Disable Bridse
AC-Name : | |

[ Lpply Changes ] [ Eeturn ] [Undo]

Fig 3.5.1-2

ATM Setting : Click ATM Setting button in Fig3.5.1-1, the screen of Fig 3.5.1-3 will appear. In this page, you

can configure the parameters of the ATM for your ADSL router, include QoS type, PCR,
CDVT, SCR and MBS.

R http=//192_168.1.1 — ATH Settings — Nicrosoft Internet Exzplorer

ATM Setting

Thi=z page iz used to configure the parameters for the ATM of wour ADSL
Fouter.Here sou can change the setting of WPI, QoS etc...

Current ATH ¥C Table:

‘&3l WI VI QoS PCR CDVT SR
» 8

81 UBER 6000 0 — S

PCR: | covr:| | sck: | | mms:| |

[ bpply Changes ] [T.Tndo] [Close ]

Fig 3.5.1-3
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3.5.2 ADSL Settings

Click ADSL Interface in the sub-menu to open the screen of Fig 3.5.2. In this page, you can select the DSL
modulation. Mostly, the user just need to remain this factory default setting. Our modem support these modulations:
G.Dmt, G.lite, T1.413, ADSL2, ADSL2+, AnnexL and AnnexM. The router will negotiate the modulation mode
with the DSLAM.

Status Wizard LAN WAR Advance Admin Diagno=stic

| WaN Interfac

ADSL Settings ADSL Settings

ADSL Setting=.

ADSL Nodulation:
6. Lite
[]G.Dmt
[#IT1.413
[¥] ADSL2

[V]ADsL2+
Annexl. Option:

Enable
AnnexzN Option:

[1Enable
ADSL Capability:

[¥|Enable Bitswap
[¥]Enable SRi

Apply Changes

Fig 3.5.2

3.6 Advance

Click Advance in the menu to open the sub-menu which contains 8 items: DNS, Firewall, Virtual Server,
Routing, IP QOS, Anti-dos, Port Mapping and Others.

3.6.1 DNS

Short for Domain Name System (or Service or Server), an Internet service that translates domain names into IP
addresses. Because domain names are alphabetic, they're easier to remember. The Internet however, is really based on
IP addresses. Every time you use a domain name, therefore, a DNS service must translate the name into the

corresponding IP address. For example, the domain name www.example.com might translate to 198.105.232.4.

The DNS system is, in fact, its own network. If one DNS server doesn't know how to translate a particular
domain name, it asks another one, and so on, until the correct IP address is returned.
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Click DNS in the sub-menu to open the screen of Fig 3.6.1.

Status Wizard LAN WAN Advance Admin Diagnostic

| DNS | Firewall | ¥irtual Serwver | Routing | IP Q05 | Anti-dos | Port Mapping | Other |

DNS Server DNS Configuration

Thi=z page iz uzed to configure the DNS zerver ip addrezzez for DNS
Relay.

(® ittain DNS Automat ically
O Set DNS Manually

|

Apply Changes ] [ Fezet Selected ]

Fig 3.6.1

Label

Description

Attain DNS Automatically

When this checkbox is selected, this router will accept the first received
DNS assignment from one of the PPPoA, PPPoE or MER enabled PVC(s)
during the connection establishment.

Set DNS Manually

When this checkbox is selected, please enter the primary and optional
secondary DNS server IP addresses.

Apply Changes

Click this button to save the settings of this page.

Reset Selected

Click this button to begin configuring this screen afresh.

3.6.2 Firewall

Click Firewall in the sub-menu to open the menu in the left bar, whick contains three items:1P\Port Fileter,

MAC Filter and URL Blocking.

3.6.2.1 IP\Port Filter

Click IP\Port Filter in the left bar to open the screen of Fig 3.6.2.1. Entries in this table are used to restrict

certain types of data packets through the Gateway. Use of such filters can be helpful in securing or restricting your

local network.

Click the button Apply Changes to save the settings of this page.

Click the button Add Rule to add a new rule of the IP\Port Filter.
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Advance Advance

Virtual Serwer | Routing | IP Q0% | Anti—dos | Port Mapping | Other |

IF/Port IP/Port Filtering

Filter

MAC Filter Entries in thi=z table are uzed to resztrict certain types of data
TEL Elocking packetzs through the Gateway. Usze of such filterz can be helpful in
zecuring or restricting wour local networl.

Note: Please Commit/Reboot if you want to make this settings effectiwve
immediately.

Default setting=
Cutgoing Action ODeny & allow
Incoming Action @Deny O allow

Applw Changes

Current Filter Table:

Delete Selected Delete A11
Fig 3.6.2.1

3.6.2.2 MAC Filter

Click MAC Filter in the left bar to open the screen of Fig 3.6.2.2. Entries in this table are used to restrict certain
types of data packets from your local network to Internet through the Gateway. Use of such filters can be helpful in
securing or restricting your local network.

Click the button Apply Changes to save the settings of this page.

Click the button Add Rule to add a new rule of the MAC Filter.

Advance Advance

| DNS | Firewall | Wirtual Serwver | Routing | IP Q0S5 | Anti-dos | Port Mapping | Other |

IP/Port MAC Fi ltering

Entrie=z in thi=z table are uzed to restrict certain types of data
packetz from wour local network to Internet through the Gateway. Usze
of such filterz can be helpful in =ecuring or restricting your local
network.

Note: Please Commit/Reboot if wyou want to make this settings effective
immediatelw.

Default Action
Outgoing (! Densy & allow
Incoming O Deny & allow

Apply Changes

Current Filter Table:

Delete Selected Delete A11
Fig 3.6.2.2
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3.6.2.3 URL Blocking

Click URL Blocking in the left bar to open the screen of Fig 3.6.2.3. This page is used to configure the Blocked
FQDN(Such as tw.yahoo.com) and filtered keyword. Here you can add/delete FQDN and filtered keyword.

Advance Advance
| DNS | Firewall | Wirtual Serwer | Routing | IP QOS | Anti—dos | Port Mapping | Other |
IP/Port URL Blocking Configuration
Filter
MAC Filter Thiz page iz used to configure the Blocked FODN(Such as tw.yahoo. com)

and filtered keyword. Here you can add/delete FQDN and filtered

Lkeyword.

Note: Flease Commit/Reboot if you want to make thisz settings effective
immediatelsw.

UEL Blocking: (® Disabled () Enabled

Apply Changes
FQDHN: |vwunw. X¥x. XX

[ Add FGDN | | Delete FGDN |

TREL Blocking Table:

Select  FeDN
Eeyword: |¥5X
[ Add Eewword ] [ Delete Kevword ]

Eeyword Filtering Table:

Select|  Eeyword |
Fig 3.6.2.3

3.6.3 Virtual Server

Click Virtual Server in the sub-menu to open the menu in the left bar,whick contains two items:Services and

DMZ Settings.

3.6.3.1 Services

Click Services in the left bar to open the screen of Fig 3.6.3.1. This page is used to enable the servers in the local

network.

Click the button Add to add a virtual server.
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Advance

| DNS | Firewall | Routing | IP QOS | Anti—dos | Port Mapping | Other |

Services Servise Settings
DMZ Settinss
Thi=z page iz u=zed to enable the =zervers in the local network.

Hote: Pleaze Commit/Reboot if wou want to make thiz zettings effective
immediately.

Add

Fig 3.6.3.1

3.6.3.2 DMZ Settings

Click DMZ Settings in the left bar to open the screen of Fig 3.6.3.2. A Demilitarized Zone is used to
provide Internet services without sacrificing unauthorized access to its local private network. Typically, the
DMZ host contains devices accessible to Internet traffic, such as Web (HTTP ) servers, FTP servers, SMTP
(e-mail) servers and DNS servers.

Select the checkbox Enable DMZ to enable this function. Then input a IP Address of the DMZ host.

Click the button Apply Changes to save the settings of this page.

Advance Advance

| DNS | Firewall | Virtual Server | Routing | IP @0S | Anti—dos | Port Mapping | Other |

Services DMZ Sett il'lgS

A Demilitarized Zone iz used to provide Internet serwvices without
zacrificing unauthorized access to its local priwate network.
Typically, the DMI host contains devices accesszible to Internet
traffic, such az Web (HTTF } =erwers, FTP serwers, SMIF (e-mail}
zervers and DN5 serwers.

Mote: FPlease Commit/Reboot if you want to make this settings effectiwve
immediately.

[ Enable DMZ

DMZI Host IP Address: |:|

[ Lpply Changes ] [Reset ]

Fig 3.6.3.2

3.6.4 Routing

Click Routing in the sub-menu to open the menu in the left bar, whick contains two items:RIP and Static
Route.
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3.6.41RIP

Click RIP in the left bar to open the screen of Fig 3.6.4.1. Enable the RIP if you are using this device as a

RIP-enabled router to communicate with others using the Routing Information Protocol. This page is used to select the
interfaces on your deviceis that use RIP, and the version of the protocol used.

| DS | Firewall | ¥irtual Serwe

RIP RIP Configuration
Static Route

Enable the RIF if xou are using this dewvice as a RIF-enabled router to
communicate with others using the Routing Information Protocol. This

page iz uszed to zelect the interfaces on wour dewiceis that use EIF,
and the wersion of the protocol used.

EIP:

Lpply Changes

& Disable (Enable

Interface: bro w
Receive Node:

Send Hode:

[ Add ] [ Delete Selected Entry ]

RIF Config Table:

Fig 3.6.4.1

3.6.4.2 Static Route

Click Static Route in the left bar to open the screen of Fig 3.6.4.2-1. This page is used to configure the
routing information. Here you can add/delete IP routes.

| DNS | Firewall | Virtual 5 r | Routing | IF Q

RIF Routing Configuration
Static Route
""""""""""""""""""""""""" Thi=s page is used to configure the routing information. Here you can
add/delete IF routes.

Enable:

Destination: I:I

Subnet NMaszsk: I:l

Hetric: l:l

Interface: any -

[ Add Route ] [ Update ] [ Delete Selected ] [ Show Routes ]

Static Route Table:

Fig 3.6.4.2-1

Click the button Show Routes, the below window will appear. The table shows a list of destination routes
commonly accessed by your network.
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A http://192.168.1.1 - IP Route Table - Nicrosoft Internet Exp... [= |[O][X]

IP Route Table

Thiz table shows a lizt of destination routez commonly acceszzed by
vour network.

192.168.1. 0 255. 255b. 255. 0

12T.0.0.0 255.255.255.0 * 1] lo

[Refresh] [ Close ]

Fig 3.6.4.2-2

3.6.5 IP QoS

Click Anti-dos in the sub-menu to open the screen of Fig 3.6.5. Entries in this table are used to assign

the precedence for each incoming packet based on physical LAN port, TCP/UDP port number, and
source/destination IP address/subnet masks.

Adwvance

| DNS | Firewall | ¥irtual Serwver | Routing

dnti-dos | Port Mapping | Other |

IF 003 IP QoS

Entries in this table are uzed to aszzign the precedence for each
incoming packet based on physical LN port, TCP/UDP port number,

and
source/destination IF address/subnet masks.

Note: Please Commit/Reboot if you want to make thiz settingz effective
immediately.

IP Qo3: (Disabled (O Enabled Apply Changes

Fig 3.6.5

3.6.6 Anti-dos

Click Anti-dos in the sub-menu to open the screen of Fig 3.6.6. "denial-of-service attack"(DoS Attack) a
type of attack on a network that is designed to bring the network to its knees by flooding it with useless traffic. In
this page, you can configure to prevent DOS attacks.

Click the button Apply Changes to save the settings of this page.
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Status Wizard LAR TAN Advance Admin Diagnostic

| DNS | Firewall | Virtual § r | Routing | IF @ Port Mapping | Other |

Note: Pleage Uommit/Reboot 1t sou want to make thiz settings eftfective immediately.

St [] Enable Anti-dos

Yhole System Flood: S5YN packets/sec
Yhole System Flood: FIN packets/sec
Yhole System Flood: UDP packets/sec
Yhole System Flood: ICHP packets/sec
Per—Source IP Flood: SYN packets/sec
Per—Source IP Flood: FIN packets/sec
Per—Source IP Flood: UDP packets/sec
Per—Source IP Flood: ICHP packets/=sec
TCP/UDP PortScan Sensitivity
ICHF Smurf

IP Land

IP Spoof

IP TearDrop
PingOfDeath

TICP Scan

TICP Syn¥ithData
UDF Bomb

TDP EchoChargen

Select A1l | [ Clear All
Enabhle Source IP Blocking Block Time(Sec)
Fig 3.6.6

3.6.7 Port Mapping

Click Anti-dos in the sub-menu to open the screen of Fig 3.6.7. In this page, you can bind the WAN
interface and the LAN interface to the same group.

To manipulate a mapping group:

1. Select a group from the table.

2. Select interfaces from the WAN and LAN interface list and add them to the grouped interface list using
the arrow buttons to manipulate the required mapping of the ports.

3. Click "Apply Changes" button to save the changes.
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Adwance

| DHS | Firewall | Wirtual Server | Routing | IF Q0S| Anti-dos | Port Mapping | Other |

FPort Mapping Note:

1. & interface only belongs to one group.

2. Pleaze Commit/Reboot if wou want to make thisz settings effectiwve
immediately.

(#1Dizable  (Enable

WAN Interface Grouped Interface

Add >

LAN Interface

< Delete

Priority Low Middle High Highest

Default LAN4, LANS, LANZ, LAN], Internet_R_0_32 ?
Groupl low
Group2 low
Group3 low
Groupd Low

Fig 3.6.7

3.6.8 Other

Click Others in the sub-menu to open the menu in the left bar,whick contains four items:IGMP Proxy, UPNP,
Bridge and IP PassThrough.

3.6.8.1 IGMP Proxy

Click IGMP Proxy in the left bar to open the screen of Fig 3.6.8.1. IGMP proxy enables the system to issue
IGMP host messages on behalf of hosts that the system discovered through standard IGMP interfaces. The system acts

as a proxy for its hosts after you enable it.

Click Apply Changes to save the settings of this page.
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Advance Advance

| DNS | Firewall | ¥irtual Server | Routing | IP Q0S| Anti-dos | Port Mapping | £

IGNP Proxy IGMP Proxy Configuration

UFNF

Bridge
IGHMP proxwy enablez the zvstem to izsue IGNMP hoszt meszagzez on behalf of

IF FassThrough hostz that the system dizcovered through standard IGNP interfacesz. The
ayztem actz az a proxy for its hostz when wou enable it by doing the
follows:

. Enable IGMP prozmy on WAN interface (upstream), which cormects to a
router rurning IGHP.
. Enable IGMF on LAN interface (downstream), which connects to its

hosts.

Note: Please Commit/Reboot if you want to make this settings effective

immediately.
IGHP Interface: @ Disable  (Enable
Proxy Interface: Internet_E_0_32

Fig 3.6.8.1

3.6.8.2 UPNP

Click UPNP in the left bar to open the screen of Fig 3.6.8.2. This page is used to configure UPnP. The

system acts as a daemon after you enable it.

Click Apply Changes to save the settings of this page.

Advance

| DNS | Firewall | Virtual Serwer | Routing | IP Q0S| Anti-dos | Port Mapping | Other |

IGHP Proxy UPnP Configuration
il
Bridge This page is used to configure UPnP. The system acts as a daemon when

wou enable it by doinz the follows:
IF PassThreough . Enable UPnF.
. Select WAN interface (uptream) that will use UPnF.

Note: Please Commit/Reboot if wou want to make thisz settings effective

immediately.
UPnP : @ Dizable (O Enable
WAN Interface: Internet E 032

Lpply Changes

Fig 3.6.8.2

3.6.8.3 Bridge

Click Bridge in the left bar to open the screen of Fig 3.6.8.3-1. This page is used to configure the bridge
parameters. Here you can change the settings or view some information on the bridge and its attached ports.
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Advance Advance

| DNS | Firewall | Wirtual Server | Routing | IP QOS | Anti-dos | Port Mapping | Other |

IGNF Proxy Bridge Configuration
UPNP

Thiz page iz used to configure the bridge parameters. Here wou can
change the settings or wiew some information on the bridge and its=
IF FPassThrough attached ports.

Note: Pleaze Commit/Reboot if wou want to make thiz settings effective
immediately.

802.14d S i
e ®Dizable  (OEnable
Apply Changes ] [Undo] [ Show MACs ]
Fig 3.6.8.3-1

Click Show MAC:s button in Fig 3.6.8.3-1, the below window will appear. This table shows a list of learned
MAC addresses for this bridge.

B http://192. 168. 1.1 — Bridee Forwarding Database Table — Nicr... [& |0

Bridge Forwarding Database Table

Thiz table shows a list of learned MAC addresses for this bridge.

2 [00-e0-4c-86-70-01 yes —
I [00-e0-4c-B6-T0-01 res —-
IL 00-16-T6-e1-67-74 no .01

[ Refresh ] [Close]

Fig 3.6.8.3-2

3.6.8.4 IP PassThrough

Click IP PassThrough in the left bar to open the screen of Fig 3.6.8.4. The IP PassThrough has the other

name ZIPB or IP Extension. In this page, you can enable and configure IP PassThrough function.

Advance
| DNS | Firewall | ¥irtual Server | Routing | IP it | Port Mapping | Other |
IGHP Proxy IP PassThrough Configuration
UPHP
Bridge

Here you can configure IP PazsThrough.
Note: Please Commit/Reboot if you want to make this settings effectiwe
immediately.

w» T

PassThrough: seconds

411ow LAN access

Fig 3.6.8.4
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3.7 Admin

Click Admin in the menu to open the sub-menu which contains 11 items: Remote Access, Commit/Reboot,
Password, Backup/Restore, Upgrade Fireware, Time Zone, System Log, SNMP, TR069, ACL and Logout.

3.7.1 Remote Access

Click Remote Access in the sub-menu to open the screen of Fig 3.7.1. In this page, you can enable or disable the
services which will be used by remote host. For example, if TELNET service is enabled and port is 23, the remote host
can access this router by telnet through port 23.

Remote Access Remote Access

This page iz used to enable/dizable management services for the WAN.

Interface |Internet_R_5_81

Service Name Open Port

TELRET dl

FIP @

TFTP O

HITP Fl

SHEP

ICcHP O

Fig 3.7.1

3.7.2 Commit/Reboot

Click Commit/Reboot in the sub-menu to open the screen of Fig 3.7.2. In this page, you can set the router reboot
to default settings or set the router save the current settings then reboot.

|Remote Act ogin Password|PYC Password|Backup/Restore |Upgrade Firmware|Time Zone|System Log|SHNME|ACL|

Commit/Rehoot COIII]Ilit/RebOOt

Flease press “Reboot” to reboot your system.

If you want reset the current settings to factory default, pleaze
chooze “reset to default settings”, then press “Reboot” to reboot
system.

If vou want commit current settings, please choose “commit
current settings”, then press “Reboot” to reboot system.

[ reset to default zettings

commit current settings

Fig 3.7.2
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Label

Description

Reset to default settings

Select this checkbox to reset router to default settings.

Commit current settings

Select this checkbox to save the current settings and reboot router.

Reboot

Click this button to reboot the router according to the above option.

3.7.3 Password

Click Login Password in the sub-menu to open the screen of Fig 3.7.3. In this page, you can change the

password of the user, include admin and user. The super user name and password are admin/admin as default, and

the The common user name and password are user/user.

Status

¥izard LAN WAN Advance Admin Diagnos=tic

Commit/Reboot | ViZ Password|Backup/Restore|Upgrade Firmware|Time Zone|System Log|SHMP |ACL|

Login Password User/Password Management

This page is used to sget the account to access the web serwver of ADSL

Router.

The new paszsword will be awvailability after system reboot.

TUser Hame:

admin

01d Password:

Hew Password:

Confirmed
Password:

Apply Changes ] [Reset ]
Fig 3.7.3
Label Description
User Name Select the user name in the drop-down list box. The choices are admin

and user.

Old Password

After selected the user name, input the old password of the user here.

New Password

Input the new password what you want to set of the user.

Confirmed Password

Input the new password again.

Apply Changes

Click this button to save the settings of this page.

Reset

Click this button to begin configuring the password afresh.

3.7.4 Backup/Restore

Click Backup/Restore in the sub-menu to open the screen of Fig 3.7.4. In this page, you can backup the current

settings to a file and restore the settings from the file which was saved previously.

IMPORTANT! Do not turn off your router or press the Reset button while these procedures are in progress.
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Status Wizard LAN TAR Advance Admin Diagnostic

|Remote dc ommit/Reboot |[Login P ord|FVC P or rade Firmware|Time Zon em Log|SHME | ACL|

Backup/Restore Backup/Restore Settings

Thiz page allows you to backup current settings to a file or restore
the zettings from the file which waz =zaved previously.

S5ave Settings to

;E;S:Settings from T .
Fig 3.7.4
Label Description
Save Settings to File Click the Save button, then select the path and save the configuration file
of your router.
Load Settings from File Click the Browse button to select the configuration file.
Upload Selected the configuration file of router, click Upload button to begin
restore the router configuration.

3.7.5 Upgrade Fireware

Click Upgrade Fireware in the sub-menu to open the screen of Fig 3.7.5. In this page, you can upgrade the
fireware of this router.

IMPORTANT! Do not turn off your router or press the Reset button while this procedure is in progress.

Status Wizard LAN WAR Advance Admin Diagnostic

boot |Login 3 rd |Back em Log|SHMP | ACL |

Upgrade Firmware Upgrade Firmware

Step 1: Get system upgrade file.
Step 2: Press “"Browse” to specify system upgrade file.

Step 3: press “Upload” to upgrade the ADSL Router firmware to new
wersion.

Note: Upload needs abort two minutesz, do not power off the device
during the upload becauze it may craszh the aystem. The system will
reboot after upload. This page allows you to upgrade the ADSL Eouter
firmware to new wersion.

current software wversion:1.3.9

Select
File:

Tpload Rezet
[Upload ] [Reset ]

A

Fig 3.7.5
Label Description
Select File Click the Browse button to select the Fireware file.
Upload Selected the Fireware file, click Upload button to begin upgrading the
Fireware.
Reset Click this button to begin selecting the Fireware file afresh.

42



3.7.6 Time Zone

Click Time Zone in the sub-menu to open the screen of Fig 3.7.6. In this page, you can set the system time

manually or get the system time from the time server.

Status Tizard LAR TAR Advance Admin Diagnostic

- |Upgrade Firmwa

Tine Zone System Time Zone Modification

Set the system time.

Configure Nethod:

If you configure time manually, press button “Time Synchronize®, it will
update date and time automatically, besides, you can preconcert the date
and time, presz button “Time Synchronize” again,the automatica update will
stop.

Note:
1. Marmal =zettings wiil be invalidation as soon as the modem power off.
2. Please Commit/Reboot if wou want to make this zettings effective
immediatels.

Synchronized — ag05_ 1 16 14:36:03
Instant Time:

Syztem Time: 197T0-1-1 4:31:3

Time Hode: ® Time Server O MNanual

[0 Enable SHTP Client Update
SNTP Serwver: ®

O (manual setting)
%iﬂ:: (GMT+02:00) Beijing. Chongging, Hong Kong, Urumgi w
Fig 3.7.6
Label Description
Refresh Click this button to refresh the system shown in the page.
Time Mode If select Time Server, the router will get the system time from the time
server. If select Manual, you should configure the system time manually.
Enable SNTP Client If select this checkbox, you can choose the correct SNTP Server which
Update you want.
SNTP Server Choose the SNTP Server here.
Time Zone Select the Time Zone of in which area you are.
Apply Changes Click this button to save the settings of this page.

3.7.7 System Log

Click System Log in the sub-menu to open the screen of Fig 3.7.7. In this page, you can enable or disabled the

System log function, view the system log.
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| Remote Commit/Reboot |Login Password|PVC Pa rd|Backup/Restore |Upgrade Firmware|Time Zor
Systen Log System Log

System log can record the system ewvent for user to =ee.

Hote: Pleaze Commit/Reboot if wyou want to make thiz settings effective immediatels.

System Log & Disable (O Enable

Refresh
Fig 3.7.7

Label Description
System Log You can enable or disable the System Log function.
Apply Changes Click this button to save the settings of this page.
Refresh Click this button to refresh the system log shown in the textfield.

Click SNMP in the sub-menu to open the screen of Fig 3.7.8. In this page, you can set the SNMP parameters.

|Remote Ace Commit/Reboot |[Login Pazsword|PVC szword|Backup/Restore |Upgrade Firmware|Tine Zone|

SHNP SNMP Configuration

Thiz page iz uzed to configure the SNMP protocol.
Press “Apply Changes” to take effect.

Trap IP Addre=s= 192, 165, 1. 254

Community name (read—

only) |public: |
ity pblic |
[ bpply Changes ] [Reset ]
Fig 3.7.8
Label Description
Trap IP Address Input the Trap Host’s IP here. The trap information will be sent to this

host.
Community name(read-only) | The network administrators must use this password to read the
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information of this router.
Community name(write-only) | The network administrators must use this password to configure
the information of this router.

Apply Changes Click this button to save the settings of this page.
Reset Click this button to begin configuring this screen afresh.
3.7.9 TR0O69

Click ACL in the sub-menu to open the screen of Fig 3.7.9. In this page, you can configure the TR-069 CPE.

Status Tizard LAR TAR Adwance Admin Diagnostic

|Remote Commit/Reboot |Password|Backup/Restore |Upgrade Firmware|Time Zone

TROBY TR-069 Configuration

Thiz page iz used to configure the TE-069 CPE. Here you may change the setting for
the ACS" = parameters.

Hote: Pleaze Commit/Reboot if wyou want to make this settings effective immediately.

ACS

URL: http: /s

Oser Name: USername
Paszssword: pazaword

Periodic Inf
E::;;e::lc HerR ODisabled () Enabled

Periodic Inform

Interval{s): Gl

Connection Request

User Name:

Password:

Debug

Show Nessage: (@ Dizabled O Enabled
CPE Sends GetRPC: ®Dizabled (OEnabled
Skip HReboot: @ Dizabled (Enabled
Delay: ODizabled (&) Enabled
Auto—Exzecution: (ODisabled &) Enabled

CT Inform Extension: (O Dizabled (®) Enabled

Fig 3.7.9

3.7.10 ACL

Click ACL in the sub-menu to open the screen of Fig 3.7.10. In this page, you can configure the IP Address
for Access Control List. If ACL enabled, only the effective IP in ACL can access ADSL Router.

Step 1: If you want to enable ACL, please choose "Enable" then press "Apply Changes";
Step 2: Config Access Control List;

Step 3: Press "take effect" to effect the configuration.

Note: If you check "Enable” in ACL Capability, please make sure that your host IP is in ACL List before it takes
effect
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Admin

| Remote 2 Co t/ R swor Wi Passwor jackup/Restore|Upgrade Firmware|Time Zone|System Log | SHMP

ACL ACL. Configuration

Access Control List Configuration.

If enable ACL, then only the effectiwve IP in ACL can access ADSL Modem.
Step 1:If wou want to enable ACL,pleaze choose “Enable” then press
“Apply Changes";

Step 2:Config Access Control List;

Step 3:Presz"take effect”enable the configuration.

Hote:If wou choose “"Enable” in ACL Capabilitw, please make sure that
wour host IP iz in ACL before it takes effect.

ACL Capability: & Dizable O Enable
LApply Changes

Enable:

Interface: LAN »

IF Address: 182, 168, 1. 22

Add modify Delete

ACL List:

Fig 3.7.10

3.7.11 Logout

Click Logout in the sub-menu to open the screen of Fig 3.7.11. If you want to logout the Web configurator, click
the Logout button.

|Remote

Logout Logout

Thiz page iz used to logout from adsl gateway.

Fig 3.7.11

3.8 Diagnostic

Click Diagnostic in the menu to open the sub-menu which contains 4 items: Ping, ATM Loopback, ADSL
and Diagnostic.

3.8.1 Ping

Click Ping in the sub-menu to open the screen of Fig 3.8.1.
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Diagnostic

Diagnostic

| Ping | ATM Loopback | ADSL | Diagnostic |
Ping Ping Diagnostic

Thiz page 1= used to zend ICMP ECHD EEQUEST packet=z to network host.
The diaghostic result will then be displayed.

Host Address : FI 0.0.0

Go |
Fig 3.8.1
Label Description
Host Address Enter the IP Address here.
Go! Click this button to begin to Ping the Host Address.

3.8.2 ATM Loopback

Click ATM Loopback in the sub-menu to open the screen of Fig 3.8.2. In this page, you can use VCC loopback
function to check the connectivity of the VCC.

Diagnostic

Diagnostic

| Ping | ATM Loopback | ADSL | Diagnostic

ATH Loopback 0AM Fault Management — Connectivity
Verification

Connectivity werification iz supported by the usze of the 0L loopback
capability for both VP and VC conmections. This page iz u=sed to
perform the VCC loopback function to check the connectiwvity of the
WCC.

S5elect P¥C:
® 8/51

Flow Iype: [©F:15 Segment (O F5 End-to-End

Loopback Location ID: |FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

Fig 3.8.2

Go!: Click this button to begin testing.

3.8.3 ADSL

Click ADSL in the sub-menu to open the screen of Fig 3.8.3. This page is used for ADSL Tone Diagnostics.
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Diagnostic

Diagnostic

| Ping | ATN Loopback | ADSL | Diagnostic |

ADSL Diagnostics — ADSL

Adzl Tone Diagnostics.

Downstreanm Upstream
Hlin 5cale 5384 144
Loop Attenuation(dB) =B, & -24.9
Signal Attenuation(dB) 18.3 23.0
SHE Nargin(dB) -26. 1 -0.9
Attainahle Rate(Ebpz) 194 -7
Output Power {(dBm) -41.3 21.2
Fig 3.8.3

Go!: Click this button to begin ADSL Tone Diagnostics.

3.8.4 Diagnostic

Click Diagnostic in the sub-menu to open the screen of Fig 3.8.4. This page is used for testing your DSL

connection.

Diagnostic Diagnostic

| Ping | ATN Loopback | ADSL | Di

Diagnostic Diagnostic Test

The DSL Fouter is capable of testing wour DSL connection. The
individual testz are listed below. If a test displayz a fail status,
click “Bun Diagrnostic Test” button again to make sure the fail status

iz conzistent.

Select the Internet Connection:
Internet_R_&_81 v|

E Fun Diagnosztic Test j

Fig 3.8.4

Run Diagnostic Test: Click this button to begin testing.
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