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About This Guide

About This Guide

Icon Descriptions

While reading through the User Guide you may see
various icons that call attention to specific items. Below is
a description of these icons:

A NOTE: This check mark indicates that there is
a note of interest and is something that you
should pay special attention to while using the
product.

& WARNING: This exclamation point indicates
that there is a caution or warning and it is
something that could damage your property or
product.

@ WEB: This globe icon indicates a noteworthy
website address or e-mail address.

Online Resources

Website addresses in this document are listed without
http:// in front of the address because most current web
browsers do not requireit. If you use an older web browser,
you may have to add http:// in front of the web address.

Resource Website

Linksys www.linksys.com

Linksys International | www.linksys.com/international

Glossary www.linksys.com/glossary

Network Security www.linksys.com/security

Copyright and Trademarks
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Product Overview

Wireless (Blue) The Wireless LED lights up
when the wireless feature is enabled. If the LED
is flashing, the Router is actively sending or
receiving data over the network.

Thank you for choosing the Linksys Wireless-N Broadband g Internet (Blue) The Internet LED lights up
Router. The Router |etS yOU access the Internet via a When there is a connection made through the

wireless connection or through one of its four switched Internet port. A flashing LED indicates network
ports. You can also use the Router to share resources activity over the Internet port.

such as computers, printers and files. A variety of security
features help to protect your data and your privacy while
online. Security features include WPA2 security, a Stateful
Packet Inspection (SPI) firewall and NAT technology.
Configuring the Router is easy using the provided browser-

Chapter 1:
Product Overview

))

| Power (Blue) The Power LED lights up and will
U stay on while the Router is powered on. When
the Router goes through its self-diagnostic
mode during every boot-up, this LED will flash.

based utility. When the diagnostic is complete, the LED will
be solidly lit.
Front Panel
Back Panel

1, 2, 3, 4 (Blue) These numbered LEDs, . Internet The Internet port is where you will
== corresponding with the numbered ports on the connect your cable or DSL Internet connection.
Router’s back panel, serve two purposes. If the

LED is continuously lit, the Router is successfully
connected to a device through that port. A
flashing LED indicates network activity over
that port.

client devices, such as wireless adapters, that
support Wi-Fi Protected Setup, then you can
use Wi-Fi Protected Setup to automatically
configure wireless security for your wireless
network(s).

@ Wi-Fi Protected Setup Button If you have

To use Wi-Fi Protected Setup, run the Setup
Wizard, or refer to the “Wireless > Basic Wireless
Settings” section of “Chapter 3: Advanced
Configuration”.

Wi-Fi Protected Setup LED (Blue/Amber) It
lights up blue when wireless security is
enabled. The LED flashes blue for two
minutes during Wi-Fi Protected Setup.

The LED lights up amber if there is an error
during the Wi-Fi Protected Setup process. Make
sure the client device supports Wi-Fi Protected
Setup.Waituntilthe LEDis off,and then try again.

The LED flashes amber when a Wi-Fi Protected
Setup session is active, and a second session
begins. The Router supports one session at a
time. Wait until the LED is off before starting the
next Wi-Fi Protected Setup session.
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1,2,3,4 TheseEthernetports(1,2,3,4)connect
the Router to PCs on your wired network and
other Ethernet network devices.

@ Reset There are two ways to reset the Router’s
factory defaults. Either press and hold the Reset
Button forapproximately five seconds, orrestore
the defaults from Administration > Factory
Defaults in the Router’s web-based utility.

Power The Power port is where you will
connect the power adapter.




Wireless Security Checklist

Chapter 2:
Wireless Security Checklist

Wireless networks are convenient and easy to install, so
homes with high-speed Internet access are adopting them
at a rapid pace. Because wireless networking operates by
sending information over radio waves, it can be more
vulnerable to intruders than a traditional wired network.
Like signals from your cellular or cordless phones, signals
from your wireless network can also be intercepted. Since
you cannot physically prevent someone from connecting
to your wireless network, you need to take some additional
steps to keep your network secure.

g 1. Change the default wireless
network name or SSID

Wireless devices have a default wireless network name
or Service Set Identifier (SSID) set by the factory. This
is the name of your wireless network, and can be up
to 32 characters in length. Linksys wireless products
use linksys as the default wireless network name. You
should change the wireless network name to something
unique to distinguish your wireless network from other
wireless networks that may exist around you, but do not
use personal information (such as your Social Security
number) because this information may be available for
anyone to see when browsing for wireless networks.

M 2. Change the default password

For wireless products such as access points and routers,
you will be asked for a password when you want to change
their settings. These devices have a default password set
by the factory. The Linksys default password is admin.
Hackers know these defaults and may try to use them
to access your wireless device and change your network
settings. To thwart any unauthorized changes, customize
the device’s password so it will be hard to guess.

M 3. Enable MAC address filtering

Linksys routers give you the ability to enable Media Access
Control (MAC) address filtering. The MAC address is a
unique series of numbers and letters assigned to every
networking device. With MAC address filtering enabled,
wireless network access is provided solely for wireless
devices with specific MAC addresses. For example, you can
specify the MAC address of each computer in your home
so that only those computers can access your wireless
network.

Wireless-N Broadband Router

H 4. Enable encryption

Encryption protects data transmitted over a wireless
network. Wi-Fi Protected Access (WPA/WPA2) and Wired
Equivalency Privacy (WEP) offer different levels of security
for wireless communication.

A network encrypted with WPA/WPA2 is more secure
than a network encrypted with WEP, because WPA/WPA2
uses dynamic key encryption. To protect the information
as it passes over the airwaves, you should enable the
highest level of encryption supported by your network
equipment.

WEP is an older encryption standard and may be the
only option available on some older devices that do not
support WPA.

General Network Security Guidelines

Wireless network security is useless if the underlying
network is not secure.

e Password protect all computers on the network and
individually password protect sensitive files.

e Change passwords on a regular basis.

e Install anti-virus software and personal firewall
software.

e Disable file sharing (peer-to-peer). Some applications
may open file sharing without your consent and/or
knowledge.

Additional Security Tips

e Keep wireless routers, access points, or gateways away
from exterior walls and windows.

e Turn wireless routers, access points, or gateways
off when they are not being used (at night, during
vacations).

e Usestrongpassphrasesthatareatleasteightcharacters
in length. Combine letters and numbers to avoid using
standard words that can be found in the dictionary.

A WEB: For more information on wireless

security, visit www.linksys.com/security
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Chapter 3:
Advanced Configuration

After setting up the Router with the Setup Wizard (located
on the CD-ROM), the Router will be ready for use. However,
if you'd like to change its advanced settings, use the
Router’s web-based utility. This chapter describes each
web page of the utility and each page’s key functions. You
can access the utility via a web browser on a computer
connected to the Router.

The web-based utility has these main tabs: Setup,
Wireless, Security, Access Restrictions, Applications &
Gaming, Administration, and Status. Additional tabs will
be available after you click one of the main tabs.

A NOTE: When first installing the Router, you
should use the Setup Wizard on the Setup

CD-ROM. If you want to configure advanced
settings, use this chapter to learn about the
web-based utility.

How to Access the Web-Based Utility

Toaccess the web-based utility, launch the web browser on
your computer, and enter the Router’s default IP address,
192.168.1.1, in the Address field. Then, press Enter.

A login screen will appear. (Non-Windows XP users will
see a similar screen.) Leave the User name field blank. The
first time you open the Web-based utility, use the default
password admin. (You can set a new password from the
Administration tab’s Management screen.) Click OK to
continue.

(e
[ L -
Eamidrewzah: CTTTS
|| arembuee mey sarisner]
o J( e ]
Login Screen
Setup > Basic Setup

The first screen that appears is the Basic Setup screen. This
allows you to change the Router’s general settings.
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Setup > Basic Setup

Internet Setup

The Internet Setup section configures the Router to your
Internet connection. Most of this information can be
obtained through your ISP.

Internet Connection Type

Select the type of Internet connection your ISP provides
from the drop-down menu. These are the available types:

e Automatic Configuration - DHCP

e StaticIP
e PPPoE

e PPTP

e L2TP

e Telstra Cable
Automatic Configuration - DHCP

By default, the Router’s Internet Connection Type is set
to Automatic Configuration - DHCP, which should be
kept only if your ISP supports DHCP or you are connecting
through a dynamic IP address. (This option usually applies
to cable connections.)

Internet Connection Type |Au'lulm::Cunﬁgwaﬁun=DHEPﬂI

Internet Connection Type > Automatic Configuration - DHCP
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Static IP

If you are required to use a permanent IP address to
connect to the Internet, select Static IP.

Intemmet Connection Type ETT =]
metpasens B OF  F
s BB F B
vewacaewsr B f F B
s 1 ] Tt Tl T
DS 2 (Optional E 1k fF LE |
DS 3 (Optional) E_ 1k 1k k]

Internet Connection Type > Static IP

Internet IP Address This is the Router’s IP address, when
seen from the Internet. Your ISP will provide you with the
IP Address you need to specify here.

Subnet Mask This is the Router’s Subnet Mask, as seen
by users on the Internet (including your ISP). Your ISP will
provide you with the Subnet Mask.

Default Gateway Your ISP will provide you with the IP
address of the ISP server.

DNS 1-3 Your ISP will provide you with at least one DNS
(Domain Name System) server IP address.

PPPoE

Some DSL-based ISPs use PPPoE (Point-to-Point Protocol
over Ethernet) to establish Internet connections. If you are
connected to the Internet through a DSL line, check with
your ISP to see if they use PPPoE. If they do, you will have
to enable PPPoE.

Internot Connection Type | PrPeE =
Upeeriene: |
Password |
Service Nums (Optional) |
€ Connect on Demand Maxkde Tene [[= | Minutes
@ Koap Adve: RedelPeriod B0 Seconds.

Internet Connection Type > PPPoE

Username and Password Enter the Username and
Password provided by your ISP.

Service Name If provided by your ISP, enter the Service
Name.

Connect on Demand: Max Idle Time You can configure
the Router to cut the Internet connection after it has been
inactive for a specified period of time (Max Idle Time). If
your Internet connection has been terminated due to
inactivity, Connect on Demand enables the Router to
automatically re-establish your connection as soon as you
attempt to access the Internet again. To use this option,
select Connect on Demand. In the Max Idle Time field,
enter the number of minutes you want to have elapsed

Wireless-N Broadband Router

before your Internet connection terminates. The default
Max Idle Time is 15 minutes.

Keep Alive: Redial Period If you select this option,
the Router will periodically check your Internet
connection. If you are disconnected, then the Router
will automatically re-establish your connection. To use
this option, select Keep Alive. In the Redial Period field,
you specify how often you want the Router to check
the Internet connection. The default Redial Period is
30 seconds.

PPTP

Point-to-Point Tunneling Protocol (PPTP) is a service that
applies to connections in Europe only.

T
ierned Connection Type laalld »

C otten an P Addrens Automaticaly

(=i Specty an 0 a ] a

Agdreax:
Subret lusic 0 o o 8
Cufnit Galwwoiry a o o Q
=L 4 L] o 8
=g a a L 2
WS X o o o 0

PRIP Server P Addesr: |0 o o 8

Uisername:

Patrwond

(C Connect on Cemand bax e Tire Mrute

(Z) Koep Alve: Reciel Perind 20 Second.

Internet Connection Type > PPTP

If your ISP supports DHCP or you are connecting through
a dynamic IP address, then select Obtain an IP Address
Automatically. If you are required to use a permanent IP
address to connect to the Internet, then select Specify an
IP Address. Then configure the following:

e Specify anIP Address This is the Router’s IP address,
as seen from the Internet. Your ISP will provide you
with the IP Address you need to specify here.

e Subnet Mask This is the Router’s Subnet Mask, as
seen by users on the Internet (including your ISP). Your
ISP will provide you with the Subnet Mask.

e Default Gateway Your ISP will provide you with the
IP address of the ISP server.

e DNS 1-3 Your ISP will provide you with at least one
DNS (Domain Name System) server IP address.

PPTP Server IP Address Your ISP will provide you with
the IP address of the PPTP server.

Username and Password Enter the Username and
Password provided by your ISP.

Connect on Demand: Max Idle Time You can configure
the Router to cut the Internet connection after it has been
inactive for a specified period of time (Max Idle Time). If
your Internet connection has been terminated due to

6
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inactivity, Connect on Demand enables the Router to
automatically re-establish your connection as soon as you
attempt to access the Internet again. To use this option,
select Connect on Demand. In the Max Idle Time field,
enter the number of minutes you want to have elapsed
before your Internet connection terminates. The default
Max Idle Time is 15 minutes.

Keep Alive: Redial Period If you select this option, the
Router will periodically check your Internet connection. If
you are disconnected, then the Router will automatically
re-establish your connection. To use this option, select
Keep Alive. In the Redial Period field, you specify how often
you want the Router to check the Internet connection. The
default value is 30 seconds.

L2TP

L2TP is a service that applies to connections in Israel only.

Internet Cannection Typa [ =]
Seveprdwes BB
Uparname: |
Pasgwond |

™ Connect on Demarad Ma ide Time Shrades
= K—n!bmhﬂhmdli Seconds.

Internet Connection Type > L2TP

Server IP Address This is the IP address of the L2TP
Server. Your ISP will provide you with the IP Address you
need to specify here.

Username and Password Enter the Username and
Password provided by your ISP.

Connect on Demand: Max Idle Time You can configure
the Router to cut the Internet connection after it has been
inactive for a specified period of time (Max Idle Time). If
your Internet connection has been terminated due to
inactivity, Connect on Demand enables the Router to
automatically re-establish your connection as soon as you
attempt to access the Internet again. To use this option,
select Connect on Demand. In the Max Idle Time field,
enter the number of minutes you want to have elapsed
before your Internet connection terminates. The default
Max Idle Time is 15 minutes.

Keep Alive: Redial Period If you select this option,
the Router will periodically check your Internet
connection. If you are disconnected, then the Router
will automatically re-establish your connection. To use
this option, select Keep Alive. In the Redial Period field,
you specify how often you want the Router to check
the Internet connection. The default Redial Period is
30 seconds.

Wireless-N Broadband Router

Telstra Cable

Telstra Cable is a service that applies to connections in
Australia only.

Intrmid Cannection Type | Toistrn Cable =
sevepromes [ F BB
Ussrname: [
Pastwond e

i“cam-dmn-f-'dunltTm]' Mirudes.
= mmmwﬁ Seconds,

Internet Connection Type > Telstra Cable

Server IP Address This is the IP address of the Heartbeat
Server. Your ISP will provide you with the IP Address you
need to specify here.

Username and Password Enter the Username and
Password provided by your ISP.

Connect on Demand: Max Idle Time You can configure
the Router to cut the Internet connection after it has been
inactive for a specified period of time (Max Idle Time). If
your Internet connection has been terminated due to
inactivity, Connect on Demand enables the Router to
automatically re-establish your connection as soon as you
attempt to access the Internet again. To use this option,
select Connect on Demand. In the Max Idle Time field,
enter the number of minutes you want to have elapsed
before your Internet connection terminates. The default
Max Idle Time is 15 minutes.

Keep Alive: Redial Period If you select this option,
the Router will periodically check your Internet
connection. If you are disconnected, then the Router
will automatically re-establish your connection. To use
this option, select Keep Alive. In the Redial Period field,
you specify how often you want the Router to check
the Internet connection. The default Redial Period is
30 seconds.

Optional Settings

Some of these settings may be required by your ISP. Verify
with your ISP before making any changes.

Opbonad Settivgs
A el Loyt wdeives Il £ Pt Mot M

[[oerenr Hame

T Ads ¥ Toe

Optional Settings

Host Name and Domain Name These fields allow you to
supply a host and domain name for the Router. Some ISPs,
usually cable ISPs, require these names as identification.
You may have to check with your ISP to see if your
broadband Internet service has been configured with a
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host and domain name. In most cases, leaving these fields
blank will work.

MTU MTU is the Maximum Transmission Unit. It specifies
the largest packet size permitted for Internet transmission.
Select Manual if you want to manually enter the largest
packet size that is transmitted. To have the Router select
the best MTU for your Internet connection, keep the
default setting, Auto.

Size When Manual is selected in the MTU field, this option
is enabled. Leave this value in the 1200 to 1500 range. The
default size depends on the Internet Connection Type:

e DHCP Static IP, or Telstra: 1500
e PPPoE: 1492
e PPTPor L2TP: 1460

Network Setup

The Network Setup section changes the settings on the
network connected to the Router’s Ethernet ports. Wireless
setup is performed through the Wireless tab.

Router IP

This presents both the Router’s IP Address and Subnet
Mask as seen by your network.

Postes I P Asretn 19 15 1 1
St sk HEM5250 W
Router IP
DHCP Server Setting

The settings allow you to configure the Router’s Dynamic
Host Configuration Protocol (DHCP) server function. The
Router can be used as a DHCP server for your network. A
DHCP server automatically assigns an IP address to each
computer on your network. If you choose to enable the
Router’s DHCP server option, make sure there is no other
DHCP server on your network.

PP fer ot St OGP Serve [ | oo Benervation
Shart P AAE ey vk e 1. 100
M ter ¢
st
I AddreTy Range 193 V61 100 = 14k
Lhet Lawis Frm @ bt (0 et o din)
Shate o 1 [ ] a ]
St 05 3 0 L] q o
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DHCP Server Setting

DHCP Server DHCP is enabled by factory default. If you
already have a DHCP server on your network, or you don’t
want a DHCP server, then select Disabled (no other DHCP
features will be available).

DHCP Reservation Click this button if you want to assign
a fixed local IP address to a MAC address.

Wireless-N Broadband Router

DHCP Reservation

You will see a list of DHCP clients with the following
information: Client Name, Interface, IP Address, and
MAC Address.
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DHCP Reservation

e Select Clients from DHCP Table Click the Select
check box to reserve a client’s IP address. Then click
Add Clients.

e Manually Adding Client To manually assign an IP
address, enter the client’s name in the Enter Client
Name field. Enter the IP address you want it to have in
the Assign IP Address field. Enter its MAC address in the
To This MAC Address field. Then click Add.

Clients Already Reserved

A list of DHCP clients and their fixed local IP addresses
will be displayed at the bottom of the screen. If you
want to remove a client from this list, click Remove.

Click Save Settings to apply your changes, or click
Cancel Changes to cancel your changes. To view the
most up-to-date information, click Refresh. To exit this
screen, click Close.

Start IP Address Enter a value for the DHCP server to
start with when issuing IP addresses. Because the Router’s
default IP address is 192.168.1.1, the Start IP Address must
be 192.168.1.2 or greater, but smaller than 192.168.1.253.
The default Starting IP Address is 192.168.1.100.

Maximum Number of Users Enter the maximum
number of PCs that you want the DHCP server to assign
IP addresses to. This number cannot be greater than 253.
The default is 50.

IP Address Range Displayed hereisthe range of available
IP addresses.
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Client Lease Time The Client Lease Time is the amount
of time a network user will be allowed connection to the
Router with their current dynamic IP address. Enter the
amount of time, in minutes, that the user will be “leased”
this dynamic IP address. After the time is up, the user will
be automatically assigned a new dynamic IP address. The
default is 0 minutes, which means one day.

Static DNS 1-3 The Domain Name System (DNS) is how
the Internet translates domain or website names into
Internet addresses or URLs. Your ISP will provide you with at
least one DNS Server IP Address. If you wish to use another,
enter that IP Address in one of these fields. You can enter up
to three DNS Server IP Addresses here. The Router will use
these for quicker access to functioning DNS servers.

WINS The Windows Internet Naming Service (WINS)
manages each PC’s interaction with the Internet. If you
use a WINS server, enter that server’s IP Address here.
Otherwise, leave this blank.

Time Setting

Time Zone Select the time zone in which your network
functions from this drop-down menu. (You can even
automatically adjust for daylight saving time.)

Timee Tone CCT 0 OO Pacific Time (LUSA & Canada)) il
mmﬂmww LAV CRarge

Time Setting

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Setup > DDNS

The Router offers a Dynamic Domain Name System (DDNS)
feature. DDNS lets you assign a fixed host and domain
name to a dynamic Internet IP address. It is useful when
you are hosting your own website, FTP server, or other
server behind the Router.

Before you can use this feature, you need to sign
up for DDNS service with a DDNS service provider,
www.dyndns.org or www.TZO.com. If you do not want to
use this feature, keep the default setting, Disabled.

DDNS

DDNS Service

If your DDNS service is provided by DynDNS.org, then
select DynDNS.org from the drop-down menu. If your
DDNS service is provided by TZO, then select TZO.com.
The features available on the DDNS screen will vary,
depending on which DDNS service provider you use.

Wireless-N Broadband Router
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Setup > DDNS > DynDNS

Username Enter the Username for your DDNS account.
Password Enter the Password for your DDNS account.

Host Name The is the DDNS URL assigned by the DDNS
service.

System Select the DynDNS service you use: Dynamic,
Static, or Custom. The default selection is Dynamic.

Mail Exchange (Optional) Enter the address of your mail
exchange server, so e-mails to your DynDNS address go to
your mail server.

Backup MX This feature allows the mail exchange server
to be a backup. To disable this feature, keep the default,
Disabled. To enable the feature, select Enabled. If you
are not sure which setting to select, keep the default,
Disabled.

Wildcard This setting enables or disables wildcards
for your host. For example, if your DDNS address is
myplace.dyndns.org and you enable wildcards, then
x.myplace.dyndns.org will work as well (x is the wildcard).
To disable wildcards, keep the default, Disabled.To enable
wildcards, select Enabled. If you are not sure which setting
to select, keep the default, Disabled.

Internet IP Address The Router’s Internet IP address is
displayed here. Because it is dynamic, it will change.

Status The status of the DDNS service connection is
displayed here.

Update To manually trigger an update, click this button.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.
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Setup > DDNS >TZO

E-mail Address, TZO Key, and Domain Name Enter the
settings of the account you set up with TZO.

Internet IP Address The Router’s Internet IP address is
displayed here. Because it is dynamic, it will change.

Status The status of the DDNS service connection is
displayed here.

Update To manually trigger an update, click this button.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Setup > MAC Address Clone

A MAC address is a 12-digit code assigned to a unique
piece of hardware for identification. Some ISPs will require
you to register a MAC address in order to access the
Internet. If you do not wish to re-register the MAC address
with your ISP, you may assign the MAC address you have
currently registered with your ISP to the Router with the
MAC Address Clone feature.

Woislem & Boasdtand Jacme .

Setup > MAC Address Clone

MAC Address Clone

Enabled/Disabled To have the MAC Address cloned,
select Enabled.

MAC Address Enter the MAC Address registered with
your ISP here.

Wireless-N Broadband Router

Clone My PC’s MAC Click this button to clone the MAC
address of the computer you are using.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Setup > Advanced Routing

This screen is used to set up the Router’s advanced
functions. Operating Mode allows you to select the
type(s) of advanced functions you use. Dynamic Routing
automatically adjusts how packets travel on your network.
Static Routing sets up a fixed route to another network
destination.

Woislem ® Boasdtasd Jacme L]

Setup > Advanced Routing

Advanced Routing
NAT

Enabled/Disabled Ifthis Routeris hosting your network’s
connection to the Internet, keep the default, Enabled. If
another router exists on your network, select Disabled.
When the NAT setting is disabled, dynamic routing will be
enabled.

Dynamic Routing (RIP)

Enabled/Disabled This feature enables the Router to
automatically adjust to physical changes in the network’s
layoutand exchangeroutingtableswith the otherrouter(s).
The Router determines the network packets’ route based
on the fewest number of hops between the source and
the destination. When the NAT setting is enabled, the
Dynamic Routing feature is automatically disabled. When
the NAT setting is disabled, this feature is available. Select
Enabled to use the Dynamic Routing feature.

Static Routing

A static route is a pre-determined pathway that network
information must travel to reach a specific host or network.
Enter the information described below to set up a new
static route.
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Route Entries To set up a static route between the Router
and another network, select a number from the drop-
down list. Click Delete This Entry to delete a static route.

Enter Route Name Enter a name for the Route here,
using a maximum of 25 alphanumeric characters.

Destination LANIP The Destination LAN IP is the address
of the remote network or host to which you want to assign
a static route.

Subnet Mask The Subnet Mask determines which
portion of a Destination LAN IP address is the network
portion, and which portion is the host portion.

Gateway This is the IP address of the gateway device that
allows for contact between the Router and the remote
network or host.

Interface Thisinterface tells you whether the Destination
IP Addressis on the LAN & Wireless (Ethernet and wireless
networks) or the WAN (Internet).

Click Show Routing Table to view the static routes you
have already set up.

Linksys'

e

LLALL LA LIRS0 oo et (VOAR
[T TR I 280 [T TT e

Advanced Routing > Routing Table

Routing Table

For each route, the Destination LAN IP address, Subnet
Mask, Gateway, and Interface are displayed. Click
Refresh to update the information. Click Close to exit
this screen.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Wireless > Basic Wireless Settings

The basic settings for wireless networking are set on this
screen.

There are two ways to configure the Router’s wireless
network(s), manual and Wi-Fi Protected Setup.

Wi-Fi Protected Setup is a feature that makes it easy to set
up your wireless network. If you have client devices, such
as wireless adapters, that support Wi-Fi Protected Setup,
then you can use Wi-Fi Protected Setup.

Wireless Configuration To manually configure your
wireless network, select Manual. Proceed to the “Basic
Wireless Settings” section. To use Wi-Fi Protected Setup,

Wireless-N Broadband Router

select Wi-Fi Protected Setup. Proceed to the “Wi-Fi
Protected Setup” section.

Basic Wireless Settings

Whiinivem W dinadhasd Hocis

Wireless > Basic Wireless Settings (Manual Setup)

Network Mode From this drop-down menu, you can
select the wireless standards running on your network. If
you have Wireless-N, Wireless-G, and Wireless-B devices in
your network, keep the default setting, Mixed. If you have
only Wireless-G and Wireless-B devices in your network,
select BG-Mixed. If you have only Wireless-N devices,
select Wireless-N Only. If you have only Wireless-G
devices, select Wireless-G Only. If you have only Wireless-
B devices, select Wireless-B Only. If you do not have any
wireless devices in your network, select Disabled.

Network Name (SSID) The SSID is the network name
shared among all points in a wireless network. The
SSID must be identical for all devices in the wireless
network. It is case-sensitive and must not exceed
32 characters (use any of the characters on the keyboard).
Make sure this setting is the same for all points in your
wireless network. For added security, you should change
the default SSID (linksys) to a unique name.

Radio Band For best performance in a network using
Wireless-N, Wireless-G and Wireless-B devices, keep the
default, Wide - 40MHz Channel. For Wireless-G and
Wireless-B networking only, select Standard - 20MHz
Channel. If you are not sure which radio band to select,
keep the default, Auto.

A NOTE: If you select Wide - 40MHz Channel for
the Radio Band setting, then Wireless-N can use
two channels: a primary one (Wide Channel)
and a secondary one (Standard Channel). This
will enhance Wireless-N performance.

Wide Channel If you selected Wide - 40MHz Channel for
the Radio Band setting, then this setting will be available
for your primary Wireless-N channel. Select any channel
from the drop-down menu. If you are not sure which
channel to select, keep the default, Auto.
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Standard Channel If you selected Wide - 40MHz Channel
or Standard - 20MHz Channel for the Radio Band setting,
then this setting will be available. Select the channel for
Wireless-N, Wireless-G, and Wireless-B networking. If
you selected Wide — 40MHz Channel for the Radio Band
setting, then the Standard Channel will be a secondary
channel for Wireless-N.

SSID Broadcast When wireless clients survey the local
area for wireless networks to associate with, they will
detect the SSID broadcast by the Router. To broadcast the
Router’s SSID, keep the default setting, Enabled. If you
do not want to broadcast the Router’s SSID, then select
Disabled.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Wi-Fi Protected Setup

There are three methods available. Use the method that
applies to the client device you are configuring.
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Wi-Fi Protected Setup > Congratulations

Wireless-N Broadband Router

A NOTE: Wi-Fi Protected Setup configures one

client device at a time. Repeat the instructions
for each client device that supports Wi-Fi
Protected Setup.

Method #1

Use this method if your client device has a Wi-Fi Protected
Setup button.

1. Click or press the Wi-Fi Protected Setup button on
the client device.

2. Click the Wi-Fi Protected Setup button on this
screen.

3. After the client device has been configured, click
OK. Then refer back to your client device or its
documentation for further instructions.

Method #2

Use this method if your client device has a Wi-Fi Protected
Setup PIN number.

1. Enter the PIN number in the field on this screen.
2. Click Register.

3. After the client device has been configured, click
OK. Then refer back to your client device or its
documentation for further instructions.

Method #3

Use this method if your client device asks for the Router’s
PIN number.

1. Enter the PIN number listed on this screen. (It is also
listed on the label on the bottom of the Router.)

2. After the client device has been configured, click
OK. Then refer back to your client device or its
documentation for further instructions.

The Wi-Fi Protected Setup Status, Network Name (SSID),
Security, Encryption, and Passphrase are displayed at the
bottom of the screen.

A NOTE: If you have client devices that do not

support Wi-Fi Protected Setup, note the wireless
settings, and then manually configure those
client devices.

Wireless > Wireless Security

The Wireless Security screen configures the security of
your wireless network. There are six wireless security
mode options supported by the Router: WPA Personal,
WPA Enterprise, WPA2 Personal, WPA2 Enterprise, RADIUS,
and WEP. (WPA stands for Wi-Fi Protected Access, which
is a security standard stronger than WEP encryption. WEP
stands for Wired Equivalent Privacy, while RADIUS stands
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for Remote Authentication Dial-In User Service.) These
six are briefly discussed here. For detailed instructions
on configuring wireless security for the Router, refer to
“Chapter 2: Wireless Security.”

Wireless Security

Security Mode

Select the security method for your wireless network. If
you do not want to use wireless security, keep the default,
Disabled.

WPA Personal

A NOTE: If you are using WPA, always remember
that each device in your wireless network MUST

use the same WPA method and shared key, or
else the network will not function properly.
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Security Mode > WPA Personal

Encryption WPA supports two encryption methods, TKIP
and AES, with dynamic encryption keys. Select the type of
algorithm, TKIP or AES. The default is TKIP.

Passphrase Enter a Passphrase of 8-63 characters.

Key Renewal EnteraKeyRenewal period, which instructs
the Router how oftenitshould change the encryption keys.
The default Group Key Renewal period is 3600 seconds.

WPA2 Personal

Security Mode > WPA2 Personal

Wireless-N Broadband Router

Encryption WPA2 supports two encryption methods,
TKIP and AES, with dynamic encryption keys. Select the
type of algorithm, AES or TKIP or AES. The default is TKIP
or AES.

Passphrase Enter a Passphrase of 8-63 characters.

Key Renewal EnteraKey Renewal period, which instructs
the Router how oftenitshould change the encryption keys.
The default Group Key Renewal period is 3600 seconds.

WPA Enterprise

This option features WPA used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the Router.)
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Security Mode > WPA Enterprise

Encryption WPA supports two encryption methods, TKIP
and AES, with dynamic encryption keys. Select the type of
algorithm, TKIP or AES. The default is TKIP.

RADIUS Server Enter the IP Address of the RADIUS
server.

RADIUS Port Enter the port number of the RADIUS
server. The default value is 1812.

Shared Secret Enter the key shared between the Router
and the server.

Key Renewal EnteraKey Renewal period, which instructs
the Router how often it should change the encryption
keys. The default Key Renewal period is 3600 seconds.

WPA2 Enterprise

This option features WPA2 used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the Router.)
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Security Mode > WPA2 Enterprise

Encryption WPA2 supports two encryption methods,
TKIP and AES, with dynamic encryption keys. Select the
type of algorithm, AES or TKIP or AES. The default is TKIP
or AES.

RADIUS Server Enter the IP Address of the RADIUS
server.

RADIUS Port Enter the port number of the RADIUS
server. The default value is 1812.

Shared Secret Enter the key shared between the Router
and the server.

Key Renewal EnteraKeyRenewal period, which instructs
the Router how often it should change the encryption
keys. The default Key Renewal period is 3600 seconds.

RADIUS

This option features WEP used in coordination with a
RADIUS server. (This should only be used when a RADIUS
server is connected to the Router.)

R Vb i

Security Mode > RADIUS

Wireless-N Broadband Router

& IMPORTANT: If you are using WEP encryption,
always remember that each device in your

wireless network MUST use the same WEP
encryption method and encryption key, or else
your wireless network will not function properly.

RADIUS Server Enter the IP Address of the RADIUS
server.

RADIUS Port Enter the port number of the RADIUS
server. The default value is 1812.

Shared Secret Enter the key shared between the Router
and the server.

Encryption Select a level of WEP encryption,
40/64 bits (10 hex digits) or 104/128 bits (26 hex digits).
The default is 40/64 bits (10 hex digits).

Passphrase EnteraPassphrase toautomatically generate
WEP keys. Then click Generate.

Key 1-4 If you did not enter a Passphrase, enter the WEP
key(s) manually.

TXKey Select which TX (Transmit) Key to use. The default
is1.

WEP

WEP is a basic encryption method, which is not as secure
as WPA.

Security Mode > WEP

Encryption Select a level of WEP encryption,
40/64 bits (10 hex digits) or 104/128 bits (26 hex digits).
The default is 40/64 bits (10 hex digits).

Passphrase EnteraPassphrase toautomatically generate
WEP keys. Then click Generate.

Key 1-4 If you did not enter a Passphrase, enter the WEP
key(s) manually.

TXKey Select which TX (Transmit) Key to use. The default
is 1.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.
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Wireless > Wireless MAC Filter

Wireless access can be filtered by using the MAC addresses of
the wireless devices transmitting within your network'’s radius.
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Wireless > Wireless MAC Filter

Wireless MAC Filter

Enabled/Disabled To filter wireless users by MAC Address,
either permitting or blocking access, select Enabled. If you
do not wish to filter users by MAC Address, keep the default
setting, Disabled.

Access Restriction

Prevent Select this to block wireless access by MAC
Address. This button is selected by default.

Permit Select this to allow wireless access by MAC
Address. This button is not selected by default.

MAC Address Filter List

Wireless Client List Click this to open the Wireless Client
List screen.

Wireless-N Broadband Router
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Wireless Client List

Wireless Client List

This screen shows computers and other devices on
the wireless network. The list can be sorted by Client
Name, Interface, IP Address, MAC Address, and Status.

Select Save to MAC Address Filter List for any device
you want to add to the MAC Address Filter List. Then
click Add.

To retrieve the most up-to-date information, click
Refresh. To exit this screen and return to the Wireless
MAC Filter screen, click Close.

MAC 01-50 Enter the MAC addresses of the devices
whose wireless access you want to block or allow.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Wireless > Advanced Wireless Settings

This Advanced Wireless Settings screen is used to set up
the Router’s advanced wireless functions. These settings
should only be adjusted by an expert administrator as
incorrect settings can reduce wireless performance.
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Wireless > Advanced Wireless Settings

Advanced Wireless

AP Isolation This isolates all wireless clients and wireless
devices on your network from each other. Wireless devices
will be able to communicate with the Router but not
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with each other. To use this function, select Enabled. AP
Isolation is disabled by default.

Frame Burst Enabling this option should provide your
network with greater performance, depending on the
manufacturer of your wireless products. To use this option,
keep the default, Enabled. Otherwise, select Disabled.

Authentication Type The default is set to Auto, which
allows either Open System or Shared Key authentication
to be used. With Open System authentication, the sender
and the recipient do NOT use a WEP key for authentication.
With Shared Key authentication, the sender and recipient
use a WEP key for authentication. Select Shared Key to
only use Shared Key authentication.

Basic Rate The Basic Rate setting is not actually one rate
of transmission but a series of rates at which the Router
can transmit. The Router will advertise its Basic Rate to the
other wireless devicesinyour network, so they know which
rates will be used. The Router will also advertise that it will
automatically select the best rate for transmission. The
default setting is Default, when the Router can transmit
at all standard wireless rates (1-2Mbps, 5.5Mbps, 11Mbps,
18Mbps, and 24Mbps). Other options are 1-2Mbps, for
use with older wireless technology, and All, when the
Router can transmit at all wireless rates. The Basic Rate
is not the actual rate of data transmission. If you want to
specify the Router’s rate of data transmission, configure
the Transmission Rate setting.

Transmission Rate The rate of data transmission should
be set depending on the speed of your wireless network.
You can select from a range of transmission speeds, or you
can select Auto to have the Router automatically use the
fastest possible data rate and enable the Auto-Fallback
feature. Auto-Fallback will negotiate the best possible
connection speed between the Router and a wireless
client. The default is Auto.

N Transmission Rate The rate of data transmission
should be set depending on the speed of your Wireless-N
networking. You can select from a range of transmission
speeds, or you can select Auto to have the Router
automatically use the fastest possible data rate and enable
the Auto-Fallback feature. Auto-Fallback will negotiate the
best possible connection speed between the Router and a
wireless client. The default is Auto.

CTS Protection Mode The Router will automatically
use CTS (Clear-To-Send) Protection Mode when your
Wireless-N and Wireless-G products are experiencing
severe problems and are not able to transmit to the
Router in an environment with heavy 802.11b traffic. This
function boosts the Router’s ability to catch all Wireless-
N and Wireless-G transmissions but will severely decrease
performance. The default is Auto.

Beacon Interval Enter a value between 1 and 65,535
milliseconds. The Beacon Interval value indicates the
frequency interval of the beacon. A beacon is a packet

Wireless-N Broadband Router

broadcast by the Router to synchronize the wireless
network. The default value is 100.

DTIM Interval This value, between 1 and 255, indicates
the interval of the Delivery Traffic Indication Message
(DTIM). A DTIM field is a countdown field informing
clients of the next window for listening to broadcast
and multicast messages. When the Router has buffered
broadcast or multicast messages for associated clients, it
sends the next DTIM with a DTIM Interval value. Its clients
hear the beacons and awaken to receive the broadcast
and multicast messages. The default value is 1.

Fragmentation Threshold This value specifies the
maximum size for a packet before data is fragmented
into multiple packets. If you experience a high packet
error rate, you may slightly increase the Fragmentation
Threshold. Setting the Fragmentation Threshold too low
may result in poor network performance. Only minor
reduction of the default value is recommended. In most
cases, it should remain at its default value of 2346.

RTS Threshold Should you encounter inconsistent data
flow, only minor reduction of the default value, 2347, is
recommended. If a network packet is smaller than the
preset RTS threshold size, the RTS/CTS mechanism will
not be enabled. The Router sends Request to Send (RTS)
frames to a particular receiving station and negotiates
the sending of a data frame. After receiving an RTS, the
wireless station responds with a Clear to Send (CTS) frame
to acknowledge the right to begin transmission. The RTS
Threshold value should remain at its default value of
2347.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Security > Firewall

The Firewall screen is used to configure a firewall that can
filter out various types of unwanted traffic on the Router’s
local network.

afusile.
cisco

Security > Firewall
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Firewall

SPI Firewall Protection To use firewall protection,
keep the default selection, Enabled. To turn off firewall
protection, select Disabled.

Internet Filter

Filter Anonymous Internet Requests This feature
makes it more difficult for outside users to work their
way into your network. This feature is selected by default.
Deselect the feature to allow anonymous Internet
requests.

Filter Multicast Multicasting allows for multiple
transmissions to specific recipients at the same time. If
multicasting is permitted, then the Router will allow IP
multicast packets to be forwarded to the appropriate
computers. Select this feature to filter multicasting. This
feature is not selected by default.

Filter Internet NAT Redirection This feature uses port
forwarding to block access to local servers from local
networked computers. Select this feature to filter Internet
NAT redirection. It is not selected by default.

Filter IDENT (Port 113) This feature keeps port 113 from
being scanned by devices outside of your local network.
This feature is selected by default. Deselect this feature to
disable it.

Web Filter

Proxy Use of WAN proxy servers may compromise the
Gateway'’s security. Denying Proxy will disable access to
any WAN proxy servers. Select this feature to enable proxy
filtering. Deselect the feature to allow proxy access.

Java Java is a programming language for websites. If you
deny Java, you run the risk of not having access to Internet
sites created using this programming language. Select
this feature to enable Java filtering. Deselect the feature
to allow Java usage.

ActiveX ActiveXisaprogramming language for websites.
If you deny ActiveX, you run the risk of not having access to
Internet sites created using this programming language.
Select this feature to enable ActiveX filtering. Deselect the
feature to allow ActiveX usage.

Cookies A cookie is data stored on your computer and
used by Internet sites when you interact with them. Select
this feature to filter cookies. Deselect the feature to allow
cookie usage.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Wireless-N Broadband Router

Security > VPN Passthrough

The VPN Passthrough screen allows you to enable VPN
tunnels using IPSec, PPTP, or L2TP protocols to pass through
the Router’s firewall.

Wornivm W Binedhand Hocter

Security > VPN Passthrough

VPN Passthrough

IPSec Passthrough Internet Protocol Security (IPSec) is
a suite of protocols used to implement secure exchange
of packets at the IP layer. To allow IPSec tunnels to pass
through the Router, keep the default, Enabled.

PPTP Passthrough Point-to-Point Tunneling Protocol
(PPTP) allows the Point-to-Point Protocol (PPP) to be
tunneled through an IP network. To allow PPTP tunnels to
pass through the Router, keep the default, Enabled.

L2TP Passthrough Layer 2 Tunneling Protocol is the
method used to enable Point-to-Point sessions via the
Internet on the Layer 2 level. To allow L2TP tunnels to pass
through the Router, keep the default, Enabled.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Access Restrictions > Internet Access

The Internet Access screen allows you to block or allow
specific kinds of Internet usage and traffic, such as Internet
access, designated services, and websites during specific
days and times.
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Access Restrictions > Internet Access

Internet Access Policy

Access Policy Accesscanbe managed by a policy. Use the
settings on this screen to establish an access policy (after
Save Settings is clicked). Selecting a policy from the drop-
down menu will display that policy’s settings. To delete a
policy, select that policy’s number and click Delete This
Policy. To view all the policies, click Summary.

Summary

The policies are listed with the following information: No.,
Policy Name, Access, Days, Time, and status (Enabled). To
enable a policy, select Enabled. To delete a policy, click
Delete. Click Save Settings to save your changes, or click
Cancel Changes to cancel your changes. To return to the
Internet Access Policy screen, click Close.
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Summary

Wireless-N Broadband Router

Status Policies are disabled by default. To enable a policy,
select the policy number from the drop-down menu, and
select Enabled.

To create a policy, follow steps 1-11. Repeat these steps to
create additional policies, one at a time.

1. Select a number from the Access Policy drop-down
menu.

2. Enter a Policy Name in the field provided.
3. To enable this policy, select Enabled.

4. Click Edit List to select which PCs will be affected by
the policy. The List of PCs screen appears. You can
select a PC by MAC address or IP address. You can also
enter a range of IP addresses if you want this policy to
affect a group of PCs. After making your changes, click
Save Settings to apply your changes, or click Cancel
Changes to cancel your changes. Then click Close.
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List of PCs

5. Select the appropriate option, Deny or Allow,
depending on whether you want to block or allow
Internet access for the PCs you listed on the List of PCs
screen.

6. Decide which days and what times you want this policy
to be enforced. Select the individual days during which
the policy will be in effect, or select Everyday. Then
enter a range of hours and minutes during which the
policy will be in effect, or select 24 Hours.

7. You can block websites with specific URL addresses.
Enter each URL in a separate URL field.

8. You can also block websites using specific keywords.
Enter each keyword in a separate Keyword field.

18



Advanced Configuration

9. You can filter access to various services accessed
over the Internet, such as FTP or telnet. (You
can block up to three applications per policy.)

From the Applications list, select the application you
want to block. Then click the >> button to move it to
the Blocked List. To remove an application from the
Blocked List, select it and click the << button.

10.1f the application you want to block is not listed
or you want to edit a service’s settings, enter the
application’s name in the Application Name field. Enter
its range in the Port Range fields. Select its protocol
from the Protocol drop-down menu. Then click Add.

To modify a service, select it from the
Application list. Change its name, port range,
and/or protocol setting. Then click Modify.

To delete a service, select it from the Application list.
Then click Delete.

11.Click Save Settings to save the policy’s settings. To
cancel the policy’s settings, click Cancel Changes.

Applications and Gaming > Single Port
Forwarding

The Single Port Forwarding screen allows you to customize
port services for common applications on this screen.

When users send these types of requests to your network via
the Internet, the Router will forward those requests to the
appropriate servers (computers). Before using forwarding,
you should assign static IP addresses to the designated
servers (use the DHCP Reservation feature on the Basic Setup
screen).

Applications and Gaming > Single Port Forwarding

Wireless-N Broadband Router

Single Port Forwarding

Common applications are available for the first five
entries. Select the appropriate application. Then enter the
IP address of the server that should receive these requests.
Select Enabled to activate this entry.

For additional applications, complete the following fields:

Application Name Enter the name you wish to give the
application. Each name can be up to 12 characters.

External Port Enter the external port number used by
the server or Internet application. Check with the Internet
application documentation for more information.

Internal Port Enter the internal port number used by
the server or Internet application. Check with the Internet
application documentation for more information.

Protocol Select the protocol used for this application,
either TCP or UDP, or Both.

To IP Address For each application, enter the IP address
of the PC that should receive the requests. If you assigned
a static IP address to the PC, then you can click DHCP
Reservation on the Basic Setup screen to look up its static
IP address.

Enabled For each application, select Enabled to enable
port forwarding.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Applications and Gaming > Port Range
Forwarding

The Port Range Forwarding screen allows you to set up
public services on your network, such as web servers,
ftp servers, e-mail servers, or other specialized Internet
applications. (Specialized Internet applications are any
applications that use Internet access to perform functions
such as videoconferencing or online gaming. Some Internet
applications may not require any forwarding.)

When users send these types of requests to your network via
the Internet, the Router will forward those requests to the
appropriate servers (computers). Before using forwarding,
you should assign static IP addresses to the designated
servers (use the DHCP Reservation feature on the Basic Setup
screen).

If you need to forward all ports to one computer, click the
DMZ tab.
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Applications and Gaming > Port Range Forwarding

Port Range Forwarding

To forward a port, enter the information on each line for
the criteria required.

Application Name In this field, enter the name you
wish to give the application. Each name can be up to 12
characters.

Start~End Port Enter the number or range of port(s)
used by the server or Internet applications. Check
with the Internet application documentation for more
information.

Protocol Select the protocol used for this application,
either TCP or UDP, or Both.

To IP Address For each application, enter the IP address
of the PC running the specific application. If you assigned
a static IP address to the PC, then you can click DHCP
Reservation on the Basic Setup screen to look up its static
IP address.

Enabled Select Enabled to enable port forwarding for
the applications you have defined.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Applications & Gaming > Port Range
Triggering

The Port Range Triggering screen allows the Router to
watch outgoing data for specific port numbers. The IP
address of the computer that sends the matching data is
remembered by the Router, so that when the requested
data returns through the Router, the data is pulled back
to the proper computer by way of IP address and port
mapping rules.

Wireless-N Broadband Router
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Applications and Gaming > Port Range Triggering

Port Range Triggering

Application Name Enter the application name of the
trigger.

Triggered Range For each application, enter the starting
and ending port numbers of the triggered port number
range. Check with the Internet application documentation
for the port number(s) needed.

Forwarded Range Foreachapplication,enterthestarting
and ending port numbers of the forwarded port number
range. Check with the Internet application documentation
for the port number(s) needed.

Enabled Select Enabled to enable port triggering for the
applications you have defined.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Applications and Gaming > DMZ

The DMZ feature allows one network computer to be
exposed to the Internet for use of a special-purpose
service such as Internet gaming or videoconferencing.
DMZ hosting forwards all the ports at the same time to
one PC.The Port Range Forwarding feature is more secure
because it only opens the ports you want to have opened,
while DMZ hosting opens all the ports of one computer,
exposing the computer to the Internet.
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Applications and Gaming > DMZ

DMZ

Any PC whose port is being forwarded must have its DHCP
client function disabled and should have a new static IP
address assigned to it because its IP address may change
when using the DHCP function.

Enabled/Disabled To disable DMZ hosting, select
Disabled. To expose one PC, select Enabled. Then
configure the following settings:

Source IP Address If you want any IP address to be the
source, select Any IP Address. If you want to specify an IP
address or range of IP addresses as the designated source,
select and complete the IP address range fields.

Destination If you want to specify the DMZ host by IP
address, select IP Address and enter the IP address in
the field provided. If you want to specify the DMZ host
by MAC address, select MAC Address and enter the MAC
address in the field provided. To retrieve this information,
click DHCP Client Table.
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DMZ > DHCP Client Table

DHCP Client Table

The DHCP Client Table lists computers and other
devices that have been assigned IP addresses by the
Router.The list can be sorted by Client Name, Interface,
IP Address, MAC Address, and Expired Time (how
much time is left for the current IP address). To select
a DHCP client, click Select. To retrieve the most up-to-
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date information, click Refresh. To exit this screen and
return to the DMZ screen, click Close.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Applications and Gaming > QoS

Quality of Service (QoS) ensures better service to
high-priority types of network trafficc which may
involve demanding, real-time applications, such as
videoconferencing.
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Applications and Gaming > QoS

QoS (Quality of Service)

Wireless

You can configure the support and No Acknowledgement
settings in this section.

WMM Support If you have other devices that support Wi-
Fi Multimedia (WMM) on your network, keep the default,
Enabled. Otherwise, select Disabled.

No Acknowledgement Ifyouwanttodisablethe Router’s
Acknowledgement feature, so the Router will not re-send
data if an error occurs, then select Enabled. Otherwise,
keep the default, Disabled.

Internet Access Priority

In this section, you can set the bandwidth priority for a
variety of applications and devices. There are four levels
priority: High, Medium, Normal, or Low. When you set
priority, do not setall applications to High, because this will
defeat the purpose of allocating the available bandwidth.
If you want to select below normal bandwidth, select Low.
Depending on the application, a few attempts may be
needed to set the appropriate bandwidth priority.

Enabled/Disabled To use the QoS policies you have set,
keep the default, Enabled. Otherwise, select Disabled.
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Category

There are four categories available. Select one of the
following: Applications, Online Games, MAC Address,
EthernetPort, orVoiceDevice.Proceedtotheinstructions
for your selection.

Applications

Applications Select the appropriate application. If you
select Add a New Application, follow the Add a New
Application instructions.

Priority Select the appropriate priority: High, Medium,
Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.
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QoS > Add a New Application

Enter a Name Enter any name to indicate the name of
the entry.

Port Range Enter the port range that the application will
be using. For example, if you want to allocate bandwidth
for FTP, you can enter 21-21. If you need services for an
application that uses from 1000 to 1250, you enter 1000-
1250 as your settings. You can have up to three ranges
to define for this bandwidth allocation. Port numbers
can range from 1 to 65535. Check your application’s
documentation for details on the service ports used.

Select the protocol TCP or UDP, or select Both.

Priority Select the appropriate priority: High, Medium
(Recommend), Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.

Online Games
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QoS > Online Games

Games Select the appropriate game.
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Priority Select the appropriate priority: High, Medium
(Recommend), Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.

MAC Address
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QoS > MAC Address

Enter a Name Enter a name for your device.
MAC Address Enter the MAC address of your device.

Priority Select the appropriate priority: High, Medium
(Recommend), Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.

Ethernet Port
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QoS > Ethernet Port

Ethernet Select the appropriate Ethernet port.

Priority Select the appropriate priority: High, Medium
(Recommend), Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.

Voice Device

QoS > Voice Device

Enter a Name Enter a name for your voice device.

MAC Address Enter the MAC address of your voice
device.

Priority Select the appropriate priority: High
(Recommend), Medium, Normal, or Low.

Click Add to save your changes. Your new entry will appear
in the Summary list.
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Summary

This lists the QoS entries you have created for your
applications and devices.

Priority This column displays the bandwidth priority of
High, Medium, Normal, or Low.

Name This column displays the application, device, or
port name.

Information This column displays the port range or
MAC address entered for your entry. If a pre-configured
application or game was selected, there will be no valid
entry shown in this section.

Remove Click this button to remove an entry.
Edit Click this button to make changes.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Administration > Management

The Administration > Management screen allows the
network’s administrator to manage specific Router
functions for access and security.
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Administralon

Administration > Management

Management

Router Access

To ensure the Router’s security, you will be asked for your
password when you access the Router’s web-based utility.
The default is admin.

Router Password Enter a new password for the Router.

Re-enter to confirm Enter the password again to
confirm.
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Web Access

Web Utility Access HTTP (HyperText Transport Protocol)
is the communications protocol used to connect to servers
on the World Wide Web. HTTPS uses SSL (Secured Socket
Layer) to encrypt data transmitted for higher security.
Select HTTP or HTTPS. HTTP is the default.

Web Utility Access via Wireless If you are using the
Router in a public domain where you are giving wireless
access to your guests, you can disable wireless access to
the Router’s web-based utility. You will only be able to
access the utility via a wired connection if you disable
the setting. Keep the default, Enabled, to allow wireless
access to the utility, or select Disabled to block wireless
access to the utility.

Remote Access

Remote Management To permit remote access of the
Router, from outside the local network, select Enabled.
Otherwise, keep the default, Disabled.

Web Utility Access HTTP (HyperText Transport Protocol)
is the communications protocol used to connect to servers
on the World Wide Web. HTTPS uses SSL (Secured Socket
Layer) to encrypt data transmitted for higher security.
Select HTTP or HTTPS. HTTP is the default.

Remote Upgrade If you want to be able to upgrade the
Router remotely, from outside the local network, select
Enabled. (You must have the Remote Management
feature enabled as well.) Otherwise, keep the default,
Disabled.

Allowed Remote IP Address If you want to be able to
access the Router from any external IP address, select Any
IP Address. If you want to specify an external IP address or
range of IP addresses, then select the second option and
complete the fields provided.

Remote Management Port Enter the port number that
will be open to outside access.

A NOTE: When you are in a remote location
and wish to manage the Router, enter

http://<Internet_IP_address>:port or
https://<Internet_IP_address>:port,
depending on whether you use HTTP or HTTPS.
Enter the Router’s specific Internet IP address in
place of <Internet_IP_address>, and enter the
Remote Management Port number in place of
the word port.

UPnP

Universal Plug and Play (UPnP) allows Windows Me and XP
to automatically configure the Router for various Internet
applications, such as gaming and videoconferencing.
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UPnP If you want to use UPnP, keep the default setting,
Enabled. Otherwise, select Disabled.

Allow Users to Configure Keep the default, Enabled,
if you want to be able to make manual changes to the
Router while using the UPnP feature. Otherwise, select
Disabled.

Allow Users to Disable Internet Access Select Enabled,
if you want to be able to prohibit any and all Internet
connections. Otherwise, keep the default setting,
Disabled.

Backup and Restore

Backup Configurations To back up the Router’s
configuration settings, click this button and follow the on-
screen instructions.

Restore Configurations To restore the Router’s
configuration settings, click this button and follow the on-
screen instructions. (You must have previously backed up
the Router’s configuration settings.)

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Administration > Log

The Router can keep logs of all traffic for your Internet
connection.
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Administration > Log

Log

Log To disable the Log function, select Disabled. To
monitor traffic between the network and the Internet,
keep the default, Enabled. With logging enabled, you can
choose to view temporary logs.

View Log To view the logs, click View Log.
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Log > View Log

Log

e Type Select Incoming Log, Outgoing Log, Security
Log, or DHCP Client Log.

e <Type> Log The Incoming Log will display a
temporary log of the source IP addresses and
destination port numbers for the incoming Internet
traffic. The Outgoing Log will display a temporary
log of the local IP addresses, destination URLs/IP
addresses, and service/port numbers for the outgoing
Internet traffic. The Security log will display the login
information for the web-based utility. The DHCP
Client Log will display the LAN DHCP server status
information.

Click Save the Log to save this information to a file
on your PC’s hard drive. Click Refresh to update the
log. Click Clear to clear all the information that is
displayed.

Click Save Settings to apply your changes, or click Cancel
Changes to cancel your changes.

Administration > Diagnostics

The diagnostic tests (Ping and Traceroute) allow you to
check the connections of your network devices, including
connection to the Internet.

Administration > Diagnostics
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Diagnostics

Ping Test
The Ping test checks the status of a connection.

IP or URL Address Enter the address of the PC whose
connection you wish to test.

Packet Size Enter the packet size you want to use. The
default is 32 bytes.

Times to Ping Enter many times you wish to test it.

Start to Ping To run the test, click this button. The Ping
Test screen will show if the test was successful. Click Close
to return to the Diagnostics screen.
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Diagnostics > Ping

Traceroute Test

The Traceroute test tests the performance of a
connection.

IP or URL Address Enter the address of the PC whose
connection you wish to test.

Start to Traceroute To run the test, click this button. The
Traceroute Test screen will show if the test was successful.
Click Close to return to the Diagnostics screen.
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Diagnostics > Traceroute
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Administration > Factory Defaults

The Administration > Factory Defaults screen allows you
to restore the Router’s configuration to its factory default
settings.
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Administration > Factory Defaults

A NOTE: Do not restore the factory defaults unless
you are having difficulties with the Router and
have exhausted all other troubleshooting
measures. Once the Router is reset, you will have
to re-enter all of your configuration settings.

Factory Defaults

Restore All Settings To reset the Router’s settings to the
default values, click this button and then follow the on-
screen instructions. Any settings you have saved will be
lost when the default settings are restored.

Administration > Firmware Upgrade

The Firmware Upgrade screen allows you to upgrade the
Router’s firmware. Do not upgrade the firmware unless
you are experiencing problems with the Router or the new
firmware has a feature you want to use.
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Administration > Firmware Upgrade

A NOTE: The Router may lose the settings you
have customized. Before you upgrade its

firmware, write down all of your custom settings.
After you upgrade its firmware, you will have to
re-enter all of your configuration settings.
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Firmware Upgrade

Before upgrading the firmware, download the Router’s
firmware upgrade file from the Linksys website,
www.linksys.com. Then extract the file.

Please select a file to upgrade the firmware Click
Browse and select the extracted firmware upgrade file.

Start to Upgrade After you have selected the
appropriate file, click this button, and follow the on-screen
instructions.

Status > Router

The Router screen displays information about the Router
and its current settings.
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Status > Router

Router Information

Firmware Version This is the version number of the
Router’s current firmware.

Current Time This shows the time set on the Router.

Internet MAC Address This is the Router’s MAC Address,
as seen by your ISP.

Host Name If required by your ISP, this was entered on
the Basic Setup screen.

Domain Name If required by your ISP, this was entered
on the Basic Setup screen.

Internet Connection

This section shows the current network information
stored in the Router. The information varies depending on
the Internet connection type selected on the Basic Setup
screen.

Click Refresh to update the on-screen information.
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Status > Local Network

The Local Network screen displays information about the
local, wired network.

Status > Local Network

Local Network

Local MAC Address The MAC address of the Router’s
local, wired interface is displayed here.

Router IP Address This shows the Router’s IP address, as
it appears on your local network.

Subnet Mask This shows the Subnet Mask of the Router.

DHCP Server

DHCP Server The status of the Router’s DHCP server
function is displayed here.

Start IP Address For the range of IP addresses used by
devices on your local network, the starting IP address is
shown here.

End IP Address For the range of IP addresses used by
devices on your local network, the ending IP address is
shown here.

DHCP Clients Table Click this button to view a list of PCs
that are using the Router as a DHCP server.
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DHCP Clients Table
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DHCP Client Table

The DHCP Client Table lists computers and other
devices that have been assigned IP addresses by the
Router.The list can be sorted by Client Name, Interface,
IP Address, MAC Address, and Expired Time (how
much time is left for the current IP address). To remove
a DHCP client, click Delete. To retrieve the most up-to-
date information, click Refresh. To exit this screen and
return to the Local Network screen, click Close.

Status > Wireless Network

The Wireless Network screen displays information about
your wireless network.

Status > Wireless

Wireless Network

MAC Address The MAC address of the Router’s local,
wireless interface is displayed here.

Mode Displayed here is the wireless mode used by the
network.

Network Name (SSID) Displayed here is the name of the
wireless network, which is also called the SSID.

Radio Band Shown here is the Radio Band setting
selected on the Basic Wireless Settings screen.

Wide Channel Shown here is the Wide Channel setting
selected on the Basic Wireless Settings screen.

Standard Channel Shown here is the Standard Channel
setting selected on the Basic Wireless Settings screen.

Security Displayed here is the wireless security method
used by the Router.

SSID Broadcast Displayed here is the status of the SSID
Broadcast feature.

Wireless-N Broadband Router
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Appendix A:
Troubleshooting

Your computer cannot connect to the Internet.

Follow these instructions until your computer can connect
to the Internet:

e Make sure that the Router is powered on. The Power
LED should be green and not flashing.

e If the Power LED is flashing, then power off all of
your network devices, including the modem, Router,
and computers. Then power on each device in the
following order:

1. Cable or DSL modem
2. Router

3. Computer

e Check the cable connections. The computer should
be connected to one of the ports numbered 1-4 on
the Router, and the modem must be connected to the
Internet port on the Router.

The modem does not have an Ethernet port.

The modem is a dial-up modem for traditional dial-up
service. To use the Router, you need a cable/DSL modem
and high-speed Internet connection.

You cannot use the DSL service to connect manually to
the Internet.

After you have installed the Router, it will automatically
connect to your Internet Service Provider (ISP), so you no
longer need to connect manually.

The DSL telephone line does not fit into the Router’s
Internet port.

The Router does not replace your modem. You still need
your DSL modem in order to use the Router. Connect the
telephone line to the DSL modem, and then insert the
setup CD into your computer. Click Setup and follow the
on-screen instructions.
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When you double-click the web browser, you are
prompted for a username and password. If you want to
get rid of the prompt, follow these instructions.

Launch the web browser and perform the following steps
(these steps are specific to Internet Explorer but are similar
for other browsers):

1. Select Tools > Internet Options.
2. Click the Connections tab.

3. Select Never dial a connection.
4. Click OK.

The Router does not have a coaxial port for the cable
connection.

The Router does not replace your modem. You still need
your cable modem in order to use the Router. Connect
your cable connection to the cable modem, and then
insert the setup CD into your computer. Click Setup and
follow the on-screen instructions.

The computer cannot connect wirelessly to the network.

Make sure the wireless network name or SSID is the same
on both the computer and the Router. If you have enabled
wireless security, then make sure the same security
method and key are used by both the computer and the
Router.

You need to modify the settings on the Router.

Open the web browser (for example, Internet Explorer or
Firefox), and enter the Router’s IP address in the address
field (the default IP address is 192.168.1.1). When
prompted, enter the password to the Router (the default is
admin). Click the appropriate tab to change the settings.

WEB: If your questions are not addressed here,
refer to the Linksys website, www.linksys.com
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Appendix B:

Specifications

Model WRT160N

Standards Draft 802.11n,802.11g, 802.11b,
802.3,802.3u

Ports Power, Internet, and Ethernet

Buttons Reset, Wi-Fi Protected Setup

LEDs Ethernet (1-4), Wi-Fi Protected
Setup, Wireless, Internet, Power

Cabling Type CAT 5e

RF Pwr (EIRP) in dBm 17 dBm

Antenna Gain indBi 1.5 dBi

UPnP able/cert Able

Security Features WEP, WPA, WPA2
Security Key Bits 128-Bit, 256-Bit

Environmental
Dimensions 7.95"x6.3"x 1.34"

(202 x 160 x 34 mm)
Weight 13.40 0z (0.38 kg)
Power 12V, 1A
Certification FCC, CE, IC-03, Wi-Fi
Operating Temp. 0 to 40°C (32 to 104°F)
Storage Temp. -20 to 60°C (-4 to 140°F)

Operating Humidity 10 to 85% Noncondensing
Storage Humidity 5 to 90% Noncondensing
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Appendix C:
Warranty Information

Limited Warranty

Linksys warrants to You that, for a period of one year
(the "Warranty Period"), your Linksys Product will be
substantially free of defects in materials and workmanship
under normal use. Your exclusive remedy and Linksys'’
entire liability under this warranty will be for Linksys at
its option to repair or replace the Product or refund Your
purchase price less any rebates. This limited warranty
extends only to the original purchaser.

If the Product proves defective during the Warranty
Period call Linksys Technical Support in order to obtain
a Return Authorization Number, if applicable. BE SURE
TO HAVE YOUR PROOF OF PURCHASE ON HAND WHEN
CALLING. If You are requested to return the Product, mark
the Return Authorization Number clearly on the outside
of the package and include a copy of your original proof
of purchase. RETURN REQUESTS CANNOT BE PROCESSED
WITHOUT PROOF OF PURCHASE. You are responsible
for shipping defective Products to Linksys. Linksys pays
for UPS Ground shipping from Linksys back to You only.
Customers located outside of the United States of America
and Canada are responsible for all shipping and handling
charges.

ALL IMPLIED WARRANTIES AND CONDITIONS OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR
PURPOSE ARE LIMITED TO THE DURATION OF
THE WARRANTY PERIOD. ALL OTHER EXPRESS OR
IMPLIED ~ CONDITIONS, = REPRESENTATIONS  AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF
NON-INFRINGEMENT, ARE DISCLAIMED. Some jurisdictions
do not allow limitations on how long an implied warranty
lasts, so the above limitation may not apply to You. This
warranty gives You specific legal rights, and You may also
have other rights which vary by jurisdiction.

This warranty does not apply if the Product (a) has been
altered, except by Linksys, (b) has not been installed,
operated, repaired, or maintained in accordance with
instructions supplied by Linksys, or (c) has been subjected
to abnormal physical or electrical stress, misuse,
negligence, or accident. In addition, due to the continual
development of new techniques for intruding upon and
attacking networks, Linksys does not warrant that the
Product will be free of vulnerability to intrusion or attack.
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TO THE EXTENT NOT PROHIBITED BY LAW, IN NO EVENT
WILL LINKSYS BE LIABLE FOR ANY LOST DATA, REVENUE
OR PROFIT, OR FOR SPECIAL, INDIRECT, CONSEQUENTIAL,
INCIDENTAL OR PUNITIVE DAMAGES, REGARDLESS OF THE
THEORY OF LIABILITY (INCLUDING NEGLIGENCE), ARISING
OUT OF OR RELATED TO THE USE OF OR INABILITY TO
USE THE PRODUCT (INCLUDING ANY SOFTWARE), EVEN
IF LINKSYS HAS BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES. IN NO EVENT WILL LINKSYS’ LIABILITY
EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT.
The foregoing limitations will apply even if any warranty or
remedy provided under this Agreement fails of its essential
purpose. Some jurisdictions do not allow the exclusion or
limitation of incidental or consequential damages, so the
above limitation or exclusion may not apply to You.

Please direct all inquiries to: Linksys, P.O. Box 18558, Irvine,
CA 92623.
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Regulatory Information

FCCStatement

This device complies with Part 15 of the FCC Rules.
Operation is subject to the following two conditions: (1)
This device may not cause harmful interference, and (2) this
device must accept any interference received, including
interference that may cause undesired operation.

This product has been tested and complies with the
specifications for a Class B digital device, pursuant to Part
15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in
a residential installation. This equipment generates,
uses, and can radiate radio frequency energy and, if not
installed and used according to the instructions, may
cause harmful interference to radio communications.
However, there is no guarantee that interference will not
occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception,
which is found by turning the equipment off and on, the
user is encouraged to try to correct the interference by
one or more of the following measures:

e Reorient or relocate the receiving antenna

¢ Increase the separation between the equipment or
devices

e Connect the equipment to an outlet other than the
receiver’s

e Consultadealeroran experienced radio/TV technician
for assistance

FCC Caution: Any changes or modifications not expressly
approved by the party responsible for compliance could
void the user’s authority to operate this equipment.

FCCRadiation Exposure Statement

This equipment complies with FCC radiation exposure
limits set forth for an uncontrolled environment. This
equipment should be installed and operated with
minimum distance 20cm between the radiator and your
body.

This transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter. [EEE
802.11b or 802.11g operation of this product in the USA is
firmware-limited to channels 1 through 11.
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Safety Notices

e Caution: To reduce the risk of fire, use only No.26 AWG
or larger telecommunication line cord.

¢ Do not use this product near water, for example, in a
wet basement or near a swimming pool.

e Avoid using this product during an electrical storm.
There may be a remote risk of electric shock from
lightning.

& WARNING: This product contains lead, known
to the State of California to cause cancer, and
birth defects or other reproductive harm. Wash

hands after handling.

Industry Canada Statement

This Class B digital apparatus complies with Canadian
ICES-003 and RSS210.

Operation is subject to the following two conditions:

1. This device may not cause interference and

2. This device must accept any interference, including
interference that may cause undesired operation of the
device. This device has been designed to operate with
an antenna having a maximum gain of 2dBi. Antenna
havingahighergainisstrictlyprohibited perregulations
of Industry Canada. The required antenna impedance
is 50 ohms.

To reduce potential radio interference to other users,
the antenna type and its gain should be so chosen
that the EIRP is not more than required for successful
communication.

Industry Canada Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits
set forth for an uncontrolled environment. This equipment
should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in
conjunction with any other antenna or transmitter.
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Avis d’'Industrie Canada

Cet appareil numérique de la classe B est conforme aux
normes NMB-003 et RS5210 du Canada.

L'utilisation de ce dispositif est autorisée seulement aux
conditions suivantes :

il ne doit pas produire de brouillage et

2. il doit accepter tout brouillage radioélectrique recu,

méme si ce brouillage est susceptible de compromettre
le fonctionnement du dispositif. Le dispositif a été
congupourfonctionneravecuneantenneayantungain
maximum de 2 dBi. Les réglements d’Industrie Canada
interdisent strictement I'utilisation d'antennes dont le
gain est supérieur a cette limite. Limpédance requise
de I'antenne est de 50 ohms.
Afin de réduire le risque d'interférence aux autres
utilisateurs, le type d'antenne et son gain doivent
étre choisis de facon a ce que la puissance isotrope
rayonnée équivalente (p.i.r.e.) ne soit pas supérieure
au niveau requis pour obtenir une communication
satisfaisante.

Avis d’Industrie Canada concernant l'exposition
aux radiofréquences :

Ce matériel est conforme aux limites établies par IC
en matiére d'exposition aux radiofréquences dans un
environnement non controlé. Ce matériel doit étre installé
et utilisé a une distance d'au moins 20 cm entre I'antenne
et le corps de I'utilisateur.

L'émetteur ne doit pas étre placé prés d'une autre antenne
ou d'un autre émetteur, ou fonctionner avec une autre
antenne ou un autre émetteur.

Wireless Disclaimer

The maximum performance for wireless is derived from
IEEE Standard 802.11 specifications. Actual performance
can vary, including lower wireless network capacity,
data throughput rate, range and coverage. Performance
depends on many factors, conditions and variables,
including distance from the access point, volume of
network traffic, building materials and construction,
operating system used, mix of wireless products used,
interference and other adverse conditions.

Wireless-N Broadband Router

Avis de non-responsabilité concernant les
appareils sans fil

Les performances maximales pour les réseaux sans fil
sont tirées des spécifications de la norme IEEE 802.11.
Les performances réelles peuvent varier, notamment
en fonction de la capacité du réseau sans fil, du débit
de la transmission de données, de la portée et de la
couverture. Les performances dépendent de facteurs,
conditions et variables multiples, en particulier de la
distance par rapport au point d’accés, du volume du trafic
réseau, des matériaux utilisés dans le batiment et du
type de construction, du systeme d'exploitation et de la
combinaison de produits sans fil utilisés, des interférences
et de toute autre condition défavorable.
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User Information for Consumer Products
Covered by EU Directive 2002/96/EC on
Waste Electric and Electronic Equipment
(WEEE)

This document contains important information for users
with regards to the proper disposal and recycling of
Linksys products. Consumers are required to comply with
this notice for all electronic products bearing the following
symbol:

English - Environmental Information for Customers in
the European Union

European Directive 2002/96/EC requires that the equipment
bearing this symbol & on the product and/or its packaging must
not be disposed of with unsorted municipal waste. The symbol
indicates that this product should be disposed of separately
from regular household waste streams. It is your responsibility to
dispose of this and other electric and electronic equipment via
designated collection facilities appointed by the government or
local authorities. Correct disposal and recycling will help prevent
potential negative consequences to the environment and
human health. For more detailed information about the disposal
of your old equipment, please contact your local authorities,
waste disposal service, or the shop where you purchased the
product.

Bbbnrapckm (Bulgarian) - WHdopmauma OTHOCHO
onasBaHeTO Ha OKOJIHaTa cpefla 3a noTpe6utenn B
EBponenckus cbio3

EBponericka gupektnea 2002/96/EC n3nckBa ypepmute, Hocewm
TO3U CUMBON & BbPXY M3LENNETO W/ ONakoBKaTa My, Aa He
Ce V3XBbpAA T C HecopTUpaHu 6uToBu otnagbun. CUMBOIBLT
0603HavaBa, ye n3genmeTo TpsibBa f1a ce U3XBbPIA OTAESHO OT
CcMeToCbbUpaHeTo Ha 06UKHOBEHUTE 6UTOBM OTnagbuW. Bawa
€ OTrOBOPHOCTTA TO3M U APYruTE ENeKTPUUYECKN U eNeKTPOHHN
ypeau Aa ce V3XBbPAAT B MNPeABAapPUTENHO onpefeneHn ot
ObPrKaBHUTE UMM OBLIMHCKIM OpraHm creumanmsmpaHm MyHKToBe
3a cbbupaHe. TMPaBUNHOTO UW3XBbPMIAHE U  PeUUKIMpaHe
e CMOMOrHaT [a ce MPeAoTBPATAT eBEHTYyaNlHV BpefHu 3a
OKOJIHaTa CpeAa 1 3PaBeTo Ha HaceNleHMeTo NocneacTaus. 3a
no-noapo6Ha nHbopMaLmsa OTHOCHO M3XBBPJIAHETO Ha BalMTe
CTapu ypeau ce o6bpHeTe KbM MECTHUTE BIACTU, CyK6uTe 3a
CcMeToCbbUpaHe 1In MarasriHa, OT KOWTO CTe 3aKynunuv ypeaa.
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Cestina (Czech) - Informace o ochrané Zivotniho
prostiedi pro zakazniky v zemich Evropské unie

Evropska smérnice 2002/96/ES zakazuje, aby zafizeni oznacené
timto symbolem £ na produktu anebo na obalu bylo likvidovano
s netfidénym komunadlnim odpadem. Tento symbol uddva,
ze dany produkt musi byt likvidovan oddélené od bézného
komunadlniho odpadu. Odpovidéte za likvidaci tohoto produktu
a dalSich elektrickych a elektronickych zafizeni prostfednictvim
uréenych sbérnych mist stanovenych vlddou nebo mistnimi
Ufady. Spravnd likvidace a recyklace pomdahd predchézet
potencidlnim negativnim dopadlm na zivotni prostfedi a lidské
zdravi. Podrobnéjsi informace o likvidaci starého vybaveni si
laskavé vyzadejte od mistnich Grad(, podniku zabyvajiciho se
likvidaci komunalnich odpad( nebo obchodu, kde jste produkt
zakoupili.

Dansk (Danish) - Miljginformation for kunder i EU

EU-direktiv 2002/96/EF kraever, at udstyr der baerer dette symbol
& pa produktet og/eller emballagen ikke ma bortskaffes som
usorteret kommunalt affald. Symbolet betyder, at dette produkt
skal bortskaffes adskilt fra det almindelige husholdningsaffald.
Det er dit ansvar at bortskaffe dette og andet elektrisk og
elektronisk udstyr via bestemte indsamlingssteder udpeget
af staten eller de lokale myndigheder. Korrekt bortskaffelse
og genvinding vil hjelpe med til at undga mulige skader for
miljget og menneskers sundhed. Kontakt venligst de lokale
myndigheder, renovationstjenesten eller den butik, hvor du
har kebt produktet, angaende mere detaljeret information om
bortskaffelse af dit gamle udstyr.

Deutsch (German) - Umweltinformation fiir Kunden
innerhalb der Europdischen Union

Die Europaische Richtlinie 2002/96/EC verlangt, dass technische
Ausrlstung, die direkt am Gerat und/oder an der Verpackung mit
diesem Symbol versehen ist £, nicht zusammen mit unsortiertem
Gemeindeabfall entsorgt werden darf. Das Symbol weist darauf
hin, dass das Produkt von reguldrem Haushaltmull getrennt
entsorgt werden sollte. Es liegt in lhrer Verantwortung, dieses
Gerat und andere elektrische und elektronische Gerate liber
die dafiir zustdndigen und von der Regierung oder ortlichen
Behdrden dazu bestimmten Sammelstellen zu entsorgen.
Ordnungsgemafes Entsorgen und Recyceln tragt dazu bei,
potentielle negative Folgen fiir Umwelt und die menschliche
Gesundheit zu vermeiden. Wenn Sie weitere Informationen zur
Entsorgung lhrer Altgerdte bendtigen, wenden Sie sich bitte an
die oOrtlichen Behdrden oder stadtischen Entsorgungsdienste
oder an den Handler, bei dem Sie das Produkt erworben haben.
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Eesti (Estonian) - Keskkonnaalane informatsioon
Euroopa Liidus asuvatele klientidele

Euroopa Liidu direktiivi 2002/96/EU néuete kohaselt on
seadmeid, millel on tootel v6i pakendil kdesolev simbol Z,
keelatud kérvaldada koos sorteerimata olmejddatmetega. See
siimbol nditab, et toode tuleks kérvaldada eraldi tavalistest
olmejaatmevoogudest. Olete kohustatud kérvaldama kdesoleva
ja ka muud elektri- ja elektroonikaseadmed riigi voi kohalike
ametiasutuste poolt ette nahtud kogumispunktide kaudu.
Seadmete korrektne korvaldamine ja ringlussevétt aitab valtida
voimalikke negatiivseid tagajdrgi keskkonnale ning inimeste
tervisele. Vanade seadmete korvaldamise kohta tdapsema
informatsiooni saamiseks votke palun (hendust kohalike
ametiasutustega, jaatmekaitlusfirmaga voi kauplusega, kust te
toote ostsite.

Espaiiol (Spanish) - Informacion medioambiental para
clientes de la Unién Europea

La Directiva 2002/96/CE de la UE exige que los equipos que
lleven este simbolo £ en el propio aparato y/o en su embalaje
no deben eliminarse junto con otros residuos urbanos no
seleccionados. El simbolo indica que el producto en cuestiéon
debe separarse de los residuos domésticos convencionales con
vistas a su eliminacion. Es responsabilidad suya desechar este y
cualesquiera otros aparatos eléctricos y electrénicos a través de
los puntos de recogida que ponen a su disposicion el gobiernoy
lasautoridadeslocales. Aldesecharyreciclar correctamente estos
aparatos estara contribuyendo a evitar posibles consecuencias
negativas para el medio ambiente y la salud de las personas. Si
desea obtener informacién mas detallada sobre la eliminacion
segura de su aparato usado, consulte a las autoridades locales,
al servicio de recogida y eliminacion de residuos de su zona o
pregunte en la tienda donde adquirié el producto.

EMnvika (Greek) - XZtowxeia mePIBANNOVTIKNAG
npootaciag yia meAdtreg &viog TG Evpwmaiknig
‘Evwong

H Kowvotikii O8nyia 2002/96/EC anarttei 6Tt 0 e§0mMAMIOUOG 0 0TT0i0G
@€pel auTto To oLPPBoNo & oTo TPOIGY Kal/fj OTn CUOKEuaaia
Tou Sev Tpémel va amoppintetal padi PE TA UIKTA KOWVOTIKA
anoppippata. To cupBoro umodeikvuel 6Tt AuTo To TIPOIGV Ba
TIPETEL VO ATOPPINITETAL EEXWPIOTA amd Ta ouvidn OIKIaKA
anoppipparta. Eiote umevBuvog yia tv amdéppiyn Tou mapovTog
Kal AAOU NAEKTPIKOU Kal NAEKTPOVIKOU €EOTAICHOU UEOW TWV
KOBOPIoPEVWV EYKATACTACEWY CUYKEVTPWONG ATTOPPIUUATWY Ol
oroieg mapéxovtal amd To KPATOG 1 TIG APUOSIEC TOTTIKEG APXEG.
H owot amdpppn Kat avakUKAWoN GUUPBANEL TNV TPOANYN
mMOAVWY ApVNTIKWY CUVETTEIWV Y1a TO TTEPIBANOV Kal TNV LyEia.
MNa meplocoTEPEG MANPOPOPIEG OXETIKA PE TNV ATOPPIYn TOU
maAloV oag eEOMAIGHOU, TTAPAKAAW ETTIKOIVWVIOTE HIE TIG TOTTIKEC
QAPXEG, TIG UTINPECIEG amoOPPIYNG 1 TO KATACTNHA and To Omoio
QAyopAoaTE TO TTPOIOV.
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Francais (French) - Informations environnementales
pour les clients de I'Union européenne

La directive européenne 2002/96/CE exige que l'équipement
sur lequel est apposé ce symbole £ sur le produit et/ou son
emballage ne soit pas jeté avec les autres ordures ménageres. Ce
symbole indique que le produit doit étre éliminé dans un circuit
distinct de celui pour les déchets des ménages. Il est de votre
responsabilité de jeter ce matériel ainsi que tout autre matériel
électrique ou électronique par les moyens de collecte indiqués
par le gouvernement et les pouvoirs publics des collectivités
territoriales. Lélimination et le recyclage en bonne et due forme
ont pour but de lutter contre I'impact néfaste potentiel de ce
type de produits sur I'environnement et la santé publique. Pour
plus d'informations sur le mode d‘élimination de votre ancien
équipement, veuillez prendre contact avec les pouvoirs publics
locaux, le service de traitement des déchets, ou I'endroit ou vous
avez acheté le produit.

Italiano (Italian) - Informazioni relative all’ambiente
per i clienti residenti nell’'Unione Europea

La direttiva europea 2002/96/EC richiede che le apparecchiature
contrassegnate con questo simbolo Z sul prodotto e/o
sull'imballaggio non siano smaltite insieme ai rifiuti urbani
non differenziati. Il simbolo indica che questo prodotto non
deve essere smaltito insieme ai normali rifiuti domestici. E
responsabilita del proprietario smaltire sia questi prodotti sia
le altre apparecchiature elettriche ed elettroniche mediante
le specifiche strutture di raccolta indicate dal governo o dagli
enti pubblici locali. Il corretto smaltimento ed il riciclaggio
aiuteranno a prevenire conseguenze potenzialmente negative
per 'ambiente e per la salute dell’essere umano. Per ricevere
informazioni piu dettagliate circa lo smaltimento delle vecchie
apparecchiature in Vostro possesso, Vi invitiamo a contattare gli
enti pubblici di competenza, il servizio di smaltimento rifiuti o il
negozio nel quale avete acquistato il prodotto.

LatvieSu valoda (Latvian) - Ekologiska informacija
klientiem Eiropas Savienibas jurisdikcija

Direktiva 2002/96/EK ir prasiba, ka aprikojumu, kam pievienota
zime & uz pasa izstradajuma vai uz ta iesainojuma, nedrikst
izmest nesdkirota veida kopa ar komunalajiem atkritumiem
(tiem, ko rada vietéji iedzivotaji un uznémumi). Si Zime nozimé
to, ka $i ierice ir jaizmet atkritumos ta, lai ta nenonaktu kopa ar
parastiem majsaimniecibas atkritumiem. Jasu pienakums ir So
un citas elektriskas un elektroniskas ierices izmest atkritumos,
izmantojot ipasus atkritumu savak3anas veidus un lidzek|us, ko
nodrosina valsts un pasvaldibu iestades. Ja izmeSana atkritumos
un parstrade tiek veikta pareizi, tad mazinas iespé&jamais
kaitéjums dabai un cilveku veselibai. Sikakas zinas par
novecojusa aprikojuma izmesanu atkritumos jas varat sanemt
vietéja pasvaldiba, atkritumu savaksanas dienesta, ka ar veikala,
kur iegadajaties 3o izstradajumu.
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Lietuvskai (Lithuanian) - Aplinkosaugos informacija,
skirta Europos Sajungos vartotojams

Europos direktyva 2002/96/EC numato, kad jrangos, kuri ir &
kurios pakuoté yra pazyméta Siuo simboliu (jveskite simbolj),
negalima $alinti kartu su nerGSiuotomis komunalinémis
atliekomis. Sis simbolis rodo, kad gaminj reikia 3alinti atskirai
nuo bendro buitiniy atlieky srauto. Jas privalote uztikrinti, kad
Si ir kita elektros ar elektroniné jranga buty $alinama per tam
tikras nacionalinés ar vietinés valdZios nustatytas atlieky rinkimo
sistemas. Tinkamai 3alinant ir perdirbant atliekas, bus iSvengta
galimos zalos aplinkai ir Zmoniy sveikatai. Daugiau informacijos
apie jasy senos jrangos 3alinima gali pateikti vietinés valdzZios
institucijos, atlieky Salinimo tarnybos arba parduotuvés, kuriose
isigijote ta gaminj.

Malti (Maltese) - Informazzjoni Ambjentali ghal Klijenti
fl-Unjoni Ewropea

Id-Direttiva Ewropea 2002/96/KE titlob li t-taghmir li jkun fih is-
simbolu & fuq il-prodott u/jew fuq I-ippakkjar ma jistax jintrema
ma’ skart municipali li ma giex isseparat. Is-simbolu jindika
li dan il-prodott ghandu jintrema separatament minn ma’ I-
iskart domestiku regolari. Hija responsabbilta tieghek li tarmi
dan it-taghmir u kull taghmir iehor ta’ |-elettriku u elettroniku
permezz ta’ facilitajiet ta’ gbir appuntati apposta mill-gvern jew
mill-awtoritajiet lokali. Ir-rimi b'mod korrett u r-riciklagg jghin
jipprevjeni konsegwenzi negattivi potenzjali ghall-ambjent u
ghas-sahha tal-bniedem. Ghal aktar informazzjoni dettaljata
dwar ir-rimi tat-taghmir antik tieghek, jekk joghgbok ikkuntattja
lill-awtoritajiet lokali tieghek, is-servizzi ghar-rimi ta' l-iskart, jew
il-hanut minn fejn xtrajt il-prodott.

Magyar (Hungarian) - Kérnyezetvédelmi informacié az
eurdpai unios vasarlok szamara

A 2002/96/EC szamu eurdpai uniods irdnyelv megkivanja, hogy
azokat a termékeket, amelyeken, és/vagy amelyek csomagoldsan
azalabbi cimke £ megjelenik, tilos a tobbi szelektalatlan lakossagi
hulladékkal egyutt kidobni. A cimke azt jel6li, hogy az adott
termék kidobasakor a szokvanyos héaztartasi hulladékelszallitasi
rendszerektdl elkiilénitett eljarast kell alkalmazni. Az On
feleldssége, hogy ezt, és mas elektromos és elektronikus
berendezéseit a kormanyzati vagy a helyi hatésdgok altal
kijelolt gyujtoredszereken keresztil szdmolja fel. A megfeleld
hulladékfeldolgozas segit a kdrnyezetre és az emberi egészségre
potencidlisan artalmas negativ hatdsok megeldzésében. Ha
elavult berendezéseinek felszamolasahoz tovabbi részletes
informacidra van sziiksége, kérjlk, 1épjen kapcsolatba a helyi
hatésdgokkal, a hulladékfeldolgozési szolgélattal, vagy azzal
Gzlettel, ahol a terméket vésarolta.
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Nederlands (Dutch) - Milieu-informatie voor klanten
in de Europese Unie

De Europese Richtlijn 2002/96/EC schrijft voor dat apparatuur die
is voorzien van dit symbool £ op het product of de verpakking,
niet mag worden ingezameld met niet-gescheiden huishoudelijk
afval. Dit symbool geeft aan dat het product apart moet worden
ingezameld. U bent zelf verantwoordelijk voor de vernietiging
vandeze enandereelektrische en elektronische apparatuurviade
daarvoor door de landelijke of plaatselijke overheid aangewezen
inzamelingskanalen. De juiste vernietiging en recycling van
deze apparatuur voorkomt mogelijke negatieve gevolgen voor
het milieu en de gezondheid. Voor meer informatie over het
vernietigen van uw oude apparatuur neemt u contact op met
de plaatselijke autoriteiten of afvalverwerkingsdienst, of met de
winkel waar u het product hebt aangeschaft.

Norsk (Norwegian) - Miljginformasjon for kunder i EU

EU-direktiv 2002/96/EF krever at utstyr med felgende symbol
& avbildet pa produktet og/eller pakningen, ikke ma kastes
sammen med usortert avfall. Symbolet indikerer at dette
produktet skal handteres atskilt fra ordinzer avfallsinnsamling
for husholdningsavfall. Det er ditt ansvar & kvitte deg med
dette produktet og annet elektrisk og elektronisk avfall via egne
innsamlingsordninger slik myndighetene eller kommunene
bestemmer. Korrekt avfallshandtering og gjenvinning vil
veere med péd 3 forhindre mulige negative konsekvenser for
miljo og helse. For naermere informasjon om handtering av
det kasserte utstyret ditt, kan du ta kontakt med kommunen,
en innsamlingsstasjon for avfall eller butikken der du kjopte
produktet.

Polski (Polish) - Informacja dla klientéow w Unii
Europejskiej o przepisach dotyczacych ochrony
sSrodowiska

Dyrektywa Europejska 2002/96/EC wymaga, aby sprzet
oznaczony symbolem £ znajdujgcym sie na produkcie i/lub jego
opakowaniu nie byt wyrzucany razem z innymi niesortowanymi
odpadami komunalnymi. Symbol ten wskazuje, ze produkt
nie powinien by¢ usuwany razem ze zwyklymi odpadami z
gospodarstw domowych. Na Panstwu spoczywa obowigzek
wyrzucania tego i innych urzadzen elektrycznych oraz
elektronicznych w punktach odbioruwyznaczonych przezwtadze
krajowe lub lokalne. Pozbywanie sie sprzetu we wtasciwy sposéb
i jego recykling pomoga zapobiec potencjalnie negatywnym
konsekwencjom dla srodowiska i zdrowia ludzkiego. W celu
uzyskania szczegotowych informacji o usuwaniu starego sprzetu,
prosimy zwréci¢ sie do lokalnych wiadz, stuzb oczyszczania
miasta lub sklepu, w ktérym produkt zostat nabyty.
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Portugués (Portuguese) - Informacao ambiental para
clientes da Unido Europeia

A Directiva Europeia 2002/96/CE exige que o equipamento
que exibe este simbolo £ no produto e/ou na sua embalagem
nao seja eliminado junto com os residuos municipais nao
separados. O simbolo indica que este produto deve ser
eliminado separadamente dos residuos domésticos regulares.
E da sua responsabilidade eliminar este e qualquer outro
equipamento eléctrico e electrénico através das instalacdes
de recolha designadas pelas autoridades governamentais ou
locais. A eliminacdo e reciclagem correctas ajudardo a prevenir
as consequéncias negativas para o ambiente e para a saude
humana. Para obter informa¢ées mais detalhadas sobre a
forma de eliminar o seu equipamento antigo, contacte as
autoridades locais, os servicos de eliminacao de residuos ou o
estabelecimento comercial onde adquiriu o produto.

Roméana (Romanian) - Informatii de mediu pentru
clientii din Uniunea Europeana

Directiva europeana 2002/96/CE impune ca echipamentele care
prezinta acest simbol E pe produs si/sau pe ambalajul acestuia sa
nu fie casate impreund cu gunoiul menajer municipal. Simbolul
indica faptul ca acest produs trebuie sa fie casat separat de
gunoiul menajer obisnuit. Este responsabilitatea dvs. sa casati
acest produs si alte echipamente electrice si electronice prin
intermediul unitatilor de colectare special desemnate de guvern
sau de autoritdtile locale. Casarea si reciclarea corecte vor ajuta
la prevenirea potentialelor consecinte negative asupra sanatatii
mediului si a oamenilor. Pentru mai multe informatii detaliate
cu privire la casarea acestui echipament vechi, contactati
autoritatile locale, serviciul de salubrizare sau magazinul de la
care ati achizitionat produsul.

Slovencina (Slovak) - Informacie o ochrane Zivotného
prostredia pre zakaznikov v Europskej tnii

Podla eurdpskej smernice 2002/96/ES zariadenie s tymto
symbolom £ na produkte a/alebo jeho baleni nesmie byt
likvidované spolu s netriedenym komunalnym odpadom.
Symbol znamend, ze produkt by sa mal likvidovat oddelene
od bezného odpadu z domacnosti. Je vasou povinnostou
likvidovat toto i ostatné elektrické a elektronické zariadenia
prostrednictvom Specializovanych zbernych zariadeni uréenych
vladou alebo miestnymi orgdnmi. Spravna likvidacia a recyklacia
pomoze zabranit pripadnym negativnym dopadom na zivotné
prostredie a zdravie ludi. Ak mate zdujem o podrobnejsie
informacie o likvidacii starého zariadenia, obratte sa, prosim, na
miestne organy, organizacie zaoberajuce sa likvidaciou odpadov
alebo obchod, v ktorom ste si produkt zakupili.
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Slovencina (Slovene) - Okoljske informacije za stranke
v Evropski uniji

Evropska direktiva 2002/96/EC prepoveduje odlaganje opreme,
oznacene s tem simbolom £ - naizdelku in/ali na embalazi - med
obicajne, nerazvri¢ene odpadke. Ta simbol opozarja, da je treba
izdelek odvreci lo¢eno od preostalih gospodinjskih odpadkov.
Vasa odgovornost je, da to in preostalo elektri¢no in elektronsko
opremo odnesete na posebna zbiralis¢a, ki jih dolocijo
drzavne ustanove ali lokalna uprava. S pravilnim odlaganjem
in recikliranjem boste preprecili morebitne Skodljive vplive na
okolje in zdravje ljudi. Ce Zelite izvedeti ve¢ o odlaganju stare
opreme, se obrnite na lokalno upravo, odpad ali trgovino, kjer
ste izdelek kupili.

Suomi (Finnish) - Ymparistoa koskevia tietoja EU-
alueen asiakkaille

EU-direktiivi 2002/96/EY edellyttad, etta jos laitteistossa on tama
symboli £ itse tuotteessa ja/tai sen pakkauksessa, laitteistoa
ei saa havittaa lajittelemattoman yhdyskuntajatteen mukana.
Symboli merkitsee sitd, ettd tdma tuote on havitettava erilldan
tavallisesta kotitalousjdtteesta. Sinun vastuullasi on havittaa
tama elektroniikkatuote ja muut vastaavat elektroniikkatuotteet
viemdlld tuote tai tuotteet viranomaisten madradamadan
kerdyspisteeseen. Laitteiston oikea havittdminen estaa
mahdolliset kielteiset vaikutukset ympadristoon ja ihmisten
terveyteen. Lisdtietoja vanhan laitteiston oikeasta havitystavasta
saa paikallisilta viranomaisilta, jatteenhavityspalvelusta tai siita
myymaldstd, josta ostit tuotteen.

Svenska (Swedish) - Miljoinformation for kunder i
Europeiska unionen

Det europeiska direktivet 2002/96/EC kraver att utrustning med
denna symbol £ pé produkten och/eller férpackningen inte far
kastas med osorterat kommunalt avfall. Symbolen visar att denna
produktborkastas efterattdenavskiljtsfranvanligt hushallsavfall.
Det faller pa ditt ansvar att kasta denna och annan elektrisk och
elektronisk utrustning pa faststéllda insamlingsplatser utsedda
av regeringen eller lokala myndigheter. Korrekt kassering och
atervinning skyddar mot eventuella negativa konsekvenser
for miljon och personhélsa. Fér mer detaljerad information om
kassering av din gamla utrustning kontaktar du dina lokala
myndigheter, avfallshanteringen eller butiken dar du kopte
produkten.

(A\, WEB: For additional information, please visit

www.linksys.com
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