2 ELTEX

Complete solutions for networking

NTU-2V
NTU-RG-1402G-W

user manual, version 1.0 (18 August 2014)
Optical Network Terminals

IP address: 192.168.1.1
User name: user
Password: user

http://www.eltex.nsk.ru/en/support/downloads/


http://192.168.0.1/

Firmware version

NTU-RG-1402G-W 3.50.1.2359

NTU-2V 3.50.1.2360

Document version Issue date Content of changes
1.0 18.08.2014 First issue

NOTES AND WARNINGS

V Notes contain important information, tips or recommendations on device operation and setup.

Warnings are used to inform users about harmful situations for the device and the user alike, which
o could cause malfunction or data loss.

2 NTU-2V, NTU-RG Optical Network Terminals



TABLE OF CONTENTS

L INTRODUCTION ..ctttttettt ettt ettt ettt ettt e stte e sttt e suteesateesuteesuseesateesaseesabeesaseesabeesaseesabeesaseesabeesaseesabaesaseesabaeenseesabaeensaesabaesnbeesabaesnseesnse 5
2 DEVICE DESCRIPTION ....ttitttitteeitttetteesteeestteesteeesteessteeesttesseessstesssesesssessesesssesssassnssesnsesesssesnsssenssesnsssensessnsesenseesnsessnseesnssesneennne 6
0 Y oo =Y o FP PSPPSRt 6
D 1V, e Yo 1] O TP U P PTRPPPTSR 6
2.3 DEVICE SPECITICATION ..enuieiiiieitieete ettt sttt et e et e e s ab e e e at e e s a b e e sab e e sab e e eab e e sabeeeateesabeeeabeesabeesnbeesabeennts 6
2.8 K@Y SPECITICALIONS. ¢ ettt sttt s bt e e ab e s a bt e s ab e e sab e e ae e e sa b e e eab e e sa b e e eab e e sa b e e eab e e sabeeent e e sabeeenteesareennes 9
B LY = { o DO TP PPPRPPPTN 11
00 0t T AV 10 YN 11
S 0t V(T OO UPPOTTUPPPPRI 12
B SR T =4 o o [ Vo LToF 1 o o VPRSI 14
2.6, 1 NTU=2V ettt ettt ettt ettt ettt bt e e b et s bt e ettt e bt e e bt e e sab e e b te e s be e bt e e st e e bt e e sateembeeesab e e aeeesabeenabeesabeenabeesabeesabeesabeenaree s 14
L0 AV 1O (N 14
T BN\l [ =Yg = Tor I [ Yo Lo d o o WO PRUPPRPPR 15
2.7 Reboot and ReSet tO FACLONY SETLINGS ....cccuiiiiiiiiii ettt st et sae e s be e e saeeesbeeesnneenne 15
2.8 DEIIVEIY PACKAEE ... ettt et ettt e e bt e bte s bt e e bt e e b et e bt e e b e e e bt e e bt e e nae e e beeenneeeabeeenaneenne 15
3 NTU-RG-1402G-W ARCHITECTURE ......ttiittirieeiieenieesieesteesteesteesiteessseesasessaseesssaessseessseesssessssessssessssesssssssssesssssesssesnsens 16
4 NTU-RG-1402G-W CONFIGURATION THROUGH WEB INTERFACE. USER ACCESS......ccoccttriierieeniienieenieesreesneesveesenes 17
4.1 The Device Info Menu. Device INfOrMAtion .......c.ciivi ittt e s be e sbe e e be e s beessbeessbeeenaeeenes 18
4.1.1 The Summary Submenu. Device General INformation ..........coociii i e e e aree e 18
4.1.2 The WAN Submenu. The Status Of SEIVICES ....cciviiiieiii ittt e e e sae e e sae e e e saaae e ssnaeeesareeeens 18
41.2.1 The Detail Submenu. Detailed INfOrmMation........c.uii i e re e s s e e e s sareeeens 19
413 The LAN Submenu. Monitoring of LAN Ports. Monitoring of Wi-Fi Interface Status .......ccccccevveeeiiiinienieeeneenne 19
4.1.4 The Statistics Submenu. Traffic Flow Information for Ports of the Device .......ccccevvviivieiiiiinieenieeie e 19
4.1.5 The Route Submenu. The ROULING Table .......oi it e e st e e e ata e e e e e e e e s abeeaeas 21
4.1.6 The ARP Submenu. Display of the ARP Protocol Cache.........cccuiiiieiiiiiiiiee ettt ae e s navee e 21
4.1.7 The DHCP SUDMENU. ACLIVE DHCP LEASES ..eevvviiririeriiieriieiititesitesstttesitessieeesiaessteessssesssssesssesnsssssssessssssssessnsessssasenss 22
4.1.8 The Wireless Stations Submenu. Connected Wireless DEVICES.....cccuviiiiiieeeriieeeniiieeerieeesreeeesrreessneeeessereeeens 22
4.1.9 The Voice Submenu. Monitoring of Telephone POItS .........oouiiiiiiieiiiieieeie et 23
4.2 The PPPOE MENU. PPP SEETEINES ....veiieiiiieieiiir e cctieeeesttee e ettt e st e e e sttt e s s et e e seaaaeeestteeeesssaeesansaeaesnsseeeannsseesanssnessnsseeennn 24
4.3 The Advanced Setup Menu. Advanced CONfigUIratioNn ..........cccuiiiiiiieieiiiic ettt e et ee e e e e tb e e e e eaba e e eetaaeesaraeeens 24
43.1 The LAN Submenu. Configuration of Main Parameters ........cccciieieiiie i ittt e et eeare e e aaee e e earaeaeas 24
4.3.2 The Port Mapping Submenu. Distribution Configuration for Ports and Services........cccccceeecieeeeccieeeecieee e, 25
43.3 The NAT SUDMENU. NAT SEELINES ..iiieiiiiieiee e e e e e e s e et r e e e e s e e asbaaaeeesee s nnrbaaeeaeeessnssenneeens 25
43.3.1 The Virtual Servers Submenu. Settings of Virtual SEIVErS.......cuvviieiii it e e e seaee e 25
43.3.2 The Port Triggering Submenu. Port Triggering Configuration .........cccccovcuieriiiiee e 27
4333 The DMZ Host SUBMENU. DIMZ SEEHINGS ..eeivieeieiiieeceiee ettt e et ee sttt e e st e e e s e e e s sate e e esnaaeeesnnaeesesnsaeessnsaeassnsseeeans 28
43.4 The Security SUDMENU. SECUNITY SETEINES .. .uvviiiiiiie ittt e et e e e saae e e sea e e e esataeeesnsaeaeennreeeens 28
43.4.1 The IP Filtering Submenu. Filtering Settings for AddresSes........uviiciiiiiiiiee ettt e e e e e e eavee e 28
Filtration Settings for OULEOINE TraffiC ......iiiiii i er e et e e e et e e e e stte e e e s bae e e ebaeeeestaeesesbasaeesseseennes 28
Filtration Settings for INCOMING TraffiC .....coicuiii i e et e e e et e e e e eata e e e e ata e e e ebaeeeestaeesesbasaeensseseennns 29
4.3.4.2 The MAC Filtering Submenu. Filtering Settings for MAC AddresSes ......cuueveriieeieiiiiieeiieeesrieeeesieeeeeveeeessereeeens 31
4.3.5 The Parental Control Submenu. Parental Control: Restrictions Configuration .........cccccceeveveieeeciciieeecciee e, 32
435.1 The Time Restriction Submenu. Configuration of Session Time Restriction .........cccccevevieeeevcieeecrciee e 32
4.35.2 The Url Filter Submenu. Internet Access Restriction SEttINGS ......ccccvvviiiieieiiciee e eree e 33
4.3.6 The Dynamic DNS Menu. Settings of Dynamic Domain Name SyStem ........ccccuveieeiiiiiiiiiiiee e 33
4.3.7 The UPnP Menu. Automatic Setup of NEtWOrk DEVICES ......ueeiiiiiiiiiiiiiiee ettt e e e e e aaaae e s 35
4.4 The Voice Menu. SIP Telephony SEtHINES .....coo i e e e e et e e e e e e s e batr e e e e e e seeanbbareeaaeeanes 36
44.1 The SIP Basic Setting Submenu. SIP General SEttINGS ........vvviiiiiiiice e e e 36
4.4.2 The SIP Advanced Setting Submenu. SIP Advanced Settings .......cccccvviiciiieiiiee e ree e 37
4.5 The Wi-Fi Menu. Wi-Fi NETWOTIK SETUP .eeieviiieicieieeciieeeetes ettt e e sttt e s ettt e e seaaee e e s aaeeeesneaeessnsaeeesnsseeeesnsseeesnssnessssseeennn 38
4.5.1 The BasiC SUDMENU. GENEIAL..cc.iiiiuiiiiiiiiieeiee ettt ettt et ettt e sat e e sbe e sab e e bt e e sateebte e st e e sbteesseesbaesnseesnne 38
45.2 The Security SUBMENU. SECUNITY SETEINGS ..coiiii e e e e e e e st ra e e e e e e e e erraaeeae s 39
453 The MAC Filter Submenu. Filtering Settings of MAC AddIreSSes ........ueiiieiieiiiiiiiiee et e eeeerrere e e e e e svvaaeeee s 42
45.4 The Wireless Bridge Submenu. Configuration of Wireless Connection in the Bridge Mode .........cccccceeuurnnneen... 43
45.5 The Advanced Submenu. Advanced SETEINGS .......uuiiiiii i e e e e e rar e e e e e e sabraaeeee s 44
4.6 The Storage Service Menu. File StOrage SEIVICES ......uuiiiiiiiiiciieeeiciee e ettt e eetee e st e e e see e e s aaeessraeeeesnteeessnneeesssseeennn 45
4.6.1 The Storage Device Info Submenu. Information on Connected DEVICES .......c.eeeeeiiiiieiieeeciiee e see e 45

NTU-2V, NTU-RG Optical Network Terminals 3



4.6.2 The User Accounts Submenu. Configuration of Samba USErs .........ceeiiiiiiiiiiiiiii ettt 46

4.7 The Management Menu. Device ManagemMENT..........ccccieeeiiieeeeiiieeeetee e stee e et e e s stresessaseeeestseeeesseeesssseeeessseeennns 46
4.7.1 The Restore Default Submenu. Restore Default SETHINGS .......vvvveiiii i e 46
4.7.2 The Internet Time Submenu. System TimMe SETEINES ....cciiii i e e st e e e saer e e e eanes 47
4.7.3 The Ping Submenu. Checking the Availability of Network DEVICES........cccciciiiiiiiiieecee e 47
4.7.4 The Passwords Submenu. Access Control Configuration (PassWords) ........cccuvevveeiieeneeeieeenee e esee e esee e 48
4.7.5 The System Log Submenu. Display and Configuration of the System LOg ........cccceeviieiieiiiiinieiiieeseeeieeeee 48
4.7.5.1 The Configuration Submenu. System Log CoNfigUration ........c.cceevieiiiiiiiiiiiiesieeeeee e 48
4.7.5.2 The View Submenu. SYStemM LOZ DiSPlay.....cccccuueeeeiiiieiiiieeeiiiee et e stee e e st e e e eere e e s stve s e esataeessanaeeesnsseeeesnsseesnnnees 49
4.7.6 The Update Software Submenu. SOftware UPdate ..........eeeiiiiiieiiii ettt et 49
4.7.7 The Reboot SUBMENU. DEVICE REDOOL ... .ciiuiiiiiiiiiii ettt e be e e ba e e nbaeeees 49
APPENDIX A — POSSIBLE PROBLEMS AND OPTIONS FOR THEIR SOLUTION ...ccoiuiiiiiiiiiieiiiesieesieeeieesieessveesreesneesveesneesns 50
APPENDIX B — ADDITIONAL SERVICES ....uuuuuutuiiiuiuiuitut s sasaansananannnnnnnannnnnn 51
1. Call Waiting NOTIFICATION ....eoiuiiiiieiiee ettt sb e st e s bt e st e st e e eabeesabeesabeesabeesaneenas 51
2. (07 ]| 1 =1 3 =] PP PPRR 51
3. (00T 0 1T 4=1 0Tl TP 51
4, Message Waiting Indication (MWI) — Notification about Voice Mail..........cccccuviieeiiiiiiiiieeccee e 51
ACCEPTANCE CERTIFICATE AND WARRANTY Lo iuttiiiteittenteesteesteesiteesiteesiteessseesuseessseesssesssseesssessssesssseessssesssesssssesssesssseesssesssens 53

4 NTU-2V, NTU-RG Optical Network Terminals



1 INTRODUCTION

A GPON is a network of passive optical networks (PON) type. It is one of the most effective state-of-the-
art solutions of the last mile issue that enables cable economy and provides information transfer downlink rate
up to 2.5 Gbps and uplink rate up to 1.25 Gbps. Being used in access networks, GPON-based solutions allow end
users to have access to new services based on IP protocol in addition to more common ones.

The key GPON advantage is the use of one optical line terminal (OLT) for multiple optical network
terminals (ONT). OLT converts Gigabit Ethernet and GPON interfaces and is used to connect a PON network with
data communication networks of a higher level. ONT is designed to connect terminal equipment of user to
broadband access services. ONT can be used in residential estates and offices.

The range of ONT NTU equipment produced by Eltex comprises of the following terminals:

e NTU-2V with two Ethernet user network interfaces (UNI) — 1 Ethernet 10/100 Base-T port, 1
Ethernet 10/100/1000 Base-T port — and one FXS port;

e NTU-RG-1402G-W, which are designed to support four UNI: 10/100/1000Base-T, FXS, Wi-Fi, and
USB.

The Operation Manual describes application, key specifications, configuration, monitoring, and software
retrofit for NTU-RG optical terminals and NTU-2V devices.
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2 DEVICE DESCRIPTION

2.1 Application

NTU-2V and NTU-RG GPON ONT (Gigabit Ethernet Passive Optical Network) devices represent high-
performance network terminals designed for connection with upstream GPON equipment and providing end
user with broadcast access services. GPON connection is established through PON interface, while Ethernet
interfaces are used for connection of terminal equipment.

The key GPON advantage is the optimal use of bandwidth. The technology is the next step of high-speed
Internet applications for home and office. Being designed for home or office network deployment, these ONT
devices provide users, who live and work in distant flat buildings and business centres, with reliable connection
with high throughput at large distances.

An integrated router allows local network equipment to be connected to a broadband access network.
The terminals protect PCs from DoS and virus attacks with the help of firewall and filter packets to control access
based on ports and MAC/IP addresses of source and target. Users can configure a home or office web site by
adding a LAN port into DMZ. Parental Control enables filtration of undesired web sites, blocks domains and
allows for compilation of a schedule of Internet use. Virtual private network (VPN) provides mobile users and
branch offices with a protected communication channel for connection to a corporate network.

FXS ports enable IP telephony and provide various useful features such as display of caller ID, three-way
conference call, phone book, and speed dialling. This makes dialling and call pick-up user friendly.

USB ports can be used for connection of USB devices (USB flash drives, external HDD).

NTU-RG-1402G-W network router allows Wi-Fi clients to be connected using IEEE 802.11b/g/n standard.
NTU-RG-1402G-Wac network router supports 802.11ac standard that ensures a record-breaking data transfer
rate of 1 Gbps and allows wireless network to be used for delivery of modern high-speed services to client
equipment.

2.2 Models
NTU-2V and NTU-RG devices are designed to support various interfaces and features (see Table 1).

Table 1 — Models

Model Name WAN LAN FXS Wi-Fi USB

NTU-2V 1xGPON 1x1Gigabit 1 - -
1x100Megabit

NTU-RG-1402G-W 1xGPON 4x1Gigabit 2 + 2

NTU-RG-1402G-Wac 1xGPON 4x1Gigabit 2 + 2

2.3 Device Specification
The device has the following interfaces:

e RIJ-11 ports for connection of analog phones:
— For NTU-RG models: 2 RJ-11 ports;
— For NTU-2V models: 1 RJ-11 port.

e 1 PON SC/APC port for connection to operator's network.

e Ethernet RJ-45 LAN ports for connection of network devices:
— For NTU-RG models: 4 RJ-45 10/100/1000Base-T ports;
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— For NTU-2V models: 1 RJ-45 10/100 Base-T port, 1 RJ-45 10/100/1000Base-T port.
e Wi-Fi transmitter/receiver1 802.11ac2, 802.11n, 802.11b, 802.11g.
e 2 USB2.01 ports for connection of external drives such as USB and HDD.

The terminal uses an external adapter for 220V / 12 V power supply.
The device supports the following functions:

e Network functions:
- bridge or router mode;
- PPPoE support (PAP, CHAP, MSCHAP authentication);
- support of static address and DHCP (DHCP client on WAN, DHCP server
on LAN);
- UPnP;
- IPSec;
— NAT;
- Firewall;
- NTP;
- QosS;
- IGMP-snooping;
- IGMP-proxy;
- Parental Control;
- Storage Service.
e [P telephony:
- SIP protocol;
- audio codecs: G.729 (A), G.711(A/U), G.723.1;
- ToS for RTP packets;
- ToS for SIP packets;
- echo cancellation (G.164, G.165 guidelines);
- silence detector (VAD);
- comfortable noise generator;
- DTMF signals detection and generation;
- DTMF transmission (INBAND, RFC2833, SIP INFO);
- fax transmission: upspeed/pass-through. G.711, T.38.
o Value added services:
- Call Hold;
- Call Transfer;
- Call Waiting notification;
— Forward Unconditionally;
- Forward on "No Answer";
- Forward on "Busy";
- Caller ID Display for ETSI FSK;
- Caller ID Barring (anonymous call);
- Warmline;
- flexible numbering plan;
- voice mail notifications (MW]1);
- Anonymous Call Blocking;
- Call Barring;
- Do not Disturb (DND).

' NTU-RG only
2 NTU-RG-1402G-Wac only
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Firmware update via web interface, TR-069, OMCI.

Remote monitoring, configuration, and setup:
N TR-069;
- web interface;
N oMCl;
- Telnet.

Fig. 1 shows a diagram of NTU equipment connection.

Splitter

Wi-Fi IEEE 802.11b/g/n/(ac)’

NTU-2V

FXS

1GE

)

NTU-RG

FX5
USB2.0

100M+1GE

Telephone

¢ QO

(b =

Telephone USB flash, HDD

Fig. 1 — Connection of NTU-2V, NTU-RG-1402G-W
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2.4 Key Specifications

Table 2 lists key specifications of the terminals.

Table 2 — Key Specifications

VolP Protocols

Supported protocols

SIP

Audio Codecs

Codecs

G.729, annex A

G.711(A/u)

G.723.1 (5.3 Kbps)

Fax transmission: G.711, T.38

Parameters of Ethernet LAN Interface

Number of interfaces NTU-2V 2
NTU-RG 4
Socket RJ-45

Data rate, Mbps

Autodetection, 10/100/1000 Mbps,
duplex/half-duplex

Supported standards

IEEE 802.3i 10Base-T Ethernet

IEEE 802.3u 100Base-TX Fast Ethernet
IEEE 802.3ab 1000Base-T Gigabit Ethernet
IEEE 802.3x Flow Control

IEEE 802.3 NWay auto-negotiation

Parameters of WAN Interface

Number of PON interfaces

1

Supported standards

ITU-T G.984.x Gigabit-capable passive optical networks
(GPON)

ITU-T G.988 ONU management and control interface (OMCI)
specification

IEEE 802.1Q Tagged VLAN

IEEE 802.1p Priority Queues

IEEE 802.1D Spanning Tree Protocol

Connector type

SC/APC
according to ITU-T G.984.2

Transmission medium

fibre optical cable SMF-9/125, G.652

Splitting ratio up to 1:64

Maximum range of coverage 20 km

Transmitter: 1310 nm
Upstream connection speed 1244 Mbps

Transmitter power

from +0.5 to +5 dBm

Optical spectrum width (RMS) 1nm
Receiver 1490 nm
Downstream connection speed 2488 Mbps

Receiver sensitivity

from -8 to -28 dBm
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Parameters of Analog User Ports

Number of ports NTU-2V 1
NTU-RG 2
Loop resistance up to 2 kQ

Dialling

pulse/frequency (DTMF)

Caller ID display

yes

Parameters of Wi-Fi Interface

Model NTU-RG-1402G-W NTU-RG-1402G-Wac

Standard IEEE 802.11b/g/n 802.11a/b/g/n, 802.11a/an/ac

Frequency coverage 2.400 ~ 2.497 GHz 2400 ~ 2483.5 MHz, 4900-5850 MHz
Modulation PSK/CCK, DQPSK, DBPSK, OFDM BPSK, QPSK, 16 QAM, 64 QAM, 256 QAM,

CCK

Data rate, Mbps

802.11b: 11,5.5,2,1

802.11g: 54, 48, 36, 24,18, 12,9, 6
802.11n 20 MHz BW:

130, 117, 104, 78, 52, 39, 26, 13
802.11n 40MHz BW:

270, 243, 216, 162, 108, 81, 54, 27

802.11b/g/gn: 1-13 (2412-2472 MHz)
802.11a/ac: 36-64 (5180-5320 MHz), 100-
140 (5500-5700 MHz), 149-

165 (5745-5825 MHz)

20 and 40 MHz: 6, 9, 12, 18, 24, 36, 48, 54,
MCS0-MCS23, MCS0-8 NSS1, MCS0-9 NSS3
802.11n 20 MHz BW:

216.7

802.11n 40MHz BW:

450

802.11ac: 1299 Mbps (80 MHz)

Maximum transmitter output power

802.11b: 17 dBm +/-1.5 dBm
802.11g: 15 dBm +/-1.5 dBm
802.11n: 14.75 dBm +/-1.5 dBm

MAC protocol

CSMA/CA, ACK 32 MAC model

Data protection

64/128 bit WEP encryption

WPA, WPA2
802.1x

AES and TKIP

Operating system support Windows XP 32/64, Windows Vista 32/64, Windows 2000, Windows 7 32/64
Linux, VxWorks
Number of antennas NTU-RG-1402G-W 2
NTU-RG-1402G-Wac 3

Antenna gain 5 dBi

Operating temperature range

from 0 to +70° C

Control

Local control

web interface

Remote control

Telnet, TR-069, OMCI

Firmware update

OMCI, TR-069, HTTP, TFTP

Access restriction

password

General parameters

Power supply

12 V DC /220 AC power adapter

Power consumption NTU-2V 5 W max.
NTU-RG-1402G-W 15 W max.
NTU-RG-1402G-Wac 15 W max.
Operating temperature range from +5 to 40°C
Relative humidity up to 80 %
Dimensions NTU-2V 122x96x32 mm
NTU-RG 187x120x32 mm
Weight NTU-2V 0.25 kg
NTU-RG 0.3 kg
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2.5 Design

2.5.1 NTU-2V
NTU-2V devices are designed as a 122x96x32 mm desktop device in a plastic housing.

Fig. 2 shows NTU-2V rear panel.

Fig. 2 — NTU-2V Rear Panel
Connectors and controls located on the rear panel of NTU-2V are listed in Table 3.

Table 3 — Description of LEDs and Controls Located on the Rear Panel

Rear Panel Element Description

12v Power adapter connector

Phone RJ-11 port for connection of an analog phone

LAN 1000 RJ-45 10/100/1000Base-T port for connection of network devices
LAN 100 RJ-45 100Base-TX port for connection of network devices

PON SC port (socket) for connection to PON with GPON interface

Fig. 3 shows NTU-2V side and top panels.

0080600000000 000666 00
008020000000 00080060

Fig. 3 — NTU-2V Side and Top Panel
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Controls and LED indicators located on NTU-2V side and top panels are listed in Table 4.

Table 4 — Description of LEDs and Controls Located on the Side and Top Panels

Panel Element Description
10 Power power on indicator
9 Status device authentication indicator
8 » analog phone indicator
7 LAN Ethernet ports indicator
6 PON optical interface indicator
5 Reset a functional key that reboots the device and resets it to factory settings
2.5.1.1 NTU-RG

NTU-RG-1402G-W network terminal is designed as a desktop device in a plastic housing.

Fig. 4 shows NTU-RG-1402G-W rear panel.

olelE o) ) sun )
12 3 4 5 6

Fig. 4 — NTU-RG-1402G-W Rear Panel
Connectors and controls located on the device rear panel are listed in Table 5.

Table 5 — Description of Connectors and Controls Located on the Rear Panel

Item Rear Panel Element Description
1 On/Off On/off button
2 12v power adapter connector
3 PON SC port (socket) for PON with GPON interface
4 USB 2 connectors for external drives and other USB devices
5 Phone 1, Phone 1 2 RJ-11 ports for connection of analog phones
6 LAN 10/100/1000 1..4 4 RJ-45 ports for connection of network devices
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Fig. 5 shows NTU-RG-1402G-W side and top panels.
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Fig. 5 — NTU-RG-1402G-W Side and Top Panels

LEDs located on the device top panel are listed in Table 6.

Table 6 — Description of Top Panel LEDs

Iltem Top Panel Element Description
7 Power power on indicator
8 Status device authentication indicator
9 PON optical interface indicator
10 Wi-Fi Wi-Fi activity indicator
11 Phone 1..2 FXS ports activity indicator
12 LAN 1..4 Ethernet ports indicator

Buttons located on the device side panel are listed in Table 7.

Table 7 — Description of Side Panel Buttons

Item Side Panel Element Description
13 Reset a functional key that reboots the device and resets it to factory
settings
14 Wi-Fi Wi-Fi on/off button
15 wpPs enables automatically protected Wi-Fi connection for device

NTU-2V, NTU-RG Optical Network Terminals
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2.6 Light Indication

2.6.1 NTU-2V

The PON, LAN 1..2, Phone 1, Status, and Power indicators located on the front panel show the device

current status.
Table 8 lists possible statuses of the LEDs.

Table 8 — Light Indication of Device Status

LED LED Status Device Status
off device booting
PON green established connection between optical line terminal
and device
red no signal from optical line terminal
green established 10/100 Mbps connection
LAN 1..2 orange established 1000 Mbps connection
flashes transferring data packets
glows phone handset is picked up
flashes port is not registered or SIP authentication is not
Phone
completed on server
flashes slowly receiving a call
off WAN interface is in static or bridge mode, PPP client
is not running
Status green device was successfully authenticated on line
terminal (PPP session started in WAN interface)
orange device is not authenticated (PPP session is not started
in WAN interface)
off device is disconnected from the power source or
faulty
green current device configuration differs from the default
Power
one
orange default configuration is active
red device booting

2.6.2 NTU-RG

The LAN 1..4, Phone 1..2, Wi-Fi, PON, Status, and Power indicators located on the front panel show the

device current status.
Table 9 lists possible statuses of the LEDs.

Table 9 — Light Indication of Device Status

LED \ LED Status Device Status

green established 10/100 Mbps connection

LAN 1..4 orange established 1000 Mbps connection
flashes transferring data packets
glows phone handset is picked up

Phone 1..2 flashes port is not registered or SIP authentication is not

completed on server

flashes slowly receiving a call
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green Wi-Fi is active
Wi-Fi flashes Wi-Fi data transfer
off Wi-Fi is not active
off device booting
established connection between optical line terminal
PON green .
and device
red no signal from optical line terminal
off WAN interface is in static or bridge mode, PPP client
is not running
Status green device was successfully authenticated on line
terminal (PPP session started in WAN interface)
orange device is not authenticated (PPP session is not started
in WAN interface)
off device is disconnected from the power source or
faulty
green current device configuration differs from the default
Power
one
orange default configuration is active
red device booting

2.6.3 LAN Interface Indication

Table 10 lists operation modes indicated by LEDS for LAN ports on the device rear panel.

Table 10 — Light Indication of LAN Interfaces

Operation Mode

Yellow LED

Green LED

Port is in 1000Base-T mode, no data solid on solid on
transfer
Port is in 1000Base-T mode, data solid on flashes
transfer
Port is in 10/100Base-TX mode, no data | off solid on
transfer
Port is in 10/100Base-TX mode, data off flashes

transfer

2.7 Reboot and Reset to Factory Settings

For device reboot, press the Reset button once on the device side panel. In order to reset the device to
factory settings, press the Reset button and gold it for 7-10 seconds until the POWER LED glows red. Factory
settings for IP address are: LAN — 192.168.1.1, subnet mask — 255.255.255.0. Access can be provided from LAN 1

and LAN 2 ports.
2.8 Delivery Package

The standard delivery package of NTU-2V, NTU-RG-1402G-W includes:

— NTU-2V, NTU-RG-1402G-W optical network terminal;

— 220V/12V power adapter;
— Operation Manual.
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HNELTEX

3 NTU-RG-1402G-W ARCHITECTURE

Wi-Fi LAN
LAN1
gpon1232 gpon1232.2
LAN2
h gpon1233 gp0n1233.3j LAN3
PRl def b 0]

gponde ronu LAN4

L gponl1234 gpoanEM.flJ \
gpon1235 gpon1235.5 Phonel

gpon1236

ACS

(bronu255.19)

bronu255

gponl1236.6

FXS0
+ Phone2

Fig. 6 — Architecture of a Device with Factory Settings

Main Components of the Device
- optical receiver/transmitter (SFF module) for conversion of an optical signal into electric one;
— processor (PON chip) which converts Ethernet and GPON interfaces;
—  Wi-Fi module for wireless interface of the device.

A device with factory (initial) settings have the following logical blocks (see Fig. 6):

e bro;

e Voice (IP telephony);
e eth0...3;

e FXSO0..1;

e wl0.

br0 is used to combine LAN ports in one group.

The eth0..3 blocks physically represent Ethernet ports with RJ-45 connector for connection of PC, STB, and
other network devices. They are logically included into the br0 block.

The FXSO0..1 blocks are ports with RJ-11 connectors for connection of analog phones. They are logically
included into the Voice block. The Voice block can be controlled through web interface or remotely with ACS
server through TR-069 protocol. The block specifies VolP service parameters (SIP server address, phone
numbers, VAS, etc.).

The wl0 block is an interface for Wi-Fi module connection.

A connection to optical device (successful connection to an OLT) additionally create the gpondef,
gpon1232..1236, gpon1232.2..1236.6, bronu0, bronu255, veip0, and bronu255.19 (ACS) blocks with the help
of the OMCI protocol (ONT Management and Control Interface). Blocks enumeration is configured in OLT.

The ACS block is used for device remote control with the help of the ACS server (Auto Configuration
Server). The block is used for communication with subscriber's equipment and processing of queries from NTP
devices and enables services.
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4 NTU-RG-1402G-W CONFIGURATION THROUGH WEB INTERFACE. USER ACCESS

Device configuration requires accessing the device through a web browser (a program displaying
hypertext documents) such as Firefox or Google Chrome. To do this, enter the device IP address in the browser
address bar (factory settings are 192.168.1.1, subnet mask — 255.255.255.0).

When the address is entered, the device requires user to log in.

Heobxognma asTopmsayma X [
{ns nocTyna Ha cepsep http: /{192,168, 1. 1:80 TpebyeTcs
YK&38Tb MMA NOML30SATENA W Napons. CooblueHue cepeepa:
Eltex Router,
WMA nonssosaTena: | userd
Mapons:

User name: user, password: user.

In order to prevent unauthorised access to the device, the password is recommended to be changed
(see section 4.7.4 The
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The Passwords Submenu. Access Control Configuration (Passwords).

Given below is a general view of the device configuration window. A navigation tree for object settings is in

the left pane, while the settings editor is to the right.

NTU-RG-1402G-W

Device Info
FFPOE
Advanced Setup
Woice

\iireless
Storage Service
IManagement

Device Info / Summary

Board type: NTU-RG-1402G-W
Serial number: GF21000037
PON serial: 454C34585C000040

Base WAN MAL:

ARFSR4B:C0:04:38

Board ID: D68380GERG
Hardware version: 1ud
Software Yersion: 3.50.1.2331

Bootloader (CFE) Yersion:

1.038-117.112

Wireless Driver Yersion:

6,37.14.4803.cpe4. 14L04.0-kdb

System time:

Thu Jan 1 20:10:27 1970

Uptime:

00 20H 10r 275
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4.1

The Device Info Menu. Device Information

4.1.1 The Summary Submenu. Device General Information

— Board type — device model;
— Serial number — device serial number;

— PON serial — device serial number in PON;
— Base WAN MAC — MAC address of the device WAN;

- Board ID - PCB ID;

Device Info / Summary

Board type: MTLU-RG-1402G-1
Serial number: GP21000037

PON serial: 454C54585C000040
Base WAN MAL: ARFD4RC004:32
Board ID: O53380GERG
Hardware version: 1vd

Software Yersion: 3.50.1.2331

Bootloader (CFE) Yersion:

1.022-117.113

Wireless Driver Yersion:

5.37.14.4803.cpe4. 14L.04.0-kdh

System time:

Thu Jan 1 20:10:27 1970

Uptime:

00 20H 10M 275

— Hardware Version — hardware version number;

— Software Version — software version number;
— Bootloader (CFE) Version — bootloader version number;
— Wireless Driver Version — Wi-Fi adapter version number;

— System time — current time of the device;
— Uptime —time from the last device reboot.

4.1.2

The WAN Submenu. The Status of Services

The tab contains summary of existing configurations of the WAN interface.

Device Info / WAN / General
foan Igmp Igmp Src MLD MLD Src IPvH

Interface | Description | Type | YlanMuxId | IPv6 Fa Enbl Fa, Enbi NAT | Firewall Status IPv4 Address Address

veipd.2 woIF, 1101 IPoE 1101 Disabled | Disabled Dizabled |Disabled| Disabled |Disabled | Disabled | Connected |192.168.101.179

veipd.3 IGMP.30 IPoE 30 Digabled | Ensbled Enabled | Disabled| Disabled |Disabled | Disabled | Connected | 192,168.21.21

veipd.4 STB.1102  |Bridge 1102 Digabled | Disabled Digabled | Disabled| Disabled |Disabled | Disabled | Connected 0.0.0.0

veipl.s WPM.1103 | Bridge 1103 Disabled | Disabled Digabled | Disabled| Disabled |Disabled | Disabled [Unconfigured 0.0.0.0

veipd.6 05,1105 Bridge 1105 Disabled | Disabled Disabled | Disabled | Disabled |Disabled | Disabled [Unconfigured 0.0.0.0

veipd, 7 Gu\;\fslizFl‘DD Bridge 100 Disabled | Dissbled | Disabled | Disabled | Disabled | Disabled | Disabled |Unconfigured 0.0.0.0

ppp0.1 | Internet. 1100 | PPPoE 1100 Disabled | Disabled Digabled |Disabled| Disabled | Enabled |Disabled | Connected | 192.168.100.110
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4.1.2.1 The Detail Submenu. Detailed Information

The tab contains detailed information about existing configurations of the
WAN interface.

Device Info / WAN / Detail

WAN service 0: Internet.1100
Interface: pppo. 1

The following information about services can be displayed: Type: PPPOE
Connection type: IP_Routed
MAT: Enabled
— Interface —interface name; Status: Connected
. IPv4 Address: 192.168,100.110
— Type —interface mode; Frimary DNS Servar: 192,168,100,1
C ti T the t f tion: Secondary DMS Server: 10,10.0.2
- onnection iype — € Type o1 connection; Bridging to: eth0,ethl,ethz,eth3, w0
B N_AT_ NAT _StatUS; WAN service 1: VoIP.1101
— Firewall — Firewall status; Interface: veipd.2
. Type: IPoE
— Status — connection status; Cornction type: IP_Routed
_ _ . Status: Connected
IPv4 Address — access address; o e 101, 170
— Default Gateway — gateway by default; Default Gateway: 192.168.101. 1
. . Primary DMNS Server: 192,168,198,102
— Primary DNS Server' — address of the primary DNS server; Bridging to: eth0,ethl,ethz,etha, wio

— Secondary DNS ServerOmuoka! 3akiaaaka He onpejaesieHa. — address

of the secondary DNS server;
— Bridging to — list of associated LAN interfaces.

4.1.3 The LAN Submenu. Monitoring of LAN Ports. Monitoring of Wi-Fi Interface Status

Status and parameters of wired and wireless LAN interfaces are available in this menu. Status, connection
speed, and mode (duplex/half-duplex) are shown for wired connections.

Device Info / LAN
Port 1 Down
Port 2 Up; 1000M full
Port 3 Down
Port 4 Down
Wi-Fi Up
4.1.4 The Statistics Submenu. Traffic Flow Information for Ports of the Device

The menu shows statistics of received and transmitted packets for WAN Service, LAN, and optical
interface.

LAN interface:

Device Info / Statistics / LAN

Received Transmitted

Interface Total Multicast | Unicast | Broadcast Total Multicast | Unicast | Broadcast
Bytes | Pkts | Errs | Drops | Bytes | Pkts | Pkis Pkis Bytes | Pkts | Errs | Drops | Bytes | Pkis | Pkis Pkts

Port 1 1804886 [14562 |0 u] ul 401 (14461 ul 7909906 | 16500 |0 o o 1703 |13097 o

Port 2 u] [u} ] u] [u} u] u] [u} [u} u] u] u] u] [u} u] u]

Port 3 o ul ] u] ul o u] ul ul o o o o ul o o

Port 4 u] [u} ] u] [u} u] u] [u} [u} u] u] u] u] [u} u] u]

Wi-Fi u] [u} ] 3 [u} u] u] [u} [u} u] u] u] u] [u} u] 1

Reset Statistics

! For the INTERNET and VolIP services only.
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WAN Service:

Device Info / Statistics / WAN Service

Received Transmitted
Interface Description Total Multicast | Unicast | Broadcast Total Multicast | Unicast | Broadcast
Bytes | Pkts | Errs | Drops | Bytes | Pkts | Pkis Pkts Bytes | Pkts | Errs | Drops | Bytes | Pkts | Pkts Pkts
veip0.2 YolIP.1101 24402 | 283 u] u] u] u] 122 161 16995 | 171 u] u] u] u] 171 u]
veip0.3 IGMP.30 0 0 0 u] u] 0 0 452 =] 0 0 0 0 G u]
veip0.4 STB.1102 11633 | 139 0 u] u] 0 113 26 168230 677 0 0 4548 71 577 29
veip0.5 YPN.1103 u] u] u] u] u] u] u] u] u] u] u] u] u] u] u]
veipD.6 05.1105 0 0 0 u] u] 0 0 0 0 u] 0 0 0 0 0 u]
veip0.7 | Wi-Fi Guest.100 0 0 0 u] u] 0 0 0 0 u] 0 0 0 0 0 u]
ppp0.1 Internet.1100 | 4141 G52 u] u] u] u] 62 u] 2811 67 u] u] u] u] 67 u]

[ Reset Statistics

Optical interface:

If a device supports measurement of optical signal parameters’, the menu displays an additional table:

— Link Status — optical link status;
— Optical Signal Level — level of the received signal (1490 nm);
— Transmit Optical Level — level of the transmitted signal (1310 nm);
— Temperature —temperature of SFF module;
— Vcc Voltage — supply voltage;
— Bias Current — bias current.

Device Info / Statistics / Optical
Interface |Received Transmitted
Bytes |Pkts |Errs|Drops|Bytes |Pkts|Errs|Drops
Optical 37447FS[21322|0 1] 4055512 [7633 |0 [u]
[ Reset Statistics
Link Optical Signal  |Transmit Optical Temperature Yo Bias
Status  [Level Level P Voltage [Current
Un -21.43 dBrn 2,59 dBm 48,4 C 235 Y 11.66 ma

In order to clear the statistics and start gathering it from the beginning, click the Reset Statistic button.

! Optional
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4.1.5 The Route Submenu. The Routing Table

The menu shows the routing table.

Device Info / Route
Destination Gateway Subnet Mask | Flag | Metric | Service Interface
0.0.0.0 192,163,101.1 [0.0.0.0 us o WoIP, 1101 veipl.2
192,168.1.0 0.0.0.0 2595,255,235.0 u u] bro
192,168.21.0 0.0.0.0 2595,2595,235.0 u u] IGMP.20 veipl.3
192,168.21.0 192,168,211 |255.255.255.0 uz |1 IGMP.20 weipd.3
192,162,100.1 0.0.0.0 255,255,255.255 [UH |0 Internet. 1100 | ppp0.1
192,162,100.1 0.0.0.0 2595,255,255.255 [UH |0 Internet. 1100 | ppp0.1
192.162.101.0 0.0.0.0 255.255,255.0 u u] WoIP. 1101 weipl.2
192.162.198.102 | 192,168.101.1 [ 255.255.255.255 |UGH |0 WoIP. 1101 weipl.2
192.168.203.0 0.0.0.0 255.255,255.0 u u] bronuzs5.19

Flags:

U-up,

G - gateway,

H - hiost,

R - reinstate,

D - dynarnic {redirect),

1 - modified {redirect).

|- reject

— Destination — destination IP address;
— Gateway — gateway IP address;
— Subnet mask — subnet mask (Genmask);
— Flag - routing flag:
— U — active routing;
- | — inactive routing, packets will be rejected;
— G —the routing uses gateway;
— H — destination is a separate host;
— R —restored routing;
— D - the routing was created after receiving a redirected ICMP message;
- M —the routing was changed by a redirected ICMP message;
— Metric — routing priority;
— Service — a service the routing is associated with;
— Interface — an interface the routing is associated with.

4.1.6 The ARP Submenu. Display of the ARP Protocol Cache

The ARP efficiency depends a lot on ARP cache presented in every host. The cache contains Internet
addresses and corresponding MAC addresses. Every record is stored in cache for 5 minutes since its creation.

Device Info / ARP

IP address | Fags HW Address Device
192.168.101.1 | Complete | 1c:aff7:0e:1c:17 | veip0.2

192.168.203.2 | Cormplete | 1c:af:f7:08: 10017 | bronu2ss,.19

192.168.1.2 | Complete | 02:60:6e:d7:73:30 |brd

— IP-address — client IP address;
—  Flags — status flags:
- Complete — active client;
- Incomplete — client does not respond to ARP queries;
— HW-Address — client MAC address;
— Device — client interface.
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4.1.7 The DHCP Submenu. Active DHCP Leases

The DHCP table provides a list of active DHCP leases and their duration.

Device Info / DHCP

Hosthame

MAC Address

IP Address

Expires In

julia

03:60:6e:d7:73:30

192.1658.1.2

20 hours, 9 minutes, 49 seconds

— Hostname — host name (network device);
— MAC Address — device MAC address;

— IP Address — device address in local network that was chosen by router from the pool of IP addresses;

— Expires In — remaining time of the address lease.

4.1.8 The Wireless Stations Submenu. Connected Wireless Devices

The menu shows a list of authenticated wireless devices and their statuses.

Device Info / Wireless Stations

This page shows authenticated wireless stations and their status,

AL

Associated

Authorized

S5ID Interface

04:F7 B4R CCFR | es

fes

ELTEX-0428 |wld

Refresh

The device information is shown in a table with the following parameters:

—  MAC - device MAC address;

— Associated — SSID association status;
— Authorized — authorisation status;
— SSID — ID of the network the client is associated with;

— Interface — access interface.

Click the Refresh button to refresh the information.
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4.1.9 The Voice Submenu. Monitoring of Telephone Ports

The menu shows the status of FXS ports and parameters of SIP accounts.

Device Info / Yoice
¥oice daemon status |RUNNING
SIP Prozy 192,168,101.2:5060
SIP Outbound Proxy |192.168.101.2:5060
SIP Registrar 192,168,101.2:5060
SIP Account 1 2
Account enabled Enabled Enabled
State Unconfigured | Unconfigured
Error Mone Mone
Response code 200 CK 200 CK
Extension 100 200
Display name 100 200
Authentication name | 100 200

Voice daemon status — the status of voice daemon;

SIP Proxy — SIP Proxy address and port;

SIP Outbound Proxy — address and port of the SIP proxy which will be used to transfer all queries (this
server will be used for routing of SIP Proxy and SIP Registrar queries);
SIP Registrar — SIP server address and port;

SIP Account — SIP account (FXS port number);

Account enabled — the status of FXS port in configuration;

Status — authentication status;

Error —SIP server error;

Response code — SIP server response code;

Extension — phone number;

Display name — user name displayed;

Authentication name — user name for authentication.
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4.2 The PPPoE Menu. PPP’ Settings

Internet.1100 (ppp0.1)
¥l Enable Service

IP_Routed M

Lsername:  |testll

Pasoword:  |ssesssse

Apply/Save

Set the Enable Service flag to turn a service on.

The Internet service has 2 modes of operation:

1. IP_Routed — PPPOE sessions starts on subscriber device;
2. PPPoE_Bridged — PPPOE session starts on user PC.

— Username — user name for Internet access;
— Password — password for Internet access;

The Username and Password fields are not available in the PPPoE_Bridged mode. The user name and

V password are entered in user PC.

Click the Apply/Save button to accept and save the changes.
4.3 The Advanced Setup Menu. Advanced Configuration

43.1 The LAN Submenu. Configuration of Main Parameters

The menu allows configuration of main parameters of the LAN interface.

Advanced Setup / LAN

IF Address: 192,168.1.1
Subnet Mask: 235.235.235.0
DHCP Server

Enable: 7|

Start IP Address: 192,168.1.2
End IF Address: 192,168.1.254
Leased Time thour): 24

Static IP Lease List: (& maximum 32 enfries can be configured)

| MAC Address | 1P Address | Remove |

4dd | | Remave

Apply fSave

— [P address — device address in local network;
— Subnet Mask — subnet mask.

"'If the menu is not presented in configuration, the parameters have already been configured by you operator.
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DHCP Server

DHCP Server (Dynamic Host Configuration Protocol) allows local PCs to be automatically configured for a
network. The server assigns an IP address to every computer in the network. This option does away with the
need for manual IP assignment.

— Enable — being set, indicates that the DHCP server will be used (IP addresses from the range given below
will be dynamically assigned to network devices);

— Start IP Address — the first address of the range;
— End IP Address — the last address of the range;
— Leased Time (hour) — address lease time in hours.

Static IP Lease List

This table associates the assigned IP addresses with MAC addresses of devices. Click Add to add a new
record to the table. The table supports up to 32 associations.

DHCP Static IP Lease

Enter the Mac address and Static IP address then click "apply/Save"

MAC Address:
IF Address:

Apply/Save

— MAC Address — device MAC address;
— IP Address — device IP address.

Click the Apply/Save button to accept and save the changes.

43.2 The Port Mapping® Submenu. Distribution Configuration for Ports and Services
The menu is used to configure Ethernet ports for specific | advanced setup / Port Mapping
services prOVided by operator that allows Separation of Configure the port mapping 1o pravide required service on each lan port
different traffic types. The function is mainly used in Triple Play | ..., Default v
networks. Port 2 Default ¥
Port 3 STB v
The menu allows changes in the current associations | 0s -
. . Wi-Fi 4F SSID "ELTEX-0433" Default v
between ports and services. For example, it allows 4 ports to be o , \
X . Wi-Fi Yirtual AP SSI0 "wi0_Guestl - A
configured for INTERNET and 3 ports to be configured for STB | ...ri virwal sp 5510 "wio cuesz' |- v
unlike the default configuration shown above. Wi Virluzl 4P SSID "wiD_Guesta" |- v
i anply fSave
Click the Apply/Save button to accept and save the

changes.
433 The NAT Submenu. NAT Settings

The use of the NAT settings can be efficient when the device operates in the router mode.

4.3.3.1 The Virtual Servers Submenu. Settings of Virtual Servers

Virtual Server is a router function designed to provide users with Internet access to servers located in your
local network, e. g. to mail servers, WWW, and FTP. A device may have up to 32 records.

"If the menu is not presented in configuration, the parameters have already been configured by you operator.
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Y

Y

Advanced Setup / NAT / Virtual Servers

Yirtual Server allows you to direct incoming fraffic from Wan side {identified by Protocal and External port) to the
Internal server with private IF address on the LaN side. The Internal port is required only if the external port needs to
be converted to a different port number used by the server on the LAN side. 4 maximum 32 enfries can be configured.

Server External External Protocol Internal Internal | Server IP WAN Fomae
ame Port Start | Port End Port Start | Port End | Address Interface

Blizzard

Bt net 4000 4000 TCP 4000 4000 192.168.1.100 | pop0. 1

Blizzard .45 6112 TCP 6112 6112 192,168,1.100 | pppo. 1

Battle.net - -

Blizzard .45 6112 DR 6112 6112 192,168,1.100 | popo. 1

Battle.net — -

Add | | Remove

A Virtual Server rule will not work if a query to IP address of WAN interface was received from a local
network because the device does not support the NAT Loopback function. Virtual Server rules should
be tested only in Internet.

In order to add a record to the filtration table, click Add and fill in the fields of the displayed window.

Advanced Setup / NAT / Virtual Servers

Select the service narme, and enter the server IP address and click "apply/Save" to forward IP packets for this service

o the specified server.

NOTE: The "Internal Port End" cannot be modified directly. Normally, it is set to the same value as

"External Port End".

Remaining number of entries that can be configured:29

Lse Interface
Service Name:
® Select a Service:

Custom Service:

Server IP Address:

Internet. 1100/ppp0.1 v

Blizzard Battle.net

192,168.1.100

External Port Start | External Port End | Protocol | Internal Port Start | Internal Port End
4000 4000 TCP ¥ |||[4000 4000
5112 611z TCF ¥ |lle11z 5112
6112 6112 UDF ¥ ||B112 6112

TCP v

TCP M

TCP v

TCP v

TCP v

TCP M

TCP v

TCP v

TCP v
anabiSaiel

Use Interface — the used interface;

Available are only the interfaces configured to work in the router mode with enabled translation of
network addresses.

— Service Name — service settings:
Select a Service — select a preconfigured rule;

Custom Service — create new rules not listed in the Select a Service list;

— Server IP Address — |IP address of the server in local network;

External Port Start — the first port in the port range accessed from Internet;
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— External Port End — the last port in the port range accessed from Internet;
- Protocol — the network protocol selected;
— Internal Port Start — the first internal port in the port range, which will receive redirected traffic from
external port of router;
— Internal Port End — the last internal port in the port range, which will receive redirected traffic from
external port of router;

Click the Apply/Save button to accept and save the changes.
4.3.3.2 The Port Triggering Submenu. Port Triggering Configuration
Router blocks all incoming connection requests by default. The Port Triggering function dynamically opens

ports of external interface when a definite event occurs. The ports are then associated with corresponding PC
ports in local network.

Advanced Setup / NAT / Port Triggering

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port
Trigger dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCPAJDP
connection to a remote party using the 'Triggering Forts', The Router allows the remote party from the WaM side to
establish new connections back to the application on the LAN side using the 'Open Ports'. & maximurm 32 enfries can
be configured.

Trigger Open
Application Name Port Range Port Range | WAN Interface | Remove
Protocol el Protocol Sl o
ICo LIDP 4000|4000 | TCP 20000 | 20039 | ppp0, 1

&dd | | Remove

In order to add rules to the table, click the Add button. Click Remove in front of a selected rule to remove

Advanced Setup / NAT / Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific
ports in the Router's firewall be opened for access by the applications, You can configure the port settings from this
screen by selecting an existing application or creating your own (Custom application)and click "appk/Save" to add it
Remaining number of entries that can be configured:32

Use Interface Internet. 1100/ppp0.1
Application Mame:
®  Salect an application: | ICQ v

Custom application:

Trlggtee:'r:?ort Trlgg:;t:jpurt J;%gg;l Dp::]a:_]?rt Open Port End | Open Protocol

4000 <000 LUDP v 20000 20052 TCP v
TCP v TCP r
TCP v TCP r
TCP v TCP M
TCP v TCP r
TCP v TCP v
TCP v TCP M
TCP v TCP r

Apply/Save

— Use Interface — the used interface.

J Available are only the interfaces configured to work in the router mode with enabled translation of
network addresses.

— Application Name — application settings:
— Select an application — select a preconfigured rule;
— Custom an application — create new rules not listed in the Select an application list.
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As opposed to the Virtual Server function, PC's IP address should not be fixed in LAN.

— Trigger Port Start — the first port in the port range which perform the trigger function;
— Trigger Port End — the last port in the port range which perform the trigger function;
— Trigger Protocol — the protocol used for trigger;

— Open Port Start — the first port in the port range which will be opened by router;

— Open Port End — the last port in the port range which will be opened by router;

— Open Protocol — the protocol used for opened ports.

Click the Apply/Save button to accept and save the changes.
4.3.3.3 The DMZ Host Submenu. DMZ Settings

When an IP address is set to the DMZ Host IP Address field, all requests from external network that do not
satisfy the Virtual Servers rules will be redirected to a DMZ host (a trusted host with the specified address in the
local network).

Delete the IP address in the field to disable this option.

Advanced Setup / NAT / DMZ Host

The Brosdband Router will forward IP packets from the \Wan that do not belong to any of the applications configured in
the Yirtual Servers table to the DMZ host computer,

Enter the cormputer's IP address and click 'apply/Save’ to activate the OMZ host.

Clear the IP address field and click 'apply/Save' to deactivate the DMZ host,

DMZ Host [P Address:

| Apply/Save |

Click the Apply/Save button to accept and save the changes.
434 The Security Submenu. Security Settings

This submenu allows configuration of device security settings.

4.3.4.1 The IP Filtering Submenu. Filtering Settings for Addresses

The IP Filtering function filters router traffic by IP addresses and ports.

Filtration Settings for Outgoing Traffic

Advanced Setup / Security / IP Filtering / Outgoing
By default, all outgoing IP raffic from LaN is allowed, but sorme IP fraffic can be BLOCKED by setting up filkers,

Choose Add or Remove to configure outgoing IP filkers.

Filter P SrclP/ DstIP/
Name | Yersion Freiie) | ST PrefisLength Sl PrefisLength BEIAERE || REmmE
Security [ 4 LSE o 1134541674038 | 192.168.15.12 |80 192.168.13.52 |80

Add | | Rermove

# All outgoing traffic will be transmitted by default. Rules created in the menu allow filtration of
« undesired traffic.
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Click the Add button to add a new filtration rule.

Advanced Setup / Security / IP Filter / Outgoing / Add

The screen allows you to create a filter rule fo identify outgoing IF traffic by specifying a new filter narme and at least
one condition below. All of the specified conditions in this filier rule must be satisfied for the rule 1o take effect. Click
‘tpply/Save’ to save and activate the filter,

Filter Mame: Siecurity

IF ‘ersion: IPvd v
Protocal: TCPADP v

MaC address: 11:34:54:67 438
Source IP address[/prefix length]: 192,1638,15.12
Source Port (port or port:port): a0

Destination IF address[fprefix length]: |192,163.15.52

Destination Port (port o port:port): (30

apply /Save

— Filter Name — filter text description;

— IP Version — IP protocol version;

— Protocol — selected protocol (TCP/UDP, TCP, UDP, ICMP);

— MAC address — source MAC address;

— Source IP address[/prefix length] — source IP address (prefix length can be specified after slash);

— Source Port (port or port:port) — source port or a range of ports separated by a colon;

— Destination IP address[/prefix length] — destination IP address (prefix length can be specified after
slash);

— Destination Port (port or port:port) — destination port or a range of ports separated by a colon.

Click the Apply/Save button to accept and save the settings.

Filtration Settings for Incoming Traffic

Advanced Setup / Security / IP Filtering / Incoming

when the firewall iz enabled on a WaM or LAN interface, all incoming IP raffic is BLOCKED. However, some IP fraffic can be
ACCEPTED by setting up filters,

Choose add or Remove o configure incoming IF filters.

Filter P SrcIP/ DstIP/
Name Interfaces Version Protocol | SrchAC PreﬁxLength SrcPort PreﬁxLength DstPort | Remove
Securityl | pppo.1 4 SSE 11253486 5750 80

Add | | Remove

When a firewall is turned on in a WAN or LAN interface, all incoming traffic which does not satisfy the
set rules will be blocked.
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Click the Add button to add a new filtration rule.

Advanced Setup / Security / IP Filter / Incoming / Add

The screen allows you to create a filker rule to identify incoming IP raffic by specifying a new filker name and
at least one condition below, All of the specified conditions in this filker rule must be satisfied for the ruls o

take effect. Click 'Apply/Save' to save and activate the filter.

Filter Mame: Securityl

IF Wersion: IPd v
Protocol: TCRAUDP v
Source MaC address: 11:25:34:36:97:5C

Source IP address[/orefix length]:
Source Port {port or port:port): 20
Destination IP address[/prefix length]:
Destination Port {port or port:port):

WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one or more WaNLAN interfaces displayed below to apply this rule.

Select All ¥ Internet/ipop0.1 |alguFialgh] hir1hr1 hr2 2 bir=/hra

apply/Save

— Filter Name —filter text description;

— IP Version — IP protocol version;

— Protocol — the network protocol selected;

— Source MAC address — source MAC address;

— Source IP address[/prefix length] — source IP address (prefix length can be specified after slash);

— Source Port (port or port:port) — source port(s);

— Destination IP address[/prefix length] — destination IP address (prefix length can be specified after

— Destination Port (port or port:port) — destination port(s);

WAN (configured in the router mode and having firewall enabled) and LAN Interfaces
Select All — when set, allows selection of all available interfaces.

You can also select an interface from the list by setting a flag in front of it.

Click the Apply/Save button to accept and save the settings.
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4.3.4.2 The MAC Filtering Submenu. Filtering Settings for MAC Addresses

MAC filtration allows traffic to be transferred or blocked depending on source and destination MAC
addresses.

MAC Filtering Setup

MaC Filtering iz only effective on ATM PYCs configured in Bridge mode. FORWARDED means that
all MAC laver frames will be FORWARDED except those matching with any of the specified rules in
the following table. BLOCKED means that all MAC layer frames will be BLOCKED except those
matching with any of the specified rules in the following table,

MaC Filtering Policy For Each Interface:

WARNING: Changing from one policy to another of an interface will cause all defined
rules for that interface to be REMOVED AUTOMATICALLY! You will need to create new
rules for the new policy.

Interface | Policy Change
weipl.l FORWARD

weip3.1 FORWARD

weipd. 1 FORWARD

weiph.1 FORWARD

weip?.1 FORWARD

Change Palicy

Choose add or Rermove to configure MAC filtering rules,

Interface | Protocol | Destination MAC | Source MAC | Frame Direction | Remove
weipS.1 FFFoE 18R F70E: 1217 WIAN_TO_LAN

add | | Remove
Lo | | REIAVE |

MAC filtration can be applied only to interfaces in the bridge mode.

In order to change the global policy, set a flag in front of a corresponding interface and click the Change
Policy button. Two options are available: FORWARDED n BLOCKED.

The created rules will block traffic with specified source/destination MAC addresses in the FORWARDED
mode and allow it to pass in the BLOCKED mode.

Add MAC Filter

Create a filter 1o identify the MAC layer frames by specifying at lesst one condition below, If rultipls
conditions are specified, all of them take effect, Click "apply/Save" 1o save and activate the filer,

Protocol Type: FFPPoE v

Destination MAC Address: 1C:4F F70E: 1C:17
Source MaC Address:

Frame Direction: WYAN==LAN ¥

WaN Interfaces (Configured in Bridge mode only)

WRNAveins. 1 v

Apply/Save

— Protocol type — the selected protocol (PPPoE, IPv4, IPv6, AppleTalk, IPX, NetBEUI, IGMP);

— Destination MAC Address — destination MAC address;

— Source MAC Address — source MAC address;

— Frame Direction — transfer direction (LAN<=>WAN, LAN=>WAN, WAN=>LAN);

— WAN Interfaces (Configured in Bridge mode only) — allows a WAN interface to be selected from a drop-
down list (only the interfaces in the bridge mode re available).

Click the Apply/Save button to accept and save the settings.
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4.3.5 The Parental Control Submenu. Parental Control: Restrictions Configuration

4.3.5.1 The Time Restriction Submenu. Configuration of Session Time Restriction

The menu allows schedule configuration (days and hours) for computers use. The schedule will be used to
block Internet access for a definite computer in local network at a definite time.

Advanced Setup / Parental Control / Time Restriction

A maximum 16 entries can be configured.

Username | MAC ¥on | Tue | Wed | Thu | Fri | Sat | Sun | Start | Stop | Remove
MUy 08:60:68:d7:73:30 x b b b b 16:30 [23:59

Add | | Remave
Eaiccl)

Skl

Click the Add button to create a new schedule. You can add up to 16 records.

Advanced Setup / Parental Control / Time Restriction / Add

This page adds tirme of day restriction to a special LAk device connected to the Router. The Browser's MAC Address' autormatically displays
the MaC address of the LAN device where the browser is running. To restrict other Lan device, click the "Other MaC Address" buthon and
erter the MAC address of the other LaM device, To find out the MaAC address of 3 Windows based PC, go to command window and type
“ipconfig fall"

User Mame Murmrmey

® prowser's MAC Address  |08:60:6e:d7:73:30

Other MAC Address
H00T0H 100000 THC)

Days of the week Mon | Tue | Wed | Thu | Fri | Sat | Sun
lick to select s |l s | v

Start Blocking Time (hh:imm)  |16:30
End Blocking Time thhirmm)  23:529
Apply/Save

— User name — user name;

— Browser's MAC Address — automatically identified MAC address of the computer for which the
schedule is created;

— Other MAC Address (xx:xx:xx:xx:xx:xx) — manually set MAC address of the computer for which the
schedule is created;

— Days of the week — days when Internet access is blocked;

— Start Blocking Time (hh:mm) — the time when blocking starts (hh:mm);

— End Blocking Time (hh:mm) — the time when blocking ends (hh:mm).

The restrictions will apply if the correct system time is set for the device.

Click the Apply/Save button to add settings to the table.

NTU-2V, NTU-RG Optical Network Terminals 33



4.3.5.2 The Url Filter Submenu. Internet Access Restriction Settings

Url Filter — is a function of comprehensive analysis and control of access to certain Internet resources. This
parameter defines a lilts of prohibited/allowed URLs.

Advanced Setup / Parental Control / URL Filter

Please select the list type first then configure the list entries. Maximum 100 entries can be configured.

URL List Type: @ Exclude Include

Address | Port | Remove

wk.cam a0

Add | | Remave
Ml iy S LS

— URL List Type — list type:
— Exclude — prohibited URLs;
— Include — allowed URLs.

In order to add a new URL to a list, set the flag in front of the corresponding list (URL List Type) and click
the Add button.

Advanced Setup / Parental Control / URL Filter / Add

Enter the URL address and port number then click "apply/Save" to add the entry to the URL filter,

URL Address: wk.corm

Part Mumber 30 {Default 80 will be applied if lzave blank.)

Apply/Save

— URL Address — URL address;
— Port Number — port number (if the field is empty, port 80 will be used).

Click the Apply/Save button to add settings to the table.

4.3.6 The Dynamic DNS Menu. Settings of Dynamic Domain Name System

Dynamic DNS (domain name system) allows information to be updated on DNS server in real time and
(optionally) automatically. There are two options for assignment of a constant domain name to a device

(computer, router, e. g. NTU-RG) having a dynamic IP address. The IP address can be assigned by IPCP in PPP
connections or in DHCP.

Dynamic DNS is often used in local networks where clients get IP addresses by DHCP and then register
their names in a local DNS server.

Advanced Setup / Dynamic DNS

The Dynarmic DNS service allows you to alias a dynarmic IP address to a static hostnarme in
any of the many domains, allowing your Broadband Router 1o be mare easily accessed from
various locations on the Internet.

Choose Add or Remove to configure Dynamic DMS.

Hosthname | Username | Service Interface | Remove

user caesar32l | dyndns@dyndns.org | pppo.1

Add | | Rernove

In order to add a record, click the Add button. Click Remove in front of a selected record to remove it.
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D-DNS provider — a type of D-DNS service (provider):
freedns.afraid.org, easyDNS.com, 3322.org, DynSIP.org, No-IP.com, dnsomatic.com,

Advanced Setup / Dynamic DNS / Add

This page allowes you to add & Dynamic DNS address from any of listed DONS providers,

D-DMS provider DynDMNS. arg v
Hostnarme Liser
Interface Internet. 1100/pppd.1 *

DynDNS Settings

Username caesar3zl
Password

DynDMS Type Dynarmic ¥
Wildcard

Aapply/Save

sitelutions.com;
Custom — another provider chosen by user. In this case user will need to specify the provider's name and

address:

Advanced Setup / Dynamic DNS / Add

This page allows you o add & Dynamic DNS address from any of listed DONS providers,

D-ONS pravider Custam v
Hostnarme
Interface Internet. 1100/ppp0.1 *

Custom DDNS provider
LIsernarne

Password

DOMS Provider Server Marme
DOMS Provider URL

Apply/Save

— Username — user name for the DDNS account;

— Password — password for the DDNS account;

— DDNS Provider Server Name — name of the DDNS provider;
— DDNS Provider URL — URL of the DDNS provider;

Hostname — host name registered at the DDNS provider;
Interface — access interface.

DynDNS.org, TZO.com, ZoneEdit.com,

and
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Depending on the chosen provider the following fields can be displayed:

Advanced Setup / DNS / Dynamic DNS / Add

This page allows you to add a Dynamic DNS address from any of listed DDNS providers,

D-DMNS provider DynDMS. org v
Hosthame
Interface WolP 1101 veipD2 v

DynDNS Settings
Lzername

Password

wildcard

| Apply/Save |

CynDMNS Type Dynamic v

This page allows you to add & Dynamic DMS address from any of listed DONS providers.

This page allows you to add a Dynamic DNS address from any of listed DONS providers,

D-DMS provider TZO.com v .
D-DNS provider freedns. afraid.org ¥
Hostmarne
Hostrarme
Interface VolP.110/veipD.2 ¥ Interfaca VolP 1101 Aeip02 v
T20 Settings freedns.afraid.org Settings
Ermnail Username
Key Password
| Apply/Save | | Apply/Save |

Username — user name for the DDNS account;

Password — password for the DDNS account;

DynDNS Type — type of the service you registered at your provider:

— Dynamic — dynamic DNS;
— Static — static DNS;
— Custom — custom DNS;

Wildcard — if the flag is set, a special DNS record is used which is referred to all subdomains and will
correspond if a query sent to a subdomain, which does not exist. It is indicated as * in the
subdomain field, for example *.domain.tld.

Email — e-mail for authentication;

Key — key for the DDNS account.

Click the Apply/Save button to accept and save the changes.
43.7 The UPnP Menu. Automatic Setup of Network Devices

This section allows setup of the Universal Plug and Play (UPnP™) function. UPnP ensures compatibility

with network equipment, software, and peripheral devices.

Advanced Setup / UPhP

MNOTE: UPnP is activated only when there is a live WaN service with NAT enabled.

#| Enable LPAP

| Apply/Save |
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V The use of UPnP requires NAT setup on an active WAN interface.

Set the Enable UPnP flag to enable the function.
Click the Apply/Save button to accept and save the settings.

4.4 The Voice Menu. SIP Telephony Settings®
4.4.1 The SIP Basic Setting Submenu. SIP General Settings

Yoice / SIP Basic Settings

Service Provider 0

¥ Lze SIF Proxy.
SIP Prowy: 192.168.101.2

SIP Proxy port: S0a0

¥l Lse SIP Cuthound Prosy.
SIF Cutbound Prosxy: 192.168.101.2

SIF Cuthound Proxy port: (3060

¥l Lze SIF Registrar.

SIP Fegistrar: 192,168.101.2

SIP Registrar port: S0a0
SIP Account 1 2
Enable i 4
Number 100 200
Display name 100 200
Authentication name ||(100 200
Password 100 200
Apply /Save

— SIP proxy — address of the SIP server which is used for users registration;

— Use SIP Proxy — when the flag is set, the following SIP Proxy server is used:
— SIP Proxy — SIP Proxy address;
— SIP Proxy port —SIP Proxy port;
— Use SIP Outbound Proxy — when the flag is set, SIP Outbound-proxy is used to send all queries; it is not
used otherwise.
— SIP Outbound Proxy — address of the SIP proxy which will be used to transfer all queries
(this server will be used for routing of SIP Proxy and SIP Registrar queries);
— SIP Outbound Proxy port — port of the SIP proxy which will be used to transfer all queries;
— Use SIP Registrar —when the flag is set, the following SIP registration server is used:
— SIP Registrar — server address;
— SIP Registrar port — server port.

The table shows SIP parameters that are common for both FXS ports.

— SIP Account — SIP account (FXS port number);

— Enable — when the flag is set, the port is enabled;
— Number — phone number;

— Display name — user name displayed;

"'If the menu is not presented in configuration, the parameters have already been configured by you operator.
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— Authentication name — user name for authentication;
— Password — password for authentication;

Click the Apply/Save button to accept and save the changes.

4.4.2 The SIP Advanced Setting Submenu. SIP Advanced Settings

The menu allows VAS configuration (see Appendix B — Additional Services for a detailed description).

Voice / SIP Advanced Settings

Service Provider 0

SIP Account 1 2

Call waiting

Call forwarding number

| Forward unconditionally || ||

| Forward on "busy" || ”

| Forward on "no answer" || ”

[ w1 | |
Call barring i v
Call barring mode Allow all v Allow all v
Call barring pin 9999 9909

Call barring digit map

warm line || ||

Warm line number

Warm line timeout 1000 1000

Anonymous call blocking

Anonymous calling

DND

Apply Save

— SIP Account — SIP account (FXS port number);

— Call waiting — when the flag is set, notification of a new incoming call is enabled;

— Call forwarding number — the number which is used for calls redirection;

— Forward unconditionally — enables unconditional forwarding;

— Forward on "busy" — enables call forwarding on "busy";

— Forward on "no answer" — enables call forwarding on "no answer";

— MWI - enables voice mail notifications;

— Call barring —when set, allows user to bar outgoing calls;

— Call barring mode — call barring mode;

— Call barring pin — password which allows outgoing calls;

— Call barring digit map — digit map which allows/bars outgoing calls;

— Warm line — being set, enables the Warm Line service which is disabled otherwise. The service allows
automatic connection without dialling immediately after phone handset is picked (hot lone)or after a
delay (warm line);

— Warm line number — warm line number;

— Warm line timeout — a delay before warm line dialling;

— Anonymous call blocking —when set, blocks calls from the subscribers whose number was not identified;

— Anonymous calling — when set, calls are anonymously made from a port (number identifying blocker);

— DND — when sets, enables the Do Not Disturb service.

Click the Apply/Save button to accept and save the changes.
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4.5 The Wi-Fi Menu. Wi-Fi Network Setup

4.5.1 The Basic Submenu. General

This menu is intended for general setup of the LAN wireless interface and allows user to specify up to
three wireless access points.

Wireless / Basic
This page allows you to configure basic features of the wireless LaM interface. You can enable or disable the
wireless LaN interface, hide the netwark from active scans, set the wireless network name (also known as

SSIDY and restrict the channel set based on country requirements,
Click "apply/Save" to configure the basic wireless options,

#|  Enzble Wireless
Enable Wireless Hotspotz2,0
Hide Access Point
Clients Isolation
Disable Wk Advertise

¥ Enable Wireless Multicast Forwarding (4hE)

SSID: ELTEX-0428
BSSID: A3F9:4B.C0N04:39
Country: RUSSIAN FEDERATION v

Country RegRey [0

Mz Clients: 16

Wireless - Guest, Yirtual Access Points:

Isolate Disalbllz Enable | Max
Enabled S5ID Hidden 0 W 0 BSSID
Clients X WMF | Clients
Advertise
i |0_GLestl td 16 [l
wel0_Gliest2 v 16 i
will_Gliests v 16 I/,

Apply/Save

— Enable Wireless — enables Wi-Fi on device;

— Enable Wireless Hotspot2.0 — enables Hotspot2.0 support on device;

— Hide Access Point — sets access point into the hidden mode (router will not broadcast SSID of the
wireless network in this mode);

— Clients Isolation — when the flag is set, wireless clients can not communicate to each other;

— Disable WMM Advertise — disables WMM (Wi-Fi Multimedia — a QoS for wireless networks);

— Enable Wireless Multicast Forwarding (WMF) — enables WMF;

— SSID (Service Set Identifier) — assigns a name to the wireless network (case-sensitive keyboard input);
The default name (SSID) of the wireless network is ELTEX-aaaa,
where aaaa are the last 4 digits of WAN MAC. WAN MAC is labelled on the device housing.

— BSSID — MAC address of the access point;
— Country — specifies location (country);
— Country RegRev — specifies region ID (0-34 for Russia);
— Max Clients — the maximum possible number of simultaneously supported wireless connections.

Click the Apply/Save button to accept the changes.
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4.5.2 The Security Submenu. Security Settings

The menu contains main parameters of data encryption in the wireless network. The client wireless
equipment can be configured either manually of automatically with the help of WPS.

Wireless / Security
This page allows you ta canfigure security features of the wireless LaN interface.
Yo may setup configuration manually
OR
through Wik Protcted SetupdWPS)

Mote: When both STA PIN and Authorized MAC are empty, PBC is used. If Hide Access Point enabled or Mac filter list
is ermpty with "allow" chosen, WPS2 will be disabled

WPS Setup
Enable WPS Enabled *

&dd Client (This feature is available only when WPA-PSK{AWPSL), WPAZ PSK or OPEM mode is configured)
® Use STAPIM W Use 4P PIN | Add Enralles |

Set WPS AP Mode Configured ¥
Setup AP (Configure all security settings with an external registar)

Device PIN S0150104 Help

Manual Setup AP

*fou can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate 1o this wireless network and specify the encryption strength.
Click "apply/Save" when done.

Select S50t ELTEx-0435 v
Metwork Authentication: WRAZ -PEK v
WPAMAPT passphrase: [ Click here to display
WA Group Rekey Interval: ]
WWPAAMSPT Encryption: AES v
WPAAMAPT passphrase: [ Click here to display
WRA Group Rekey Interval: 0
WP A ART Encryption: AES M
WEF Encryption: Dizabled v
| Apply/Save |

WPS (Wi-Fi Protected Setup) — a standard developed by Wi-Fi Alliance to simplify setup of wireless
networks. The technology allows quick, secure, and simple setup of a wireless network without having in-depth
knowledge of Wi-Fi technology and encryption protocols. WPS automatically sets the network name and
configures data encryption to protect the network from unauthorised access. These operations should be
manually done without WPS.

In order to establish a connection, user simply needs to press the WPS button located on the side panel of
the device or use web configuration to enter PIN code.

WPS Setup

— Enable WPS — in order to enable WPS, select Enable in the drop-down list if the WI-FI network adapter
of your device supports this configuration mode;
— Add Client — client authentication method (the settings are applicable in the WPA-PSK and WPA2-PSK
modes only). Click the Add Enrollee button to start the authentication process;
— Use STA PIN — authentication using client PIN code;
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Add Client (This feature is available only when WPA-PSKAWPSL), WPAZ PSK or OPEN rmode is configured)
® Use STA PIN Use AP FIN Add Enrolles

Help

Set Authorized Station MAC
Help

—  Set Authorized Station MAC — sets MAC address of the client device in XX format:
XX XX: XX: XX: XX;
— Use AP PIN — authentication using AP own PIN;
— Set WPS AP Mode — sets WPS mode of the access point;
— Device PIN — device own PIN (an 8-digit code generated by the device).

V Shortcomings of WPS

Wi-Fi routers supporting the WPS technology have a security vulnerability. The vulnerability can be
used to crack passwords of the WPA and WPA2 encryption protocols. The technology is vulnerable
as it allows to brute-force the 8-digit network key (PIN).

Manual Setup AP
— Select SSID — selects a name of a wireless network from the list;
— Network Authentication — selects a network authentication mode from the drop-down list:
- open — protection of the wireless network is disabled (only WEP key can be used in this
mode);
- Shared — allows user authentication by SSID or WEP key;
- 802.1x — enables the 802.1x standards (allows user authentication with the help of the
RADIUS authentication server; WEP key is used for encryption);
= RADIUS Server IP Address — IP address of the RADIUS server;
=  RADIUS Port — port number of the RADIUS server. The default port is 1812;
=  RADIUS Key — a secret key for access to the RADIUS server;
- WPA2 - enables WPA2 (the mode uses the WPA2 protocol and requires the RADIUS
authentication server);
=  WPA2 Preauthentication;
=  Network Re-auth Interval;
»  WPA Group Rekey Interval — time interval (in seconds) between changes of the
WPA encryption keys. The keys are changed to increase protection of the wireless
network. If you do not need to change the keys, set 0 to the field.
= RADIUS Server IP Address — |IP address of the RADIUS server;
=  RADIUS Port — port number of the RADIUS server. The default port is 1812;
=  RADIUS Key — a secret key for access to the RADIUS server;
= WPA/WAPI Encryption — selects a WPA/WAPI data encryption method: TKIP+AES,
AES:
—  TKIP — the encryption protocol used for WPA. It implements a more
efficient mechanism of key change management in comparison with WEP;
- AES - an algorithm of 128-bit clock encryption with a key of
128/192/256 bits that is generally used for WPA2;
- WPA2-PSK — enables WPA2-PSK (the mode uses the WPA2 protocol but does not require the
RADIUS authentication server);
»  WPA/WAPI passphrase — a secret phrase. Sets a password; a string of 8-63 ASCII
characters. Follow the Click here to display link to show the secret phrase; the
password will be displayed in a pop-up window.

| ) about:blank

GP1A027048
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http://27sysday.ru/wps-na-routere/#a_menu

The network key corresponds to the device serial number by default.

V The serial number is labelled on the device housing. When you change
the password, you will need to specify a combination of 10 characters.
The password must contain digits and Latin characters in upper and
lower cases.

WPA Group Rekey Interval — time interval (in seconds) between changes of the
WPA encryption keys. The keys are changed to increase protection of the wireless
network. If you do not need to change the keys, set 0 to the field;
WPA/WAPI Encryption — selects a WPA/WAPI data encryption method: TKIP+AES,
AES:
—  TKIP — the encryption protocol used for WPA. It implements a more
efficient mechanism of key change management in comparison with WEP;
- AES - an algorithm of 128-bit clock encryption with a key of
128/192/256 bits that is generally used for WPA2;

Mixed WPA2/WPA — enables the WPA2/WPA combination (this encryption mode uses the
WPA2 and WPA encryption protocols and requires the RADIUS authentication server);

WPA2 Preauthentication — pre-authentication of the wireless client in other
wireless access points in the specified range. Connection is established at the
current wireless access point during the verification.
Network Re-auth Interval — time interval for repeated authentication. The
parameter defines how often the access points sends an authentication message to
clients and requires a reply with correct authentication data;
WPA Group Rekey Interval — time interval (in seconds) between changes of the
WPA encryption keys. The keys are changed to increase protection of the wireless
network. If you do not need to change the keys, set 0 to the field.
RADIUS Server IP Address — IP address of the RADIUS server;
RADIUS Port — port number of the RADIUS server. The default port is 1812;
RADIUS Key — a secret key for access to the RADIUS server;
WPA/WAPI Encryption — selects a WPA/WAPI data encryption method: TKIP+AES,
AES:
—  TKIP — the encryption protocol used for WPA. It implements a more
efficient mechanism of key change management in comparison with WEP;
- AES - an algorithm of 128-bit clock encryption with a key of
128/192/256 bits that is generally used for WPA2;

Mixed WPA2/WPA-PSK — enables the WPA2/WPA-PSK combination (this encryption mode
uses the WPA2-PSK and WPA-PSK encryption protocols and does not require the RADIUS
authentication server);

WPA/WAPI passphrase — a secret phrase. Sets a password; a string of 8-63 ASCII
characters. Follow the Click here to display link to show the secret phrase; the
password will be displayed in a pop-up window.

| ] aboutblank

GP1A027048

f The network key corresponds to the device serial number by default.
V The serial number is labelled on the device housing. When you change
the password, you will need to specify a combination of 10 characters.
The password must contain digits and Latin characters in upper and
lower cases.

WPA Group Rekey Interval — time interval (in seconds) between changes of the
WPA encryption keys. The keys are changed to increase protection of the wireless

network. If you do not need to change the keys, set 0 to the field.
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= WPA/WAPI Encryption — selects a WPA/WAPI data encryption method: TKIP+AES,
AES:

TKIP — the encryption protocol used for WPA. It implements a more
efficient mechanism of key change management in comparison with WEP;

- AES - an algorithm of 128-bit clock encryption with a key of
128/192/256 bits that is generally used for WPA2;

Make sure that PC's wireless adapter supports the selected encryption type.

The most secure protection of a wireless channel is reached by joint operation of access point and
RAIUS server (for authentication of wireless clients).

— WEP Encryption — select Enable in the drop down list to enable WEP encryption;
— Encryption Strength — 64- or 128-bit key encryption;
Current Network Key — the key that will be used for connection;
Network Key 1..4 — allows specification of 4 different keys, which comprise of 10 hex

characters of 5 ASCII characters’ for 64-bit encryption. Other options are 26 hex characters or
13 ASCII characters for 128-bit encryption.

Click the Apply/Save button to accept the changes.

4.5.3 The MAC Filter Submenu. Filtering Settings of MAC Addresses

The menu allows filters configuration for MAC addresses.

Wireless / MAC Filter

Select 55100 | ELTEX-0438 ¥

MAC Restrict Mode: @ pisabled Allowe Dery  Mote: If ‘allow' is choosed and mac filter is empty, WPS will be disabled

MAC Address Remove
45:13:34:16:85.2C

add | | Remove

— Select SSID — the identifier of the wireless network, for which a rule will be created;
— MAC Restrict Mode —filtration mode for MAC addresses:

— Disabled —filter is disabled;

— Allow —filters allowed addresses;

— Deny —filters denied addresses.

In order to add a MAC address to the filtration table, click Add and enter the address into the MAC
address field of the displayed menu.

Wireless / MAC Filter

Eriter the MAC address and click "Apply/Save" to add the MAC address to the wireless MAC address filtkers.

MaC address:

ApplyfSave

Click the Apply/Save button to accept the changes.

! ASCll—is a set of 128 characters for machine representation of capital and lower case Latin characters, digits, punctuation
marks, and special symbols.
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4.5.4 The Wireless Bridge Submenu. Configuration of Wireless Connection in the Bridge Mode
The menu specifies an operation mode of access point: either access point or wireless bridge.

When the bridge mode is used, MAC addresses of remote bridges should be specified. The mode is used
for a wireless connection between two independent networks.

Wireless / Bridge

This page allows you to configure wireless bridge features of the wireless LaN intarface, Select Disabled in Bridge
Restrict which disables wireless bridge restriction. Any wireless bridge will be granted access. Selecting Enabled or
EnablediScan) enables wireless bridge restriction, Only those bridges selectad in Rermote Bridges will be granted access,
Click "Refresh” to update the remote bridges. Wait for few seconds o update.

Click "apply/Save" to configure the wireless bridge options,

Bridge Restrict: Enabled v

Rermote Bridges MAC Address:

Refresh | | Apply/Save |

The Wireless Bridge mode has the following settings:

— Bridge Restrict —the bridge mode to be used:

Enabled — enable filtering for MAC addresses (only specified addresses are allowed);
—  Enable(Scan) — search for remote bridges;

— Disable — no restrictions for MAC addresses;
— Remote Bridges MAC Address — addresses of remote bridges.
V Router does not support the Wi-Fi Multimedia (WMM) function in the bridge mode.

Click Refresh to refresh information on available remote bridges.

Click the Apply/Save button to accept and save the changes.
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4.5.5 The Advanced Submenu. Advanced Settings

The menu allows advanced configuration of wireless network.

wireless / Advanced

This page allows you to configure advanced features of the wireless LAN interface. You can select 3 particular channel on which to operate, force the
franstnission rate w a particular speed, set the fragmentation threshold, set the RTS threshold, set the wakeup interval for clients in power-sawve
miode, set the beacon interval for the access point, set ¥Press mode and set whether shaort or long preambles are used.
Click "Apply/Save" to configure the advanced wireless options,

Band: 24GHz v

Channel: Auto v Current: 11 {interference: acceptable)
Auto Channel Timer {min) o

802, 11n/EWC: Auto v

Banduwidth: 20MHz in 2.4G Band and 40MHz in 85 Band ¥ |Current: 20rMHz

Control Sideband: Lowwar v Current: HAs

902, 11n Rate: Auta v

802, 11n Protection: Auta v

Support B02.11n Client Onlky: | Off v

RIFS sdvertisernant: Auta v

OBSS Coexistence: Disable v

R Chain Power Save: Enable v Poweer Save status: Low Power

R Chain Power Save Quist

Tirne: £

R Chain Power Save PPS: 10

S4g™ Rate: 1 Mbps v

Multicast Rate: Auto v

Basic Rate: Default A

Fragmentation Threshold: 2346

RTS Threshald: 2347

DTIM Interval: 1

Beacon Interval: 100

Global Max Clients: 16

¥Press™ Technology: Disabled v

Transtnit Power 100% v

WM -FT Multimedis) Enabled v

Wil Mo Acknowledgement: Disabled T

WM APSD: Enabled v

\Wireless Mode: Access Point v

LRE: OFF v

URE Maode: Bridye (Range Extender) v

STA Retry Time(sec): 10

l?éa:;;fnrmmg Transrmission Dieabled -

Bearnforming Reception (BFE): | Disabled v

| Apply/Save | | Default

— Band —frequency coverage;

— Channel — active channel of the router. Interference or any other issues of a wireless network may
be solved by changing the channel. The parameter is recommended to be set to Auto in order to
avoid interference caused by adjacent networks.

— Auto Channel Timer (min) — time period (in min.) after which the router will search for an optimal
wireless channel. The parameter becomes available when the Channel value is set to Auto (0 —
disable);

— 802.11n/EWC - compatibility mode for 802.11n Draft2.0 and EWC (Enhanced Wireless
Consortium) equipment;

— Bandwidth — bandwidth of 20 MHz or 40 MHz. When set to 40 MHz, 2 adjacent bandwidth of 20
MHz are used to broaden the channel's throughput;

— Control Sideband — the second channel (Lower or Upper) for the 40 MHz option;

802.11n Rate — connection rate;

802.11n Protection —when enabled, enhances protection but decreases throughput;

— Support 802.11n Client Only — when enabled, denies 802.11b/g clients to access the device;

RIFS Advertisement — reduced Interframe Space, reduces interval between data units (PDUs),
increases Wi-Fi efficiency;
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— OBSS Co-Existence — tolerance setting for the chosen mode (20 MHz or 40 MHz. When set to
Enable, chooses an optimal mode of operation taking into account the Bandwidth parameter; the
mode will depend only on the Bandwidth parameter otherwise;

— RX Chain Power Save — disables one of the device's antennas to save energy;

— RX Chain Power Save Quiet Time — time period during which the traffic intensity should be lower
than PPS for the power saving mode to be enabled;

— RX Chain Power Save PPS — the upper limit of PPS (packet per second). If the packets intensity of
the WLAN interface does not exceed this value during the time specified in RX Chain Power Save
Quiet Time, the power saving mode is turned on;

— 54g™ Rate — connection rate in the 54g™ compatibility mode;

— Multicast Rate — multicast traffic rate;

— Basic Rate — basic data rate;

— Fragmentation Threshold — fragmentation threshold in bytes. If a packet size exceeds the value,
the packet will be fragmented into parts of corresponding size;

— RTS Threshold — if a packet size is lower than the set RTS threshold value, the RTS/CTS mechanism
will not be used (channel connection using "ready to send"/"ready to receive" signals);

— DTIM Interval — time period after which broadcast and multicast packets in buffer will be delivered
to wireless clients;

— Beacon Interval — time period after which an information packet is sent to the wireless network to
confirm the access point is active;

— Global Max Clients —the maximum number of wireless clients;

— XPress™ Technology — allows increase of wireless throughput up to 27 % in 802.11g networks.
XPress™ Technology can increase the throughput up to 75 % in mixed networks (802.11g and
802.11b);

— Transmit Power — the transmit power of the access point;

— WMM (Wi-Fi Multimedia) — enables the Wi-Fi Multimedia (WMM) mode. The mode allows fast
and quality transmission of audio and video content simultaneously with data transmission;

— WMM No Acknowledgement — the receiving side does not acknowledge packets in this mode. This
increases transmission efficiency of low-interference medium, however decreases the efficiency of
high-interference one;

— WMM APSD — enables automatic switching to the power saving mode;

Wireless Mode — the operating mode:

— Access Point — the access point operating mode;
—  Wireless Ethernet —a mode supporting Wireless Ethernet for joining network segments;

URE — uses the access point/router as a repeater. The mode is used to connect two wireless points

in case direct connection is not possible;

— URE Mode —the repeater mode selected (bridge (Range Extender), Routed (Travel Router));

STA Retry Time (sec) — time period during which the access points tries to establish connection

with a Wi-Fi client.

Click the Apply/Save button to accept and save the changes.
4.6 The Storage Service Menu. File Storage Services

4.6.1 The Storage Device Info Submenu. Information on Connected Devices

The menu lists all available connected storage devices. The following information is provided:

Storage Service / Storage Device Info

The Storage service allows you to use Storage devices with modem to be more easily accessed

Yolumename | FileSystem | Total Space | Used Space | Action

ushl_1 fat 3554 163 Unraount
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— Volumename — device hame;

— FileSystem — type of file system;

— Total Space — total storage space;

— Used Space — used space;

— Unmount — the button should be clicked to safely disconnect a connected device.

4.6.2 The User Accounts Submenu. Configuration of Samba Users

The menu allows configuration of Samba accounts.

Storage Service / User Accounts

Choose 4dd, or Remove to configure User Accounts,

UserName | HomeDir | Remove
test ushi_1/test

Add | | Rernove

Click the Add button to add a record. In order to remove a record, set the flag in the Remove column in
front of the corresponding record and click the Remove button.
— Username —log-in used to access a network resource;
— Password — password used to access the network resource;
— Confirm Password — password confirmation;
— volumeName — path to the network resource (name of the connected storage device is shown in
the Storage Device Info tab).

4.7 The Management Menu. Device Management

4.7.1 The Restore Default Submenu. Restore Default Settings

The menu allows the default settings to be restored. The device will be rebooted in this case.

Management / Restore Default

Restore Broadband Router settings to the factory defaults,

Restore Default Settings

V This will also cancel all changes made in device default settings.

Click the Restore Default Settings button to reset the device to factory settings. The device will be
rebooted in this case.
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4.7.2 The Internet Time Submenu. System Time Settings

Management / Internet Time

This page allows you o the modem's time configuration.
¢ rutormatically synchronize with Internet time servers

First MTF time server: Other ¥ ||192.168.1.100

Second MTF time server: | ntpl.turmmy.com v

Third MTP time server: Mone v

Fourth MTP time server: | Mone v

Fifth MTF time server: Maone v

Time zone offset: (GMT+HI7:00) Movosibirsk v
ApplyfSave

The tab contains settings for system time.

— Automatically synchronize with Internet time servers — being set, enables automatic synchronisation
with Internet precision time servers;

— First NTP time server —the main precision time server;

— Second NTP time server — the second precision time server (none — do not use supplementary servers);

— Third NTP time server — the third precision time server (none — do not use supplementary servers);

— Fourth NTP time server — the fourth precision time server (none — do not use supplementary servers);

— Fifth NTP time server — the fifth precision time server (none — do not use supplementary servers);

— Time zone offset — time zone according to UTC.

Choosing the Other option in the drop-down list of servers activates a window to the right
v where the address of the precision time server should be manually entered.

4.7.3 The Ping Submenu. Checking the Availability of Network Devices

The menu is intended for using the Ping utility to check availability of the network devices connected to
the router.

192,162.1.100 Fing || TraceRoute

In order to check availability of a connected device, enter its IP address into the field and click the Ping
button. Click the TraceRoute button to view the route tracing. The information will be displayed on this page of
the web interface.

192,1658.1.100 Fing || TraceRoute
Traceroute started

traceroute to 192.168.1.100 (192.168.1.100), 30 hops max, 35 byte packets
1 192.165.1.100 {192.165.1.100) 0.895 ms 0.792 ms 0.541 ms

Traceroute finished
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4.7.4 The Passwords Submenu. Access Control Configuration (Passwords)

The menu allows user to change the password used to access the device.

Management / Passwords

Use the fields below to enter up to 16 characters and click "apply/Save" to change or create password.
Note: Password cannot comtsit 5 space.

0ld Passwird:

Mew Password:

Canfirm Pasgword:

| Apply/Save |

In order to change a password, enter the current password, then enter a new password and confirm it.

Click the Apply/Save button to accept and save the changes.

4.7.5 The System Log Submenu. Display and Configuration of the System Log

4.7.5.1 The Configuration Submenu. System Log Configuration

The menu is used for configuration of router's events.

Management / System Log / Configuration

If the log mode is enabled, the systerm will begin to log all the selected events. For the Log Level, all events above
or equal 1o the selected level will be logged. For the Display Level, all logged events above or equal to the
selected level will be displayed. If the selected mode is ‘Remote’ or 'Both,' events will be sent 1o the specified IP
address and UDP port of the remote syslog server. If the selected mode is Local' or 'Both,' events will be
recorded in the local rmemory,

Select the desired values and click ‘apply/Save’ to configure the systermn log options.

Log: ® Disable  Enable

Log Level: Debugging
Display Level: Error v
Mode: Local v
Linux Kernel Console Display Level iprintk): | Error v

Send CMS logs 1o syslog (require reboot): ® pisable © Enable

| Apply/Save |

— Log —enable/disable system log;
— Log Level —verbosity of the event log. Severity levels in the descending order:
— Emergency;
— Alert;
— Critical,
— Error;
— Warning;
— Notice;
— Informational;
— Debugging;
— Display Level — display level of the event log messages;
— Mode —the log's operating mode:
—  Local —all events a returned to the router through the buffer;
—  Remote — all events are returned to the Syslog server;
—  Both —both modes are enabled;
—  Flash — sends events to a USB drive;
— Linux Level Console Display Level (printk) — display level of messages in Linux console;
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— Send CMS logs to syslog (require reboot) — enables/disables CMS messages transmission to the system
log.

The following settings are available in the Remote mode:

— Server IP address — IP address of the Syslog server which stores all events;

— Server IP Port — port number of the Syslog server.

Click the Apply/Save button to accept and save the changes.

4.7.5.2 The View Submenu. System Log Display

The menu is used to configure display of router's events.

Management / System Log / View
Date/Time | Facility | Severity Message
1z 1 00:01:00fsyslog  |ermerg fEEEEEEEEE SRS EEEEEEEEEEEEEEEE s
Jan 1 00:01:00fsyslog  |emerg ## syslogd started: BusyBox v1.17.2 ##
1z 1 00:01:00fsyslog  |ermerg fEEEEEEEEE SRS EEEEEEEEEEEEEEEE s
Jan 1 00:01:00fkern err kernel: i2c i2c-0: Failed to register i2c client gpon_i2c at 0xS0 {-16)
Jan 1 00:01:00fkern err kernel: i2c i2c-0: Failed to register i2c client gpon_i2c at 0xS0 {-16)
Jan 1 00:01:00fkern err kernel: i2c i2c-0: Failed to register i2c client gpon_i2c at 0xS1 {-16)
Jan 1 00:01:00fkern err kernel: i2c i2c-0: Failed to register i2c client gpon_i2c at 0xS1 {-16)
Jan 1 00:01:00fkern err kernel: sd 0:0:0:0: [sda] Mo Caching mode page present
1an 1 00:01:00kern err kernel: sd 0:0:0:0: [sda] Assuming drive cache: write through
Jan 1 00:01:00fkern err kernel: sd 0:0:0:0: [sda] Mo Caching mode page present
1an 1 00:01:00kern err kernel: sd 0:0:0:0: [sda] Assuming drive cache: write through
Jan 1 00:01:00fkern err kernel: sd 0:0:0:0: [sda] Mo Caching mode page present
1an 1 00:01:00kern err kernel: sd 0:0:0:0: [sda] Assuming drive cache: write through
Jan 1 00:01:00fkern crit kernel: etho Link UP 1000 mbps full duples
Jan 1 00:01:02{kern crit kernel: ethd Link DOWM,
Jan 1 00:01:06fkern crit kernel: etho Link UP 1000 mbps full duples
Refresh

Click Close to close the log display window. Use the Refresh button to refresh the information.

4.7.6 The Update Software Submenu. Software Update
In order to update software, select the software in the Software File name field (use the Choose a File or
Browse buttons) and click Update Software.

Do not switch off or reboot the device during software update. The process may take several minutes.
J The device will be automatically rebooted when the update is completed.

Management / Update Software

Step 1: Obtain an updated software image file from your ISP,

Step 2: Enter the path to the image file location in the box below or click the "Browse" button to locate the image file,
Step 3: Click the "Update Software" button once to upload the new image file.

MNOTE: The update process takes sbout 2 minutes o complete, and your Broadband Router will reboot,

Software File Name: | Bebepute daln | $aiin He BsiSpaq

Update Software

4.7.7 The Reboot Submenu. Device Reboot

Management / Reboot

Click the button below to reboot the router,

Reboot

Click the Reboot button to reboot the device. The device reboot may take several minutes.
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APPENDIX A — POSSIBLE PROBLEMS AND OPTIONS FOR THEIR SOLUTION

Problem

Possible Cause

Solution

Entering the router's IP
address (e.g. 192.168.1.1)
does not provide access
to the web interface

The PC does not belong to
the IP subnetwork for
connection to the web
interface

Set the Obtain an IP address automatically
parameter in Internet Connection Properties of your
computer

Internet Protocol (TCP/IP) Properties E| g]

General | Alternate Configuration

Y'ou can get IP settings assigned automatically if your network. supports
this capability. Otherwise, you need to ask your network. administrator for
the appropriate [P setings

() Obtain DNS server address automatically
() Use the following DNS server addresses:

The installed web browser
has Java script disabled

Enable Java script or use another web browser

Defective cable

Check physical connection by checking status LEDs
(all LEDs should be on). If the LEDs are off, use
another cable or connect to another port of the
device if available. If your computer is switched off,
LEDs may also be off.

Access denied by your
firewall

Disable firewall on your computer

Error signal in the phone
connected to the FXS port

Invalid port configuration

Check settings in the VoIP menu (see section 4.4.2
The SIP Advanced Setting Submenu. SIP Advanced
Settings)

Forgotten/incorrect
password to web
interface of the device

Reset the router to default settings using the F
button on the rear panel. Unfortunately, all changes
you made in settings will be lost in this case.
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APPENDIX B — ADDITIONAL SERVICES

1. Call Waiting Notification
The service uses a definite signal to notify user about a new incoming call when the line is already busy
with another call.

Having received the signal, the user may decide to pick up the waiting call.

The service can be chosen in the menu with user port settings in the VolP/SIP Advanced Setting tab (see
section 4.4.2 The The SIP Advanced Setting Submenu. SIP Advanced Settings) by setting the Call waiting flag.

When you receive the new call notification while you are already talking, press R to hold the current call
and take the waiting one. All further pressing of the R button will be processed according to the algorithms
described in sections 2 Call Transfer and 3 Conference.

— R-aflash release.

2. Call Transfer

The Calltransfer service allows temporary interruption of connection with active subscriber (subscriber A),
connection to another subscriber (subscriber C), and transfer of the call with disconnection of subscriber B (the
subscriber providing the service).

The service description:
While being connected to the subscriber A, hold the call by pressing the flash release (R), wait for the
"station response" signal, and dial the subscriber C. When the subscriber C answers your call, hang up.
3. Conference

Conference is a service allowing three and more subscribers to have shared phone conversation.
The service description:

While being connected to the subscriber A, hold the call by pressing the flash release (R), wait for the
"station response" signal, and dial the subscriber C. When the subscriber C answers your call, press R to switch
to the conference mode.

The subscriber who starts the conference is a chairperson; the rest two subscribers are participants. When
the chairperson presses flash release in the conference mode, the last called subscriber is disconnected. A
participant may put on hold other participants.

The conference ends when the chairperson hangs up; the rest two participants will receive the release
signal in this case. If a participant leaves the conference, the chairperson and another participant are switched
to a normal two-party call.

4. Message Waiting Indication (MWI) — Notification about Voice Mail

If a voice message is left on server for a subscriber, the service allows the subscriber to be timely notified
about the message. When the MWI service is enabled and there is an new message on server, the subscriber will
hear a discontinuous buzzer when he picks up the phone.

In order to enable the MWI service, set the flag in the MWI field of the corresponding port on the VolP/SIP
Advanced Setting tab (see section 4.4.2 The SIP Advanced Setting Submenu. SIP Advanced Settings).
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5. Call Barring
The service allows phone access restriction to a certain types of outgoing calls.

The service can be configured in the menu with user port settings in the VoIP/SIP Advanced Setting tab
(see section 4.4.2 The SIP Advanced Setting Submenu. SIP Advanced Settings) by setting the Call barring flag
and specifying the required parameters in the Call barring mode and Call barring digit map fields.

Three options of calls restriction are available depending on the parameter specified in the Call barring
mode field:

e Allow all - all outgoing calls are allowed;
e Deny all - all outgoing calls are denied;

e Deny by digit map — denied are only the calls to the number specified in the Call barring digit map
field.

The service description:
The Call barring digit map field is set to 1150. In order to deny all outgoing calls, choose the Deny all

option in the Call barring mode field. In order to allow all outgoing calls, choose the Allow all option. In order to
deny all calls to 1150, specify Deny by digit map in the Call barring mode field.
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ACCEPTANCE CERTIFICATE AND WARRANTY

NTU Optical Network Terminal with serial number meets the
requirements of technical specification TU6650-098-33433783-2013 and is classified as fit for operation.

The manufacturer, OOO Eltex Enterprise, guarantees that the subscriber gateway meets the requirements of
technical specification TU6650-098-33433783-2013 provided its operation conditions correspond to the ones set
forth in this Manual.

The warranty period is 1 year.

The device does not contain precious materials.

Director A. N. Chernikov
signature Name

Head of the Quality Control Department S. I. Igonin
signature Name

54 NTU-2V, NTU-RG Optical Network Terminals



NTU-2V, NTU-RG Optical Network Terminals

55



