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®  Read the installation guide thoroughly before you set up the router.

®  The router is a complicated electronic unit that may be repaired only be
authorized and qualified personnel. Do not try to open or repair the router
yourself,

® Do not place the router in a damp or humid place, e.g. a bathroom.

®  The router should be used in a sheltered area, within a temperature range
of +5 to +40 Celsius.

® Do not expose the router to direct sunlight or other heat sources. The
housing and electronic components may be damaged by direct sunlight or
heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic
shock hazards.

®  Keep the package out of reach of children.

®  When you want to dispose of the router, please follow local regulations on
conservation of the environment.

We warrant to the original end user (purchaser) that the router will be free from

any defects in workmanship or materials for a period of two (2) years from the

date of purchase from the dealer. Please keep your purchase receipt in a safe

place as it serves as proof of date of purchase. During the warranty period, and

upon proof of purchase, should the product have indications of failure due to

faulty workmanship and/or materials, we will, at our discretion, repair or replace

the defective products or components, without charge for either parts or labor, to

whatever extent we deem necessary tore-store the product to proper operating

condition. Any replacement will consist of a new or re-manufactured

functionally equivalent product of equal value, and will be offered solely at our

discretion. This warranty will not apply if the product is modified, misused,

tampered with, damaged by an act of God, or subjected to abnormal working

conditions. The warranty does not cover the bundled or licensed software of

other vendors. Defects which do not significantly affect the usability of the

product will not be covered by the warranty. We reserve the right to revise the

manual and online documentation and to make changes from time to time in the

contents hereof without obligation to notify any person of such revision or

changes.

Web registration is preferred. You can register your Vigor router via
http://www.draytek.com.

Due to the continuous evolution of DrayTek technology, all routers will be
regularly upgraded. Please consult the DrayTek web site for more information on
newest firmware, tools and documents.

http://www.draytek.com

Parts of the anti-virus features are powered by Kaspersky Lab ZAO. For more
detailed information, please refer to http://www.kaspersky.com.



European Community Declarations

Manufacturer:  DrayTek Corp.
Address: No. 26, Fu Shing Road, HuKou County, HsinChu Industrial Park, Hsin-Chu, Taiwan 303
Product: VigorPro 5510 Series

DrayTek Corp. declares that VigorPro 5510 Series is in compliance with the following essential
requirements and other relevant provisions of R&TTE Directive 1999/5/EEC.

The product conforms to the requirements of Electro-Magnetic Compatibility (EMC) Directive
89/336/EEC by complying with the requirements set forth in EN55022/Class A and EN55024/Class A.

The product conforms to the requirements of Low Voltage (LVD) Directive 73/23/EEC by complying with
the requirements set forth in EN60950.

Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant
to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency
energy and, if not installed and used in accordance with the instructions, may cause harmful interference to
radio communications. However, there is no guarantee that interference will not occur in a particular
installation. If this equipment does cause harmful interference to radio or television reception, which can
be determined by turning the equipment off and on, the use is encouraged to try to correct the interference
by one of the following measures:

®  Reorient or relocate the receiving antenna.
@ Increase the separation between the equipment and receiver.

@  Connect the equipment into an outlet on a circuit different form that to which the receiver is
connected.

®  Consult the dealer or an experienced radio/TV technician for help.
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and

(2) This device may accept any interference received, including interference that may cause undesired
operation.

Taiwanese BSMI (Bureau of Standards, Metrology and Inspection) A Warning:

Warning: This device might cause interference of radio frequency under the environment of dwelling. In
such condition, the users might be asked to adopt some proper strategies.

Please visit http://www.draytek.com/user/AboutRegulatory.php.

qNO,

This product is designed for the ISDN and 2.4GHz WLAN network throughout the EC region and
Switzerland with restrictions in France. Please see the user manual for the applicable networks on your
product.
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1. Introduction

VigorPro 5510 Series is an all-in-one Anti-Virus and Anti-Intrusion security appliance for
SOHO and branch office. VigorPro 5510 Series provides real-time network protection against
viruses, worms and malicious programs via e-mail, FTP and web browser. The rule-based website
content filtering blocks improper connection to internet in flexible way. With DrayTek’s
DrayOS™ as kernel, VigorPro 5510 Series provides robust and stable VPN, firewall and routing
functionality as well.

Unlike legacy proxy-based anti-virus anti-intrusion solution, which stores data in files format

prior to scan the content in streaming, the VigorPro 5510 equips with hardware-based scan engine.
VigorPro 5510 Series scans packet stream go through it in real-time before those specious content
get into the network without performance downgrade. Thus provides a protection of whole
network against any intrusion and malicious program in real-time.

DrayTek provides customer free access to the latest virus/hacker signature for and information
update for a period of time. Considering customer’s needs to minimize supporting effort, DrayTek
support team also provides service for VigorPro 5510 Series to get the latest signature updated
from DrayTek’s server automatically. The all-in-one design makes network management simple
and easy.

Features for VigorPro 5510 Series
®  Easy Internet-sharing of your broadband connection
[

Unified Security Firewall to help protect your network from external viruses and intrusions

Real-time virus/intrusion signature scanning with hardware-based scan engine to protect
your network

VigorPro 5510 Quick Start Guide 1



1.1 Panel Explanation
1.1.1 For VigorPro 5510

i) 100

LAN
1w 1000 |
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2 4 z

VIGORPRO 5510 B
LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.

(Yellow)
DMZ On DMZ Host is specified in certain site.
USB On A USB device is connected and active.
Blinking The data is transmitting.

Monitor On LAN traffic monitor is active.

CSM On The profile(s) for IM/P2P, Web Content Filter,
and/or URL Content Filter application has been
activated. (It is enabled from Firewall >> General
Setup).

Off No IM/P2P, Web Content Filter, and/or URL
Content Filter application has been activated.
LED on Connector
10 On The port is connected with 10Mbps.
(left LED) Off The port is disconnected.
WAN Blinking The data is transmitting.
100 On The port is connected with 100Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.
LAN/Monitor 100 On The port is connected with 100Mbps.
LAN (left LED) Off The port is disconnected.
Blinking The data is transmitting.
1000 On The port is connected with 1000Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.
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Interface Description

RST Restore the default settings.

(Factory Reset) Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for
more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.

WAN(1/2) Connecter for remote networked devices.

LAN/Monitor Connecter for local networked devices.
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LAN (1-4) Connecter for local networked devices.

UsSB Connecter for a USB device.
a Connecter for a power cord with 100-240VAC (inlet).
H Power Switch. “1” is ON; “0” is OFF.

VigorPro 5510 Quick Start Guide 3



1.1.2 For VigorPro 5510Gi

| N T
VIGORPRO 55106Gi o GEB G ‘ ‘ ‘
S R I T
LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.

IDP (Intrusion Detection and On The anti-intrusion function is enabled.

Prevention) (Yellow)

Virus On The anti-virus function is enabled.

(Yellow)

DMZ On DMZ Host is specified in certain site.

usB On A USB device is connected and active.
Blinking The data is transmitting.

WLAN On Wireless access point is ready.

Blinking Ethernet packets are transmitting over wireless LAN.
Off The WLAN function is inactive.

Monitor On LAN traffic monitor is active.

CSM On The profile of CSM (Content Security
Management) for IM/P2P application is active. (It
is enabled from Objects Setting >> CSM Profile).

Off No IM/P2P, Web Content Filter, and/or URL
Content Filter application has been activated.

ISDN On The ISDN service function is active.

Blinking A successful connection on the ISDN BRI B1/B2
channel.

LED on Connector

10 On The port is connected with 10Mbps.
(left LED) Off The port is disconnected.

WAN Blinking The data is transmitting.

100 On The port is connected with 100Mbps.
(right LED) Off The port is disconnected.
Blinking The data is transmitting.

LAN/Monitor 100 On The port is connected with 100Mbps.

LAN (left LED) Off The port is disconnected.

Blinking The data is transmitting.
1000 On The port is connected with 1000Mbps.
(right LED) Off The port is disconnected.

Blinking The data is transmitting.

Interface Description
RST Restore the default settings.
(Factory Reset) Usage: Turn on the router (ACT LED is blinking). Press the hole and keep for

more than 5 seconds. When you see the ACT LED begins to blink rapidly than
usual, release the button. Then the router will restart with the factory default
configuration.
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ISDN Connecter for ISDN line.

WAN(1/2) Connecter for remote networked devices.
LAN/Monitor Connecter for local networked devices.
LAN (1-4) Connecter for local networked devices.
USB Connecter for a USB device.

Connecter for a power cord with 100-240VAC (inlet).

Power Switch. “1” is ON; “0” is OFF.

VigorPro 5510 Quick Start Guide



1.2 Package Content

=
G

9 Antenna for G models

eRJ-45 Cable (Ethernet) 6 RJ-45 to RJ-45 Cable
for i models

@ The type of the power cord depends on the country that the router will be installed:

UK-type power cord EU-type power cord

USA/Taiwan-type power cord AU/NZ-type power cord

* The maximum power consumption is 12-15 Watt.
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2. Installing Your Vigor Router

2.1 Hardware Installation

This section will guide you to install the router through hardware connection and configure the
router’s settings through web browser.

Before starting to configure the router, you have to connect your devices correctly.

1.

w Power Cord

Connect a cable Modem/DSL Modem/Media Converter (depends on your requirement) to
any WAN port of router with Ethernet cable (RJ-45). The WAN1/WAN2 LED (Left or
Right) will light up according to the speed (100 or 10) of the device that it connected.

Connect one end of an Ethernet cable (RJ-45) to one of the LAN ports of the router and the
other end of the cable (RJ-45) into the Ethernet port on your computer. The LAN LED (Left
or Right) will light up according to the speed (100 or 10) of the device that it connected.

Connect the printer to the router with the USB cable if required.

Connect one end of the power adapter to the router’s power port on the rear panel, and the
other side into a wall outlet.

Power on the device by pressing down the power switch on the rear panel.

The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

Power Switch

DrayTek (6)

VIGORPRO 551061 Gact  Dowz Duaniter
LNIFIED SECURITY FIREWALL Oior @uss ©osm

Ovius (DWLAN  (Dsan

Internet

Cable/DSL Modem
or Media Converter

(For the detailed information of LED status, please refer to section 1.1.)

VigorPro 5510 Quick Start Guide 7



2.2 Printer Installation

You can install a printer onto the router for sharing printing. All the PCs connected this router can
print documents via the router. The example provided here is made based on Windows XP/2000.
For Windows 98/SE/Vista, please visit www.draytek.com.

Internet

Router

Printer N

Printer Name:192.168.1.1

Port Name: IP_192.168.1.1 mq;

Before using it, please follow the steps below to configure settings for connected computers (or

wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open Start->Settings-> Printer and Faxes.

L‘Lﬁ Dacuments

Help and Support

[} Control Panel

‘?L Mebwork, Connections
»

* Frinters and Faxes
E Taskbar and Start Menu

Log Off coco lee,

Turn CFf Computer...

7. 4 Internet Explorer - CJ Mac

8 VigorPro 5510 Quick Start Guide



3. Open File->Add a New Computer. A welcome dialog will appear. Please click Next.

Add Printer Wizard

Welcome to the Add Printer
wizard

This wizard helps you install a printer or make printer
connections.

& If you have a Plug and Play printer that connects

1 through a USE port (or any other hot pluggable
poit, such as IEEE 1334, infrared, and so on), you
do not need to use this wizard, Click Cancel to
cloge the wizard, and then plug the printer's cable

B Printers and Faxes

FIEM Edit  Miew Favoribes  Tools

inta your computer ar paint the printer toward paur
" computer's infrared part, and tumn the printer on.
Server Properties " . ane ;
Windowes will automatically install the printer far you
Set Up Faxing
To contirue, click Nest
Close

Cancel

4.  Click Local printer attached to this computer and click Next.

5. Inthis dialog, choose Create a new port Type of port and use the drop down list to select
Standard TCP/IP Port. Click Next.

VigorPro 5510 Quick Start Guide 9



In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Printer Name or
IP Address and type IP_192.168.1.1 as the port name. Then, click Next.

Click Standard and choose Generic Network Card.

Then, in the following dialog, click Finish.

10 VigorPro 5510 Quick Start Guide



9. Now, your system will ask you to choose right name of the printer that you installed onto the
router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

10. For the final stage, you need to go back to Control Panel-> Printers and edit the property
of the new printer you have added.

11. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next please
refer to the red rectangle for choosing the correct protocol and UPR name.

VigorPro 5510 Quick Start Guide 11



The printer can be used for printing now. Most of the printers with different manufacturers are

compatible with vigor router.

Note 1: Some printers with the fax/scanning or other additional functions are not supported. If
you do not know whether your printer is supported or not, please visit www.draytek.com to find
out the printer list. Open Support >FAQ); find out the link of Printer Server and click it; then
click the What types of printers are compatible with Vigor router? link.

About DrayTek Products Support Partners Contact Us

Home > Support> FAQ

01. What are the differences among these firmware file formats ?

Basic

02. How could | get the telnet command for routers ?

03. How can | hackup/restore my configuration settings ?

04. How do | reset/clear the router's passward ?

05, How to bring back my router to its default value 7

06. How do | tell the type of my Yigor Router is Annexd or AnnexB? ( For ADSL model only )

07. Ways for firmware upgrade

08. Why is SNMP removed in firmware 2.3.6 and above for Wigor2200 Series routers?

09. | failed to upgrade Wigor Router's firmware from my Mac machine constantly, what should
| do?

Advanced
WPN
DHCP
Wireless
WolP
QoS

ISDM

Firewall / IP Filter

10. How to upgrade firmware of Yigor Router remotely 7

Printer Servet

=R

Note 2: Vigor router supports printing request from computers via LAN ports but not

WAN port.

12

VigorPro 5510 Quick Start Guide



3. Configuring Web Pages

3.1 Quick Start Wizard

The Quick Start Wizard is designed for you to easily set up your router for Internet access. You
can directly access the Quick Start Wizard via Web Configurator.

1. Make sure your PC connects to the router correctly.

Notice: You may either simply set up your computer to get IP dynamically from the
router or set up the IP address of the computer to be the same subnet as the default

IP address of Vigor router 192.168.1.1. For the detailed information, please refer

to the later section - Trouble Shooting of the guide.

2. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to
ask for username and password. Please type “admin” as the username and leave blank for
the password on the window. Next click OK for next screen.

Connect to 192.168.1.1

59

Login to the Router Web Configurator
\ser name: €7 admin v
Password:
[C] remember my password
[ ok J[ concel |

Notice: If you fail to access to the web configuration, please go to “Trouble
Shooting” for detecting and solving your problem.

3. Now, the Main Screen will pop up. Click Quick Start Wizard.

DrayTek VIGORPRO 5510 SERIES

UNIFIED SECURITY FIREWALL
.| Quick Start Wizard

Syst Stat
Semvice Activation Wizard ystem Stalus

Online Status Model Hame : VigorPro5510 series
\ Firmware Version :3.3.2_ RCY

R Build Date/Time : Mar 31 2009 18:47:40

LAN Signature Version : basic

NAT Signature Build Date  : Tue Aug 29 09:16:25.00 2006

Frzz] System WAN 1

Objects Setting CPU Usage 1 3% Link Status : Connected
Total Memory 1 256M MAC Address : 00-50-7F-22-33-45
Memory usage 115 % Connection : DHCP Client

De Configuration 1P Address 1 192.168.5.25

Bandwidth Management LAN Default Gateway +192.168.5.1

Ao MAC Address : 00-50-7F-22-33-44 L2 ; AT
1st IP Address 1 192.168.1.1

VPN and Remote Access 1st Subnet Mask @ 255.255.255.0 WAN 2

Certificate Manage DHCP Server : Yes Link Status : Disconnected

ISDN DNS : 172.16.3.18 MAC Address : 00-50-7F-22-33-46

Connection RS
SSL VPN IP Address
. . o Default Gateway o=
System Maintenance Mode . NAT

Diagnostics

Note: The home page will change slightly in accordance with the router you have.
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4.

Enter the login password on the field of New Password and retype it on the field of
Confirm Password. Then click Next to continue.

Quick Start Wizard

Enter login password

Please enter an alpha-numeric string as your Password {Max 23 characters).

Mew Password

Confirm Password

Cancel

On the next page as shown below, please select the WAN interface that you use. Choose
Auto negotiation as the physical type for your router. Then click Next for next step.

Quick Start Wizard

Select WAN Interface

Select Wal Interface:
Display Mame:
Physical Mode:
Physical Type:

WEANT v

Ethernet

Auto negotiation | %

[ < Back ] [ Mext> |

Cancel

On the next page as shown below, please select the appropriate Internet access type
according to the information from your ISP. For example, you should select PPPoE mode if
the ISP provides you PPPOE interface. Then click Next for next step.

Quick Start Wizard

Connect to Internet

WAN 1
Select one of the follo

ing Internet Acce

types provided by your ISP,

@ PPPoE
O PPTP
O static Ip

O DHCP

14

< Back ] [ Next =

Cancel
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PPPoE: if you click PPPOE as the protocol, please manually enter the Username/Password
provided by your ISP. Then click Next.

Quick Start Wizard

PPPoE Client Mode

WAN1
Enter the user name and passworijepaaisksebimy ISR
User Marme adrnin
Passwaord [TTTT}
Confirm Password sanee
[ <Back | [ Mext> |

PPTP: if you click PPTP, you will get the following page. Please type in all the information
originally provided by your ISP. Then click Next for next step.

Quick Start Wizard

PPTP cClient Mode

WAN 1

Enter the user name, passward, WaN IP configuration and PPTP server IP provided by
wour ISP,

User Mame adrmin

Passward [TITT]

Retype Password [TTTT]

Wal IP Configuration
O Obtain an IP address automatically
@ Specify an IP address

IP Address 172.163.229
Subnet Mask 2552552550
PPTR Server 1P
(o] (o]

Static IP: if you click Static IP, you will get the following page. Please type in all the
information originally provided by your ISP. Then click Next for next step.

Quick Start Wizard

Static IP Client Mode
WAN 1

Enter the Static IP configuration probided by your ISP,

WAN TP 172.16.3.229

Subnet Mask 255.2550.255.0

Gateway 172.16.3.1

Primary DNS 168.95.1.1

Secondary DNS {optional)

< Back ] [ Mext =
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DHCP: if you click DHCP, you will get the following page. Please type in all the
information originally provided by your ISP. Then click Next for next step.

Quick Start Wizard

DHCGP Client Mode
WAN 1

If your ISP requires you to enter a specific host name or specific MAC address, please

enter it in.

Host Mame

MaAC

L optionaD
‘ ‘ - - -(optional)

[ < Back ] [ Mext = ]

Cancel

7. Now you can see the following screen. It indicates that the setup is complete. Different types
of connection modes will have different summary. Click Finish and then restart the router.
Afterward, you will enjoy surfing on the Internet.

Quick Start Wizard

Please confirm your settings:

WAN Interface:
Physical Mode:
Physical Type:
Internet Access:

WaANL

Ethernet

Auto negotiation
DHCP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.

3.2 Service Activation Wizard

1.  Open Service Activation Wizard.

Finish

[ Cancel

2.  The screen of Service Activation Wizard will be shown as follows. Choose the one you

need and click Next. In this case, we choose to activate free trail edition.

16
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Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating Anti-Instrusion / Anti-Spam service. Please choose the

edition you need.
g Free trial edition for 30 days >
ition with license key

Free trial: if it is the first time that you register the service, please use the option.
Formal edition with license key: you can extend the license valid time manually.

3. Inthe following page, you can activate the AV/AI, AS and/or Web content filter service at
the same time or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free frial, please choose the itemsis) you want to use.

i Anti-Intrusion fAnti-Virus (OT-DT) Activation Date: I—
¥ Anti-Spam (CTCH) Activation Date: Fooe-14
=Back I “Mext= I I | Cancel ]

4.  Now, the web page will display the service(s) that you want to activate according to your
selection. The free trial of AV(DT-DT) is three years; Anti-spam is one month; and the Web
content filter is one year (till 2009/12/31).

Server Activation Wizard

Server Enabled

DrayTek Service Activation

Semice Mame Start Date | Expire Date | Status
Anti-virus 2008-11-14 | 2011-11-15 | OT-DT
Anti-Sparm 2008-11-14 | 2008-12-15 | CTCH

Please check ifthe license fits with the service provider of your signature. To
ensure normal operation for your router, update your signature again is

recommended.

5. Check the service status in the Defense configuration >>Activation.

VigorPro 5510 Quick Start Guide 17



Defense Configuration >> Activation

Anti-Intrusion/Anti-Virus License

Activate
[Status:DT-DT] [Start Date: 2008-11-14  Expire Date: 2011-11-15 ]

Anti-Spam License

Activate
[Status:DTCF ] [Start Date: 2008-11-14  Expire Date: 2009-12-15 ]

Authentication Message

Anti-Spam, service not activate 2009-04-01 04:59:50
AV/RI, Authenticate successful, 2009-04-01 04:59:50
Anti-Spam, service not activate 2009-04-01 01:40:52
ALV/RI, Luthenticate successful, 2009-04-01 01:40:52

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

If you need to extend the license valid time, you can also use the Service Activation Wizard
again to reach your goal by clicking the radio button of Formal edition with license key.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating Anti-Instrusion / Anti-Spam service. Please choose the
edition you need.

@ Formal edition with license key

Service Activation Wizard

Select the service type that you want to activate
Please choose the item you want to use.
For AL/AV service:

& Anti-Intrusion / Anti-Virus (DT-KL) License Agreement Activation Date : [2009-04-01 select
Enter your License key: | |

@& Anti-Intrusion / Anti-Virus (DT-DT) License Agreement Activation Date : [2009-11-23 select
Enter your License key: | |

For AS service:
@& Anti-Spam (CTCH) License Agreement Activation Date : |2009-04-01 select
Enter your License key: |

[11 have read and accept the above Agreement.(Please check this box.)

Note :The activation date is brought out by the server automatically and cannot be changed.
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4. Registration for the Router

Now you can surf on Internet freely. It is time to continue the registration and activation of your
router for using the functions of anti-intrusion, anti-virus and anti-spam.

To use the anti-intrusion, anti-virus and anti-spam features of VigorPro series router, you have to
create a new account, finish the registration for that account by using the router and complete the
registration for the Vigor router. After finishing the registration of the router, you can download
the newly update types and rules of anti-intrusion and anti-virus during the valid time of the
license key you purchased.

There are two ways to create and activate new account. One is created by accessing
www.vigorpro.com (refer to section 4.1), the other is from router’s web configurator (refer to
section 4.2).

After activating the new account, you have to register your router from router’s web configurator
(refer to section 4.3). Follow the steps listed below to finish the registration and activation.

4.1 Creating and Activating an Account from VigorPro
Website

To activate anti-virus/anti-intrusion/anti-spam function, you need to register an account on
www.vigorpro.com firstly. Please follow the steps below to create a new account.

1. Open your browser with URL: www.vigorpro.com. Find the line of Not registered yet?.
Then, click the link Click here! to access into next page.

V,'gorpro B;;;Tek Search for this site I:I Eosi
UserName
Pasaword
e Unified Security Firewall AuthCode

About Us All-in-one Unified Security Firewall

Hardware-accelerated, Real-ime Response

YREx

Product
My Information
Security Information

Downloads

Netwark-level Protection
Content-based Inline Inspection
Less TCO (Tetal Cost of Ownership)

If you can't read the AuthCede |, click here

Forget passwaord?

SECURITY INFORMATION

Technical Support

Virus - Worm.Win32.RussoTuristo.a Nov 02, 2006
The dascription iz currently unavailable. Plaase check bask later, or contact D-SWAT ...

Virus - Trojan-Downleader.Win32.Small.ddy Nov 02, 2006
The description is curtently unavailable. Please chedk badk later, or contact D-SWAT@ ...

Submit Virus Sample — |nigh

Contact DrayTek

INDI registered yet ? Click here | I

SECURITY NEWS

Novw 16, 2006
ot
virus RemoteAdmin YWin32 RAdmin 22

Virus - IM-Worm.Win32.Qucan.q Nov 02, 2006 tovs [ | high
The deseription is currently unavailable. Pleass chedk badk later, of contast D-SWAT@ ..

Virus - Worm.Stration.MU Nov 02, 2006 o [ high
The description is curmently unsvailable. Pleass check back later, of contact D-SWAT @

Virus - Worm.Stration.MS Nov 02, 2006 ow [N ] high
The deseription is currently unavailable. Fleass check back later, or contact D-SWAT@ ..

Virus - Trojan.SdBot-2941 Nov 02, 2006 to [N ]righ

The deseription is cunently unavailable. Please check back later, or contact D-SWAT@ ...

Attack - TIBCO RendezVous SSL expl Nov 02, 2006

4 butfer swerlon vulnerability exists in Rendezious that allow arbitrany sode execut .
Attack - MSIE COM Daxctle.0CX expl Nov 02, 2006

Heap-based buffer owerflow in Direchinimation.PathContral COM object (daxctie. e in

Attack - DNS query response TTL Nov 02, 2006

This is presumably fram an attacker engaged in a race condition to respond to a legit

Mow 16, 2006
Trojan-Spy.HTML Bankfraud. pa

Novw 16, 2006
Wormin32 Nuf
Mo 18, 2006
TrojanWin32 Macur

Mo 18, 2006
Trojan-DiownloaderWind2 Aphergen
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2. Check to confirm that you accept the Agreement and click Accept.

Register

Search for this site| H GO ]

Create an account - Please enter personal profile.

Agreement

Personal Information

Preferences

O 06 0 0

Completion

WigorPro Agreement

1. Sgreement

Drravytek provides VigoProlwswy vigorpro.com) service according to this agreement. When you use
vigorpro service, it means that you have read, understand and agree to accept the tems listed in this
agreement. Draytek can modify of change the contert of the tems without any reazonz. | is
suggested for you to notice the medications or changes st any time. If you stil use vigorpro service
after knowving the modifications and changes of this service, t means you have read, understand and
agree to accept the modifications and changes. If you do not agree the content of this agreement,

plesse stop using vigorpro service,

2. Registration
To uze thiz service, you have to agree the follovwing conditions:
(&) Provide your complete and correct information sccording to the registration steps of this service,

[k If o provide any incorrect or fake information here. DrayTek has the rikt to peause of terminate

I:l I have read and understand the above Agreement. (Use the seroll bar to viewthe entire agreement)

3. Type your personal information in this page and then click Continue.

Register

Search for this site| H GO ]

Create an account - Please enter personal profile.

Fields marked by (*) are recuired

0- Agreement

G- Personal Information

6 Preferences
c Completion

Account Information

|carrie | [ Check Account
(3~ 20 characters)

UserMame ™

Pasgword |""" |

(4~ 20 characters: Do not zet the zame azthe uzername.)

Confirm Password :* |-u-u |

Personal Information

First Name :* |Carrie |
Last Mame :* |Ni |
Company Mame : |DrayTek |
Ermail Address - |carrie_ni@draytek.com |

Fleaze note that a walid E-mail address is required to receive the Subscription

Code. vou will need this code to activate wour account.

Tel : | | - | |
Courtry * [Taman v
Career :* |O‘ther v|

[ << Back ] [ Continue ==
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4. Choose proper selection for your computer and click Continue.

Register Search for this site

Create an account - Please enter personal profile.

How did you find out about this website? Internet v
o Agreement
What kind of anti-virus do you use? Clamay v
I would like to subscribe to the vigorpro e-
G Personal Information letter.
I would like to receive DrayTek product
news.
e Preferences
o Completion == Back ] [ Continue >>
5. Now you have created an account successfully.
Regr'ster Search for this site

Create an account - Please enter personal profile.

Completion
G roreomon

A confirmation emal has been sent to
Personal carnie_m(@draytek. com
Information Please click on the activation link in the email
to activate your account

€ Preferences ‘TART
C completion

6. Check to see the confirmation email with the title of New Account Confirmation Letter
from www.vigorpro.com.

FHHEF This 12 an automated message from www wgorpro. cotn, FFEE*
Thank you ( catrie ) for creating an account.
Pleaze click on the activation link below to activate vour account

Link : Activate my Account
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7.  Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register

Register Confirm

Thank for your register in VigorPro Web Site
The Eegister process 15 completed

[Lngin ] [ Close ]

8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of
AuthCode according to the value displayed on the right side of it.

Search for this site

Re-login

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMame carrie
Password : sssses

Auth Code + [thm tk\«\b

If you cannot read the ward, click here

Don't have a VigorPro Account ?

Create an account now

Ifyou are hawing difficulty logging in, contact our customer senvice.
Customer Sendce : 886 3 587 2727 or

email to wehmasterindraytek.com

9. Now, click Login. Your account has been activated.
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4.2 Creating and Activating an Account from Router Web
Configurator

You, also can created and register a new account from the web configurator of the VigorPro
router.

1.  Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to

ask for username and password. Do not type any word on the window and click OK.

From the router’s web page, please open Defense Configuration >>Activation. You will
see the following web page.

2.

Defense Configuration
b Anti-Intrusion
B Anti-Virus
b Anti-Spam
b Activation
b Al S AV Auto Block
b Signature Upgrade
b Status

3. Click the Activate link from the Activation web page.

Defense Configuration == Activation

Anti-Intrusion/Anti-Virus License Activate
[Status:MNot Activated]
Anti-Spam License Activate

[Status:Mot Activated]
Authentication Message

Anti-Spam, =service not activate 2009-04-01 01:40:52
ALV/LI, service not actiwvate 20039-04-01 0l:40:52

Mote: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.
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4. A Re-login page will be shown on the screen.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UserMarme : | |

Password : I:I
Auth Code : l:l }_h‘@ﬁ

If you cannot read the word, click here

Don't have a VigorPro Account ?

Create an account now

Ifyou are having difficulty logging in, contact our customer sernvice.
Customer Service : 886 3 597 2727 or

email to webmaster@@draytek.com

5. Locate and click Create an account now link on the bottom of this page. You will access
into the following page. Check the box below to confirm that you accept the Agreement and
click Accept.

Register Search far this site

Create an account - Please enter personal profile.

“igorPro Agreement
Agreement

1. Sgreement

Dravvtek provides YigoProlssswwy vigorpro.com) service according to this agreement. When yvou use
Personal Information vigorpro service, it means that you have read, understand and agree to accept the tems listed in this
agreement. Draytek can modify or change the content of the tems without any reszons . | is
suggested for you to notice the medications or changes &t any time. If you still use vigorpro service
Preferences after knowving the modifications and changes of this service, t means you have read, understand and

agree to accept the modifications and changes. If you do not agree the cortent of this agreement,

plesse stop using vigorpro service,

O 6 0 O

Completion 2. Registration
To uze thiz service, you have to agree the follovwing conditions:
(&) Provide yvour complete and correct information according to the registration steps of thiz service.
[k If o provide any incorrect or fake information here. DrayTek has the rikt to peause of terminate

I:l | have read and understand the abowe Agreement. (Use the seroll bar to view the entire agreement)
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6.  Type your personal information in this page and then click Continue.

Register Search far this site

Create an account - Please enter personal profile.

Fields marked by (*) are recuired

Account Information
Agreement :
c UserMame ™ came

(3~ 20 characters)

Passward - seeees

Check Account

Personal Information (&~ 20 characters : Do not setthe same as the usemname.)

Confirm Pagssword :*  |esesse

e Preferences Personal Information

First Mame * Carrie
Completion Last Marne :* i
Company Name : DrayTek
Email Address = cartie_nig@draytek.com

Fleaze note that a walid E-mail address is required to receive the Subscription

Cade. You will need this code to activate vour account.

Tel : -
Country :* TAYLN
Career ™ Cther

7. Choose proper selection for your computer and click Continue.

Register Search for this site

Create an account - Please enter personal profile.

How did you find out about this website?

o Agreement

What kind of anti-virus do you use?

I would like to subscribe to the vigorpro e-
Personal Information letter.

I would like to receive DrayTek product
news.
Preferences

o 06 0

Completion
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8.  Now you have created an account successfully.

Register Search for this site

Create an account - Please enter personal profile.

Completion
(o

A confirmation emal has been sent to
Personal carnie_m(@draytek. com
Information Please click on the activation link in the email
to activate your account

€ preferences ‘TART
@ completion

9.  Check to see the confirmation email with the title of New Account Confirmation Letter
from www.vigorpro.com.

#HHEF Thiz 15 an automated message from www mgorpro, copn, ¥
Thank you ( carrie ) for creating an account.
Pleaze click on the activation link below to activate your account

Linle : Activate my Account

10. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Register
Register Confirm

Thank for your register in VigorPro Web Site
The Begister process iz completed

[Lugin ] [ Cloze ]
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11. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of
AuthCode according to the value displayed on the right side of it.

Re-login Search for this site

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN
UserMame : cartie
Password sssses
Auth Code : |thmj t_k'\«\ 'S

If you cannot read the word, click here

Don't have a VigorPro Account ?

Create an account now

If you are having difficulty logging in, contact our customer senice.
Customer Service : 326 2 897 2727 or

email to wehmaster@draytek.com

12.  Now, click Login. Your account has been activated. And the following page will be shown
automatically.

M].f Product Search for this site

Device Registration

Welcome, Ccarrie

Last Login Time : 2006-03-16 17:08:25
Last Login From : 218.174.234.195
Current Login Time : 2006-03-16 17:13:51
Current Login From : 218.174.234.195

RowMo - |1 %|Pagebo: | %

—l DrayTek will maintain a database of MAC address/serial number of shipped

El goods. Only products with shipping records can be registered. If your VigorPro
5510 cannot hook up to your account, please contact your reseller or DrayTek’s
technical support.
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4.3 Registering Your Vigor Router

You have activated the new account for the router. Now, it is the time for you to register your
vigor router. Open Defense Configuration >>Activation. Registering Vigor router should be
done just for once. If the router has been registered previously, the system will not allow you

to register the router again. After finishing the router registration, you can activate Anti-Virus
and Anti-Intrusion.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to
ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activation. You will
see the following web page.

Defense Configuration
b Anti-Intrusion
b Anti-Virus
b Anti-Spam
b Activation
B Al S AW Auto Block
b Signature Upgrade
b Status

3. Click the Activate link from the Activation web page.
Defense Configuration == Activation
Anti-Intrusion/Anti-Virus License
[Status:MNot Activated]

Anti-Spam License
[Status:Mot Activated]

Activate

Authentication Message

Anti-S5pam, service not activate 2009-04-01 01:40:52
LV/LT, service not activate 2009-04-01 01:40:52

Note: If you want to use email alert or syslog, please configure the Syslog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.
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4. A Re-login page will be shown on the screen. Please type the account and password that you
created previously. And click Login.

Search for this site l:l

Re-login

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

UserMarme : carrie

Auth Code t_k\«\b

If you cannot read the word, click here

Don't have a VigorPro Account ?

Create an account now

If wou are having difficulty logging in, contact our customersenice.
Custormer Service : 336 3 597 2727 or

email to vebmasteriddraytel.com

5. The following page will be displayed after you logging in VigorPro server. From this page,
please click Add.

Search for this site | | ’ GO ]

My Product

Welcome, carrie
Last Logi“ Time : 2008-11-16 17:13:451

Last Login From : 215.174.234.195
Current Login Time : 2003-11-16 23:13:585
Current Login From : 295 174 234 195

Rt FPageho E]

Your Device List

Serial Number Device Name Model Note
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6.

When the following page appears, please type in Nick Name (for the router) and choose the

right purchase date from the popup calendar (it appears when you click on the box of
Purchase Date).

Mjf Product Search far this site| H GO ]
Registration Device

Serial number : 200709210001

Nickname :* '551E| |

Registration Date : * [ 11-16-2008 |

[7][7 ] [Maverber

Wk Mon Tue Wed Thu FH Sat Sun
1

44 3 4 ] B 7 a

45 o 11 12 13 14 15 |16

46 17 18 19 20 21 22

47 24 25 26 27 28 29
43 21

Today i= Sun, 16 Moy 2008

After adding the basic information for the router, please click Submit.

My Prodiict Search far this site| | [ 0 ]

Registration Device

Serial number : 200709210001
Nickname :* I551D |
Registration Date : * 11-16-2005 |

[ Cancel ] [ Subrnit ]

Now, your router information has been added to the database. Click OK to leave this web
page and return to My Product web page.

Tour device has been successfully added to the database.

Now, you have finished the procedure for registering your router.

30 VigorPro 5510 Quick Start Guide



4.4 Activating Anti-Virus/Anti-Intrusion/Anti-Spam Service

After registering your vigor router, you have to follow the steps listed below to activate
anti-virus/anti-intrusion service to obtain full security for your computer.

4.4.1 For Anti-Virus and Anti-Intrusion Service

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to
ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activate. You will see
the following web page.

Defense Configuration
b Anti-Intrusion
B Anti-Virus
b Anti-Spam
b Activation
b Al S AV Auto Block
b Signature Upgrade
b Status

3.  Click the Activate link to activate Anti-Intrusion/Anti-Virus service.
Defense Configuration == Activation
Anti-Intrusion/Anti-Virus License
[Status:MNot Activated]

Anti-Spam License Activate
[Status:Mot Activated]

Authentication Message

Anti-Spam, =service not activate 2009-04-01 01:40:52
ALV/LI, service not actiwvate 20039-04-01 0l:40:52

Mote: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.
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4.

A Re-login page will be shown on the screen. Please type the account and password that you
created previously. And click Login.

Re-login Searchforthis ste |

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first,

LOGIN

Auth Code : T 3

VO CANTOT IS e Tnerd,

Don't have a VigorPro Account 7

Create an account now

If you are having difficulty logging in. sontact our customer service
Customer Senice : 585 3 597 2727 or

email to webmaster@draytelcom

On the web page of My Product, you can find a list of the devices that you add with the

above steps. Currently, you just have added VigorPro 5510. Please click the serial number
link.

My Product Search for this site| H GO |

Welcome, carrie

Last Logi“ Time :2008-1 1-16 17:13:51
Last Login From : 2158.174 234 195
Current Login Time : 2008-11-16 172317
Current Login From : 545 174 234 135

RowMo FPagella :

Your Device List

serial Number

Device Name

200708210001 5510 YigarFroa510
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6. From the Device’s Service section, click the Trial button for Al-AV (Anti-Intrusion &
Anti-Virus) service with provider DT-DT.

My Product Search for this site | H GO |

Device Information

Nickname : 5510
Serial : 200709210001
Model : WigorPross10

Rename H Delete ” Transfer H Back

Device's Service

Service Provider Action Status Start Date Expired Date

AT-AV  DT-DT
AT-AV  DT-EL

A CTCH Trial

RowMo: 5 ~ PageMo: 1 ~

Means such service i in use. Tial | algwes wiou to have the free trial for
@ Means such service is not in use. SErvice.
. Means such service has not been activated yet. Allowes you to renewy service license.

Means such zervice iz in use and will be invalid soon(less -
Allowes you to activate service.
than one manth).

Rename It allows you to change the account name.
Delete It allows you to delete account name used currently.
Transfer It allows you to transfer the VigorPro device together with applied

license to someone who has already registered another account in
www.vigorpro.com. Be sure to press this button to transfer the
product to whom you want to give. Otherwise he/she might not
be able to maintain the license hooked up to the VigorPro device.

Back It allows you to return to the previous account.

VigorPro 5510 Quick Start Guide 33



7.

In the following page, check the box of “I have read and accept the above Agreement”.
The system will find out the date for you to activate this version of service. Then, click
Next.

M]f Product Search for this 5ite| |[ GO ]

Confirm Message

Cancel

User Name : carrie
Serial : 200709210001
Model : “igorPro5510

IrayTek VigorPro S3eries End-User License Agreement M
INPORTANT:
DrayTek I35 WILLING To LICENSE THE ENCLOSED SOFTWARE TO YOU CONLY  w

| hawe read and accept the above Agreement. (Flease ched:this bos),

Note: DT-DT means you can acquire the anti-intrusion and anti-virus services from
DrayTek Corporation.

When this page appears, click Register.

(0]

M_l." Product Search for this site

Apply For A License Number

Cancel

Sermice Name: Al-AV

STEP 2
Enabile: 11 Enable the VigorPro Statistical Reporting
Activation Date (MM-DD-YYyY): [11-16-2008 |_Register |

Next, the DrayTek Service Activation screen will be shown as the following:

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-Yirus 2008-11-16 2011-11-18 DT-DT
Anti-Spam --- -—- Mot Activated

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended.

Copyright @ OrayTek Corp. All Rights Reserved.

Close

(Above figure supposes you have not activated Anti-Spam yet.)
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10. Click Close.

11. Open Defense Configuration>>Activation page of the router’s web configurator. The start
date and expire date for the license are shown in this page.

Defense Configuration >> Activation

Anti-Intrusion/Anti-¥Yirus License Activate
[Status:DT-DT] [Start Date:20058-11-16 Expire Date:2011-11-16]

Anti-Spam License Activate
[Status:Mot activated]

Authentication Message

AV/AT, Authenticate successfule,. 2008-11-16 17:24:01
Anti—Spam, service not actiwvate 2008-11-16 10:12:33
AV-AT, service not actiwate 2008-11-16 10:12:33

Mote: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If you change the service provider, the configuration of the function will be reset.

12. Click Activate to access into VigorPro website again. Open the following page. You will
see the AI-AV (with provider DT-DT) has been activated and in use.

My Product Search for this site | | [ 5O |

Device Information

Nickname : 2510
Serial : 200709210001
Model : YigorPraas10
Rename l ’ Delete ] [ Transfer l ’ Back
Device's Service =
Service Provider Action Status Start Date Expired Date

AT-AW DT-DT On 2008-11-16 2011-11-18
ALAV  DTKL o : :
s crom o : :

Rowho: 5 ~ PageNo: 1 ~

leans such service iz in use. Allowys you to have the free trial for
@ teans such service is not in uze. service.
. Means such service has not heen activated yet. Allows you to renew service license.

leans such service iz in uze and wil be invalid sooniless
MWate | allowes vou to activate service
than one month].

Now, you have finished Anti-Intrusion/Anti-Virus configuration.
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4.4.2 For Anti-Spam Service

Please follow the steps below to activate Anti-Spam Service for your system.

Getting 30 Days of Free Charge

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to
ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Activation. You will
see the following web page.

Defense Configuration
b Anti-Intrusion
b Anti-\irus
b Anti-Spam
k- Activation
Al f AV Auto Block
k- Signature Upgrade
b Status

3. Click the Activate link from Anti-Spam License to activate Anti-Spam service.

Defense Configuration >> Activation

Anti-Intrusion/Anti-¥irus License

[Status:DT-DT] [Start Date:2008-11-16 Expire Date: 2011-11-16]

Anti-Spam License Activate
[Status:mot activated]

Authentication Message

AV-AT, Authenticate successfule, 2008-11-1s 17:24:01
Anti-Spam. service not activate 2008-11-16 10:12:33
AV-AL, service not activate 2008-11-16 10:12:33

Mote: If you want to use email alert or syslog, please configure the SysLog/Mail Alert Setup page.
If wou change the service provider, the configuration of the function will be reset.
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4. A Re-login page will be shown on the screen. Please type the account and password that you
created previously. And click Login.

This service is available for VigorPro member only. Please login to access VigorPro.
If you are not one of the members of VigorPro, please create an account first.

LOGIN

At Coe: Thai

I you cannot read the word, click here

Forget password?

Don’t have a VigorPro Account ?

Create an account now

If you are having difficulty logging in, contact our customer service
Customer Sendce 1 530 3 987 2727 or

email to webmaster@draviel com

5. On the web page of My Product, you can find a list of the devices that you add with the
above steps. Currently, you just have added VigorPro 5510. Please click the serial number

link.

=earch for this site| H GO l

My Product

Welcome, carrie
L ast Logi“ Time :2[":'8'1 1-16 17:13:51

Last Login From :218.174.234.195
Current Login Time : 2008-11-16 17:23:17

Current Login From : 545 174 234 195
R Fagela

Your Device List

Sarial Numhar Device Name

200708210001 5510 “igarPro5510 -
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6.

From the Device’s Service section, click the Trial button for AS (Anti-Spam) service.

My Product Search for this site| |[ 50 ]

Device Information

Nickname : 2510
Serial : 200709210001
Model : WigorPro5510

Rename H Delete ” Transfar H Back

Device's Service =

Service Provider Action Status Start Date Expired Date
AT-AN DT-DT On 2008-11-16 2011-11-16
AT-AV DT-KL Activate . - -

A5 CTCH Trial . , -

RowMo: 5 = PageMo: 1 -

Weans such service iz in use. 1] Allovws you to have the free trial far
. Means such service is not in use. TErvice.

Means such service has not been sctivated yet. —
. ¥ Alloves wou to renew service license.

Means such service is in use and will be invalid soonlless
tivale A" i i
ovws wou to activate service,
than one month).

In this page, check the box of “I have read and accept the above Agreement”. The system
will find out the date for you to activate this version of service. Then, click Next.

Mj.-’ Product Search for this site| H GO ]

Confirm Message

Cancel

User Name : carrie
Serial : 200709210001
Model : “igorPro5510

End User License Agrecment M
for Anti-Spam sService on VigorPro router
Ver 1.0 b

| hawe read and accept the abowe Agreement. (Please ched: this box.

Note: CTCH means you can acquire anti-spam service from Commtouch.
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7. When this page appears, click Register.

My Product Search for this site
Apply For A License Number
Service Mame: AS
STEP 2
Activation Date (MM-DD-YYYY), |11-16-2008 [ Register |

8.  Next, the DrayTek Service Activation screen will be shown as the following.

DrayTek Service Activation

Service Mame Start Date Expire Date Status
Anti-Virus 2008-11-18 2011-11-18 oT-DT
Anti-Spam 2008-11-16 2008-12-18 CTCH

Please check if the license fits with the service provider of your signature, To ensure
normal operation for your router, update your signature again is recommended.

Copyright ® OrayTek Corp. All Rights Reserved.

Close

9. Click Close.

Now, you have finished all the procedure for activating Anti-Spam service for your router.

Note: You are allowed to use this version (with anti-spam feature) for 30 days after
registration for your router. In addition, you will be informed with an e-mail before
expire date of this version.
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4.5 Backup and Upgrade Signature for Anti-Intrusion/Anti-Virus

You can get the most updated signature from DrayTek’s server if the license key of
anti-virus/anti-intrusion for the VigorPro 5510 is not expired. Before you upgrade the signature,
please check the validation information either from WEB user interface of VigorPro 55100 or
account information from www.vigorpro.com.

1.  Open a web browser on your PC and type http://192.168.1.1. A pop-up window will open to
ask for username and password.

2. From the router’s web page, please open Defense Configuration >>Signature Upgrade.
You will see the following web page.

Defense Configuration
b Anti-Intrusion
b Anti-Virus
B Anti-Spam
b Activation
b Al S AW Auto Block
b Signature Upgrade
b Status

3. On Signature Upgrade web page, locate Backup and Download Now!!!.

Defense Configuration >> Signature Upgrade

Signature Upgrade Setting

Signature Version : basic
Signature Build Date : Tue 4ug 29 09:16:25.00 2006
Setup download server auto-selected find more
Setup query server auto-selected find more
Signature authentication/download message:
Upgrade Manually Import ] [ Backup ] [ Dawnload Mow [l
Upgrade Automatically
Oscheduled Update
Every: (hour) (minutes after the hour)
Daily: (hour) ({minute)
Weekly: {day) (hour) {minute)
[ (0]74 ] [ Cancel ]
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Time for Backup

Before changing other license, it is suggested for you to backup the original signature first. To
backup current signature information with the filename vigorpro.sig, click Backup.

Time for Download

After changing other license, it is suggested for you to download newly update signature for your
router. To download newly update anti-intrusion and anti-virus from VigorPro website, please
click Download Now!!!.

Time for Import

Backup files can be imported whenever you want. To use a saved signature information, please
click Import.

In addition, users can specify certain time for executing the upgrade automatically by the router.
Remember to check the Schedule Update box and click OK to activate the time settings.

4.6 Enabling Anti-Virus/Anti-Intrusion

After applying an account, registering your account and router, you have to access into the web
page of Vigor router to enable Anti-Virus/Anti-Intrusion functions. There are two ways to enable
it.

A. For the default rule of firewall, please open Firewall>>General Setup page. Check the box

of Enable for Anti-Intrusion, and choose proper action (profile) from the drop down list of
Anti-Virus. Next, click OK to finish the procedure of activation.

Firewall == General Setup

General Setup

Call Filter & Enable Start Filter Set | Setf1
O Disable

Data Filter & Enable Start Filter Set | Setf2
O Disable

Actions for default rule:

Application Action/Profile Syslog
Filter Pass + O
IM/P2P Filter MNone O
URL Content Filter Mone » O
Web Content Filtar Mone w O
Anti-Virus Mone - O
Anti-Intrusion [ Enable O
Anti-Spam Mone - O
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B. For specified filter rule (there are twelve filter sets in Firewall, and each set is allowed to set
seven filter rules), please check the box of Enable for Anti-Intrusion, and choose proper
action (profile) from the drop down list of Anti-Virus. Next, click OK to finish the procedure

of activation.

Firewall => Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 1
Check to enable the Filter Rule

Comments:

Index(1-15) in Schedule Setup:

Block MNetBios

.

Direction: LAN -= WAN »
Source IP: Any
Destination IP: Any
Service Type: TCP/UDP, Port: from 137~139 to undefined
Fragments: Don't Care hd
Application Action/Profile
Filter: Pass If Mo Further Match +
Branch to Other Filter Set: Set#
I/P2P Filter: MNone
URL Content Filter None v
Web Content Filter MNaone b
Anti-Virus: Maone hd
Anti-Intrusion: [] Enable
Anti-Spam: MNaone hd
Advance Setting
[ oK ] [ Clear ] [ Cancel ]

Syslog

|

Oooooood

If you do not check the Anti-Intrusion box and choose a proper profile for Anti-Virus, you still
cannot use the Anti-Intrusion/Anti-Virus function even if you finished all the relational profiles

configuration.

42

VigorPro 5510 Quick Start Guide



5. Trouble Shooting

This section will guide you to solve abnormal situations if you cannot access into the Internet
after installing the router and finishing the web configuration. Please follow sections below to
check your basic installation status stage by stage.

»  Checking if the hardware status is OK or not.

»  Checking if the network connection settings on your computer are OK or not.
»  Pinging the router from your computer.

»  Checking if the ISP settings are OK or not.

»  Backing to factory default setting if necessary.

If all above stages are done and the router still cannot run normally, it is the time for you to
contact your dealer for advanced help.

5.1 Checking If the Hardware Status Is OK or Not
Follow the steps below to verify the hardware status.

1. Check the power line and WLAN/LAN cable connections.
Refer to “2.1 Hardware Installation” for details.

2. Turn on the router. Make sure the ACT LED blink once per second and the correspondent
LAN LED is bright.

ay Tek

RPRO 55106Gi e e e
SCOURITY FIRCWALL Chios Ciuse (Dcas
O (Drwian Soem <

3. If not, it means that there is something wrong with the hardware status. Simply back to “2.1
Hardware Installation” to execute the hardware installation again. And then, try again.

5.2 Checking If the Network Connection Settings on Your
Computer Is OK or Not

Sometimes the link failure occurs due to the wrong network connection settings. After trying the
above section, if the link is stilled failed, please do the steps listed below to make sure the
network connection settings is OK.
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For Windows

—l The example is based on Windows XP. As to the examples for other
operation systems, please refer to the similar steps or find support notes in
www.draytek.com.

1. Go to Control Panel and then double-click on Network Connections.

2. Right-click on Local Area Connection and click on Properties.

3. Select Internet Protocol (TCP/IP) and then click Properties.
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4.  Select Obtain an IP address automatically and Obtain DNS server address
automatically.

For MacOs

1.  Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Network.

3. Onthe Network screen, select Using DHCP from the drop down list of Configure IPv4.

86.0 Network (=)
= G O
Show All Di“spla‘vs Soum.j Neiw‘urk Startup Disk
Location: = Automatic ﬂ
Show:  Built-in Ethernet ﬂ
f TCP/IP | PPPoE  AppleTalk Proxies Ethernet
Configure IPv4:  Using DHCP ﬂ
IP Address: 192.168.1.10 (_ Renew DHCP Lease )
Subnet Mask: 255.255.255.0 DHCP Client ID 1
(If required)
Router: 192.168.1.1
DNS Servers (Optional)

Search Domains (Optional)
IPv6 Address: fe80:0000:0000:0000:020a:95ff fe8d:72e4
( Configure IPv6... ) &)
e &
o, = -
J ~  Click the lock to prevent further changes. ([ Assistme... ) ( Apply Now )
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5.3 Pinging the Router from Your Computer

The default gateway IP address of the router is 192.168.1.1. For some reason, you might need to
use “ping” command to check the link status of the router. The most important thing is that the
computer will receive a reply from 192.168.1.1. If not, please check the IP address of your
computer. We suggest you setting the network connection as get IP automatically. (Please refer
to the section 5.2)

Please follow the steps below to ping the router correctly.

For Windows

1.  Open the Command Prompt window (from Start menu> Run).
2. Type command (for Windows 95/98/ME) or cmd (for Windows NT/ 2000/XP). The DOS
command dialog will appear.

= Command Prompt

Microsoft Windows ¥P [Version 5.1.26881
(C> Copyright 1985-2801 Microsoft Corp.

D:“Documents and Settings“faelping 192.168.1.1
Pinging 192.168._1.1 with 32 bytes of data:

Reply from 192 _168.1.1: hytes=32 time{lms TTL=255
Reply from 192.168.1.1: hytes=32 time{ilms TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255
Reply from 192 _168.1.1: bytes=32 time{ims TTL=255

Ping statistics for 192.168.1.1:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss),

fAipproximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms. Average = Bms

D:“\Documents and Settings“\faelr_

3. Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “Reply from
192.168.1.1:bytes=32 time<lms TTL=255" will appear.

4. If the line does not appear, please check the IP address setting of your computer.

For MacOs (Terminal)

1.  Double click on the current used MacOs on the desktop.

2. Open the Application folder and get into Utilities.

3. Double click Terminal. The Terminal window will appear.
4.

Type ping 192.168.1.1 and press [Enter]. It the link is OK, the line of “64 bytes from
192.168.1.1: icmp_seq=0 ttl=255 time=xxxx ms” will appear.

46 VigorPro 5510 Quick Start Guide



5.4 Checking If the ISP Settings are OK or Not

Click WAN>>Internet Access group and then check whether the ISP settings are set correctly.

WAN == Internet Access

Internet Access
Index Display Name

WaANL

Physical Mode
Ethernet

WANZ Ethernet

For PPPoOE Users

Access Mode

Static or Dynamic [P v [: etails Page

1. Check if the Enable option for PPPOE Link is selected.

2.
ISP.

WAN == Internet Access

WaAN 1
PPPoE Client Mode

®Enable O Disable

ISP Access Setup

Username admin

Password sseas

Index(1-15) in Schedule Setup:

==

) 1 1]

ISDM Dial Backup Setup

Dial Backup Mode Mone hd

Check if Username and Password are entered with correct values that you got from your

PPP/MP Setup

PRP Authentication PAF ar CHAP |+

Idle Timeout second(s)

IP Address Assignment Method

(IPCP) WM TP Alias

Fixed IP: O ¥Yes & Ma (Dynamic IP)

Fized IP Address

® Default MAC Address

O Specify a MAC Address
MAC Address:

00| .50 | FF |22 | .33 | |45

Ok

] [ Cancel
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For Static IP/DHCP Users

1.  Check if the Enable option for Static or Dynamic IP is selected.

WAN == Internet Access

WAN 1

®Enable O Disable

Static or Dynamic IP {DHCP Client)

WAN IP Network Settings | ¥WAN IP Alias

ISDN Dial Backup Setup

Dial Backup Mode Mone

Keep WAMN Connection
[ Enable PING ta keep alive
PIMNG to the IP

PING Interval 0

RIP Protocol
[JEnable RIP

minutes)

( Obtain an IP address automatically
Router Mame *

Domain Mame *
* ¢ Required for some ISPs

@ specify an IP address
IP Address 172.16.3.229

Subnet Mask 2552552550

Gateway P Address 172.168.3.1

@ Default MAC Address
O Specify a MAC Address
MAC Address:

DMNS Server IP Address
Primary IP Address

Secondary IP address

l

OK

] [ Cancel ]

Check if IP Address, Subnet Mask and Gateway are set correctly (must identify with the

values from your ISP) if you choose Specify an IP address.

For PPTP Users

1. Check if the Enable option for PPTP Link is selected. And check the IP address for the

PPTP Server.

WAN >> Internet Access

WAN 1

PPTP Client Mode
@ Enable O Disable

PPTP Server [10.0.0.138

ISP Access Setup
Username
Passward

Index{1-15) in Schedule Setup:

== i i

ISDMN Dial Backup Setup

Dial Backup Mode MNaone

2.

)

PPP Setup
PPP suthentication PAP or CHAP »
Idle Timeout second(s)

IP Address Assignment Method
(pcp)

Fixed IP: O ves & Mo (Dynamic IP)
Fized IP Address

WaN IP Network Settings

 Obtain an IP address automatically

@ Specify an IP address

IP Address 10.0.0.150

Subnet Mask 255000

[

Ok

] [ Cancel ]

Check if 1P Address and Subnet Mask are set correctly (must identify with the values from

your ISP) if you choose Specify an IP address.
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5.5 Backing to Factory Default Setting If Necessary

Sometimes, a wrong connection can be improved by returning to the default settings. Try to reset
the router by software or hardware.

Warning: After pressing factory default setting, you will loose all settings
you did before. Make sure you have recorded all useful settings before you
pressing. The password of factory default is null.

Software Reset
You can reset the router to factory default via Web page.

Go to System Maintenance and choose Reboot System on the web page. The following screen
will appear. Choose Using factory default configuration and click OK. After few seconds, the
router will return all the settings to the factory settings.

System Maintenance >> Reboot System

Reboot System

Do You want to reboot your router ?

@ Using current configuration
O Using factory default configuration

Hardware Reset

While the router is running (ACT LED blinking), press the RST button and hold for more than 5
seconds. When you see the ACT LED blinks rapidly, please release the button. Then, the router
will restart with the default configuration.

LA

e
L]
= =
Lah Highl
d
1 ! § - \3 !
BaT e

Asninr

i

LA Moniler

After restore the factory default setting, you can configure the settings for the router again to fit
your personal request.
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5.6 Contacting Your Dealer

If the router still cannot work correctly after trying many efforts, please contact your dealer for
further help right away. For any questions, please feel free to send e-mail to
support@draytek.com.
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